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I. EXECUTIVE SUMMARY

By Kristin M. Lord and Travis Sharp

Cyber threats imperil America, now and for the
foreseeable future. They endanger the enormous
economic, social and military advances enabled by
cyberspace, not only for the United States but also
for the world. While a “cyber Armageddon” does
not appear imminent, cyber attacks are more than
a nuisance and more than criminal activity. They
constitute a serious challenge to U.S. national secu-
rity and demand greater attention from American
leaders.

Cyber attacks can cause economic damage, physi-
cal destruction and even the loss of human life.
The economic price of cyber crime, and especially
the loss of intellectual property is startling, costing
companies worldwide billions of dollars each year.
U.S. government networks are vulnerable, with
approximately 1.8 billion cyber attacks of vary-

ing sophistication targeting Congress and federal
agencies each month. Foreign cyber intruders have
penetrated America’s power grid, and while their
intentions are unclear, the potential for harm is
considerable. U.S. military planners already must
guard against a range of cyber attacks on their
communications, weapons, logistics and naviga-
tion systems, and the threat to military networks is
growing. Cyber attacks could disable critical equip-
ment and even turn it against its users.

Despite productive efforts by the U.S. government
and the private sector to strengthen cyber security,
the increasing sophistication of cyber threats con-
tinues to outpace progress. The stakes are high and
the need to find solutions is urgent.

Will America rise to the challenge?

Based on extensive research and consultations
with individuals in government, the military, the
private sector and non-profit organizations, our
answer is, optimistically, yes. But success requires
stronger and more proactive leadership by the U.S.
government. It requires companies and researchers
to innovate faster than criminals and spies. And
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it requires organizations and individuals across
America and around the world to take responsibil-
ity for their own security. We must not wait for a
digital disaster, intentional or otherwise, to reverse
the growing trend of cyber insecurity.

Sobriety is in order. Terms such as “cyber war”
conjure images of dystopian futures and limitless
vulnerabilities, unconstrained by physical geogra-
phy and prowled by hackers and hooligans. While
cyber insecurity is all too real, these images fuel
hype that is often unproductive. We must not allow
hype to provoke panic, and we should not over-
spend. We must accept that a certain level of risk
will persist, just as it does in the physical world.

To help American policymakers lead national and
international efforts to address cyber insecurity,
this report offers detailed recommendations, which
are summarized below.

Adopt a Comprehensive Strategy for a Safe and
Secure Cyberspace: The U.S. government should
aim to keep malicious activity in cyberspace below a
threshold at which it might imperil general confi-
dence in the security of the Internet. To do this, the
Department of Homeland Security (DHS) should
strengthen its capacity for risk assessment and inci-
dent response. Congress should pass legislation that
creates a new quasi-governmental “fusion” center to
improve information sharing, clarifies DHS’s legal
authority to monitor U.S. government networks,
enables Internet service providers to better cooper-
ate with the U.S. government, and bolsters cyber
security education and recruitment programs.

Forge an International Agenda for Cyber Security:
The U.S. government should strengthen its interna-
tional agenda for cyber security. In the near-term,

it should foster greater cooperation with U.S. treaty
partners to enhance information sharing, crisis
response and joint military exercises. In the medium
to long term, it should strengthen law enforcement
by engaging a variety of international stakeholders

Security and Prosperity in the Information Age

to produce multilateral agreements and codes of
conduct. The U.S. government should promote key
norms in international fora, including protecting
innocent civilians and minimizing collateral dam-
age, upholding Internet freedom, and exercising
proportionality and restraint in response to cyber
attack. Finally, the U.S. government should address
cyber security more directly, and if necessary more
publicly, with China and Russia; initiate a coordi-
nated cyber security foreign assistance plan; and
encourage American companies to participate in
international standard-setting organizations related
to cyber security.

Establish U.S. Declaratory Policy on Cyber
Security: The U.S. government should outline

the broad contours of a declaratory policy for
cyberspace. Doing so will help deter the most
threatening actions and strengthen America’s role
as a shaper, not a victim, of developments in cyber-
space. While the policy should remain ambiguous
about how the United States might respond in spe-
cific situations, it should communicate America’s
view of which behaviors are acceptable and which
behaviors are intolerable.

Raise Costs for Cyber Attackers: The U.S. govern-
ment should increase the economic, political and
military costs for cyber attackers while defend-
ing against them more effectively. To do this, it
should clarify legal authorities related to military
and intelligence cyber operations, improve cyber
defenses, sustain America’s offensive military
advantage in cyberspace, implement a cross-
domain prevention strategy, ensure that the U.S.
military can operate in a command and control
environment degraded by cyber attacks, and tap
into the National Guard and Reserves for high-tech
cyber skills.

Prepare for the Future of the Internet: The U.S.
government should launch a national commission
on the future of the Internet that provides recom-
mendations to the president. It should evaluate the



feasibility of changing the underlying architecture
of the Internet to increase security and forming
separate networks with higher levels of security.
The commission should include the science and
technology community, private companies and
U.S. government representatives.

Build the Institutional Capacity Necessary to
Coordinate U.S. Government Responsibilities
for Cyberspace: The U.S. government should
create an Office of Cyber Security Policy, within
the Executive Office of the President, headed by a
Senate-confirmed chief cyber security advisor to
the president and director of cyber security policy.
The office should remain small and nimble, main-
tain close links to the National Security Council
(NSC) and National Economic Council, and avoid
duplicating functions already performed by other
agencies. The U.S. government also should con-
tinue to strengthen DHS’s cyber security efforts,
which are increasingly respected (if still far from
sufficient) according to experts in the government,
military and private sector.

Enhance Oversight of U.S. Government Cyber
Security Activities: The U.S. government, par-
ticularly Congress, should conduct stronger and
more comprehensive oversight of cyber security
activities. The U.S. government should main-
tian command and control procedures for cyber
operations by the U.S. military and intelligence
community to ensure that senior civilian leaders
retain the ability to review and approve signifi-
cant activities; appoint two separate leaders for
U.S. Cyber Command and the National Security
Agency (NSA); create a President’s Cyber Security
Advisory Board to provide independent advice
directly to the president; form a high-level joint

contact group for DHS, the Department of Defense

(DOD) and the intelligence community; establish
a bipartisan, bicameral Cyber Security Task Force
in Congress; and create objective cyber security
performance metrics.

Protect the Nation’s Most Critical Infrastructure:
The U.S. government should remain proactively
and consistently involved in protecting America’s
critical infrastructure, which includes vital assets
such as energy, financial and transportation
systems. Government involvement should not

be heavy-handed or excessively regulatory, and
should favor market solutions whenever possible.
Congress should pass legislation that provides
DHS with more explicit authority to coordinate the
protection of U.S. critical infrastructure in cyber-
space, offers tailored regulatory strategies that
comport with the needs of specific infrastructure
sectors, strengthens the authority and capacity of
the Federal Energy Regulatory Commission and
DHS, and uses military bases as test beds for cyber
security innovation related to the smart grid.

Harness the Private Sector’s Innovative Power
for Cyber Security: The U.S. government should
streamline government classification guides to
enable better information sharing, protect private
companies that cooperate with the U.S. govern-
ment, extend liability protection to providers of
innovative cyber security products and services,
prioritize security when writing requirements
and awarding contracts for information technol-
ogy, fund new research on cyber security business
models, assign foreign service officers to help U.S.
companies partner with responsible cyber secu-
rity stakeholders abroad, and clarify what support
the private sector can and cannot expect from the
U.S. government.
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Guide to Key Terms*

Critical Infrastructure: Systems and
assets, whether physical or virtual,
so vital that their incapacitation or
destruction may have a debilitating
impact on the security, economy,
public health or environment of a
nation. Examples include infrastruc-
ture that supports banking and
finance, communications, energy
and transportation.

Cyber: Broadly defined, a prefix
referring to anything related to
computers, electronic information
and/or digital networks.

Cyber Attack: A hostile act using
computers, electronic informa-
tion and/or digital networks that

is intended to manipulate, steal,
disrupt, deny, degrade or destroy
critical systems, assets, information
or functions.

Cyber Defense: Activities that,
through the use of cyberspace, seek
to detect, analyze, mitigate and
prevent vulnerabilities in order to
protect computers, electronic infor-
mation and/or digital networks.

Cyber Exploit: Enabling operations
and intelligence collection activities
conducted through the use of com-
puters, electronic information and/
or digital networks to gather data
about the critical systems, assets,
information or functions of a target
or adversary.

America’s Cyber Future

Cyber Incident: A cyber attack, ex-
ploit or intrusion that causes harm
to critical systems, assets, informa-
tion or functions across the public
and private sectors by impairing
the confidentiality, integrity or
availability of computers, elec-
tronic information and/or digital
networks.

Cyber Intrusion: Unauthorized act
of bypassing the security mecha-
nisms of computers, electronic
information and/or digital networks.

Cyber Offense: Activities that,
through the use of cyberspace,
seek to manipulate, steal, disrupt,
deny, degrade or destroy the critical
systems, assets, information or func-
tions of a target or adversary.

Cyber Operations: The employment
of cyber capabilities with the intent
to achieve objectives in or through
cyberspace.

Cyber Security: The protection of
computers, electronic information
and/or digital networks against
unauthorized disclosure, transfer,
denial, modification or destruction,
whether accidental or intentional.

Cyberspace: The impression of
space and community formed by
computers, electronic information
and devices, digital networks, and
their users.

Security and Prosperity in the Information Age

Internet: A global information
system, based on the use of Internet
Protocols, that enables different
components such as networks,
computational facilities and devices
to intercommunicate. The individual
components are operated by gov-
ernments, industry, academia and
private parties.

Network: A distributed system of
interlocking communications links.

Norms: A set of shared beliefs that
help define and govern behavior
and conduct by state and non-state
actors.

* Definitions based on DOD’s “Joint Terminology for Cyberspace Operations” and the Institute for Telecommunications Sciences’ “Telecom Glossary.”



[I. INTRODUCTION

Over the past 20 years, the Internet has become
integral to American life. Nearly 80 percent of
American adults now use the Internet. Of those
users, 94 percent access email, 75 percent seek news
and 67 percent visit a government website — activi-
ties that bolster social ties and civic participation.'
The economic importance of the Internet is
enormous, contributing 6,500 dollars per capita to
America’s gross domestic product each year.> The
centrality of the Internet is also growing globally,
with the number of users worldwide topping two
billion as of December 2010.?

Regrettably, the very openness that allowed the
Internet to spread into almost every arena of
human activity also has spawned countless vulner-
abilities. “It’s now clear this cyber threat is one of
the most serious economic and national security
challenges we face as a nation,” declared President
Obama in 2009.* The president’s view is shared
widely. For years, the U.S. government has pro-
duced national security strategy documents that
emphasize the grave risk posed by cyber threats
and their interrelationships with crime, espionage
and warfare.®

Cyber threats pose serious challenges to the United
States. They blur traditional lines between peace
and war, government and private sector, and
strategy and tactics. As such, they present daunt-
ing obstacles that are legal, institutional, technical
and cultural in nature. Overcoming these obsta-
cles will require new ways of thinking and new
means of governance, involving new actors and

a level of agility to which the U.S. government is
unaccustomed.

To help Americans and their government bet-

ter understand the growing risks posed by cyber
threats, the Center for a New American Security
(CNAS) conducted a year-long study co-chaired
by Robert Kahn, Mike McConnell, Joseph Nye and

Peter Schwartz — four esteemed leaders who con-

tributed a wealth of experience and knowledge. We
conducted extensive research and commissioned
13 chapters (published in Volume II of this report)
from a wide array of experts. We also convened
eight working group sessions and interviewed
senior leaders from the private sector, academia,
civil society, and the U.S. government and military
— a total of more than 200 experts.

Within the U.S. government, we interviewed rep-
resentatives from the NSC, DHS, Department of
State, Department of Commerce, DOD (including
the NSA, Cyber Command, Joint Chiefs of Staff,
Office of the Secretary of Defense and the military
services), the intelligence community, Federal
Communications Commission (FCC), FBI, House
of Representatives, and Senate.

Within the private sector, we met with representa-
tives from Internet service providers, large and
small technology companies, critical infrastructure
providers (including from the energy, financial ser-
vices and defense sectors), Internet entrepreneurs,
venture capitalists, and military and intelligence
consulting firms. To hear perspectives from outside
Washington, we traveled to California in February
2011 to meet with business and technology leaders
from Silicon Valley.

The intent of this study is threefold. First, we seek
to educate the broader national security policy
community about cyber security, an issue that is
often still relegated to technical experts and highly
classified discussions.® It is now too entwined with
America’s national interests and economic future
to be a niche issue. All those who seek to promote
American security now must confront the chal-
lenge of cyber security. Though many details and
operational plans should remain classified, an open
national conversation is sorely needed.

Second, we seek to advance conceptual under-
standing of cyber security to aid the United States’
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decision makers. Cyber threats are evolving faster
than our understanding of them, a frightening
circumstance given the consequences of either
inaction or mistakes. Cyber security seems so hard
to grasp that it is compared endlessly to some-
thing else, whether nuclear weapons policy in the
1950s, guerilla warfare or epidemiology.” There are
few case studies of cyber conflict, and those that
do exist — most notably the cyber attacks against
Estonia in 2007 and Georgia in 2008 - are often
hyped.® Used excessively, improper comparisons
and exaggerated case studies can cloud under-
standing and oversimplify decision-making rather
than clarifying complex issues.’

Third, we offer policy recommendations to those
who must protect the United States from the many
emerging threats in cyberspace. While many actors
must contribute to cyber security, this report’s
recommendations focus on the U.S. federal govern-
ment. We provide actionable recommendations
that, we believe, are in line with CNAS’ mission to
provide strong, pragmatic and principled national
security policies that advance American interests
and protect American values.

Security and Prosperity in the Information Age

1. U.S. NATIONAL INTERESTS IN
CYBERSPACE

Cyber security is vital to protecting and advanc-
ing America’s national interests. As articulated in
the 2010 U.S. National Security Strategy, which
reaffirmed long-standing priorities in American
foreign policy, these interests include:

o The security of the United States, its citizens, and
its allies and partners.

« A strong, innovative and growing U.S. economy
in an open international economic system that
promotes opportunity and prosperity.

o Respect for universal values at home and around
the world."

Increasingly, America’s ability to achieve these
interests depends on reliable and secure access to
the Internet, which is “a network that magnifies
the power and potential of all others,” according

to Secretary of State Hillary Rodham Clinton."

If confidence in the reliability of the Internet, the
security of systems connected to it, and the trust of
its many users persists, America’s ability to achieve
these interests will grow. But the persistence of a
safe and secure Internet is threatened and policy-
makers cannot take it for granted.

Protecting U.S. Security

Information technology is an enormous force
multiplier for U.S. military and intelligence activi-
ties around the world.”? For this reason, DOD
now operates 15,000 networks and seven million
computing devices across 4,000 installations in 88
countries.”® This advanced information infrastruc-
ture helps the United States anticipate, detect and
respond to national security threats with remark-
able precision and effectiveness.

America’s military has excelled at developing new
offensive cyber capabilities, drawing talent from the
United States’ preeminent technology sector.* These
tools can create effects that are highly precise or



broadly dispersed, effectively untraceable or widely
publicized. They also can achieve things that kinetic
force cannot. Offensive cyber capabilities are attrac-
tive in many ways, but also present challenges. The

processes and authorities for using them are fraught
with challenges. It is unclear how target countries will
perceive and respond to them. There is the potential
for negative unintended consequences, including the
rapid spread or reverse engineering of destructive
code once it is “out in the wild.”

Military applications for cyber technology can
promote American interests, but they also create
vulnerabilities. The U.S. military relies extensively,
though not exclusively, on access to civilian net-
works.”” Even when military and civilian networks
are separated, the movement of data and users
between them can create unforeseen dangers.'
Every day, America’s armed forces face millions of
cyber attacks and intrusions of varying sophistica-
tion. Every hour, U.S. military networks are probed
or scanned approximately 250,000 times.!” More
than 100 intelligence agencies and foreign militar-
ies are actively trying to penetrate U.S. systems.'®
While American cyber defenses typically repulse
these advances, which are often unsophisticated,

it only takes one breach for an attacker to compro-
mise sensitive information."”

On the battlefield, cyber attacks could misdi-

rect surveillance equipment, ships and people, or
compromise information in ways that jeopardize
America’s military or citizens. Such tactics are not
confined to sophisticated states: In 2009, Iraq-based
militants used software that cost 26 dollars to access
unencrypted imagery from U.S. military drones.*

Though cyber threats are present now, the most
dangerous threats are still to come. Glimmers of
that future are visible today. The computer worm
known as Stuxnet ostensibly sent Iranian nuclear
centrifuges spinning in ways that ultimately dis-
abled them. Based on media reports, it appears to
be a clear example of a cyber attack with a kinetic

effect.” While this attack was targeted relatively
precisely, future attacks could use similar technol-
ogy far less discriminately.

A Strong, Innovative and Growing

U.S. Economy

Access to cyberspace has created new oppor-
tunities for Americans to prosper. According

to the Information Technology and Innovation
Foundation, the information technology revolution
allowed the U.S. annual gross domestic product

to grow 2 trillion dollars larger than it would have
otherwise.?? Numerous studies have concluded
that the Internet improves efficiency, lowers prices,
expands consumer choices, boosts productiv-

ity, gives small businesses greater market access,
stimulates innovation and increases wage growth.*
Opportunities provided by the Internet also extend
internationally. The Internet has generated an
increase in labor productivity and corresponding
economic growth worldwide.?* There is no indica-
tion that these efficiencies have peaked.

The economic gains enabled by the Internet are not
irreversible, however. Cyber crime and espionage
endanger America’s classified information, trade
secrets and intellectual property, the drivers of U.S.
military power and global competitiveness in this
digital century. If the United States and U.S.-based
companies become known as less reliable eco-
nomic partners due to the corrosive effects of cyber
attacks, American influence will wane, putting the
nation’s security at risk.

Even the most sophisticated organizations — whether
technology companies or financial institutions —
remain vulnerable to cyber threats. If they were
seriously compromised, the harmful effects could
spread far and wide. In 2011, two cyber attacks
against sophisticated firms could have become

what technology advisor Peter Bloom called “five
alarm fires” for the cyber security community.>® The
first targeted RSA Security, the largest provider of
cyber security authentication devices to the federal
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government and Fortune 500 companies. The attack
used email-based malware to extract vital intellectual
property that could compromise system integrity for
most, if not all, of the company’s customers.”® The
second targeted the Comodo Group, which provides
digital certificates that confirm websites” authenticity.
The attacker infiltrated an Italian computer company
and used its access to Comodo’s systems to create
fake certificates for popular websites such as Google,
Yahoo and Skype.”” While Comodo and the websites
responded quickly, such breaches could undermine
confidence in the Internet if not immediately reme-
diated because users would not know whether they
were giving their information to a legitimate website
or not.

The nation’s critical infrastructure, which enables
the dynamic U.S. economy to function properly, also
remains insufficiently protected. Critical infra-
structure providers are still coming to terms with
the extent of their vulnerabilities to cyber threats.
For example, a large water provider in southern
California hired a computer hacker to probe the
vulnerabilities of its computer networks — which
he and his team did in a single day, seizing con-
trol of equipment that adds chemical treatments

to Californians’ drinking water.”® According to

a 2010 survey by the Enterprise Strategy Group,
critical infrastructure providers did not perform
security audits of their supply chains consistently
or thoroughly enough. Nor did they provide suf-
ficient opportunities for their software developers to
receive the latest security training. The survey also
found that 71 percent of providers believed that the
U.S. federal government should participate more
actively in strengthening cyber security for U.S.
critical infrastructure.”

Respect for Universal Values

Access to the Internet promotes respect for uni-
versal values that Americans hold dear, such as
freedom of speech and assembly. The Internet
provides defenders of those values with new tools
to advance their causes. It gives dissidents a voice,

Security and Prosperity in the Information Age

oppressed publics a means to organize and other-
wise powerless individuals the opportunity for a
global platform. While observers dispute the pre-
cise impact of the Internet on the 2011 revolutions
in the Middle East and North Africa, few question
that social networking websites like Twitter and
Facebook played a significant role.

Because of the power of the Internet and the efforts
of authoritarian regimes to thwart its free use, the
Obama and Bush administrations have underscored
America’s commitment to Internet freedom. They
have backed this commitment with dollars, invest-
ing increased sums in circumvention technologies
that help individuals evade government censors.
Building on President Franklin Delano Roosevelt’s
1941 “Four Freedoms” speech, Secretary Clinton
has articulated a “freedom to connect - the idea
that governments should not prevent people from
connecting to the Internet, to websites, or to each
other.” She also has emphasized America’s “global
commitment to Internet freedom, to protect human
rights online as we do offline,” including the free-
doms of expression, assembly and association.” (For
a detailed discussion of Internet freedom and cyber
security, see the chapter by Richard Fontaine and
Will Rogers in Volume II.)

While widespread access to the Internet can play
an important role in promoting human rights and
advancing more representative political systems,
the Internet also can aid dictators and terrorists.”
Democracy-aspiring dissidents may use social
networking and mobile technologies to organize
peaceful protests, but oppressive regimes use those
same tools to track them. Human rights advocates
may use the Internet to inform global audiences
and shame governments into upholding universal
values, but violent extremists use the Internet to
spread vicious ideologies and recruit new mem-
bers. In sum, the Internet is a vast network that
facilitates communication for good and ill alike.
The challenge is to maximize the benefits of open-
ness while mitigating the risks.”



U.S. Strategic Objectives in Cyberspace

CONNECTIVITY SECURITY

« Maintain an open and secure

+ Deter cyber attacks by prevent-

STRENGTH

- Sustain America’s offensive mili-

Internet — despite the vulnera-
bility inherent in such openness
- to facilitate economic growth,
innovation, scientific prog-

ress, and social and cultural
interaction.

« Fight cyber crime and low-level
security threats in order to keep
them below a threshold where
they would imperil widespread
faith in the reliability of online
transactions with trusted enti-
ties and, as a result, general
confidence in the security of the
Internet.

Ensure that the Internet is resil-

ing nascent attacks, increasing
the resilience of systems and
networks through proper engi-
neering, establishing layered
“defense in depth,” maintain-
ing agility and capabilities for
full-spectrum operations in
cyberspace, and retaliating as
appropriate.

Cultivate strategic stability by
establishing U.S. declaratory
policy, building global norms
regarding acceptable behavior
for state and non-state actors,
protecting innocent civilians,
and suppressing cyber arms
races and the inadvertent esca-

tary advantage in cyberspace
in order to enhance non-cyber
military operations and deter
attacks during both peacetime
and war.

Protect against the loss of clas-
sified information, trade secrets
and intellectual property via
cyber crime and espionage,
which sap America’s competi-
tiveness in the global economy.

Build America’s human and
technological capital in order to
enhance America’s competitive
advantage in the productive use
of cyberspace.

ient and trustworthy enough
to serve America’s enduring

lation of cyber conflict.

national interests. + Develop checks and balances
within the U.S. government and
maintain civilian oversight of
military and intelligence cyber
operations to ensure the proper
use of cyber power as a means to
advance U.S. national interests.

Beyond these three core American interests of
security, economic vitality and promoting univer-
sal values, open and secure access to cyberspace
facilitates a wealth of interactions that benefit
Americans and humanity writ large. It enables bet-
ter health care, education, philanthropy and good
governance. It bolsters innovation, scientific prog-
ress and communication among different peoples.**
These social benefits cannot always be quanti-

fied, but they are essential to the advancement of
American interests as well as the global good.

Guiding Principles

While the U.S. government and its partners must
counter cyber threats, policymakers also must
ensure that cyber security policies uphold core
American rights and values and do not jeopar-
dize the very gains the Internet has provided.
The following principles should guide American
efforts to achieve its strategic objectives in
cyberspace.

The U.S. government’s cyber security strategy
should embrace the principle of risk management.
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Countering every possible cyber threat is neither
possible nor cost effective.

Because of the potentially severe consequences of
cyber attacks, policymakers feel pressure to expend
greater resources to defend against them. However,
the number of potential targets in cyberspace is
nearly boundless, and it is impossible to protect
them all. Decision makers should recognize that
perfect security does not exist in cyberspace, just as
it does not exist in the physical world. As a result,
U.S. policymakers should adopt a risk management
approach that endeavors to reduce aggregate cyber
security risk through closely scrutinized invest-
ments in areas where the United States is most
vulnerable and the consequences of inaction are
most grave. Since attacks will persist and networks
will be penetrated, U.S. strategy cannot consist
solely or even primarily of perimeter defenses. The
U.S. government should invest in strengthening
resiliency (the ability to continue operations during
and after an attack), reducing the time intruders can
spend undetected in networks, curtailing the ability
of intruders to steal, leak or alter data, and limiting
the damage attackers can inflict. It should invest

in less vulnerable software, and in utilizing the full
capacity of existing processes and technologies,
which can address many existing threats.

The United States should lead a broad, multi-stake-
holder international cyber security coalition that
supplements U.S. freedom of action in cyberspace
with global norms that will help protect its interests.

The United States must play a greater leadership role
within a range of existing and emerging international
coalitions if it wishes to shape the future of cyber-
space and how it is governed.* Exercising leadership
may, in some circumstances, require the United States
to curtail some freedom of action internationally

in order to shape the behavior of others. It does this
already by adhering to existing norms and agree-
ments, such as the Law of Armed Conflict and World
Trade Organization. As long as such tradeofts remain
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consistent with American interests and values, this
cooperative leadership model offers the best way for
the United States to strengthen its cyber security.

Since the United States pursues competing interests
and values in cyberspace, it must develop policies
that balance those interests and values.

An effective cyber security strategy requires
American policymakers to balance competing
interests and values in a way that defends the nation
without subverting what it stands for. The United
States should protect its national security interests
in cyberspace by combating cyber crime and low-
level security threats, countering violent extremism
that metastasizes online and maintaining a strong
defensive posture against potential adversaries. The
United States also should uphold important values
in cyberspace that are less directly related to its
national security but are fundamental to its political
identity, such as freedom of expression, the protec-
tion of innocent civilians, privacy and anonymity,
freedom of assembly, and open access to informa-
tion, ideas and opportunities.

Because cyber security is complex, it will require
multidimensional solutions.

The complexity of cyberspace means that leaders
must pursue cyber security policies through multiple
channels. No single policy prescription will provide
complete cyber security, just as no single U.S. gov-
ernment agency on its own can protect the nation.*
Technological or organizational “silver bullets” do not
exist and efforts to find them will be impractical at
best and counterproductive at worst. The U.S. govern-
ment should employ multidimensional strategies to
strengthen its cyber security, including the use of
domestic and international law, international diplo-
macy and cooperation, declaratory policy, strategic
research and development, technological advance-
ment, governmental organization and oversight,
information sharing, military preparedness and close
collaboration with the private sector.



Cyber Threats: Crime, Espionage, Agitation and War

While cyber threats are relatively
new, the purposes for which they
are used have deep roots in human
history. Cyberspace simply provides
a hew means to achieve old ends,
whether crime, espionage, activities
that we collectively call agitation,

or war.*” In practice, these cyber
threats are not mutually exclusive
and frequently overlap.

CYBER CRIME

Cyber crime uses computer or relat-
ed systems to steal or compromise
confidential information for criminal
purposes, most often for financial
gain.*® The aggregate cost of cyber
crime can have strategic effects, but
the victims are typically individuals
or organizations.

Through the use of widespread
attacks, cyber criminals are suc-
ceeding in their quest to reap
undeserved financial benefits from
today’s prosperous digital economy.
Though experts have attempted to
estimate the exact damage done by
cyber crime, it remains difficult to
measure. Companies hesitate to re-
port their actual losses, which they
consider proprietary and a threat to
public and investor confidence. The
broad economic effects of cyber
crime, such as the loss of custom-
ers and opportunity costs, are also
difficult to quantify.>® Nevertheless,
McAfee estimated that the global
economy lost at least 1 trillion dol-
lars in intellectual property in 2008
due to cyber crime and deliberate
or accidental loss by employees.*

While inadvertent losses are a
normal part of doing business, eco-

nomic losses due to cyber crime are
likely to increase as cyber criminals
grow increasingly sophisticated. For
example, cyber criminals are en-
hancing their intelligence gathering
activities by creating fake profiles
on social networking sites in order
to gather personal information

that they can use to target selected
users.*’ Such advances can enable
more effective heists of companies’
most closely guarded intellectual

property.

CYBER ESPIONAGE

Cyber espionage uses computer or
related systems to collect intelli-
gence or enable certain operations,
whether in cyberspace or the real
world. Unlike cyber crime, in which
incidents typically are financially
motivated, cyber espionage is more
likely to have strategic effects that
threaten broader swaths of society.
Motivations for cyber espionage
vary, but include attaining military,
political, industrial or technological
advantages.

Spying is as old as human history,
but cyber espionage presents a far
less expensive way for both state
and non-state actors, including
private companies, to construct
detailed informational mosaics

on competitors and adversaries.*?
Cyber spies can use stolen informa-
tion for any number of purposes,
including intimidation, extortion
or efforts to anticipate or disrupt
the maneuvering of political op-
ponents. During the 2008 U.S.
presidential election campaign,
for instance, then-Senator Barack
Obama’s and Senator John McCa-

in's campaign computer networks
were breached by cyber attack-
ers seeking sensitive information
about the candidates’ plans.®

Armed with information stolen
through cyber espionage, state or
non-state actors could gain un-
paralleled insight into the plans,
operations and vulnerabilities of
the armed forces of the United
States and its allies. Cyber espio-
nage threatens the cutting edge
technology produced in the U.S.
defense industrial base. Cyber spies
stole data from companies work-
ing on the F-35 Joint Strike Fighter
aircraft, which relies on millions of
lines of software code and is the
most expensive weapons program
in U.S. history.** Deputy Secretary
of Defense William Lynn revealed in
Foreign Affairs that an infected flash
drive inserted into a U.S. military
laptop in 2008 established a “digital
beachhead, from which data could
be transferred to servers under for-
eign control"The code spread un-
detected and was “poised to deliver
operational plans into the hands of
an unknown adversary."*

Like cyber crime, cyber espionage
occurs all over the world. In 2009,
for example, Canadian researchers
uncovered GhostNet, a network

of 1,295 infected host systems
targeting foreign affairs ministries,
embassies and multilateral organi-
zations located in Iran, India, South
Korea, Germany, Pakistan and many
more.* Interestingly, GhostNet al-
lowed its operators to activate com-
puter cameras and audio devices on
the infected Windows-based com-
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puters in order to monitor the users
- an example of cyber espionage
that enabled real world spying.

There is a fine line between espio-
nage and attack in cyberspace.”
Nations have long accepted that
they spy on each other and have
developed informal codes of con-
duct to keep such activities below
the threshold of conflict. However,
the line between espionage and
attacks that could disable an entire
power grid — an act of sabotage
that would have required a sizable
kinetic strike in the past - is now
just a matter of keystrokes. Because
malicious code can go undetected
on networks for long periods of
time, years could elapse between
intrusion and attack.

CYBER AGITATION

Cyber agitation uses computer or
related systems to harass, distract,
influence, intimidate or mislead a
target or adversary. It is typically mo-
tivated by either political or ideologi-
cal goals and uses means considered
illegitimate by law, practice and/

or custom.®® Nihilist and anarchist
hacker groups practice cyber agita-
tion; for instance, the loosely con-
nected “Anonymous” organization
conducted several high profile cyber
attacks in response to the impris-
onment of WikiLeaks leader Julian
Assange.* In contrast to cyber crime
and cyber espionage, which seek to
steal or alter data, cyber agitation
attempts to punish or influence the
beliefs and behavior of a targeted
actor. Data may be stolen or altered
in the process, and large sums of
money may be lost due to network
shutdowns, but cyber agitation’s aim
is to harm or persuade.*®

America’s Cyber Future
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U.S. Air Force Senior Airman Julia Richardson, a 10th Intelligence Squadron cyber transport
technician, analyzes computer imagery.

(U.S. Air Force illustration by Senior Airman Dana Hill)

The severity of cyber agitation can
vary greatly. It can consist of little
more than digital graffiti sprayed
across an adversary’s website in
order to publicize a grievance to a
wider audience. Such incidents pose
an inconvenience but are typically
less damaging than cyber crime or
cyber espionage. More seriously,
cyber agitation could sow mass
confusion or undermine confidence
in the effectiveness of important
institutions such as national govern-
ments, multilateral organizations or
financial institutions.

WikiLeaks' publication of 250,000
confidential U.S. government doc-
uments is an example of cyber agi-
tation. While the original security
breach was allegedly perpetrated
by someone within the U.S. mili-
tary, WikiLeaks’ decision to publish
the stolen documents was moti-
vated by a political agenda bent

on discrediting countries seen as
practicing excessive secrecy.” The
revelations heightened political
tension between the United States
and its allies, and damaged the
reputations of several American
officials.”? The incident demon-
strated the strategic threat posed
by cyber agitation to a nation

like the United States that must
delicately cultivate international
relationships in order to advance
its wide ranging global political
interests.

Cyber agitation offers a powerful
but unpredictable way for actors
to shape international perceptions
to suit their ends and discredit
their adversaries.”® Both state and
non-state actors can use these
means, but to date cyber agitation
has been conducted primarily by
so-called “hacktivists,” individu-

als who are loosely connected



and hack computer systems and
networks for political purposes.
(Hackers who are not politically
motivated — such as teenagers
who hack for fun - engage in
cyber crime, not cyber agitation,
when they steal or compromise
confidential information). Since
malware and automated attack
tools are widely available on the
Internet, hacktivists today do not
need to possess advanced com-
puter skills.>* All they need is the
inclination to act.

Cyber terrorism, the use of cyber
means to create fear or panic in a
society, is a variant of cyber agita-
tion. It may or may not result in
physical destruction - the objec-
tive is ultimately psychological

- but it is always perpetrated to
accomplish a political, religious

or ideological goal.>® To date, acts
of cyber terrorism have remained
largely unsophisticated, consisting
of modest efforts like overloading
ideological opponents with email
messages, conducting distrib-
uted denial of service attacks or
defacing websites.>® However, the
U.S. government is increasingly
concerned about the possibility
of more advanced threats since
cyberspace offers a natural safe
haven for terrorists. The FBI has
investigated individuals affiliated
with or sympathetic to al Qaeda
who have expressed interest in
conducting cyber attacks against
U.S. critical infrastructure and
acquiring more sophisticated cyber
capabilities from outside sources.>’
The United States should anticipate
that terrorist groups can and will
find ways to employ cyber means
in the future.

CYBER WAR

Cyber war consists of military opera-
tions conducted within cyberspace
to deny an adversary, whether a
state or non-state actor, the effec-
tive use of information systems and
weapons, or systems controlled by
information technology, in order

to achieve a political end. Cyber
war can occur in a “regular” manner
between the official military forces
of states or in an “irregular” manner
among the official and unofficial
forces of state and non-state actors
engaged in a struggle for legitimacy
and influence.® It can constitute
the entirety of a conflict, or occur

as part of a wider war that includes
ground, maritime, air or other mili-
tary forces.* The former transpires
only in cyberspace, even if it pro-
duces real-world effects, while the
latter takes place in cyberspace and
the physical world simultaneously.®®

Cyber war is far easier to define in
theory than in practice - particularly
because a known cyber war has not
yet occurred. Cyber attacks can have
kinetic effects, but they have not yet
caused the type of destruction or
bloodshed traditionally associated
with warfare in the physical world.
The bits of information compris-

ing cyber attacks do not kill people
directly, even though they may de-
stroy or reprogram digital systems
in ways that result in the loss of life.
Cyber attacks may inflict significant
damage but still fall below the
threshold of cyber war, often be-
cause the attacked entity is unable
or unwilling to admit or respond to
the attack. (War involves dynamic
interaction between at least two
entities. A cyber attack launched
against an entity with no willing-

ness or capability to defend itself or
retaliate is undoubtedly a significant
event, but it is not war).?'

The line between an act of cyber
war and an act that falls short

of that designation will remain
blurry. It will depend on whether
the attacked entity considers itself
a victim of an act of war, and the
conclusions drawn by third parties.
While legal experts increasingly be-
lieve that states should define cyber
war more narrowly to encompass
only acts that result in a significant
level of damage, uncertainty and
subjectivity will continue to exist,
much as they do in other forms of
conflict.®
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IV.THE NATURE OF CYBER THREATS

The ability to leverage cyberspace is one of the 21st
century’s most important sources of power. State
and non-state actors can use this power to achieve
financial, military, political, ideological or social
objectives in cyberspace or the physical world.
These objectives can be positive and contribute

to the greater good, or they can be nefarious and
harm innocent people. Like most technologies,
cyberspace is agnostic to politics and ideology.

Cyber power is attractive to powerful and less pow-
erful actors alike because of its low relative cost,
high potential impact and general lack of transpar-
ency. Powerful actors such as the United States

can combine cyber power with existing military
capabilities, economic assets and soft power net-
works. Less powerful actors - states, organizations,
individuals or any combination thereof - can gain
asymmetrically in cyberspace by inflicting exten-
sive damage on vulnerable targets. For a relatively
small investment, they can cripple networks and
steal valuable personal and proprietary informa-
tion. Americans already spend billions of dollars
trying to defend themselves, but even investments
this large are insufficient.

The virtual terrain of cyberspace strongly favors
offense because cyber attacks are inexpensive and
conducting them rarely brings consequences.
Cyber attacks against the United States are
nearly constant, with approximately 1.8 billion
cyber attacks targeting the computer systems of
Congress and executive branch agencies each
month.® While the vast majority of these attacks
fail, some incursions by both state and non-state
actors have succeeded — mostly on unclassified
networks, but on classified networks as well.%*
“This threat is increasing in scope and scale, and
its impact is difficult to overstate,” concluded
Director of National Intelligence James Clapper
during recent congressional testimony.® Steven
Chabinsky, Deputy Assistant Director of the FBI's
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Cyber Division, told us, “The threat is increas-
ing at a scale far greater than our resources to
respond can handle.”®

Underlying Causes of Cyber Insecurity

Three conditions distinguish cyberspace from
other domains of activity and fundamentally shape
the nature of cyber threats: the architecture of the
Internet, exponential innovation and the Internet’s
widespread integration into America’s military,
economy and society.

ARCHITECTURE OF THE INTERNET

The Internet was built with ingenious flexibil-

ity and reach, which have facilitated an endless
stream of innovations. Its architecture enables
nearly instant movement of information globally
at an extremely low cost. A small group of design-
ers engineered the Internet to connect multiple
networks, computational facilities and trusted
institutions seamlessly and reliably — a goal they
largely accomplished.®’

Yet it was hard to foresee the vulnerabilities that
would emerge as the Internet blossomed from

a Pentagon-sponsored research project into a
global communications network that pervades
modern life. The Internet’s very openness carries
downsides; namely, it makes it easier to attack
applications and operating systems that are not
adequately defended.®®

The architecture of the Internet presents a number
of fundamental security challenges. The Internet
was designed as a decentralized system and its
users are functionally anonymous. They generate
information that travels in undifferentiated pack-
ets that can be encrypted to disguise the origin.*
Taken together, the anonymity provided by the
Internet’s architecture leads to an attribution chal-
lenge (in the security context) that makes some
significant cyber attacks untraceable. Establishing,
let alone authenticating, identity is challenging if it
is possible at all.”
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The attribution challenge empowers both strong
and weak actors who benefit from having their
identities disguised. Online anonymity can hide
political activists from dictators, but it also makes
identifying - and punishing - cyber attackers
extremely difficult. Interlinked individuals operat-
ing from globally dispersed locales can, with no
warning and only milliseconds between decision
and impact, attack scores of digital targets simul-
taneously without revealing their identities. Those
who try to locate attackers often find themselves
chasing ghosts when the attacks originate from
computers and servers in multiple countries.

EXPONENTIAL INNOVATION

In 1965, Intel co-founder Gordon Moore proposed
what has become known as Moore’s Law. It states
that the number of transistors on a computer chip

2005 2006 2007 2008 2009 2010*

Year

will double roughly every two years, resulting in
constantly increasing computing power at decreas-
ing cost. The prediction has proven remarkably
accurate.”! In fact, the silicon transistors on today’s
computer chips are 1,000 times thinner than a
human hair and cost about as much as a single
alphabetic letter printed in a newspaper.”> This expo-
nential innovation has allowed cyberspace, and its
uses, to evolve faster than many ever imagined.”

Innovation has expanded the availability, use and
functionality of the Internet at a remarkable rate.
Today, there are approximately two billion global
Internet users, a vast increase from the 361 mil-
lion users online in 2000.7 The spread of mobile
devices, which surpassed five billion subscriptions
worldwide in 2010, will give an even greater num-
ber of people in the developing world access to the
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Internet, especially as mobile devices continue to
offer better functionality.”” Ever-increasing proces-
sor speeds and improved algorithms continue to
facilitate greater reliance on the Internet, which
adds trillions of dollars to the global economy each
year.”® Global e-commerce activity totaled 10 trillion
dollars in 2010, and is expected to reach 24 trillion
dollars by 2020.” Internet startup companies add
enormous entrepreneurial vibrancy to the global
economy, offering customers better products while
challenging more traditional businesses to keep up
or get out of the way.

While continued innovation offers growing oppor-
tunities for productive use of the Internet, it also
aids those individuals with malicious intent by
offering more targets and tools for attack. Cyber
security is time consuming and expensive, and

the pressure companies feel to unveil innovative
products quickly — and thus capture greater market

share - leads to the introduction of technologies
that are less secure than they would be if more
time was spent bolstering their security.”®

McAfee identified more than 20 million new pieces
of malware in 2010, or an average of nearly 55,000
per day. Each one represents a new weapon for
cyber attackers.” McAfee also reported “increases
in targeted attacks, increases in sophistication
and increases in the number of attacks on the new
classes of devices” in 2010.*° Identity theft report-
edly affected 600,000 to 700,000 Americans in
2000. In 2009, however, 11.1 million Americans
were victims of identity theft, with much of the
increase attributed to online fraud.®

WIDESPREAD INTEGRATION

The Internet’s architecture has facilitated its inte-
gration into almost every aspect of modern life.
This integration has yielded incredible advances



in productivity and efficiency. However, it also has
created vulnerabilities that exceed understanding
of the potential consequences.

The integrated nature of cyberspace increases

the chances that any disruption will ripple far
beyond the original incident. As the 2009 U.S.
National Infrastructure Protection Plan concluded,
“Network disruptions resulting from cyber attacks
can lead to loss of money, time, products, reputa-
tion, sensitive information or even potential loss of
life through cascading effects on critical systems
and infrastructure.”® The diverse and distributed
ownership of cyber infrastructure presents enor-
mous security challenges because it is impossible
to homogenize policies or best practices.* Today’s
global supply chains mean that vulnerabilities exist
not only within U.S. borders.

Critical infrastructure such as financial, electrical
and telecommunications networks are increasingly
vulnerable to cyber attacks. The private sector con-
trols 85 to 90 percent of U.S. critical infrastructure,
and these providers use cyberspace to communicate
and control sensitive processes, such as balancing
levels of chlorination in water, opening and closing
valves, controlling the flow of oil, executing finan-
cial transactions and regulating temperatures.® If
disrupted by a cyber attack, even for only a short
period of time, the effects could destroy property
and potentially kill innocent civilians.®

Critical infrastructure systems are more vulner-
able today than in the past because standardized
technologies create systemic vulnerabilities and
technical information is publicized widely.*
According to a 2011 survey, over 80 percent of
critical infrastructure providers reported being the
victim of large-scale cyber attacks or infiltrations.®”
While some attacks on critical infrastructure are
minor, the work of hackers seeking an adrenaline
rush or bragging rights, others are more serious. In
2009, The Wall Street Journal reported that cyber
spies based in China and Russia had infiltrated,
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mapped and deposited software tools in the U.S.
electrical grid that could steal and damage data or
even control facilities” operations remotely.*

The integrated nature of cyberspace blurs the line
between military and civilian operations, com-
plicating both offense and defense. “Surgical”
cyber attacks, in which little intended collateral
damage is wrought on civilians or infrastructure,
are difficult to model and execute because cyber-
space is so tightly integrated.® While the most
advanced actors, including the United States, can
execute precise strikes, the possibility of unin-
tended consequences is great, particularly as more
everyday devices and appliances gain Internet
connectivity and thus become vulnerable.”® Even
the sophisticated Stuxnet worm, which ostensibly
targeted specific industrial control systems in Iran,
infected 100,000 systems in 155 countries because

23
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of its aggressive propagation techniques. Symantec
concluded that “These additional infections are
likely to be ‘collateral damage’ — unintentional
side-effects of the promiscuous initial propagation
methodology utilized by Stuxnet.”

The risk of collateral damage should weigh heav-
ily on responsible decision makers contemplating
the use of cyber attacks. They must consider how
important a target is to their objectives, if using

a cyber attack could lead other actors to retaliate,
and whether any other option might accomplish
their goals more effectively. The United States
decided early in the Iraq War that it would not
launch a cyber attack against Iraq’s financial sys-
tem because senior U.S. officials thought the risk
of unintended consequences was too great.”” Of
course, America’s conventional military superior-
ity meant that a cyber attack was not required to
invade Iraq successfully. Lacking similar options,
less powerful actors may see cyber attacks as an
attractive course of action. Indeed, terrorist orga-
nizations have demonstrated an interest in cyber
capabilities, and the FBI has investigated individu-
als affiliated with or sympathetic to al Qaeda who
have discussed conducting cyber attacks against
U.S. critical infrastructure.”

Implications for Cyber Security

These three underlying causes of cyber insecurity
carry implications that American leaders must
grapple with in order to craft effective policies.
The most significant of these implications are
analyzed next.

SPEED AND THE COLLAPSE OF DISTANCE

When combined with the attribution challenge,
cyberspace’s speed and collapse of distance pres-
ent a formidable security challenge to the United
States. Geographic distance imposes significant
time and maneuverability constraints on military
operations on land, in the air, at sea and in outer
space. In these domains, temporal and physical
distance often enables a target to prepare and/or
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preempt when it sees an attack coming. Detectable
actions, such as mobilizing an army, testing a new
weapons system or even declaring one’s intentions
publicly, often precede an attack. Targets therefore
have time to prepare countermeasures that will
mitigate or prevent damage.

The United States is under
constant assault in cyberspace,
and as these attacks grow in
magnitude and intensity, the
risk of a catastrophic incident
with cascading

social effects increases.

In cyberspace, foreknowledge is limited because
information moves from origin to destination
almost instantaneously.” As a result, cyber attacks
are not constrained by geographic location or
distance (though the manmade infrastructure sup-
porting cyberspace is so constrained). Targets will
remain constantly vulnerable to attacks that they
may not detect or have time to prepare for. However,
speed works both ways in cyberspace. Because
targets can shift or flee extremely quickly, attackers
must constantly reorient and update their plans.

MAGNITUDE AND INTENSITY

The reach and importance of the Internet mean
that small actions can have enormous effects. The
United States is under constant assault in cyber-
space, and as these attacks grow in magnitude and
intensity, the risk of a catastrophic incident with
cascading social effects increases.

Three examples hint at the potential magnitude
of future cyber attacks. In 2000, a disgruntled



employee at a water-treatment plant in Australia
sabotaged a computerized control system, releasing
more than 200,000 gallons of sewage into parks,
rivers and a nearby hotel.” An international cyber

crime network used malware known as Zeus to
capture online banking data from medium-sized
companies, towns and churches. Before the FBI
and other law enforcement agencies thwarted the
operation in 2010, the network managed to steal 70
million dollars.”® Finally, in Wall Street’s May 2010
“flash crash,” complex automated trades created
enough market volatility to hemorrhage approxi-
mately 1 trillion dollars in only minutes, with some
stocks dropping more than 90 percent in value.”
While the volatility was unintentional and the
stocks recovered, the crash illustrates the potential
consequences of sophisticated cyber attacks against
a financial system that relies increasingly on auto-
mated high-frequency trading.*®

The magnitude and intensity of cyber attacks make
them ideal instruments of coercion. Since a cyber
attack on critical infrastructure could inflict tre-
mendous damage, merely threatening to attack can
compel the behavior of others.

Because cyber attacks can cause severe disrup-
tion without harming people physically, groups
that would most likely never undertake protests,
crime or violence in the real world may still use
cyber attacks. A recent example of this phenom-
enon is the response by Anonymous, the loosely
connected hacking collective, to PFC Bradley
Manning’s imprisonment on charges of providing
classified information to WikiLeaks. Anonymous
launched distributed denial of service attacks
against major companies, and according to news
reports it aspired to “harass staff at [Marine Corps
Base] Quantico Brig to the point of frustration”
and planned a “complete communications shut-
down” of the base’s Internet pages and phone
links.”” Anonymous allegedly also stole and then
distributed thousands of internal emails from a
U.S. security firm, HBGary Federal, after the firm

claimed to have infiltrated the group and identified
key members.'” It is hard to envision members of
Anonymous pursuing such criminal activities if
they did not have easy access to cyberspace.

LOW BARRIERS TO ENTRY

Cyberspace’s barriers to entry are extraordinarily
low, even though many resources were expended
to develop it and are still needed to maintain its
physical infrastructure. To launch a cyber attack
today, all a person needs is a computer, which
costs less than 400 dollars in the United States,
an Internet connection and limited technical
knowhow. As a result, cyberspace enables greater
malicious potential at lower cost than other
domains, although the most sophisticated cyber
attacks will still be quite expensive and the most
advanced kinetic attacks will still inflict greater

damage than cyber attacks.'”

Like any sophisticated attack, cyber attacks
require capability, skill and will. However, these
traits increasingly need not be found together.
With downloadable malware and automated tools
widely available on the Internet, cyber attackers
today do not need to spend the time or money
previously required to acquire attack capabili-
ties.'” As cyber security expert Gary McGraw
notes, “The most impressive tool in the attack-
ers’ arsenal is Google,” because it is relatively
easy to find these capabilities online."” Attackers
can develop the necessary knowledge and skill
without calling much attention to themselves
(unlike nuclear weapons scientists, for example,
who attend college for years and then often work
in government-funded organizations).

The growing professionalization of cyber crime
demonstrates how cyberspace’s low barriers to
entry can intensify security threats. Cyber crimi-
nals increasingly are disassociating themselves
from any specific cause. Instead, they make their
services available to the highest bidder on the
black market.'”® Non-specialists can download
25
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Goliath in Cyberspace

Though cyberspace’s low barri-
ers to entry favor attackers and
the less powerful, more power-
ful actors still retain significant
advantages. As strategist Thomas
Mahnken argues in his chapter

in Volume II, cyber capabilities
alone do not compensate for
weakness in other instruments

of power such as conventional
military strength, economic
leverage, political influence and
sophisticated intelligence collec-
tion. More powerful actors will
continue to possess these quali-
ties and use them to achieve their
objectives internationally, often at
the expense of the less powerful.
While cyber attacks can inflict sig-
nificant damage, their effects still
pale in comparison to the destruc-
tion wrought by nuclear weapons,
precision-guided munitions,
battle tanks, armed drones and
the other tools of modern warfare
possessed by the most powerful
states.

America’s Cyber Future
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While experts debate whether
non-state actors can acquire cyber
attack technologies comparable to
those possessed by states, many
of the things that make a cyber
attack successful are not technical
in nature. For example, though the
Stuxnet code itself was technically
advanced, the attack’s true sophis-
tication came from its relatively
precise targeting of a specific
configuration of devices found
only in a handful of locations
worldwide. Significant resources
were probably expended before-
hand to test the code against a
trial set of identical centrifuges.'®?
In other words, it was the intelli-
gence and tests enabling Stuxnet,
not just the worm itself, that made
the attack effective.'® In general,
states will continue to have greater
access than non-state actors to the
resources needed for intelligence
gathering and related enabling
activities.

If targeted by cyber attacks,

states have no reason to limit

their response options only to
cyberspace. Though cyberspace

is a unique domain with vastly
increased scale and uncertainty, it
also depends on physical infrastruc-
ture, whether computers or network
servers, that is vulnerable to kinetic
attacks by conventional weapons
typically possessed only by states.
Furthermore, cyber attacks do not
occur naturally like earthquakes or
bad weather, as Google’s Eric Davis
told us.’®* Though the specifics may
be difficult to determine, somebody,
somewhere usually must push a
button for a cyber attack to occur.
As strategist Colin Gray wrote,
“Human beings, unlike cyberspace,
are not placeless - they act within
geography.”"® These human beings
are vulnerable to kinetic weapons,
law enforcement and other security
instruments that are the compara-
tive advantage of states.

cyber attack capabilities online for free, or spend
anywhere from 500 dollars to 250,000 dollars (or
more) for an advanced capability.'”® Cyber attack
scripts are now sold online in a customizable
format; customers select their desired capabilities
from a checklist and computer programmers write
the code accordingly. With such customization
available for a relatively modest fee, cyber attack
capabilities are now available for an unlimited
number of malicious causes.

It is becoming more difficult to disaggregate
the interrelationships among cyber criminals,

states, terrorists, traditional organized crime
syndicates, drug traffickers and others."? As

a result of these so-called “unholy alliances,”

the odds are increasing that the most malicious
actors will collaborate with those who possess
the most advanced capabilities.""! Such col-
laboration ostensibly transpired between Russia
and loosely affiliated hackers during the cyber
attacks against Estonia in 2007 and Georgia in
2008. This type of arrangement allows states to
reap the benefits of cyber attacks without having
to risk the political consequences of undertaking
such action directly."?



LACK OF TRANSPARENCY

Though the Internet disseminates information
faster, more broadly and less expensively than ever
before, discrete activities in cyberspace are difficult
to detect. There is less chance of being caught or
punished for malicious acts in cyberspace, which
lowers the cost of committing them. As a result,
actors will consider them less risky and thus more
attractive than alternative non-cyber options.
Momentum will build for more sophisticated
attacks as actors push the boundaries in order to
maximize their gains.

Cyberspace’s lack of transparency hinders strate-
gies that could mitigate conflict escalation. Arms
control in cyberspace is challenging because
verification - the bedrock of strategic stability

- is exceedingly difficult due to the attribution
challenge.'” In contrast, consider nuclear mis-
siles: they are physically large and their effects
fairly predictable, giving actors enough confi-
dence to negotiate arms control agreements based
on observable verification. Cyber weapons, on
the other hand, are difficult to detect and can
produce unintended effects. As a result, percep-
tions of insecurity are likely to remain acute in
cyberspace, and verification-based strategies will
inspire little confidence.

Lack of transparency in cyberspace also com-
plicates oversight of government activities. The
time available for careful decision-making is far
shorter in cyberspace due to the dramatic increase
in the breadth, source and speed of threaten-

ing activities. This volatile reality challenges
fundamental principles of U.S. national security
by creating pressure to decentralize decision-
making and provide pre-delegated authority to
more junior military commanders. Were this to
happen, senior civilian leaders might exercise

less control over cyber operations, which could
potentially erode civilian control of the military, a
central tenet of American government.

Cyberspace’s lack of transparency impedes poli-
cymakers’ ability to muster the political support
needed to defend against cyber threats. Cyber
attacks need not be spectacular to have serious
consequences. “One of my greatest concerns is the
attacks that we don’t note and we don’t notice,” said
Debora Plunkett, a senior NSA official. “The most
sophisticated adversaries are going to go unnoticed
on our networks,” she added."* Because the effects
of cyber attacks are hard to detect and quantify, it
is difficult to generate the political will required for
effective solutions — especially since such solutions
require high-level attention and resources."® As
former Secretary of Homeland Security Michael
Chertoff told us, “I hope we don’t need a catas-
trophe to mobilize the United States.”'¢ Short of

a catastrophe, however, efforts to mobilize action
will be an uphill fight because governments histori-
cally have required forcing functions to undertake
sweeping reform.

UNCLEAR NORMS OF BEHAVIOR

Acceptable norms of behavior are often unclear
in cyberspace. This lack of agreed-upon norms
means that actors cannot reliably anticipate the
likely consequences of their actions. With unclear
expectations about acceptable behavior and likely
consequences, cyberspace cloaks malicious actors
in enough ambiguity to enable their use of crime,
espionage, agitation and warfare.

One of the most challenging aspects of cyber secu-
rity is that attackers can cause significant damage
without crossing a threshold into the type of physi-
cal violence associated with armed conflict. Laws
and customs have developed in the ground, mari-
time and air domains regarding what is, and is not,
an aggressive act. But cyber attackers can operate
below the threshold of conflict without neces-
sarily eliciting a strong response. One example

is Stuxnet, which ostensibly damaged an Iranian
nuclear centrifuge cascade without using the type
of kinetic force that likely would have provoked a
harsher response from Iran.
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Long-established norms of behavior and widely
shared expectations dictate that committing or
threatening physical violence against a powerful
country like the United States will elicit a response
that may include armed force. Self-defense is
widely enshrined as a legitimate justification for
preemption or retaliation with military force. To
date, however, the point at which a cyber attack
would trigger a kinetic response remains unclear.
This uncertainty heightens the appeal of cyber
attacks as an asymmetric tool to use against the
more powerful.

The fact that cyberspace appears to be a virtual
world without “real” effects has clear implica-

tions for norms of behavior. Protecting innocent
civilians, respecting neutrality during wartime

and responding proportionally to attack are not
accepted consistently in cyberspace, even though
states have respected such norms for decades in the
ground, maritime and air domains."” Moreover,
because cyberspace empowers individual users, not
just states, norms of behavior for individuals have
broad implications for cyber security. If people

in general see cyber attacks as more acceptable,
attacks will become more widespread and sophis-
ticated. This would endanger a nation like the
United States that depends heavily on cyberspace
for its security and prosperity.

OFFENSIVE DOMINANCE

Offense dominates in cyberspace, which is far more
conducive to attackers than defenders. In numer-
ous war games and exercises, U.S. officials have
found that cyber offense has the upper hand.'®
Actors’ persistent vulnerability to attack hinders
the emergence of stability, predictability and trust,
and creates incentives for preventive and preemp-
tive action, whether in cyberspace or the physical
world.

The relative cost of offense is extremely low in
cyberspace. Untraceable attackers spending hun-
dreds, thousands or millions of dollars possess a
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clear advantage over defenders spending billions of
dollars on cyber defenses that do not offer reliable
protection. One specialist, for example, calculated
that a high-end “cyber army” capable of overcom-
ing U.S. government defenses could be developed
in two years for 100 million dollars, a fraction of
the amount that the United States spends on cyber

security each year.'”

In addition to a favorable cost ratio, attackers

also possess advantages in the required levels of
effort and complexity. According to the Defense
Advanced Research Project Agency (DARPA), the
number of lines of code included in security soft-
ware increased from several thousand 20 years ago
to nearly 10 million today. Over the same period,
the number of lines of code included in malware
remained constant at approximately 125.'% In other
words, cyber defenses have grown exponentially

in effort and complexity, but they continue to be
defeated by offenses that require far less investment
by the attacker.

Offensive dominance creates a great risk of cyber
arms races. State and non-state actors are likely to
view the prevalence of offensive cyber threats as

a legitimate rationale for bolstering their own capa-
bilities, both defensive and offensive, thus fueling
an action-reaction dynamic of iterative arming.
Experts believe that at least 20 nations are engaged
in a cyber arms competition and possess the type
of advanced capabilities needed to wage cyber war
against the United States.'” As Michael Nacht,
Former Assistant Secretary of Defense for Global
Strategic Affairs, told us, “An arms race is already
going on in cyberspace and it is very intense.”'**
Conflict in cyberspace is uniquely predisposed to
escalation given uncertainties about what con-
stitutes an act of war and the growing number

of state and non-state actors seeking offensive
capabilities. Actors are more likely to misperceive
or miscalculate actions in cyberspace, where
there is no widely understood strategic language



U.S. Cyber Power in Context

The current leaders in cyber offense
are the United States, the United
Kingdom, France, Israel, Russia

and China."”® However, many other
states are working to develop their
capabilities. “Most of the modern
nations have capabilities that, |
think, many could argue are near
to [the United States] and, in some
cases, may beat our capabilities,”
said GEN Keith Alexander, head of
U.S. Cyber Command, in 2010.'%

Recent moves by Russia, China and
the United States illustrate how
cyber offenses and defenses may
evolve in the years ahead.

Russia’s cyber offense serves as

a force multiplier for its military.
Russian strategy calls for cyber
attacks against information, com-
munications and other parts of an
adversary’s critical infrastructure
before military operations com-
mence in the real world. Indeed, this
is how events in Georgia unfolded
during the 2008 conflict, albeit
with hacktivists, not official Russian
government personnel, launch-
ing the attacks. Russian strategy
delineates sophisticated attack
sequencing that includes denying
an adversary any access to external
information, disrupting credit and
monetary circulation, and waging
a widespread disinformation and
propaganda campaign against the
target population.'?’

China is increasingly developing
and fielding advanced capabilities
in cyberspace. It is focused not only
on collecting sensitive information,
but also on developing the capabili-

ties of the People’s Liberation Army
(PLA) to cause economic harm,
damaging critical infrastructure
and influencing the outcome of
conventional armed conflicts.’?® Ac-
cording to the Pentagon, the PLA

is also preparing to wage cyber
attacks “against civilian and military
networks - especially against com-
munications and logistics nodes."'?*
In a future conflict with another ma-
jor power, for instance against the
United States during a dispute over
Taiwan, Chinese defense strategists
would likely see cyber attacks as an
attractive option.'*°

These capabilities are cause for
concern, but U.S. policymakers also
should understand the broader
context.

The most sophisticated actors,
including the United States, are
constantly preparing for conflict
in cyberspace and probing one
another’s weaknesses. An Ameri-
can official once asked a Chinese
military leader why his country
launched so many cyber attacks and
intrusions against U.S. networks. He
replied: “Do you know how much
we are attacked in cyberspace by
the United States every day?"'*'

The U.S. military and intelligence
community have invested heav-
ily in highly classified offensive
cyber tools designed to deter and
disable potential threats.’>* Right
now, experts consider these capa-
bilities more advanced than those
possessed by potential adversar-
ies.“Whatever the Chinese can do
to us, we can do better," a former

National Security Agency watch of-
ficer observed. “Our offensive cyber
capabilities are far more advanced,’
he added.'** The 2006 U.S. National
Military Strategy for Cyberspace
Operations offered a similar assess-
ment, but warned:

Although the United States
currently enjoys technological ad-
vantages in cyberspace, these ad-
vantages are eroding. The United
States will not continue to enjoy
an advantage in how this technol-
ogy is developed and employed.
The United States increasingly
depends on technology designed
and manufactured by entities that
reside outside the United States
who may become adversaries.
Unlike the other warfighting
domains, the United States risks
parity with adversaries.'**

Though this conclusion was reached
in 2006, the judgment is still widely
shared today. Despite offensive
advantages, the United States has
immense vulnerabilities. As a senior
U.S. military official told us, “We're
already very good at offense, but
we're just as bad at defense.”'**
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for signaling intent, capability and resolve.'*’

Uncertainty will encourage states to prepare for
worst-case contingencies, a condition that could
fuel escalation. Furthermore, “false flag” attacks,
in which an actor purposefully makes an attack
look like it came from a third party, could also
ignite a conflict.**

The Future of Cyber Threats

Since cyber threats are evolving rapidly, cyber
security policies based only on present conditions
will leave the United States vulnerable to future
attacks. This section identifies several trends that
could shape future cyber threats.

CLOUD COMPUTING

Cloud computing, information technology systems
that are physically removed from the computers and
other devices that access them, presents enormous
risks and opportunities for cyber security."*® Indeed,
it is the most important emerging trend affecting
cyber security. On the one hand, concentrated data
in large server farms presents an enticing target for
malicious actors who have demonstrated the ability
to penetrate the most sophisticated defenses. On
the other hand, placing data in the hands of highly
trusted and sophisticated actors would eliminate
the use of many devices with weak security. As a
more centralized arrangement, cloud computing
could offer stricter access and quicker responses to
cyber security breaches."”” Cloud computing may
also allow smaller businesses with limited resources
to better protect their information against sophisti-
cated attacks.

AUTOMATION AND ARTIFICIAL INTELLIGENCE
Automation and artificial intelligence will
accelerate the complexity of cyber threats. On
the one hand, automation can enhance cyber
security dramatically by increasing the speed,
reliability and accuracy of defensive systems. On
the other hand, it will become harder to control
the initiation, conduct and termination of cyber
operations as human beings become increasingly
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divorced from direct operational involvement.
Artificial intelligence will further exacerbate
these trends. If drones, for instance, could fly
using closed-loop artificial intelligence, cyber
attackers would have fewer chances to intercept
communications. More negatively, artificial
intelligence could erode traditional notions of
military command and control.

MOBILE DEVICES

The spread of mobile devices will further compli-
cate cyber security. Mobile devices provide more
targets for cyber attackers to exploit. However, the
devices also belong to specific individuals - a fact
that may make identification, attribution and secu-
rity more practical than with personal computers.
Advanced mobile devices offer new opportunities
for cyber attack, exploit and defense that could aid
the U.S. military. But they also create new vulner-
abilities. For instance, Symantec identified 163
vulnerabilities in mobile device operating systems
in 2010, a 42 percent increase over the previous
year."*® Mobile devices with sensory capabilities
that detect the external environment provide cyber
attackers with more detailed information about a
target’s location and behavior, thus enabling more
sophisticated attacks.

ARCHITECTURE OF THE INTERNET

The evolving architecture of the Internet may
transform the range and type of cyber threats.
Two potential architectural changes could rede-
fine cyber security: 1. Reengineering the Internet
to structure the cyber landscape more uniformly,
including with greater identification, security,
privacy and/or anonymity where desired, and 2.
Layering new networks onto the Internet to pro-
vide greater security for data exchanges that do not
require anonymity and privacy (such as financial
transactions or military communications). These
changes will inevitably introduce new challenges,
and policymakers must consider the unanticipated
and perhaps negative consequences.



HIGH SPEED BROADBAND, WIRELESS INTERNET
ACCESS AND FIBER OPTIC CABLES

The continued spread of high speed broadband,
wireless Internet access and fiber optic cables will
permit new Internet users to access cyberspace

faster than law enforcement or governance struc-
tures can keep up. These new stakeholders entering
cyberspace will challenge social, political and eco-
nomic norms of behavior. The range of potential
targets for cyber attackers will grow, and conflicts
will erupt as actors jostle to ensure their security.
U.S. leadership is not guaranteed in this environ-
ment, particularly as cyber expertise continues

to diffuse globally and America’s share of global
spending on information technology shrinks,
thereby reducing its ability to influence interna-
tional market trends.”*’

INSIDER THREATS

Insider threats will persist no matter how sophisti-
cated or effective cyber security becomes. As long
as humans are able to access information, no level
of biometric authentication or encryption will
prevent them from accessing — or being coerced
or bribed to access — important data. Nonetheless,
sophisticated monitoring systems can help by flag-
ging unusual behavior and triggering intervention
by a human overseer.

V. CURRENT U.S. GOVERNMENT
EFFORTS TO PROMOTE CYBER
SECURITY

Building on the work of the Bush and Clinton
administrations, the Obama administration has
stressed the severity of cyber threats and worked
diligently to strengthen America’s cyber security.
Its notable achievements include conducting a
60-day Cyberspace Policy Review, creating U.S.
Cyber Command, elevating the role of DHS,
increasing funding for key programs, and unveil-
ing the National Strategy for Trusted Identities in
Cyberspace and an international cyberspace strat-
egy. The administration also appointed a White
House cybersecurity coordinator who has regular
access to the president and works closely with the
economic and national security teams.

Despite this progress, the U.S. government must
do much more to outpace the growing threats in
cyberspace. As President Obama said about cyber
security in 2009, “We’re not as prepared as we
should be, as a government or as a country.”*°

Cyber security is far too complex to be managed
by a single agency or organization. It has too many
dimensions and there are too many stakeholders.
This section analyzes the strengths and weaknesses
of several key U.S. government entities.

White House

The White House has devoted considerable
attention to cyber security. In April 2011, the
White House released the National Strategy

for Trusted Identities in Cyberspace (NSTIC),
which the administration refers to as an online
“Identity Ecosystem.”*' The National Strategy
for Trusted Identities in Cyberspace calls for
authoritative entities, preferably from the pri-
vate sector, to create a system for authenticating
secure digital identities. If Internet users choose
to participate in the system, they will no lon-
ger need to use — or most likely reuse, given
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common Internet browsing habits — log-in
information for the various transactions now
regularly completed online."*? In May 2011, the
White House published its international cyber-
space strategy, which provides a single unifying
framework for numerous cyber security issues.
Foreign governments are extremely interested
in the development of the strategy, and it is
expected to influence cyber security policies all
over the world."*?

Despite these achievements, the White House still
faces problems providing sufficient leadership and
coordination. Cyber security is a multidimensional
problem, the workload is immense and the White
House’s staff is small relative to the enormity of the
task. The White House has not yet fully addressed
many issues identified in the 60-day Cyberspace
Policy Review, such as articulating well-defined
roles within federal government agencies, bolster-
ing information sharing and establishing a strong
public-private architecture to facilitate responses to
cyber attacks.'** Numerous observers have con-
cluded that the U.S. government has not unified its
disparate cyber security programs under a compre-
hensive strategy.'*®

Our interviews with private sector and congressio-
nal representatives revealed ongoing concern that
the White House’s leadership is not yet strong or
timely enough. Based on our research, this judg-
ment largely reflects structural challenges and the
difficulty of the task, not any particular failings on
the part of White House staff.

Department of Defense

The Department of Defense has elevated cyber-
space to be the fifth domain of warfare, along with
land, sea, air and outer space. It established a sub-
unified command known as U.S. Cyber Command,
which is subordinate to U.S. Strategic Command,
to protect U.S. military networks (sometimes
referred to as “dot mil”). Cyber Command central-
izes the military’s cyber security efforts, which
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until recently were an amalgamation of task forces.
There also is ample space for collaboration between
Cyber Command and non-military components

of the government. For example, Deputy Secretary
of Defense William Lynn said that in the case of a
cyber attack, “The military’s cyber capabilities will
be available to civilian leaders to help protect the
networks that support government operations and

critical infrastructure.”4

To address the vulnerabilities
created by the Pentagons
glacial acquisition procedures,
DOD is seeking to accelerate
its procurement process for

information technology.

During congressional testimony in March 2011,
GEN Keith Alexander raised concerns about
Cyber Command’s lack of authority to respond to
a cyber attack on critical infrastructure. Though
DHS is designated as the primary coordinator for
response, Cyber Command and the NSA possess
technical capabilities that are vastly superior.'”
The U.S. government is working to address this
mismatch between authority and capability. For
instance, a September 2010 DHS-DOD memoran-
dum of understanding codified plans “to enhance
operational coordination and joint program plan-
ning” for cyber security.'*®

All the military services are realigning their
cyber operations, which will be integrated into
Cyber Command. The 24th Air Force, created in
August 2009, is the war fighting organization that
establishes, operates, maintains and defends Air
Force networks and conducts full-spectrum



operations in cyberspace."® In 2010, the Air Force
published its foundational doctrine for activities in
cyberspace.””® In January of the same year, the Navy
created U.S. Fleet Cyber Command and recommis-
sioned the 10th Fleet to provide operational control
of Navy cyber forces and to execute full-spectrum
cyber operations.”' That same month, the Marine
Corps established Marine Forces Cyber Command
to coordinate its own cyber efforts.”*? In 2011,
Marine Forces Cyber Command plans to release a
capabilities-based assessment that will recommend
doctrine, training, personnel and materiel required
for its cyber operations.'” Finally, the Army acti-
vated Army Cyber Command/2nd Army in October
2010 to unify its cyberspace activities. The Army
also published Cyberspace Operations Concept
Capability Plan 2016-2028, which outlines how the
Army should leverage and integrate cyberspace into
its operations.'**

In order to prepare for current and future con-
flicts, the U.S. military is further integrating

cyber scenarios into its doctrine and training
exercises. National Security Agency “red teams”
now work with military commanders to inject
cyber threats into exercises in order to test plans
and responses.'”® In spring 2010, U.S. Pacific
Command’s annual exercise included a cyber com-
ponent for the very first time.”* A Cyberspace Joint
Operating Concept is slated for publication this
year. Despite this progress, however, senior officials
told us that the U.S. government must do more

to ensure that cyber offense and defense are fully
integrated into military plans.

To address the vulnerabilities created by the
Pentagon’s glacial acquisition procedures, DOD is
seeking to accelerate its procurement process for
information technology. In February 2011, Deputy
Secretary of Defense Lynn stated that it takes DOD
81 months to field a new computer system. By
contrast, Apple’s iPhone was developed in only 24
months."”” In March 2011, Principal Deputy Under
Secretary of Defense for Policy James Miller told

Congress that DOD’s acquisition process must
operate on 12- to 36-month cycles to reflect infor-
mation technology’s rapid rate of innovation."”

The Department of Defense’s acquisition of tech-
nology can influence certain segments of the cyber
security market, especially for large enterprise com-
panies that work frequently with the U.S. federal
government. However, this influence is not as great
as is often assumed. The Department of Defense
accounts for only slightly more than 0.1 percent of
all information technology expenditures worldwide,
and DOD’s average information technology contract
action shrank from 2.5 million dollars in 2000 to
only 204,000 dollars in 2007 due to the decentraliza-
tion of buying activities."

National Security Agency

As part of DOD and the U.S. government’s
intelligence community, the NSA collects and
disseminates signals intelligence and supports
military and intelligence operations. By nearly all
accounts, its cyber security capabilities are formi-
dable. As a result, some have suggested that the
agency should lead cyber security efforts across
the U.S. government. However, others have argued
that its highly secretive nature would result in

less transparency, less trust and less corporate

and public participation, which collectively would
undermine cyber security.'® The Obama admin-
istration has pursued a middle course by keeping
DHS as the lead agency for protecting the U.S.
government’s civilian networks while still seek-
ing to utilize the NSA’s advanced capabilities. This
approach was codified in the recent memorandum
of understanding between DHS and DOD.

The NSA operates under the U.S. Code’s Title 50,
which governs intelligence activities, and in a
combat support role under Title 10, which governs
military activities. It is intricately entwined (and
currently shares a dual-hatted leader) with Cyber
Command, which operates under Title 10."" While
this arrangement increases efficiency by preventing
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Tracking Federal Spending on Cyber Security

Despite the ballooning U.S. federal
debt and increasing calls for fiscal
austerity, information technology
and cyber security will remain a
growth industry in Washington for
years to come. The U.S. government
has spent almost 650 billion dollars
on information technology since fis-
cal year (FY) 2002 - nearly one and
a half times more than it has spent
on the war in Afghanistan - and a
growing portion of that spending is
devoted to cyber security.'s®

In FY 2010, the most recent year for
which data is available, major execu-
tive branch agencies reported 12 bil-
lion dollars in combined spending on
cyber security.'® This figure includes
direct costs such as personnel, tools,
testing and training, but excludes indi-
rect costs that are difficult to measure
such as system recoveries, architecture
redesigns and security upgrades. On
average, executive branch agencies
devoted 15.6 percent of their total
information technology budgets to
cyber security. Personnel costs were
by far the biggest cyber security
expenditure and represented, on
average, 74.4 percent of non-defense
agencies' cyber security budgets.'”
Private contractors remain an integral
part of the workforce, representing

32 percent of the Department of De-
fense’s (DOD) cyber security personnel
and 54 percent of non-defense agen-
cies' cyber security personnel.

The Obama administration’s FY 2012
budget request continues the trend
of greater spending on cyber secu-
rity. The request provides 548 million
dollars for government-wide cyber
security research, development and
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CHART 3: U.S. GOVERNMENT SPENDING
ON INFORMATION TECHNOLOGY SINCE 2002
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education - a 35 percent increase from
the amount spentin FY 2010."' The
president’s budget also would provide
additional cyber security resources to
the Department of Homeland Security
(DHS) and DOD (see text box, next
page). For FY 2012, DOD's cyber secu-
rity budget request is more than three
times larger than DHS's request.

The FY 2012 request devotes 936
million dollars, a 30 percent increase
over the amount enacted in FY 2010,
to DHS's Infrastructure Protection and
Information Security program, which
administers many of the department’s
cyber security initiatives. This increase
would drastically boost funding for
U.S.-Computer Emergency Readi-
ness Team, which would receive 391
million dollars in FY 2012 — more than
double what it received in FY 2010.'72

The administration requested 3.2
billion dollars for DOD’s cyber secu-

rity initiatives in FY 2012, a roughly

2 percent increase over FY 2011
spending levels.'” The request funds
continued efforts to strengthen
Cyber Command and adds 500 mil-
lion dollars for new cyber technology
research focusing on cloud comput-
ing, virtualization and encrypted
processing.'’

In a sign of the ambiguity surround-
ing cyber security budgets, the
Pentagon at first proposed spend-
ing only 2.3 billion dollars on cyber
security when it released its FY 2012
budget in February 2011. But it later
revised the figure upward to reflect
the growing number of programs
being re-categorized as cyber
security-related.'> Additionally, DOD
has offered no public details about
classified spending on cyber security
within its so-called “black” budget,
which totals at least 56 billion dollars
in the FY 2012 request.'”



Department of Homeland Security’s
Cyber Security Budget Request
for Fiscal Year 2012 (in millions)

Identification and Analysis 84
Coordination and Information Sharing 48
Mitigation Programs 190

U.S.-Computer Emergency Readiness Team 391

Strategic Initiatives 65
Outreach & Programs 7
Priority Telecommunications Service 57

Programs to Enhance Telecommunications 13

Critical Infrastructure Protection Programs 11
Next Generation Networks 25
Office of Emergency Communications 43
Total 936

Notes: Figures are for Department of Homeland Security’s (DHS)
Infrastructure Protection and Information Security (IPIS) program. IPIS
does not administer all DHS programs that devote resources to cyber
security, but it nonetheless serves as a representative (if imperfect)
measurement for department-wide efforts.

Source: Department of Homeland Security

Department of Defense’s Cyber Security
Budget Request for Fiscal Year 2012
(in millions)

Army 432
Navy 347
Air Force 440
Defense Agencies 1,600
Other (includes Cyber Command) 443
Total 3,262

Notes: Totals may not add due to rounding. Defense agencies include
Defense Information Systems Agency, National Security Agency,
Defense Advanced Research Projects Agency, Missile Defense Agency,
Defense Logistics Agency, Defense Finance and Accounting Services and
the Office of the Secretary of Defense.

Source: NextGov, “Cyber Spending at Defense” (29 March 2011).

duplication between the two organizations, it

poses difficult challenges for effective oversight.
In one example noted by the Senate Armed
Services Committee, the close links between a
military command (Cyber Command) and a
large acquisition organization (NSA) may reduce
the U.S. government’s ability to oversee acquisi-
tions appropriately. “It is necessary to ensure
that self-perceived requirements do not emerge
in U.S. Cyber Command and migrate under the
radar screen of defense acquisition management
processes directly to NSA for solutions,” the com-

mittee warned.!¢?

Department of Homeland Security

The Department of Homeland Security leads the
effort to secure civilian U.S. government agen-
cies’ unclassified networks, commonly referred

to as “dot gov.” The 2010 Quadrennial Homeland
Security Review codified cyber security as one of
DHS’s five core mission areas.'® The Department
of Homeland Security provides technical expertise
to the private sector and critical infrastructure
providers, raises awareness among the general
public and coordinates national responses to
major incidents.'* It administers a national cyber-
space response organization, the U.S.-Computer
Emergency Readiness Team (US-CERT), to pro-
vide response support. Finally, DHS works with the
private sector, international partners and state and
local governments to share information and imple-
ment cyber security risk management programs.

While the success of the U.S. government’s

cyber security efforts depends on DHS, there are
concerns about whether it can execute its responsi-
bilities successfully. The Department of Homeland
Security continues to suffer organizational chal-
lenges, including a sprawling bureaucracy and
problems attracting and retaining experienced
governmental personnel. In fact, one expert esti-
mated that the U.S. government currently employs
only three to ten percent of the cyber security

professionals it actually needs.'®> The Department
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of Homeland Security’s mandate and priorities

are constantly subject to intramural feuding and
fractured congressional oversight, with more than
80 congressional committees and subcommittees
claiming some jurisdiction over its operations.'s®
Many DHS leaders believe that their authorities are
inexact and require clarification, particularly on
the issue of protecting critical infrastructure.'’

Our research uncovered
growing, if still guarded,
confidence in DHS’s cyber
security capabilities ... it has
attracted talented personnel,
cultivated relationships with
the private sector, prioritized
cyber security in its strategic
planning and improved its
ability to harness the strengths
of other federal agencies.
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Despite such concerns, our research uncovered
growing, if still guarded, confidence in DHS’s
cyber security capabilities. High-level leaders in
DOD, the State Department, Congress and the
private sector agreed that while DHS still needs
to increase its capacity, it has attracted talented
personnel, cultivated relationships with the private
sector, prioritized cyber security in its strategic
planning and improved its ability to harness the
strengths of other federal agencies. However,
the same leaders noted that DHS still needed to
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do more in all these areas. They recommended
strengthening DHS’s existing capacities instead of
adding organizational layers or undertaking more
costly internal reorganizations.

Congress

From the corridors of federal agencies to the con-
ference rooms of private companies, a struggle is
underway to influence the U.S. government’s cyber
security efforts, which are well funded despite the
climate of growing fiscal austerity. Yet the statu-
tory, policy and oversight guidelines that help
moderate such struggles are especially ill defined
for cyber security. To address these challenges,
Congress is currently working to pass comprehen-
sive cyber security legislation.

Several major cyber security bills were introduced
in the 111" Congress, but none were enacted.
House and Senate leaders have prioritized passing
a major bill during the 112" Congress, and sev-
eral key members of Congress and their aides are
working behind the scenes to negotiate key provi-
sions.””” Those involved expect to face a formidable
challenge in educating members about the many
complex issues. Ambiguity about who “owns”
cyber security on the Hill - seven committees in
the Senate alone claim jurisdiction — complicate
matters further. Finally, political maneuvering
between the Democratic-controlled Senate and
Republican-controlled House will affect any leg-
islation. Since passing a major cyber security bill
will offer both parties an attractive talking point as
the 2012 elections draw near, legislators are sure to
jostle over who will get credit.



VI. POLICY RECOMMENDATIONS

The United States must capitalize on the opportu-
nities and diminish the vulnerabilities presented
by its growing reliance on cyberspace. This will
require the U.S. government to exercise strong
leadership, engage the private sector more effec-
tively and develop new strategies, policies and
capabilities. The U.S. government must lead inter-
nationally and domestically since solutions require
focused cooperation among all relevant stake-
holders. Based on our assessment of interests and
threats, we recommend that the U.S. government
implement the following policies.

Adopt a Comprehensive Strategy

for a Safe and Secure Cyberspace

The U.S. government should adopt a strategy that
promotes the safety and security of cyberspace
and endeavors to stop malicious activity from
imperiling general confidence in the security

of the Internet."”” The U.S. government should
promote safety in cyberspace because, although
individuals and organizations have an interest in
maintaining security on their own computers and
networks, their failure to do so carries risks for all
other users.

To promote a safe and secure cyberspace, the
U.S. government should adopt a “cyber hygiene”
mindset akin to addressing public health chal-
lenges.”*® (For more on this approach, see the
chapter in Volume II by Gregory Rattray and
Jason Healey.) Though analogous paradigms
should be used with caution, the public health
model is useful for approaching cyber security
because it implies a persistent level of “infection”
that policymakers cannot cure and so must man-
age. It also links individual actions to the broader
health of the Internet; emphasizes reporting,
measurement, public education and prevention;
demands cooperation among diverse actors; and
places responsibility on individuals, private orga-
nizations and governments.

Timeline for Implementing
Policy Recommendations

By December 2011
« The White House should create a President’s
Cyber Security Advisory Board.

+ The Department of Homeland Security (DHS),
Department of Defense and the intelligence
community should create a Cyber Security
Coordination Council.

« Congress should create a bicameral, bipartisan
Cyber Security Task Force.

« Congress should pass comprehensive cyber
security legislation.

By June 2012

« The White House should create an Office of
Cyber Security Policy within the Executive Office
of the President.

« The White House should direct agencies
dealing with cyber security to review their
classification guides.

« DHS should develop new disaster response
plans for a major cyber attack.

+ The U.S. government should outline its cyber
security declaratory policy.

+ The State Department should initiate a
coordinated cyber security foreign assistance
program for developing countries.

By June 2013

- The White House Office of Science and
Technology Policy should lead a national
commission on the future of the Internet.

Note: Many of our recommendations will require sustained effort over
many years, and thus are not included in this timeline.

37



JUNE 2011

38 |

America’s Cyber Future

Cyber Security Guidance for Individuals and Organizations

By Jacqueline Koo
Joseph S. Nye, Jr. Intern

While this report focuses on the U.S.
government’s role in strengthening
cyber security, individuals also have
an important role to play. Cyber
attackers have numerous points of
entry into business and home net-
works, so it is crucial to take preven-
tative measures.

To start, it is important to create
strong, unique passwords and
make sure they are protected and
changed often. Strong passwords
should contain more than ten char-
acters of varying types and should
be different for each account.
Answers to “secret” or “challenge”
questions should not be publicly
searchable.

Based on recommendations from
the National Security Agency, the
guidelines below will help individu-
als protect themselves against cyber
threats.'”® (For further explanation
of these guidelines and additional
information, visit the U.S.-Computer
Emergency Readiness Team'’s tips
website at www.us-cert.gov/cas/tips
and the National Cyber Security Alli-
ance at www.StaySafeOnline.org).

HOW TO PROTECT COMPUTERS
Switch to and maintain an up-to-
date operating system to ensure
that computers are equipped

with the latest security enhance-
ments. Windows users should have
Windows 7 or Vista, and Mac users
should configure the Mac OS X to
notify them automatically about
system updates.

Keep application software up to
date, since attackers usually target
applications that do not have
automatic update features. This can
be done using software that quickly
surveys all the applications installed
and identifies which ones need up-
dates. Users should install a compre-
hensive suite of security software on
their computers to provide added
layers of protection.

Refrain from using the “adminis-
trator” account, since doing so can
help attackers gain persistent access
to a host computer. Instead, use a
“user”account and only use the “ad-
ministrator” account when down-
loading and updating software.

HOW TO PROTECT NETWORKS
Configure home networks to maxi-
mize control by setting up a sepa-
rate routing device as the access
point between the Internet service
provider and a home network.

Set up a Wi-Fi Protected Access

2 (WPA2) network instead of
Wired Equivalent Privacy (WEP),
the WPA2's predecessor, to protect
networks. WEP uses encryption
that is much easier to infiltrate. If it
is broken into, it will reveal to the
attacker all the web traffic that has
passed through the network.

HOW TO BE SAFE ONLINE

When using mobile devices such
as cellular phones, laptops and
tablets, avoid using public Wi-

Fi hotspots whenever possible.
Instead, use the mobile Wi-Fi, 3G or
4G connection on mobile devices,
or a Virtual Private Network (VPN),
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which will encrypt information and
provide added protection between
the mobile device and the VPN
gateway. If the Wi-Fi hotspot is the
only option available, limit activities
strictly to Internet browsing that
does not include sharing personal
or sensitive information.

When uploading and posting
personal information online, be
aware of the hosting sites’ privacy
settings. This is especially applica-
ble to social networking sites. Users
should periodically read the security
policies of any sites they visit in
order to stay abreast of any changes
or new features that may enhance
(or undermine) their security.

Treat unsolicited emails with
attachments or links cautiously,
and delete before opening when-
ever possible. In particular, do not
answer emails disguised as com-
monly used web applications that
ask for personal information. Also, in
order to avoid targeted attacks, use
different usernames for personal
and work email accounts and be
cautious about using out-of-office
responses since doing so will verify
to attackers that an email address
is real.



At a time when security and privacy advocates
often seem at odds, promoting a safe and secure
cyberspace also suggests a productive common
agenda. Improving cyber security helps to protect
the personal information of individuals and also
prevents its misuse. Privacy and cyber security are,

in this way, complementary. (For further discus-
sion, see James Lewis’ chapter in Volume II.)

To implement a comprehensive strategy, the U.S.
government should take the following actions.

« The Department of Homeland Security, in
close collaboration with DOD, the intelligence
community, the private sector and other key
stakeholders, should strengthen its role as the
U.S. government’s lead provider and coordina-
tor of cyber security risk assessment activities,
which include monitoring, analysis, warning and
response.' Strengthening DHS’s risk assess-
ment authorities and performance will promote
a healthier cyber environment by raising shared
awareness within the U.S. government, the
private sector and the American public, thereby
helping to generate the political will required for
effective solutions. In particular, a more sophisti-
cated understanding of risk will help the private
sector develop business cases for investing in
cyber security. It also will help the American
public understand that improper cyber security
behavior by individuals can, in the aggregate,
have serious consequences for U.S. national
security.

o The Department of Homeland Security, in close
collaboration with interagency partners, state
and local governments, international allies,
non-governmental organizations and the pri-
vate sector, should build on the recent National
Cyber Incident Response Plan to develop new
disaster response plans for a major cyber attack
that disables government operations and criti-
cal infrastructure. The plans should include
greater use of realistic exercises — such as the

groundbreaking annual “Cyber Storm” exercises
- that feature dynamic scenarios and involve
cabinet-level U.S. government officials and the
actors listed previously. The U.S. government has
made progress in this area, but it takes time and
money to coordinate complex plans. High-level
officials report that many government agencies
remain averse to investing their limited resources
in incident response exercises. As a senior U.S.
government official told us, “Some people think
we should just show up for exercises, not waste
time or resources preparing for them before-
hand.”’®* Regular high-level participation by
government officials and industry leaders should
lessen this institutional resistance by demon-
strating that exercises are a top priority.

Congress should bolster a comprehensive strat-
egy by passing legislation that will:

» Create a new quasi-governmental operating
or “fusion” center through which U.S. gov-
ernment agencies and private companies - in
particular Internet service providers — can
share, in real time, information about cyber
threats. This organization will allow Internet
service providers and government agencies
to share information legally and quickly so
they can take immediate action to respond
to threats. It also will strengthen the U.S.
government’s ability to protect companies’
proprietary information while placing a
greater burden on the U.S. government to
share actionable threat information in a timely
manner. Privacy organizations should be part
of the organization, with the responsibility to
monitor cyber security activities and ensure
that civil and privacy rights are protected.

4

Clarify DHS’s legal authority to monitor U.S.
government networks for malicious activity,
with adequate protections for privacy, in order
to make it easier for DHS to conduct risk assess-
ments and identify, prevent and/or mitigate
threats to government networks in real time.
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» Enhance protections for Internet service
providers to cooperate with the U.S. govern-
ment on cyber security issues without risking
violations of the Electronic Communications
Privacy Act, antitrust investigations or
lawsuits.

P

M

Update the Federal Information Security
Management Act of 2002 to assign DHS the
responsibility to develop, oversee and enforce
cyber security policies throughout the U.S.
government.'®?

P

¥

Authorize increased funding for DHS’s cyber
security professional development programs,
the National Science Foundation’s Scholarship
for Service program, DOD’s Information
Assurance Scholarship Program and related
initiatives.’** Cyber security education is essen-
tial to developing qualified professionals, and
these existing programs will help the U.S. gov-
ernment attract the next generation of talent.

Forge an International Agenda

for Cyber Security

Since threats in cyberspace are a transnational
problem, the United States should forge an inter-
national agenda for cyber security. The U.S.
government should lead by example and build on
America’s broader political, economic and military
relationships with its partners around the world.'®

To do this, the State Department, in close collabo-
ration with the White House, DOD, intelligence
community, DHS and other key agencies, should
empower its new Office of the Coordinator for
Cyber Issues to create a new Global Cyber Security
Initiative. The president and secretary of state
should provide high-level public support for the
initiative, which should pursue the following
activities.

+ Conduct an “audit” to identify which inter-
national organizations and non-state actors,
including from the private sector, possess the

requisite expertise and jurisdiction to address
specific cyber security issues — particularly

the ability to develop, disseminate and enforce
international norms and standards — and then
reinvigorate U.S. government engagement with
those organizations and actors. International
standard-setting bodies should be a special area
of emphasis. This approach will allow the U.S.
government to layer cyber security onto existing
agreements and institutions instead of investing

in new ones.'%¢

In the near-term, pursue improved informa-
tion sharing, crisis response and joint exercises
(enabled by memorandums of understand-
ing) with treaty partners, and undertake
bilateral cyber security talks and, potentially,
confidence building agreements - such as

a cyberspace version of the Incidents at Sea
agreement used to increase U.S.-Soviet stabil-
ity during the Cold War - with non-treaty
partners. The U.S. government should deepen
its cyber security cooperation with the “Five
Eyes” nations (United States, United Kingdom,
Canada, Australia and New Zealand) that
already share intelligence, and with NATO,
Israel, Japan, South Korea, India, the European
Union and others.

Over the long-term, seek multilateral agree-
ments to strengthen law enforcement related to
cyber security and clarify international norms
of behavior.'"” The most realistic agreements
will likely come in the form of codes of conduct
endorsed by multilateral coalitions.

Support efforts by non-governmental organiza-
tions to cultivate international accountability

for cyber crime and cyber espionage by using
objective metrics to “name and shame” the worst
offenders and their countries of origin. Since
publishing such information would discourage
foreign direct investment and trade, states would
feel greater pressure to take responsibility for the

illicit activity occurring on their networks.'



« Continue to address the issue of cyber security
directly and, if necessary, more publicly with
China and Russia, which are the source of many
sophisticated attacks on U.S. companies, govern-
ment agencies and NGOs. Chinese and Russian
officials have largely refused to talk about
curtailing cyber attacks, but American officials
should continue to apply pressure and link cyber
security to broader issues such as economic
and military cooperation whenever possible. In
return, the U.S. government should continue to
use law enforcement to curb cyber attacks by
American hackers against Chinese and Russian
targets, and encourage greater collaboration on
issues like cyber crime.

« Initiate a coordinated foreign assistance pro-
gram to help developing countries build legal
and technical expertise on cyber security. Just as
the Nunn-Lugar Cooperative Threat Reduction
program promotes the security of the United
States by helping countries to rid themselves
of vulnerable nuclear materials, this program
would protect America by spreading basic cyber
security practices and values more broadly.'"”
The assistance program should connect legal and
technical experts with leaders in host nations,
and provide opportunities for follow-on training.

« Galvanize American companies to participate
in international standard-setting organizations
involving cyber security, such as the Internet
Corporation for Assigned Names and Numbers
(ICANN), Internet Engineering Task Force (IETF)
and World Wide Web Consortium (W3C). These
organizations are increasingly dominated by
foreign companies that could shape cyber security
standards in ways detrimental to U.S. interests
unless American companies play a more active
role with support from the U.S. government.

America’s international agenda should include
forming widely accepted cyber security norms

for state and non-state actors, including private
sector companies. The State Department, in close

collaboration with the White House, DOD, DHS
and other key agencies, should focus on develop-
ing cyber security norms that uphold: 1. Protecting
innocent civilians and minimizing collateral dam-
age; 2. Internet freedom, defined as the inalienable
right, consistent with the Universal Declaration of
Human Rights, to receive and impart information
without interference; and 3. Proportionality and
restraint in response to cyber attack. (These three
norms are explained further in the next section).

To develop these norms successfully, the State
Department should adhere to the following
principles. (For further discussion, see Martha
Finnemore’s chapter in Volume II.)

« Graft norms onto existing, well-established norma-
tive frameworks - including those related to human
rights, law enforcement, trade, armed conflict and
conduct in non-cyber domains (e.g. maritime) - in

order to increase the chances of success.!*

« Simultaneously cultivate norms in multiple
venues — including through existing multi-
stakeholder organizations and ad hoc coalitions
of like-minded actors - in order to yield more
timely progress than would occur by pursuing
individual initiatives successively.

+ Resist foreign governments’ attempts to define
cyber security in ways that would unduly
restrict freedom of expression online, or set new
standards that contradict or compete with inter-
nationally recognized standards.

o Pursue a comprehensive Internet freedom
agenda that provides technological support for
democracy and human rights activists, uses
diplomacy to protest the imprisonment of dis-
sidents and online authors, integrates Internet
freedom into U.S. policies toward specific coun-
tries and regions, and reforms export controls."!

« Reinforce norms with applicable laws at the
national, local and even international levels
whenever possible.
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Provide technical assistance and funding to help
key actors comply with emerging norms such as
cleaning up networks and enforcing legal penal-

ties for cyber crime.'*?

Security and Prosperity in the Information Age

on a full range of instruments of national power.
In choosing whether and how to respond to a
cyber attack, the United States will not confine
itself to cyber means.

The United States, when deciding how to respond
to a cyber attack, will adhere to the Law of
Armed Conflict and seek to protect civilians,
minimize collateral damage and exercise propor-
tionality and restraint.

Establish U.S. Declaratory Policy

on Cyber Security

The White House, State Department, DOD and
DHS should outline the broad contours of a U.S.
cyber security declaratory policy, which would
establish the role of cyberspace in U.S. foreign  The United States considers the peacetime
and defense policies. While the declaratory policy
should necessarily leave some strategic ambigu-
ity about how the United States would respond to
cyber attacks, it should communicate more clearly
America’s views of expected behavior by state and
non-state actors, what acts are considered intoler-
able, allies’ responsibility to respond to attacks,

placement of logic bombs (pieces of computer
code designed to execute a malicious func-
tion when specified conditions are reached)
or other mechanisms to disrupt critical infra-
structure to be an unfriendly and potentially
hostile act.'”

o The United States adheres and expects other
nations to adhere to the principles articulated in
the Budapest Cybercrime Convention; namely,
that the intentional damaging, deletion, dete-
rioration, alteration or suppression of computer
data without right is a criminal offense and that
nations should provide mutual assistance “to the
widest extent possible for the purpose of inves-
tigations or proceedings concerning criminal
offences related to computer systems and data, or

for the collection of evidence in electronic form
»196

and areas where increased collaboration and
understanding are required.”” The U.S. govern-
ment should craft its policies in consultation with
international partners, federal agencies and the
private sector. Specifically, the U.S. government
should reaffirm and declare that:

« The Universal Declaration of Human Rights
articulates, for all nations and all peoples, inalien-
able human rights to free expression, association
and assembly. These freedoms apply to all human Y

activities, including those in cyberspace. of a criminal offence.

o The United States believes that existing norms,
laws and treaties governing the protection of
property rights, including those that protect

intellectual property, extend to cyberspace.

o The United States will consider a cyber attack
of sufficient magnitude to be an “armed attack”
- thus justifying the right to legitimate self-
defense, whether through cyber or non-cyber

means, under Article 51 of the U.N. Charter.'** Raise Costs for Cyber Attackers

The sine qua non for strengthening U.S. cyber
security is to change the incentive structure for

o The United States affirms, both to its allies and
to those that would threaten them, that it shall
respond to a cyber attack against an ally as it
would to a non-cyber armed attack, and that
existing collective defense provisions outlined in
treaties encompass cyber attacks.

both attackers and defenders so that it is more
expensive to attack and less expensive to defend.
In other words, the United States must increase
the consequences — using financial, political, legal,
technological and military tools - for cyber attack-

o The United States will respond to a cyber attack
ers while defending more effectively.

at a time and manner of its choosing and draw
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The Department of Defense,
Congress and the White House
should prioritize maintaining
America’s offensive military

advantage in cyberspace.

To raise costs for cyber attackers, we recommend
the following:

 The Department of Defense, the intelligence
community, the Department of Justice,
Congress and the White House should clarify
legal authorities related to military and intelli-
gence operations in cyberspace. GEN Alexander
told Congress in March 2011 that the U.S.
military does not yet possess the legal authori-
ties it needs to respond to a cyber attack against
the United States or its allies."”” LtGen Robert
Schmidle, Jr., deputy commander of Cyber
Command, elaborated that “There is a real
dearth of doctrine and policy in the world of
cyberspace,” pointing to the lack of coordina-
tion and guidance from civilian leadership."®
This lack of clarity is understandable as cyber
operations evolve faster than legal and politi-
cal processes, but it could cause confusion and
disorganization during a major cyber attack.
By delineating the authorities granted to the
military, the U.S. government will reduce uncer-
tainty and thereby increase its ability to use the
capabilities it has more effectively and without
undue hesitation. This outcome will raise the
retaliatory costs suffered by potential adversaries
if they attack the United States and the attacks
can be attributed to them, which will help deter
them in the first place.

+ The White House, DHS, DOD, Department of
Commerce, Cyber Command and the private
sector should improve cyber defenses, including

through the aforementioned fusion center and
greater use of more secure software. (For more
information, see the chapter by Gary McGraw and
Nathaniel Fick in Volume II.) The U.S. govern-
ment also should prioritize the use of existing
technologies and policies, which are often sufhi-

cient to address a large majority of cyber security
threats. When making investments, DOD in
particular should seek to maintain technological
diversity in its networks and systems to prevent a
single point of failure (even though doing so will
create usability and interoperability challenges)."”

The Department of Defense, the intelligence
community, Congress and the White House
should prioritize maintaining America’s offensive
military advantage in cyberspace. While offen-
sive capability will never lead to flawless security
due to the attribution challenge, the prospect of
U.S. retaliation using offensive cyber capabili-
ties will induce caution in aspiring attackers and
raise costs for potential adversaries. While the
future protection of U.S. interests and projec-
tion of U.S. power requires such an investment,
maintaining America’s offensive advantage should
be accompanied by strengthened oversight and
the development of prearranged mechanisms -
such as a cyberspace version of the Incidents at
Sea agreement - to offer multilayered options

to defuse escalatory tensions during a crisis.**
Additionally, the U.S. government should develop
ways to talk about its offensive capabilities with-
out compromising sources and methods or being
inordinately constrained by over-classification.
Broadly communicating U.S. cyber offensive
capabilities will inform adversaries that America
possesses credible retaliatory options, which will
help deter attacks.

The Department of Defense, the State
Department, the Department of Justice, the
Treasury Department and the intelligence
community should implement an integrated
cross-domain prevention strategy to bring cyber
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attackers to justice. Under this strategy, the U.S.
government should use not only sophisticated
defenses and the threat of retaliation to raise
costs for attackers, but also rely on non-military
tools such as intelligence, sanctions, law enforce-
ment, travel bans and more.*" U.S. government
agencies must coordinate the integration of
these options, which does not occur regularly
today (although DOD has studied the issue with
outside experts).*> Though imperfect attribution
in cyberspace will continue to hinder security
strategies, the United States should seek recourse
using diplomatic, economic and traditional mili-
tary methods, not just cyber security tools.

The Department of Defense should ensure that
the U.S. military can operate in a command and
control environment degraded by cyber attacks.
As its 2010 Joint Operating Environment report
concluded, “More sophisticated opponents of U.S.
military forces will certainly attack American
vulnerabilities. For instance, it is entirely possible
that attacks on computers, space, and communi-
cations systems will severely degrade command
and control of U.S. forces. Thus, those forces

must possess the ability to operate eftectively in
degraded conditions.”* To achieve this, the U.S.
military should audit critical military systems and
processes that depend on cyberspace to determine
which ones require bolstered redundancy; fur-
ther incorporate redundancy into its force plans;
and require military personnel to learn and use
non-cyber tactics, techniques and procedures. In
a degraded command and control environment,
U.S. troops may need to use techniques such as
Morse code and celestial navigation to complete
their missions, and may need to execute compli-
cated logistics operations without access to the
Pentagon’s unclassified network. DOD should
require all military personnel to receive regular
instruction in non-cyber techniques, and conduct
training exercises without the benefit of cyber
tools, in order to ensure that the U.S. military can
fight through cyber attacks — thereby raising costs
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for cyber attackers by increasing the odds that U.S.
forces will be able to retaliate.

« The Department of Defense should tap into the
high-tech skills contained in the National Guard
and Reserves to help meet its growing demand
for specialists who know how to raise costs for
cyber attackers. Reserve component service
members’ civilian backgrounds and careers
provide them with expertise, particularly in
specialized and high-tech fields, that is gener-
ally difficult to locate, train and retain in the
U.S. military’s active component. For example,
a Guardsman or Reservist who works in civil-
ian life as a Google software engineer could fill
a critical cyber security billet. A recent RAND
Corporation assessment of the Air Force judged
that Guardsmen and Reservists employed in
high-tech fields such as information technol-
ogy “can be tapped to provide the most current
knowledge, tools, and techniques for network
warfare operations.”** Using Guardsmen and
Reservists in this way “could offset additional
staffing requirements that may be needed in the
active component for these operations,” RAND
concluded in a separate report.?> As Principal
Deputy Under Secretary of Defense for Policy
James Miller recently told Congress, “The type
of people that we’re looking for with the skills for
cyber will span a wider range than the standard
profile for military service.”>’

Prepare for the Future of the Internet

The White House Office of Science and
Technology Policy (OSTP) should lead a national
commission on the future of the Internet. The
commission should involve the science and tech-
nology community, private companies and U.S.
government representatives. It should grapple
with the feasibility of issues such as changing the
underlying architecture of the Internet to make

it more secure (see Robert Kahn’s chapter in
Volume II), and forming separate networks with
higher levels of security. The Office of Science and



Technology Policy’s commission should result

in recommendations to the president and ulti-
mately feed into a new White House strategy. The
National Academy of Sciences should participate
by providing an objective assessment of the vari-
ous future options, along with analysis of their
costs and benefits.

The aforementioned National Strategy for Trusted
Identities in Cyberspace (NSTIC) is an important
initiative on the future of the Internet. To keep
NSTIC moving forward, the U.S. government —
and in particular the Department of Commerce,
which has assumed a leading role in its advance-
ment - should resolve the following issues.

« The National Strategy for Trusted Identities in
Cyberspace should clarify private sector liability
in the event that a digital identity fails so that
companies fully understand their risk exposure
and can develop sound business cases.*”’

o Because the Internet is transnational, NSTIC
cannot succeed if it serves only American
users. Thus, the U.S. government should
engage with America’s international partners
to explain the purposes and benefits of the
Identity Ecosystem. Many American privacy
advocates and companies have supported the
initiative, but foreign audiences may misun-
derstand NSTIC as a U.S. attempt to control
the Internet if American leaders do not build
international support for it.?*

« The National Strategy for Trusted Identities in
Cyberspace should undertake a public education
campaign to raise awareness about the need for an
Identity Ecosystem and explain how it will protect
user privacy.”” Otherwise, the odds of widespread
public support and use will remain low.?"

o The National Strategy for Trusted Identities
in Cyberspace should develop regulations for
the creation, management and use of digital
identifiers in order to prevent fraud and abuse.
Regulation of the Identity Ecosystem would

mirror regulation of other generally trusted enti-
ties in American society, such as banks.

« The National Strategy for Trusted Identities in
Cyberspace should consider options for creat-
ing different digital identity tiers — perhaps
“High” and “Standard” - so that stringent
security requirements well suited for high-value
transactions do not create friction that inhibits

low-value transactions.?!!

Build the Institutional Capacity Necessary
to Coordinate U.S. Government
Responsibilities for Cyberspace

Cyberspace is now too important to America’s
security and prosperity to be managed by an ad
hoc collection of offices sprinkled across the U.S.
government. While Americans may question any
new government initiative during a time of fis-
cal austerity, a modest investment today will save
money in the long run by preventing costly mis-
takes and reducing unnecessary redundancy.

To oversee and coordinate U.S. government efforts
on cyber security, the White House and Congress
should create an Office of Cyber Security Policy
within the Executive Office of the President.

It should resemble the Office of Science and
Technology Policy, and be headed by a Senate-
confirmed chief cyber security advisor to the
president and director of cyber security policy.
The office should remain small and nimble, main-
tain close links to both the NSC and National
Economic Council, and avoid duplicating func-
tions already performed by other agencies. It
should serve as the hub of the U.S. government’s
cyber security policies, leaving operations to other
government agencies.

The president should provide direct support for

the new office, which should perform the func-
tions below. The current cybersecurity coordinator
already does many of these things, but the proposed
Office of Cyber Security Policy would significantly
increase the White House’s capacity to:
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 Develop cyber security strategies that prioritize
national interests and communicate the U.S.
government’s intentions.

« Coordinate cyber security policies, their imple-
mentation across federal agencies, and the use
of law enforcement, economic, financial, diplo-
matic, public engagement and military means to
support them.

« Evaluate the potential need for a cabinet-level
U.S. government agency whose sole responsibil-
ity would be to develop and implement cyber
security policies.

o Liaise with domestic and international audiences
so that the White House maintains a highly
visible role as a proactive coordinator of govern-
ment-wide cyber security efforts.

o Interact regularly with key stakeholders from the
private sector, academia, multilateral organiza-
tions, civil society and elsewhere.

« Develop and share analysis of global trends
and U.S. government investments — with the
assistance of the intelligence community, other
executive agencies, the Office of Management
and Budget and federally funded research and
development centers — in order to help frame
cyber security policy choices for the president.

 Marshal the interagency use of non-cyber
policy instruments to address cyber security.
These instruments include economic policy, law
enforcement, intelligence, military and com-
mercial relationships, diplomacy, standards,
regulations and public engagement.

Enhance Oversight of U.S. Government
Cyber Security Activities

The U.S. government badly needs stronger and more
comprehensive oversight of cyber security. This
theme emerged repeatedly in interviews with both
government and private sector leaders. As a senior
Pentagon official told us, “We need better civil-

ian control in this area.”?'? A Senate staff member
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The U.S. government badly
needs stronger and more
comprehensive oversight
of cyber security. This
theme emerged repeatedly
in interviews with both
government and private

sector leaders.

observed that “We have far more offensive capa-
bilities than policies to regulate them.”*"* Current
policy initiatives are being undertaken in a climate
of governmental disorganization, underdeveloped
institutions and processes, high degrees of secrecy
and enormous technical complexity. This climate
puts the U.S. government at risk of making mistakes
with substantial consequences for national security,
civil liberties and the national purse.

To conduct stronger oversight of cyber security
activities, the U.S. government should take the fol-
lowing steps.

« The White House and DOD should maintain
command and control procedures for cyber
operations by the U.S. military and intelligence
community in order to preserve senior civilian
leaders’ ability to review and approve signifi-
cant activities.”* While the U.S. government has
proceeded cautiously with cyber operations thus
far, the urgent need to respond at “netspeed” may
increasingly challenge senior leaders’ ability to
stay in the decision loop.?" “Areas of hostility” and
other blurry operating scenarios further compli-
cate command and control.*¢ A hybrid strategy
likely offers the best practical solution. It should
consist of command and control policies similar



to those adopted for U.S. nuclear weapons, such
as predetermined rules, preauthorization author-
ity, fail safe mechanisms to prevent unauthorized

actions, and positive control that ensures success-
ful execution of any attack order.*”

The White House should appoint separate heads
of the NSA and Cyber Command. A dual-hatted
leader offered certain organizational benefits
while Cyber Command was being established.
Given the overlap between intelligence collec-
tion and military action in cyberspace, the NSA
and Cyber Command should remain co-located,
cooperate extensively and continue to share
personnel. However, having the head of an intel-
ligence agency also serve as the head of a U.S.
military command is not the appropriate long-
term solution. Such an arrangement makes it
difficult to conduct effective oversight and blurs
the important line between intelligence gather-
ing and military operations.

The White House should create a President’s
Cyber Security Advisory Board, modeled on the
Defense Policy Board and Intelligence Advisory
Board, to provide independent advice and
oversight on cyber security issues directly to the
president. Though a number of advisory boards
already exist, the Cyber Security Advisory
Board is needed to provide the president with
concentrated cyber security expertise that is not
accessible elsewhere. The board should include
up to 16 non-governmental members with varied
backgrounds, including those with experience in
civil liberties protection and in the private sec-
tor. The proposed White House Office of Cyber
Security Policy should administer the board.

The Department of Homeland Security, DOD
and the intelligence community should create
a high-level joint contact group known as the
Cyber Security Coordination Council (CSCC)
to oversee and coordinate activities. Modeled
on the Nuclear Weapons Council that includes
DOD and the Department of Energy, the CSCC

should craft joint strategies, resolve issues and
report regularly to the president and Congress
on cyber security initiatives. The three organiza-
tions do currently meet, but the CSCC would
provide a more consistent and responsive struc-
ture for collaboration. The first objective of the
CSCC should be to produce a memorandum of
understanding that advances information shar-
ing among the three agencies.

« Congress should constitute a bicameral and
bipartisan Cyber Security Task Force to promote
greater understanding of cyber security issues.
While the task force need not necessarily become
a permanent fixture on the Hill, it would provide
a forum to convene for a few years — especially
as Congress works to pass and oversee compre-
hensive cyber security legislation. By creating a
forum to develop policy and educate lawmakers,
the task force would improve bicameral coor-
dination and strengthen Congress’s ability to
conduct vigorous oversight.

« The White House should commission OSTP or
the National Academy of Sciences to produce a
set of objective cyber security metrics to assess
penetrations and attacks thwarted, along with
attackers’ so-called “dwell time” in government
networks, ability to inflict damage, and ability to
steal or alter data. U.S. policymakers should then
use the metrics to evaluate performance and
guide necessary adjustments.

Protect the Nation’s Most Critical
Infrastructure

Some critical infrastructure is so central to
Americans’ way of life that its protection requires
proactive and consistent involvement by the U.S.
government. There is a need for measured govern-
ment leadership, which exists in other spheres
where broader U.S. well-being is at risk. With
assistance from industry groups and U.S. gov-
ernment agencies, the companies that manage
America’s critical infrastructure have begun to

address their vulnerability to cyber attacks. But
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these efforts remain insufficient and progress var-
ies widely across sectors and the companies within
them. According to reports, companies struggle to
make the business case for cyber security because
threats are difficult to monitor and the return on
investment is ambiguous.*® Should companies fail
to defend successfully against cyber attacks, which
are now frequent, the consequences would hurt
Americans and the U.S. economy.

When helping to protect critical infrastructure,
the U.S. government should not be heavy-handed
or excessively regulatory. It should favor market
solutions wherever possible. The overarching goal
should be to enable more sophisticated critical
infrastructure providers to become even more
secure against a wider array of threats, while
enabling less sophisticated providers to reach
higher levels of security. To achieve this goal, the

U.S. government should take the following actions.

« Congress should amend the Homeland Security
Act of 2002 to provide DHS with more explicit
authorities to coordinate the protection of
U.S. critical infrastructure in cyberspace. This
should include the authority to issue regulations
mandating that critical infrastructure provid-
ers comply with a certain baseline for security
practices. Although the president has articulated
this authority through directives, it should be
codified in statute to strengthen accountability.

« Congress should pass cyber security legislation
that provides guidance on tailored regulatory
strategies that comport with the needs and
purposes of specific sectors. U.S. critical infra-
structure is not a monolith and the regulations
for telecommunications, where privacy and ano-
nymity are core U.S. values, should differ from
regulations for the electric grid, where privacy is
not a concern.

« Congress should strengthen the authority and
capacity of the Federal Energy Regulatory
Commission (FERC) to enforce cyber security
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standards among utility companies, which cur-
rently protect their security unevenly. While
DHS should remain responsible for top tier
providers in the energy sector, as it is with other
critical infrastructure sectors, FERC should
gain expanded authority to enforce cyber
security standards for other providers. Rather
than developing in-house expertise, which
would take a long period of time, FERC should
develop standards based on National Institute
of Standards and Technology guidelines and
through consultation with DHS and sector-
specific regulatory agencies.

The Department of Homeland Security should
approach regulation cautiously and focus on
making the market work better. It should offer
incentives such as liability protection to encour-
age greater security as long as doing so does not
create moral hazards. One approach would be
for the leading critical infrastructure provid-
ers to develop protection plans, which should
include supply chain security practices, for
DHS to review. This process already occurs in
the nuclear power and chemical sectors, and
could be expanded to cover other sectors.*”

The Department of Homeland Security should
be “technology neutral” but not “performance
neutral” toward the protection of critical infra-
structure, meaning that it should allow critical
infrastructure operators to select the technologi-
cal solution they think will best meet required
standards of performance.

Congress should continue to promote and fund
DOD, the Department of Energy and other
agencies in their efforts to use military bases as
test beds for cyber security innovation related to
the smart grid, a plan for greater use of digital
technology in the electric grid. The national

labs and DOD collaborate frequently to address
cyber challenges, and given their investments in
smart grid technology, they have high stakes in
maximizing cyber security. Congress also should



hold a hearing or require a report to gauge the
progress made to date on cyber security innova-
tion related to the smart grid, and to determine
appropriate next steps.

« Congress should request an inventory of all
smart grid investments that various stakehold-
ers have made in DOD facilities to determine
whether cyber security standards have been
appropriate and consistent. The Department
of Defense should likewise ensure that all its
contracts for and acquisitions of smart grid tech-
nology meet the most stringent cyber security
standards.

Harness the Private Sector’s Innovative
Power for Cyber Security

Since the innovative vibrancy of the U.S. technol-
ogy sector is likely to continue unabated, the U.S.
government must improve its ability to harness the
private sector’s innovative power for cyber security.
Though the term “public-private partnership” often
produces eye rolling, especially from private compa-
nies, the need for constant, committed and coherent
engagement with the private sector remains as
important as ever to both corporations and the
federal government.?* The U.S. government should
recognize the differences within the private sector
and not treat industry as a monolith. Instead, the
U.S. government should craft policies tailored to get
the best out of different companies, which include
everything from large enterprises with scores of
personnel trained in government contracting to
tiny Internet startups.”” (For more information, see
Daniel Geer’s chapter in Volume II.)

Throughout the course of this study, one theme
emerged repeatedly from the private sector: a
desire for the U.S. government to lead by example.
Private sector representatives acknowledged their
own need to address cyber security threats. They
also noted, however, that the U.S. government has
not gotten its own house in order. Companies are
eager to collaborate with the U.S. government, but

they want the U.S. government to invest in secur-

ing its own systems and realize that information
sharing is a two-way street.

Empowering the private sector to promote cyber
security is essential to U.S. national security. To
increase its effectiveness as a strategic partner, the
U.S. government should implement the following
policies.

« The White House should direct each major
agency that deals with cyber security to conduct
a detailed review of its classification guides in
order to identify unnecessary layers of secrecy
that prevent information sharing among federal
agencies and non-governmental stakehold-
ers.”* It also should increase the capacity of
the Interagency Security Classification Appeals
Panel, administered by the Information Security
Oversight Office, so that it can manage its
recently increased workload and continue to
resolve interagency disputes over-classification.??
The U.S. government needs to embrace more
tully the collaborative “need to share” model
for information sharing and abandon the less
communicative “need to know” approach that
prevailed during the Cold War and contin-
ues today.”** As Jeff Brown, vice president and
chief information security officer at Raytheon,
told us, “Over-classification is one of the big-
gest problems in cyber security today, on both
the government and industry sides.”*** Michael
Hayden, former head of both the NSA and
CIA, wrote recently, “Let me be clear: this stuff
is overprotected...we need a broader flow of
information to corporations and individuals to
educate them on the threat. To do that we need
to recalibrate what is truly secret.””*¢ Nearly half
of the classification guides used during fiscal
year 2009, the most recent year for which data
is available, were not updated within the past
five years as required.””” Agencies are relying
on classification guides that may be outdated,
particularly on an issue like cyber security that
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evolves so rapidly. While the U.S. government
must move cautiously so as not to reveal state
secrets, improved information sharing can have
real national security benefits.

Congress should pass legislation to extend liability
protection to private sector providers of innova-
tive cyber security products and services. The
legislation should explicitly support mechanisms
for private companies such as Internet service pro-
viders to share cyber security information among
themselves and with U.S. government agencies
without risking violations of laws such as the
Electronic Communications Privacy Act, antitrust
investigations or lawsuits. If companies believe
they are in legal jeopardy, or think their brands
will be damaged by sharing information, they are
less likely to participate even if doing so is in the
public interest. U.S. government agencies such as
the FCC already operate under the principle of
presumed confidentiality, but strengthening liabil-
ity protection will improve information sharing
and foster technological innovation, two advances
that are critical to U.S. national security in the
digital age.””®

Congress should pass legislation that requires
federal agencies to prioritize security when
writing requirements and awarding contracts
for software and other information technology
products.”” The White House has emphasized
how important it is “to integrate cybersecurity
into all new systems rather than bolting it on as
an afterthought.”° By prioritizing security at
the outset, the U.S. government will save money
in the long run by avoiding costly upgrades and
security breaches.

The Department of Commerce should request
funding for new research by technologists and
economists to measure cyber security’s costs,
benefits, return on investment and business
models. Private companies struggle to justify
cyber security investments, price insurance and
adapt business models.*** New research would
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therefore provide a wide public benefit and ulti-
mately help the U.S. economy.

The State Department should task its foreign
service officers stationed at U.S. embassies
around the world to assume a greater role in
helping U.S. companies partner with responsible
cyber security stakeholders in the host country.
Long global supply chains present more opportu-
nities for malicious actors to insert harmful code
and/or steal intellectual property. But foreign
service officers can play a critical role in steer-
ing American businesses toward host nation
partners that are known to be secure and reli-
able. Moreover, they can provide useful guidance
regarding license requirements and contract-

ing procedures in the host nation in order to

help American firms protect their intellectual
property. Larger embassies should create “cyber
teams” comprised of foreign service officers who
possess expertise on cyber security, while smaller
embassies should rely on one or two knowledge-
able individuals to provide this service.

The Department of Justice, DHS, the NSA,
Department of Commerce and other executive
branch agencies should make clear what the pri-
vate sector can — and cannot - expect from the
U.S. government with respect to cyber security.
Private companies value the threat information
shared with them by the federal government,
but agencies often ask them to share information
without returning the favor. Companies report
that that it is difficult to know whom to contact
in the U.S. government with questions or con-
cerns about cyber security.



VII. CONCLUSION

Just as perfect security eludes us in the physi-

cal world, there is not and never will be perfect
security in cyberspace. America’s goal, therefore,
should be to minimize risks at an acceptable cost
and enable the continued advances that the infor-
mation age has heralded thus far.

This is no easy endeavor. Every day, more users
exchange more data on more devices, creating ever
more reliance on the Internet. American compa-
nies depend on the Internet for growth and the
U.S. military depends on networked communica-
tion for its most important operations.

Yet as Daniel Geer, a contributor to Volume II, has
noted, “A technology that can give you everything
you want is a technology that can take away every-
thing that you have.””** America’s very dependence
has created new vulnerabilities. These vulnerabili-
ties are being exploited as fast as or faster than the
nation can respond. This is a race and America’s
future is on the line.

Current cyber threats, especially their economic
toll, are cause for serious concern. Yet the greatest
threats lie ahead. Investing only in efforts to thwart
today’s threats will leave America ill prepared for
tomorrow. Ignoring future threats will expose the
United States in ways that endanger the nation’s
enduring security interests. The challenge is to pre-
pare for cyber threats with insight, diligence and
rigor, while avoiding what the 9/11 Commission
report termed failures of imagination. The nation’s
security and prosperity are at stake. There is no
time to waste.
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