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Executive Summary
This report provides a detailed, current look at the nature of advanced threats targeting organizations 
today. Drawing on data gathered by FireEye® from several thousands of appliances at customer 
sites around the world, across 89 million events, this report provides an overview of the current threat 
ODQGVFDSH��HYROYLQJ�DGYDQFHG�SHUVLVWHQW�WKUHDW��$37��WDFWLFV��DQG�WKH�OHYHO�RI�LQÀOWUDWLRQ�VHHQ�LQ�
RUJDQL]DWLRQV·�QHWZRUNV�WRGD\��.H\�ÀQGLQJV�LQFOXGH��

�� On average, a malware event occurs at a single organization once every three minutes. Malware 
activity has become so pervasive and attacks so successful at penetrating legacy defenses—network 
ÀUHZDOOV��,QWUXVLRQ�3UHYHQWLRQ�6\VWHPV��,36���DQG�DQWL�YLUXV��$9�³WKDW�RQFH�HYHU\�WKUHH�PLQXWHV�
RUJDQL]DWLRQV�RQ�DYHUDJH�ZLOO�H[SHULHQFH�D�PDOLFLRXV�HPDLO�ÀOH�DWWDFKPHQW�RU�:HE�OLQN�DV�ZHOO�DV�
malware communication—or callback—to a command and control (CnC) server. Across industries, 
the rate of malware activity varies, with technology experiencing the highest volume with about 
one event per minute.

�� Technology is the most targeted vertical. Due to a high concentration of intellectual property, 
WHFKQRORJ\�ÀUPV�DUH�KLW�ZLWK�DQ�LQWHQVH�EDUUDJH�RI�PDOZDUH�FDPSDLJQV��QHDUO\�GRXEOH�WKH�QH[W� 
closest vertical.

�� Some industries are attacked cyclically, while some verticals experience erratic attacks. Certain 
verticals, such as technology, experience fairly consistent attacks while others, such as healthcare,  
VHH�PXFK�PRUH�YRODWLOLW\�GXH�WR�NH\�HYHQWV�RU�DWWDFNHUV�VHOHFWLYHO\�IRFXVLQJ�RQ�VSHFLÀF�YHUWLFDOV�

�� $WWDFNHUV�XVH�FRPPRQ�EXVLQHVV�WHUPV�XVHG�LQ�WKH�ÀOH�QDPHV�DV�VSHDU�SKLVKLQJ�EDLW� Spear phishing 
UHPDLQV�WKH�PRVW�FRPPRQ�PHWKRG�IRU�LQLWLDWLQJ�DGYDQFHG�PDOZDUH�FDPSDLJQV��:KHQ�VHQGLQJ�VSHDU�
SKLVKLQJ�HPDLOV��DWWDFNHUV�RSW�IRU�ÀOH�QDPHV�ZLWK�FRPPRQ�EXVLQHVV�WHUPV�WR�OXUH�XQVXVSHFWLQJ�XVHUV� 
into opening the malware and initiating the attack. These terms fall into three general categories:  
VKLSSLQJ�DQG�GHOLYHU\��ÀQDQFH��DQG�JHQHUDO�EXVLQHVV��7KH�WRS�SKUDVH�LQ�PDOZDUH�ÀOH�QDPHV��IRU� 
example, was “UPS”. 

�� =,3�ÀOHV�UHPDLQ�WKH�SUHIHUUHG�ÀOH�RI�FKRLFH�IRU�PDOZDUH�GHOLYHU\�RYHU�HPDLO� Malware is delivered in ZIP 
ÀOH�IRUPDW�LQ����SHUFHQW�RI�DWWDFNV�

�� 0DOZDUH�ZULWHUV�KDYH�IRFXVHG�VLJQLÀFDQW�HIIRUW�RQ�HYDVLRQ� Several innovations designed to better 
evade detection have appeared. For example, instances of malware were uncovered that execute 
only when users move a mouse, a tactic which could dupe current sandbox detection systems since 
the malware doesn’t generate any activity. In addition, malware writers have also incorporated virtual 
machine detection to bypass sandboxing.

�� $WWDFNHUV�DUH�LQFUHDVLQJO\�XVLQJ�G\QDPLF�OLQN�OLEUDU\��'//��ÀOHV�WR�LPSURYH�SHUVLVWHQFH� By avoiding the 
PRUH�FRPPRQ��H[H�ÀOH�W\SH��DWWDFNHUV�OHYHUDJH�'//�ÀOHV�WR�SURORQJ�LQIHFWLRQV�

7KLV�UHSRUW�SURYLGHV�D�GHWDLOHG�ORRN�DW�WUHQGV�WDNLQJ�SODFH�LQ�VSHFLÀF�LQGXVWULHV��DV�ZHOO�DV�D�FDVH�VWXG\�
on an attack that was waged during the course of 2012. 
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Introduction and Methodology
The FireEye Advanced Threat Report for the second half of 2012 is based on research and trend analysis 
conducted by the FireEye Malware Intelligence Lab. Drawing on the data gathered from several 
thousand appliances at customer sites around the world, across 89 million malware events, this report 
SURYLGHV�DQ�RYHUYLHZ�RI�WKH�FXUUHQW�WKUHDW�ODQGVFDSH��HYROYLQJ�$37�WDFWLFV��DQG�WKH�OHYHO�RI�LQÀOWUDWLRQ�
seen in organizations’ networks today. 

FireEye is in the unique position to illuminate this advanced targeted attack activity. There have been 
thousands of deployments around the world of the FireEye threat protection platform. These appliances 
automatically gather threat intelligence and send it to the FireEye Dynamic Threat Intelligence™ (DTI) 
FORXG��ZKLFK�DOVR�LQFOXGHV�QHZ�WKUHDW�ÀQGLQJV�IURP�WKH�)LUH(\H�0DOZDUH�,QWHOOLJHQFH�/DE��7R�UHSRUW�RQ�
WKLV�GDWD��WKH�)LUH(\H�0DOZDUH�,QWHOOLJHQFH�/DE�JDWKHUHG�LQGXVWU\�VSHFLÀF�GDWD�DQG�QRUPDOL]HG�LW�E\�
FXVWRPHU�WR�SURYLGH�DQ�DFFXUDWH��FRQVLVWHQW�EDVLV�IRU�FRPSDULQJ�LQGXVWU\�VSHFLÀF�WUHQGV�DQG�DFWLYLWLHV��

,W�LV�FULWLFDO�WR�QRWH�WKDW�WKH�)LUH(\H�SODWIRUP�LV�GHSOR\HG�EHKLQG�ÀUHZDOOV��QH[W�JHQHUDWLRQ�ÀUHZDOOV��
IPS, and other security gateways, and represents the last line of defense for organizations. Thus, the 
advanced activity being tracked and reported in this report represents the attacks that successfully 
evaded all of these initial defenses. Given this vantage point, FireEye is able to gain a highly informed 
SHUVSHFWLYH�RQ�WKH�DGYDQFHG�WKUHDWV�WKDW�URXWLQHO\�E\SDVV�VLJQDWXUH���UHSXWDWLRQ���DQG�EDVLF�EHKDYLRU�
based technologies—the technologies that organizations spend $28 billion each year on, but that are 
failing to thwart today’s advanced threats.

7KH�UHSRUW�VWDUWV�E\�SURYLGLQJ�VRPH�LQGXVWU\�OHYHO�WUHQGV��7KH�QH[W�IHZ�VHFWLRQV�DUH�RUJDQL]HG�DURXQG� 
the process of infection following the anatomy of attacks from infection to payload to callbacks.  
Finally, the report offers a detailed look at one major malware campaign known as Operation Beebus.

IT security spending: a renewal market
According to IDC, between 2003 and 2011, total IT security spend grew from $12 billion to $28 billion 
while the mix of security technologies purchased remained fairly consistent. In effect, organizations have 
been spending more without making any major changes to their security strategies. This stasis has 
helped malware writers move into the pole position in the cyber arms race.  
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Finding 1: On average, malware events  
occur at a single organization once every  
three minutes 

$FURVV�LQGXVWULHV��RUJDQL]DWLRQV�RQ�DYHUDJH�DUH�H[SHULHQFLQJ�PDOZDUH�UHODWHG�DFWLYLWLHV�RQFH�HYHU\�
three minutes. This activity can include the receipt of a malicious email, a user clicking a link on an 
infected website, or an infected machine making a callback to a command and control server.  

This nearly continuous rate of attacks and activities is indicative of a fundamental reality: these 
attacks are working, yielding dividends. Through these mechanisms, attackers are circumventing 
WUDGLWLRQDO�DQG�QH[W�JHQHUDWLRQ�ÀUHZDOOV��,36��:HE�DQG�HPDLO�JDWHZD\V��DQG�RWKHU�GHIHQVHV³DQG� 
WKH\�DUH�WKHQ�DEOH�WR�DFKLHYH�WKHLU�REMHFWLYHV��ZKHWKHU�WKH\�DUH�ORRNLQJ�WR�PDNH�ÀQDQFLDO�JDLQV�� 
VWHDO�LQWHOOHFWXDO�SURSHUW\��RU�DGYDQFH�QDWLRQ�VWDWH�REMHFWLYHV��

:KLOH�YLUWXDOO\�HYHU\�FRPSDQ\�LQ�HYHU\�LQGXVWU\�LV�EHLQJ�WDUJHWHG�E\�DGYDQFHG�DWWDFNV��WKHUH�DUH�VRPH�
clear variances across industries. The goals of attackers, the tactics they use, and the frequency of 
attack can all vary substantially depending on the industry being examined. The following sections look 
at the similarities and differences that are seen in various industries. 
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Finding 2: Technology is the most targeted vertical 
'XH�WR�D�KLJK�FRQFHQWUDWLRQ�RI�LQWHOOHFWXDO�SURSHUW\��WHFKQRORJ\�ÀUPV�DUH�KLW�ZLWK�DQ�LQWHQVH� 
barrage of malware campaigns, nearly double compared to the next closest vertical.

The rate of malware activity being witnessed also provides useful insights into the threats facing  
various industries. The chart that follows offers a look at the rates of malware activity for companies  
LQ�VSHFLÀF�LQGXVWULHV�

+LJK�WHFKQRORJ\�ÀUPV�OHDG�DOO�LQGXVWULHV�ZLWK�PDOZDUH�DFWLYLW\��ZKLOH�WHOHFRPPXQLFDWLRQV��ORJLVWLFV�DQG�
WUDQVSRUWDWLRQ��PDQXIDFWXULQJ��DQG�ÀQDQFLDO�VHUYLFHV�URXQG�RXW�WKH�WRS�ÀYH��7KH�UHDVRQV�RUJDQL]DWLRQV�
in these industries are being more highly targeted varies. Generally organizations in high technology, 
WHOHFRPPXQLFDWLRQV��DQG�PDQXIDFWXULQJ�SRVVHVV�YDOXDEOH�LQWHOOHFWXDO�SURSHUW\��,Q�ÀQDQFLDO�VHUYLFHV� 
the motive is clearly focused on fraud and theft.
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Finding 3: Some industries are attacked cyclically, 
while some verticals experience erratic attacks
Certain verticals, such as technology, experience fairly consistent attacks while others, such as business 
services, see much more volatility. Generally all verticals experience a high volume of activity that is 
consistent year round. In this section we provide graphs and background on how the incidence of 
malware activities varies in each industry during the second half of 2012. 

Finding 3A: High volatility verticals—banking, 
business services, and legal
These verticals experienced between 200 to 300 percent above average, or 60 percent below 
average, malware activity over the course of 2H 2012.
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���� KWWS���ZZZ�GDUNUHDGLQJ�FRP�WKUHDW�LQWHOOLJHQFH�����������VHFXULW\�DWWDFNV�EUHDFKHV�����������PHGLFDO�LQGXVWU\�XQGHU�DWWDFN��
� E\�FKLQHVH�KDFNHUV�KWPO�

Finding 3B: Medium volatility verticals—energy, 
entertainment/media, government, healthcare, 
logistics, and manufacturing

These verticals seem attractive to attackers only with some degree of variability. Typically, these 
verticals did not see malware activity spike above 140 percent of average. Such verticals underscore 
KRZ�DWWDFNV�DUH�GLIÀFXOW�WR�SUHGLFW��)RU�LQVWDQFH��KHDOWKFDUH�ZDV�UHFHQWO\�OLVWHG�DV�RQH�RI�&KLQD·V�
SULRULWLHV�LQ�LWV����\HDU�VFLHQFH�DQG�WHFKQRORJ\�GHYHORSPHQW�VWUDWHJ\�IRU������WR�������ZKLFK�OHG� 
WR�D�VXUJH�LQ�FDPSDLJQV�DJDLQVW�KHDOWKFDUH�ÀUPV�1   
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Finding 4: Attackers use common business terms 
XVHG�LQ�WKH�ÀOH�QDPHV�DV�VSHDU�SKLVKLQJ�EDLW
Spear phishing remains the most common method for initiating advanced malware campaigns. 
:KHQ�VHQGLQJ�VSHDU�SKLVKLQJ�HPDLOV��DWWDFNHUV�RSW�IRU�ÀOH�QDPHV�ZLWK�FRPPRQ�EXVLQHVV�WHUPV�WR�OXUH�
unsuspecting users into opening the malware and initiating the attack. These terms fall into three general 
FDWHJRULHV��VKLSSLQJ�DQG�GHOLYHU\��ÀQDQFH��DQG�JHQHUDO�EXVLQHVV��7KH�WRS�SKUDVH�LQ�PDOZDUH�ÀOH�QDPHV��
for example, was “UPS”. 

,Q�H[DPLQLQJ�WKH�WRS����PDOLFLRXV�HPDLO�DWWDFKPHQW�QDPHV��WKH�FOHDU�WUHQG�LV�IRU�WKHVH�ÀOH�QDPHV� 
WR�UHIHUHQFH�EXVLQHVV�UHODWHG�WRSLFV��5DWKHU�WKDQ�WKH�W\SHV�RI�EURDG�VSDP�WKDW�PD\�EH�GLVWULEXWHG� 
to personal email accounts, it is clear that advanced attacks are targeting employees within  
VSHFLÀF�RUJDQL]DWLRQV��

Finding 3C: Low volatility verticals —technology 
and telecommunications

Both technology and telecommunications experienced malware activity that did not deviate more 
than 140 percent above average. This means attackers found these verticals an attractive target 
meriting consistent attention.
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7KH�OLVW�EHORZ�SURYLGHV�D�XVHIXO�UHIHUHQFH�IRU�,7�VHFXULW\�WHDPV��KHOSLQJ�WKHP�XSGDWH�HPDLO�ÀOWHULQJ�UXOHV��,Q�
addition, this information can be invaluable information to reference in employee education programs, 
JLYLQJ�HPSOR\HHV�FOHDU�H[DPSOHV�RI�WKH�SRWHQWLDO�GDPDJH�RI�VHHPLQJO\�FRPPRQ��SHUWLQHQW�ÀOH�QDPHV��

Rank File Name Percent  

RI�(PDLO

Attachments

1 Details.zip 6.9%

2 UPS_document.zip 4.0%

3 DCIM.zip 2.7%

4 HP_Document.zip 2.6%

5 Report.zip 1.9%

6 Scan.zip 1.8%

7 UPSDocument.zip 1.5%

8 Amazon_Report.zip 1.2%

9 postcard.zip 1.1%

10 UPSdocument.zip 0.8%

11 8.��9RGDIRQHB006�]LS 0.6%

12 HP_Scan.zip 0.5%

13 log_2012.zip 0.4%

14 SnowFairy.zip 0.3%

15 Changelog_10172012.zip 0.3%

16 Change_2012.zip 0.3%

17 9RGDIRQHB006�]LS 0.3%

18 Changelog_2012.zip 0.3%

19 changelog_2012.zip 0.3%

20 RoyalMailTrackingService.zip 0.3%

Other 71.9%
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7KH�IROORZLQJ�LV�D�OLVW�RI�WKH�WRS�WHUPV�WKDW�VKRZ�XS�LQ�PDOLFLRXV�HPDLO�DWWDFKPHQW�ÀOH�QDPHV��7HUPV�UHODWHG�
to shipping are among the most common, with “UPS”, “fedex”, “myups”, and “tracking” being a few 
that are among the top ten most common. Other common categories include company names and 
ÀQDQFHV��´GFLPµ��D�GHIDXOW�IROGHU�QDPH�IRU�LPDJHV��LV�DOVR�D�FRPPRQ�WHUP��$WWDFNHUV�DUH�DOVR�WDNLQJ�
DGYDQWDJH�RI�FRPPRQ�RIÀFH�ZRUNÁRZV��)RU�H[DPSOH��D�FRPPRQ�PHWKRG�PLPLFV�KRZ�DQ�RIÀFH�VFDQQHU�
emails scanned document by using words like “scan”, “hp”, and “Xerox”.

Rank Word Percent  

RI�(PDLO

Attachments

1 ups 17.0%

2 details 13.9%

3 documents 10.6%

4 fedex 7.4%

5 myups 7.1%

6 amazon 5.4%

7 tracking 5.1%

8 invoice 5.0%

9 report 4.7%

10 order 4.4%

11 QRWLÀFDWLRQ 3.8%

12 scan 3.4%

13 08 3.2%

14 hp 3.1%

15 IRS 2.9%

16 booking 2.8%

17 xerox 2.7%

18 dcim 2.7%

19 2012 2.7%

20 label 2.3%
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:H�DOVR�QRWLFHG�VRPH�ÁX[�ZLWK�UHVSHFW�WR�ZKHWKHU�DWWDFNHUV�XVH�OLQNV�RU�DWWDFKPHQWV��,Q�WKH�ODVW�VL[�PRQWKV�
RI�������DWWDFNHUV�XVHG�ERWK�OLQNV�DQG�DWWDFKPHQWV�WR�LQIHFW�WDUJHWHG�V\VWHPV��:KLOH�ERWK�DSSURDFKHV�DUH�
DOZD\V�XVHG��WKHLU�XVDJH�ÁXFWXDWHV��7KH�ÁXFWXDWLRQ�LV�ODUJHO\�WLHG�WR�

�� Exploits that attackers have at hand:�,I�D�]HUR�GD\�H[SORLW�LV�GLVFRYHUHG�LQ�$FUREDW��IRU�H[DPSOH��
organizations will see a spike in malware distributed via PDFs. On the other hand, if a browser exploit 
is uncovered, more attacks will be waged. 

�� 3UHIHUHQFH�IRU�VSHFLÀF�WDUJHWV��VRPHWLPHV�ÁXFWXDWLRQV�DUH�GHWHUPLQHG�E\�SUHGLOHFWLRQV�RI�D�VSHFLÀF�
attack group—such as the attacks on healthcare we describe earlier. 
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Finding 5:�=,3�ÀOHV�UHPDLQ�WKH�SUHIHUUHG�ÀOH� 
for malware delivery by email
,Q�HYDOXDWLQJ�HPDLO�ÀOH�DWWDFKPHQW�H[WHQVLRQV��LW�TXLFNO\�EHFRPHV�REYLRXV�WKDW��]LS�ÀOHV�DUH�FXUUHQWO\�
IDU�DQG�DZD\�WKH�PRVW�FRPPRQ�PDOZDUH�ÀOH�W\SH��:K\"�&XUUHQWO\��QR�RUJDQL]DWLRQV�EORFN�WKHVH�ÀOH�
extensions and attackers understand this. Further, attackers can hide their malicious payloads within  
�]LS�ÀOHV�VR�VFDQQHUV�GR�QRW�GHWHFW�WKHP���

*LYHQ�WKH�KLJK�UDWH�RI��]LS�ÀOH�XVH�DQG�LWV�HIÀFLHQF\�LQ�HYDGLQJ�WUDGLWLRQDO�VHFXULW\�PHFKDQLVPV�� 
organizations without effective tools to inspect and block these malicious attachments may need  
WR�FRQVLGHU�WDNLQJ�WKH�VWHS�RI�EORFNLQJ�DOO�ÀOHV�ZLWK�WKLV�H[WHQVLRQ�ZKLFK�PD\�KDPSHU�WKHLU� 
business processes. 

Web 
)RU�:HE�EDVHG�PDOZDUH�DWWDFNV�WKHUH�ZDV�D�ULVH�LQ�LQIHFWLRQ�UDWHV��7KH�LQFUHDVH�ZDV�PRVW�OLNHO\� 
due to the holiday season at the end of the year.
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Finding 6: Malware writers have focused  
VLJQLÀFDQW�HIIRUW�RQ�HYDVLRQ�
Several innovations designed to better evade detection have appeared. For example, instances  
of malware were uncovered that execute only when users move a mouse, a tactic which could  
dupe basic malware sandboxing systems since the malware seemingly fails to generate any activity. 

1. Hiding in the sandbox. Analysis evasion is not new. For years malicious code has used various 
WHFKQLTXHV�WR�HYDGH�VHFXULW\�V\VWHPV��)RU�H[DPSOH��PDOZDUH�ZRXOG�FKHFN�IRU�VSHFLÀF�SURFHVV� 
QDPHV��'//V��DQG�GULYHUV�DVVRFLDWHG�ZLWK�VSHFLÀF�VHFXULW\�WHFKQRORJLHV��+RZHYHU��WKHVH�WHFKQLTXHV�
continue to grow more advanced. Recently, FireEye researchers have started seeing malware  
WKDW�WULHV�WR�HYDGH�DXWRPDWHG�DQDO\VLV�WKDW�VHFXULW\�SURJUDPV�UXQ�LQ�VR�FDOOHG�VDQGER[HV��7KH�
malware is not initiated until a user employs a mouse command. Given that automated analysis 
systems do not employ mouse commands, these programs lie dormant and undetected when 
inspected in sandboxes. (More details on these evasion tactics are available at the following URL:   
KWWS���ZZZ�ÀUHH\H�FRP�EORJ�WHFKQLFDO���������GRQW�FOLFN�WKH�OHIW�PRXVH�EXWWRQ�WURMDQ�XSFOLFNHU�KWPO���

2. Digital certs not always trustworthy. Over the last six months, FireEye researchers have been 
witnessing a rising trend in the amount of malware that is digitally signed. Many security technologies 
WUXVW�VLJQHG�ÀOHV�DQG�GR�QRW�IXUWKHU�VFDQ�WKHP��%\�XVLQJ�FHUWLÀFDWHV�WR�VLJQ�WKHLU�PDOZDUH�DWWDFNHUV�
FDQ�PLQLPL]H�WKH�FKDQFHV�RI�GHWHFWLRQ��0DOZDUH�LV�XVXDOO\�GLJLWDOO\�VLJQHG�ZLWK�FHUWLÀFDWHV�WKDW� 
have been hijacked, stolen, or revoked, or that are otherwise invalid. (See the following URL to  
OHDUQ�PRUH�DERXW�D�SLHFH�RI�PDOZDUH�XVLQJ�D�]HUR�GD\�H[SORLW�WKDW�XVHG�DQ�LQYDOLG�FHUWLÀFDWH�� 
KWWS���ZZZ�ÀUHH\H�FRP�EORJ�WHFKQLFDO�F\EHU�H[SORLWV���������ODG\�ER\OH�FRPHV�WR�WRZQ�ZLWK� 
D�QHZ�H[SORLW�KWPO��
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Finding 7: Attackers are increasingly using DLL 
ÀOHV�WR�LPSURYH�SHUVLVWHQFH

7UDGLWLRQDO�GHIHQVH�PHFKDQLVPV��VXFK�DV�DQWL�YLUXV��IRFXV�RQ�ÀQGLQJ��H[H�ÀOHV��7R�E\SDVV�GHWHFWLRQ�DQG�
SURORQJ�WKH�LQIHFWLRQ�DWWDFNHUV�DUH�GURSSLQJ�WKH�XVH�RI��H[H�ÀOHV�DQG�RSWLQJ�WR�XVH�'//��7HFKQLFDOO\�
'//V�ZRUN�MXVW�OLNH��H[H�ÀOHV��WKDW�LV�WKH\�H[HFXWH�VRIWZDUH�EXW�RQO\�ZKHQ�LQYRNHG��)RU�H[DPSOH��D�
FRPPRQ�'//�LV�LQYRNHG�ZKHQ�DQ�LQGLYLGXDO�ZLVKHV�WR�SULQW�D�GRFXPHQW��LQYRNLQJ�D�'//�ÀOH�WKDW�H[HFXWHV�
software that runs the printer. By using DLLs, the malware can establish persistent control as every 
time a vital, commonly used application like Internet Explorer is used, the malicious payload is loaded 
automatically—without any user involvement or awareness. If the malware was dependent on user 
commands to execute a malicious payload chances are much more likely that users would  
get suspicious and not take the step necessary for the malware to operate.

APT case study: Operation Beebus
FireEye uncovered an APT campaign and this case study provides current insights into the group behind 
these attacks, the tactics employed, and how they have evaded organizations’ defenses.

Who is targeted in this operation
The targets of Operation Beebus appear to be the top aerospace and defense contractors. FireEye has 
FRQÀUPHG�WKH�DWWDFN�RQ�DW�OHDVW�VL[�PDMRU�HQWHUSULVHV�LQ�WKH�LQGXVWU\��2SHUDWLRQ�%HHEXV�LV�DQ�RQJRLQJ�
operation that is constantly evolving but has a single purpose: gather as much intelligence as possible 
about the top aerospace and defense organizations while attempting to evade detection.
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How does that attack take place?

Initial infection
The new breed of APT attacks are not monolithic, rather they are blended relying on numerous 
LQÀOWUDWLRQ�WHFKQLTXHV��7KH�DWWDFNHUV�OHYHUDJHG�ZHOO�NQRZQ�GRFXPHQWV�DQG�ZKLWH�SDSHUV�SXEOLVKHG� 
by reputable companies as the attachments as part of the attack. The attackers took these normally 
safe documents and weaponized them. These documents were weaponized with a variation of  
WKUHH�3')�H[SORLWV�DQG�WZR�:RUG�H[SORLWV��

Persistence and evasion
:KHQ�D�YLFWLP�RSHQV�WKH�ZHDSRQL]HG�ÀOHV�DQG�WKH\�KDYH�D�YXOQHUDEOH�YHUVLRQ�RI�WKH�06�:RUG�$GREH�
3')�VRIWZDUH��WKHLU�PDFKLQH�LV�FRPSURPLVHG��7KH�H[SORLW�RQO\�ODVWV�DV�ORQJ�DV�WKH�06�:RUG�$GREH�3')�
process is running, allowing attackers to quickly download or drop additional malware while they have 
control. In legacy attacks, which most traditional defenses look for, an attacker would use executable 
ÀOHV���H[H��WKDW�ODXQFK�XSRQ�VWDUWXS��7KLV�OHJDF\�DSSURDFK�LV�QRW�XVHG�LQ�DGYDQFHG�DWWDFNV�EHFDXVH�LW�
draws too much attention to itself.

Instead of dropping an .exe and launching it at startup Operation Beebus is much more evasive.  
Attackers drop a DLL named “ntshrui.dll” into the “C:\windows” directory. Attackers carefully selected  
WKLV�ILOHQDPH�EHFDXVH�LW�LV�D�YDOLG�:LQGRZV�'//�DQG�UHVLGHV�LQ�D�GLIIHUHQW�VXEGLUHFWRU\�XQGHU� 
´&�?ZLQGRZVµ��%\�SODFLQJ�WKHLU�PDOLFLRXV�ÀOH�LQWR�D�KLJKHU�OHYHO�GLUHFWRU\�WKH\�WDNH�DGYDQWDJH�RI�WKH�
´'//�6HDUFK�2UGHU�+LMDFNLQJ�9XOQHUDELOLW\µ�LQ�:LQGRZV��7KLV�YXOQHUDELOLW\�DOORZV�IRU�WKHLU�PDOLFLRXV�'//� 
WR�EH�ORDGHG�E\�WKH�FULWLFDO�:LQGRZV�SURFHVV�´H[SORUHU�H[Hµ��7KH�´H[SORUHU�H[Hµ�SURFHVV�LV�ORDGHG�RQ� 
login and will load the malicious DLL and persist the attacker’s control over the system.

sensorenvironments.doc

FY2013_Budget_Request.doc

RHT_SalaryGuide_2012.pdf

NationalHumanRightsActionPlanofChi
QD�������������SGI�

Boeing_Current_Market_Outlook_2011_
to_2030.pdf

GRGG��IUDQN�FRQÁLFW�PLQHUDOV�GRF

Global_A&D_outlook_2012.pdf

Understandyourbloodtestreport.pdf

SecurityPredictionsfor2012and2013.pdf

DeptofDefenseFY12ASTTRSolicitationTopics 
ofInteresttoBoeing.pdf

&RQÁLFW��0LQHUDOV��2YHUYLHZ��IRU��.30*�GRF

6DPSOH�RI�DWWDFKPHQW�QDPHV�
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Communication and tracking
Operation Beebus was intentionally designed to go undiscovered for as long as possible. To achieve 
this attackers were very careful as to how and where their malware communicated back to the CnC 
servers. First, they chose legitimate seeming domains like “bee.businessconsults.net” (from which the 
term Beebus is coined) to send communication. Next, they made sure their communication was not 
clear text or suspicious looking. They achieved this by encoding their data with a customized Base64 
technique. This prevents most security solutions from inspecting the communication. 

An essential part of Operation Beebus was tracking victims. Since this attack was carried out over a 
long time and is continually changing and evolving, the attackers need to track their progress and 
success. This operation deployed many campaigns carried out over many months, attacking several 
FRPSDQLHV��WDUJHWLQJ�GLIIHUHQW�UROHV�LQ�WKH�FRPSDQLHV��DQG�XVLQJ�GLIIHUHQW�ÀOH�QDPHV�LQ�VSHDU�SKLVKLQJ��
:KDW�WLHG�DOO�WKLV�LQIRUPDWLRQ�WRJHWKHU�ZDV�WKH�FDPSDLJQ�FRGHV�DWWDFNHUV�HQFRGHG�LQWR�WKHLU�FDOOEDFN�
communication. This allowed the attackers to know which campaigns were successful and which  
were not. The actual campaign code was tied to the malicious DLL that would get dropped into the  
“C:\windows” directory. Most of the campaign codes the attackers selected correlated to the date 
of the campaign, i.e., 0111 meant January 11. Below is a graph showing the campaign codes used  
and the number of spear phishing attachments associated with the campaign code.
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The group behind Operation Beebus
The size and technological sophistication of the organizations being targeted indicates that the groups 
behind Operation Beebus are well resourced and sophisticated. This is evidenced by the fact that the 
campaign has been linked to the “Comment Group”, also referred to as Byzantine Candor by U.S. 
LQWHOOLJHQFH��ZKLFK�LV�D�SUROLÀF�KDFNLQJ�FROOHFWLYH�ZLGHO\�UHSRUWHG�WR�EH�EDVHG�LQ�&KLQD�2�:KLOH�WKH�
motives are not understood at this point, all the facts would appear to indicate that Operation Beebus  
is a mission focused on collecting intelligence.

Summary
By understanding Beebus, security teams can understand the anatomy of an APT attack. Most 
LPSRUWDQWO\��%HHEXV�LGHQWLÀHV�IDLOXUH�SRLQWV�LQ�WRGD\·V�GHIHQVH�LQFOXGLQJ�QHWZRUN�ÀUHZDOOV��,36��DQG� 
DQWL�YLUXV��7RGD\��VDGO\��WKH�%HHEXV�HSLVRGH�GHPRQVWUDWHV�KRZ�PDOZDUH�ZULWHUV�KDYH�WKH�XSSHU�KDQG�
when it comes to cyber attacks. 

About FireEye
FireEye® has pioneered the next generation of threat protection to help organizations protect themselves 
from being compromised. Cyber attacks have become much more sophisticated and are now easily 
E\SDVVLQJ�WUDGLWLRQDO�VLJQDWXUH�EDVHG�GHIHQVHV��VXFK�DV�QH[W�JHQHUDWLRQ�ÀUHZDOOV��,36��DQWL�YLUXV��DQG�
gateways, compromising the majority of enterprise networks. The FireEye platform supplements these 
legacy defenses with a new model of security to protect against the new breed of cyber attacks. The 
XQLTXH�)LUH(\H�SODWIRUP�SURYLGHV�WKH�LQGXVWU\·V�RQO\�FURVV�HQWHUSULVH�WKUHDW�SURWHFWLRQ�IDEULF�WR�G\QDPLFDOO\�
LGHQWLI\�DQG�EORFN�F\EHU�DWWDFNV�LQ�UHDO�WLPH��7KH�FRUH�RI�WKH�)LUH(\H�SODWIRUP�LV�D�VLJQDWXUH�OHVV��YLUWXDOL]HG�
GHWHFWLRQ�HQJLQH�DQG�D�FORXG�EDVHG�WKUHDW�LQWHOOLJHQFH�QHWZRUN��ZKLFK�KHOS�RUJDQL]DWLRQV�SURWHFW�WKHLU�
DVVHWV�DFURVV�DOO�PDMRU�WKUHDW�YHFWRUV��LQFOXGLQJ�:HE��HPDLO��PRELOH��DQG�ÀOH�EDVHG�F\EHU�DWWDFNV��7KH�
FireEye platform is deployed in over 40 countries and more than 1,000 customers and partners, including 
over 25 percent of the Fortune 100.
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