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R1: Risk-Based Assessment Methodology (RBAM) to id Critical 

Assets (CA)

Attachment 1: Critical Asset Criteria added to determine criticality. No more 

RBAM. Sub-requirements R1.1 and R1.2 now N/A

R1: Attachment 1 CIP-002-5 Incorporates the “Bright Line Criteria” to classify 

BES Assets as Low, Medium, or High. Called BES Cyber Systems consolidating 

CAs and CCAs

Control 1: Inventory of Authorized and Unauthorized Device   

Control 2: Inventory of Authorized and Unauthorized Software                                    

Control 4: Continuous Vulnerability Assessment and Remediation

R2: Apply RBAM to ID Critical Assets N/A
R2: BES Cyber System Lists must be reviewed and approved every 15 calendar 

months 

R3: Identify Critical Cyber Assets (CCA) Now R2

R4: Annual Approval of RBAM, CA list, and CCA List Now R3

*07�������:LJ\YP[`�4HUHNLTLU[�*VU[YVSZ *07�������:LJ\YP[`�4HUHNLTLU[�*VU[YVSZ *07�������:LJ\YP[`�4HUHNLTLU[�*VU[YVSZ�

R1: Cyber Security Policy 
No Change

R1: Cyber Security Policies approved for Medium and High Impact 

BES Cyber Systems by CIP Senior Manager every 15 calendar months.                                                              

Cyber Security Policies for Medium and High Impact BES Cyber Systems must 

HKKYLZZ�*07�����*07������*07�����*VUÄN\YH[PVU�*OHUNL�4HUHNLTLU[�HUK�=\S-
nerability Assessments, CIP-011 Information Protection) as well as Declaring and 

Responding to CIP Exceptional Circumstances

Critical Control 15: Controlled Access based on need to know  

*YP[PJHS�*VU[YVS��!��:LJ\YL�*VUÄN\YH[PVUZ�MVY�OHYK^HYL�HUK�ZVM[^HYL�VU�TVIPSL�
devices,laptops, workstations, and servers                                          

Critical Control 4: Continuous Vulnerability Assessment and Remediation    

*YP[PJHS�*VU[YVS���!�:LJ\YL�*VUÄN\YH[PVUZ�MVY�5L[^VYR�+L]PJLZ�Z\JO�HZ�-PYL^HSSZ��
Routers, and Switches 

Critical Control 18: Incident Response and Management

9�!�*07�:LUPVY�4HUHNLY�0KLU[PÄJH[PVU No Change

R2: Cyber Security Policies approved for Low Impact Assets by CIP Senior 

Manager every 15 Calendar Months         Cyber Security Policies for low im-

pact assets must include Cyber Security Awareness, Physical Security Controls, 

Electronic Access Controls for external routable protocol connections and dial-up 

connectivity and incident reponse to Cyber Security Incident. An inventory, list, 

VY�KLZJYL[L�PKLU[PÄJH[PVU�VM�SV^�PTWHJ[�),:�*`ILY�:`Z[LTZ�VY�[OLPY�),:�*`ILY�
Assets is not required

Critical Control 15: Controlled Access based on need to know                                                           

Critical Control 4: Continuous Vulnerability Assessment and Remediation   

*YP[PJHS�*VU[YVS���!�:LJ\YL�*VUÄN\YH[PVUZ�MVY�5L[^VYR�+L]PJLZ�Z\JO�HZ�-PYL^HSSZ��
Routers, and Switches                                                           

Critical Control 18: Incident Response and Management                     

Critical Control 13: Boundary Defense

R3: Exceptions to the Cyber Security Policy No Change
R3: Identify a CIP Senior Manager and document any change within 30 calendar 

days of the change

R4: Information Protection Program No Change R4: CIP Senior Manager must document any delegates 

R5: Access Control No Change

9�!�*OHUNL�*VU[YVS�HUK�*VUÄN\YH[PVU�4HUHNLTLU[ No Change

*07�������7LYZVUULS�HUK�;YHPUPUN *07�������7LYZVUULS�HUK�;YHPUPUN *07�������7LYZVUULS�HUK�;YHPUPUN
R1: Awareness: Security Awareness Program 

No Change
R1: Security Awareness Program- reference Table 1: Security Awareness Program 

Criteria in standard

Critical Control 15: Controlled Access based on need to know 

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�HWWYVWYPH[L�[YHPUPUN�[V�ÄSS�NHWZ
R2: Training: Cyber Security Training Program 

No Change
R2: Training Program- reference Table R2 Cyber Security Training Program in 

standard

Critical Control 15: Controlled Access based on need to know 

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�HWWYVWYPH[L�[YHPUPUN�[V�ÄSS�NHWZ
R3: Personnel Risk Assessment No Change R3: PRA Program- reference Table R3 PRA Program in standard

Critical Control 15: Controlled Access based on need to know Critical 

*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�HWWYVWYPH[L�[YHPUPUN�[V�ÄSS�NHWZ
R4: Access No Change

R4: Access Management Program- Reference Table R4 Access Management 

Program in standard for required program criteria

Critical Control 15: Controlled Access based on need to know Critical 

*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�HWWYVWYPH[L�[YHPUPUN�[V�ÄSS�NHWZ
R5: Access Revocation Program- Reference Table R5 Access Revocation for 

required program criteria

Critical Control 15: Controlled Access based on need to know 

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�HWWYVWYPH[L�[YHPUPUN�[V�ÄSS�NHWZ

*07�������,SLJ[YVUPJ�:LJ\YP[`�7LYPTL[LY�Z� *07�������,SLJ[YVUPJ�:LJ\YP[`�7LYPTL[LY�Z� *07�������,SLJ[YVUPJ�:LJ\YP[`�7LYPTL[LY�Z�
R1: Electronic Security Perimeters: All CCAs must reside within an 

ESP
No Change

R1: Electronic Security Perimeters- reference Table R1 Electronic Security Perim-

eter for required criteria

Control 1: Inventory of Authorized and Unauthorized Devices                  

Control 2: Inventory of Authorized and Unauthorized Software                

Control 4: Continuous Vulnerability Assessment and Remediation       

Critical Control 13: Boundary Defense

R2: Electronic Access Controls No Change R2: Interactive Remote Access Management Table R2

Control 1: Inventory of Authorized and Unauthorized Devices                  

Control 2: Inventory of Authorized and Unauthorized Software                

Control 4: Continuous Vulnerability Assessment and Remediation Critical 

Control 13: Boundary Defense Critical                                      

Control 16: Account Monitoring and Control

R3: Monitoring Electronic Access No Change

Control 1: Inventory of Authorized and Unauthorized Devices                  

Control 2: Inventory of Authorized and Unauthorized Software                

Control 4: Continuous Vulnerability Assessment and Remediation       

Critical Control 13: Boundary Defense Critical                                      

Control 16: Account Monitoring and Control

R4: Cyber Vulnerability Assessment No Change

Control 1: Inventory of Authorized and Unauthorized Devices                  

Control 2: Inventory of Authorized and Unauthorized Software                

Control 4: Continuous Vulnerability Assessment and Remediation       

Critical Control 13: Boundary Defense Critical                                      

Control 16: Account Monitoring and Control

R5: Documentation Review and Maintenance No Change

Control 1: Inventory of Authorized and Unauthorized Devices                  

Control 2: Inventory of Authorized and Unauthorized Software                

Control 4: Continuous Vulnerability Assessment and Remediation       

Critical Control 13: Boundary Defense Critical                                      

Control 16: Account Monitoring and Control

CIP-006-3 Physical Security CIP-006-4 Physical Security *07�������7O`ZPJHS�:LJ\YP[`�VM�),:�*`ILY�:`Z[LTZ
R1: Physical Security Plan No Change R1: Physical Security Plan table for criteria 

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense

R2: Protection of Physical Access Control Systems No Change R2: Visitor Control Plan- see table R2 Visitor Control Plan for criteria

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense

R3: Protection of Electronic Access Control Systems No Change R3: Maintenance and Testing Program see table R3

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense

R4: Physical Access Controls No Change

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense

R5: Monitoring Physical Access No Change

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense                                                              

Critical Control 14: Maintenance, Monitoring and Analyis of Audit Logs

R6: Logging Physical Access No Change

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense                                                              

Critical Control 14: Maintenance, Monitoring and Analyis of Audit Logs

R7: Access Log Retention No Change

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense                                                              

Critical Control 14: Maintenance, Monitoring and Analyis of Audit Logs

R8: Maintenance and Testing No Change

*YP[PJHS�*VU[YVS� !�:LJ\YP[`�:RPSSZ�(ZZLZZTLU[�HUK�(WWYVWYPH[L�;YHPUPUN�[V�ÄSS�NHWZ��������������������������������������������������������������������������������������������������������
Critical Control 15: Controlled Access based on need to know 

Critical Control 13: Boundary Defense                                                              

Critical Control 14: Maintenance, Monitoring and Analyis of Audit Logs

CIP-007-3 Systems Security Management CIP-007-4 Systems Security Management CIP-007-5 Systems Security Management

R1: Test Procedures No Change
R1: Ports and Services See Table 1: Ports and Services in the standard for re-

quired criteria

Critical Control 13: Boundary Defense                                                   

Critical Control 6: Application Software Security                                    

*YP[PJHS�*VU[YVS���!�:LJ\YL�*VUÄN\YH[PVUZ�MVY�5L[^VYR�+L]PJLZ�Z\JO�HZ�-PYL^HSSZ��
routers and switches                                                              

Critical Control 11: Limitation and Control of Network Ports, Protocols, and Ser-

vices

R2: Ports and Services No Change R2: Security Patch Management Table R2 for required criteria

Critical Control 13: Boundary Defense                                                   

Critical Control 6: Application Software Security                                    

*YP[PJHS�*VU[YVS���!�:LJ\YL�*VUÄN\YH[PVUZ�MVY�5L[^VYR�+L]PJLZ�Z\JO�HZ�-PYL^HSSZ��
routers and switches                                                             

Critical Control 11: Limitation and Control of Network Ports, Protocols, and Ser-

vices

R3: Security Patch Management No Change R3: Malicious Code Prevention. See table R3 for required criteria 

Critical Control 4: Continuous Vulnerabilty Assessment and remediation  

Critical Control 5: Malware Defenses                                                     

Critical 6: Application Software Security                                                

Critical Control 20: Penetration Tests and Red Teaming

R4: Malicious Software Prevention No Change R4: Security Event Monitoring. See table R4 for required criteria

Critical Control 16: Account Monitoring and Control                            

Critical Control 18: Incident Response and Management                                                        

Critical Control 14: Maintenance, Monitoring, and Analysis of Audit Logs

R5: Account Management No Change R5: System Access Controls. See table R5 for required criteria

Critical Control 15: Controlled Access based on need to know            

Critical Control 19: Secure Network Engineering                                   

Critical Control 16: Account Monitoring and Control 

R6: Security Status Monitoring No Change

Critical Control 16: Account Monitoring and Control                            

Critical Control 18: Incident Response and Management                                                        

Critical Control 14: Maintenance, Monitoring, and Analysis of Audit Logs

R7: Disposal or Redeployment No Change Critical Control 8: Data Recovery Capability

R8: Cyber Vulnerabiliity Assessment No Change Critical Control 4: Continuous Vulnerability Assessment and Remediation

R9: Documentation Review and Maintenance No Change

*07�������0UJPKLU[�9LWVY[PUN�HUK�9LZWVUZL�
Planning *07�������0UJPKLU[�9LWVY[PUN�HUK�9LZWVUZL�7SHUUPUN *07�������0UJPKLU[�9LWVY[PUN�HUK�9LZWVUZL�7SHUUPUN

R1: Cyber Security Incident Response Plan No Change R1: Cyber Security Incident Response Plan Critical Control 18: Incident Response and Management

R2: Cyber Security Incident Documentation 
No Change R2: Implementation and testing of Cyber Security Incident Response Plans Critical Control 18: Incident Response and Management

R3: Cyber Security Incident Response Plan Review, Update and Communication Critical Control 18: Incident Response and Management

*07��� ���9LJV]LY`�7SHUZ�MVY�*YP[PJHS�*`ILY�(Z-
sets *07��� ���9LJV]LY`�7SHUZ�MVY�*YP[PJHS�*`ILY�(ZZL[Z *07��� ���9LJV]LY`�7SHUZ�MVY�),:�*`ILY�:`Z[LTZ

R1: Recovery Plans No Change 9LJV]LY`�7SHU�:WLJPÄJH[PVUZ�ZLL�[HISL�9�
Critical Control 17: Data Loss Prevention                                                

Critical Control 18: Incident Response and Management                      

Critical Control 8: Data Recovery Capability

R2: Exercises No Change Recovery Plan Implementation and Testing see table R2

Critical Control 17: Data Loss Prevention                                                

Critical Control 18: Incident Response and Management                      

Critical Control 8: Data Recovery Capability

R3: Change Control No Change Recovery Plan review, udpate and communication

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

R4: Backup and Restore No Change

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

R5: Testing Back Up Media No Change

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

*07�������*VUÄN\YH[PVU�*OHUNL�4HUHNLTLU[�HUK�=\SULYH-
bility Assessments

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

9�!�*VUÄN\YH[PVU�*OHUNL�4HUHNLTLU[�7YVJLZZ�ZLL�[HISL�9�
Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

9�!�*VUÄN\YH[PVU�4VUP[VYPUN�ZLL�[HISL�9�
Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

R3: Vulnerability Assessments Table R3

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

*07�������0UMVYTH[PVU�7YV[LJ[PVU
Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

R1: Information Protection Process- see table R1

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability

R2: BES Cyber Asset Reuse and Disposal

Critical Control 1: Inventory of Authorized and Unauthorized devices 

Critical Control 2: Inventory of Authorized and Unauthorized Software  

Critical Control 8: Data Recovery Capability
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