
 

 

This standard on SCADA security provides 
guidance to the operators of oil and gas liquids 
pipeline systems for managing SCADA system 
integrity and security. The use of this document is 
not limited to pipelines regulated under Title 49 
CFR 195.1, but should be viewed as a listing of 
best practices to be employed when reviewing and 
developing standards for a SCADA system. This 
document embodies the API’s Security Guidelines 
for the Petroleum Industry. This guideline is 
specifically designed to provide the operators with 
a description of industry practices in SCADA 
security, and to provide the framework needed to 
develop sound security practices within the 
operator’s individual companies. It is important 
that operators understand system vulnerability 
and risks when reviewing the SCADA system for 
possible system improvements. 

The goal of an operator is to control the pipeline in 
such a way that there are no adverse effects on 
employees, the environment, the public, or the 
customers as a result of actions by the operator, 
or by other parties. This document is structured so 
that the main body provides the high-level view of 
holistic security practices. The annexes provide 
further details and technical guidance. Reviewing 
the main body of this document and following the 
guidance set forth in the annexes assists in 
creating inherently secure operations. 

Implementation of this standard, to advance 
supervisory control and data acquisition (SCADA) 
cyber security, is not a simple process or one time 
event, but a continuous process. The overall 
process could take years to implement correctly 
depending on the complexity of the SCADA 
system. Additionally the process would optimally 
be started as part of a SCADA upgrade project and 
use this standard to “design in” security as a 
element of the new system. 

 

Available through IHS: 
 
Phone Orders: 1-800-854-7179 
 (Toll-Free in the U.S. & Canada) 
 
 303-397-7956 
 (Local and International) 
 
Fax Orders: 303-397-2740 
 
Online Orders: global.ihs.com 
 
API Members receive a 30% discount where 
applicable.  

API Standard 1164 
Pipeline SCADA Security, Second Edition 
 

API Std 1164 Second Edition $141.00 
June 2009 Product No. D11642 
64 Pages 



Contents

Page

1 Scope  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1 Purpose and Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Roles and Responsibilities. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

2 Definitions and Acronyms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
2.1 Definitions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
2.2 Acronyms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

3 Management System. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
3.1 Personnel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
3.2 Security Policies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
3.3 Risk and Vulnerability Assessment. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
3.4 Business Continuity Plan (BCP) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
3.5 Incident Response Plan (IRP)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.6 Change Management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.7 Operating System and Application Updates  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.8 Application and Software Restrictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4 Physical Security. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

5 System Access Control  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5.1 Restricted Access . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5.2 User Accounts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5.3 Operating System Accounts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
5.4 SCADA Accounts. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
5.5 Password Controls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
5.6 Biometrics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
5.7 Disabled Non-required Services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
5.8 Operating System Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
5.9 Device Access . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
5.10 Personnel Administration. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

6 Information Distribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
6.1 Confidential  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
6.2 Restricted . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
6.3 Public  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

7 Network Design and Data Interchange . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
7.1 Network Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
7.2 Network Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
7.3 Data Interchange . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

8 Field Communication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
8.1 Field Device Technology. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
8.2 System Access  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

v



Page

Annex A (informative)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28

Annex B (Example) SCADA/Control System Security Plan . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Additional Resources. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

Figures
1 General SCADA Systems Layout  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2 Typical Non-isolated Implementation—Not Recommended. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
3 Typical Firewall Isolation Implementation—Minimal Isolation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
4 Typical DMZ Implementation—Recommended . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
5 Typical Dual-homed Computer Bridge Implementation—Not Recommended. . . . . . . . . . . . . . . . . . . . . . 22



Invoice To (� Check here if same as “Ship To”)

Name:

Title:

Company:

Department:

Address:

City: State/Province:

Zip/Postal Code: Country:

Telephone:

Fax:

Email:

� Payment Enclosed � P.O. No. (Enclose Copy)

� Charge My IHS Account No.

� VISA � MasterCard � American Express
� Diners Club � Discover

Credit Card No.:

Print Name (As It Appears on Card):

Expiration Date:

Signature:

Quantity Title Total

Subtotal

Applicable Sales Tax (see below)

Rush Shipping Fee (see below)

Shipping and Handling (see below)

Total (in U.S. Dollars)

� To be placed on Standing Order for future editions of this
publication, place a check mark in the SO column and sign here:

Pricing and availability subject to change without notice.

Date:

SO� Unit Price

� API Member (Check if Yes)

Ship To (UPS will not deliver to a P.O. Box)

Name:

Title:

Company:

Department:

Address:

City: State/Province:

Zip/Postal Code: Country:

Telephone:

Fax:

Email:

Mail Orders – Payment by check or money order in U.S. dollars is required except for established accounts. State and local taxes, $10 processing fee, and 5% shipping must be added.
Send mail orders to: API Publications, IHS, 15 Inverness Way East, c/o Retail Sales, Englewood, CO 80112-5776, USA.

Purchase Orders – Purchase orders are accepted from established accounts. Invoice will include actual freight cost, a $10 processing fee, plus state and local taxes.
Telephone Orders – If ordering by telephone, a $10 processing fee and actual freight costs will be added to the order.
Sales Tax – All U.S. purchases must include applicable state and local sales tax. Customers claiming tax-exempt status must provide IHS with a copy of their exemption certificate.
Shipping (U.S. Orders) – Orders shipped within the U.S. are sent via traceable means. Most orders are shipped the same day. Subscription updates are sent by First-Class Mail.
Other options, including next-day service, air service, and fax transmission are available at additional cost. Call 1-800-854-7179 for more information.
Shipping (International Orders) – Standard international shipping is by air express courier service. Subscription updates are sent by World Mail. Normal delivery is 3-4 days from
shipping date.
Rush Shipping Fee – Next Day Delivery orders charge is $20 in addition to the carrier charges. Next Day Delivery orders must be placed by 2:00 p.m. MST to ensure overnight delivery.
Returns – All returns must be pre-approved by calling the IHS Customer Service Department at 1-800-624-3974 for information and assistance. There may be a 15% restocking fee.
Special order items, electronic documents, and age-dated materials are non-returnable.

Effective January 1, 2009.
API Members receive a 30% discount where applicable.
The member discount does not apply to purchases made for the purpose of resale
or for incorporation into commercial products, training courses, workshops, or other
commercial enterprises.

Available through IHS:
Phone Orders: 1-800-854-7179 (Toll-free in the U.S. and Canada)

303-397-7956 (Local and International)
Fax Orders: 303-397-2740
Online Orders: global.ihs.com

2009
Publications
Order Form



API provides additional resources and programs to the oil and natural gas industry which are
based on API Standards. For more information, contact:

API MONOGRAM® LICENSING
PROGRAM
Phone: 202-962-4791
Fax: 202-682-8070
Email: certification@api.org

API QUALITY REGISTRAR
(APIQR®)
> ISO 9001 Registration
> ISO/TS 29001 Registration
> ISO 14001 Registration
> API Spec Q1® Registration
Phone: 202-962-4791
Fax: 202-682-8070
Email: certification@api.org

API PERFORATOR DESIGN
REGISTRATION PROGRAM
Phone: 202-682-8490
Fax: 202-682-8070
Email: perfdesign@api.org

API TRAINING PROVIDER
CERTIFICATION PROGRAM
(API TPCPTM)
Phone: 202-682-8490
Fax: 202-682-8070
Email: tpcp@api.org

API INDIVIDUAL CERTIFICATION
PROGRAMS (ICP®)
Phone: 202-682-8064
Fax: 202-682-8348
Email: icp@api.org

API ENGINE OIL LICENSING AND
CERTIFICATION SYSTEM (EOLCS)
Phone: 202-682-8516
Fax: 202-962-4739
Email: eolcs@api.org

API PETROTEAM (TRAINING,
EDUCATION AND MEETINGS)
Phone: 202-682-8195
Fax: 202-682-8222
Email: petroteam@api.org

API UNIVERSITYTM

Phone: 202-682-8195
Fax: 202-682-8222
Email: training@api.org

Check out the API Publications, Programs,
and Services Catalog online at www.api.org.

Copyright 2008 – API, all rights reserved. API, API monogram, APIQR, API Spec Q1,
API TPCP, ICP, API University and the API logo are either trademarks or registered
trademarks of API in the United States and/or other countries.

THERE’S MORE
WHERE THIS CAME FROM.


	Check Box1: Off
	Check Box2: Off
	Check Box3: Off
	Check Box4: Off
	Check Box5: Off
	Check Box6: Off
	Check Box7: Off
	Check Box8: Off
	Check Box9: Off
	Check Box11: Off
	Text2: 
	Text3: 
	Text4: 
	Text5: 
	Text6: 
	Text7: 
	Text8: 
	Text9: 
	Text10: 
	Text11: 
	Text12: 
	Text14: 
	Text15: 
	Text16: 
	Text17: 
	Text18: 
	Text19: 
	Text20: 
	Text21: 
	Text22: 
	Text23: 
	Text24: 
	Text25: 
	Text26: 
	Text27: 
	Text36: API Standard 1164, Pipeline SCADA Security, Second Edition
	Text37: 
	Text38: 
	Text39: 
	Text40: 
	Text41: 
	Text42: 
	Text43: 
	Text65: 
	Text66: 
	Text67: 
	Text68: 
	Text69: 
	Text70: 
	Text13: 
	Text52: 
	Text1: 
	Text34: 
	Text35: 
	Text28: 
	Text29: 
	Text30: 
	Text31: 
	Text32: 
	Text33: 
	Text53: 
	Text47: 
	Text55: 
	Text44: $141.00
	Text45: 
	Text46: 
	Text54: 
	Text51: 
	Text59: 
	Text48: 
	Text49: 
	Text50: 
	Text58: 
	Text57: 
	Text56: 
	Text64: 
	Text63: 
	Text62: 
	Text61: 
	Text60: 
	Text101: 
	Text102: 
	Text103: 
	Text104: 
	Text105: 
	1: 
	2: 
	3: 
	4: 
	5: 
	6: 
	7: 
	8: 
	9: 
	10: 
	11: 
	12: 
	13: 
	14: 
	15: 
	16: 
	17: 
	18: 
	19: 
	20: 
	21: 
	22: 
	23: 
	24: 
	25: 
	Text71: 
	Text72: 
	Text73: 
	Text74: 
	Text75: 
	Text76: 
	Text77: 
	Text78: 
	Text79: 
	Text80: 
	Text81: 
	Text82: 
	Text83: 
	Text84: 
	Text85: 
	Text86: 
	Text87: 
	Text88: 
	Text89: 
	Text90: 
	Text91: 
	Text92: 
	Text93: 
	Text94: 
	Text95: 
	Text96: 
	Text97: 
	Text98: 
	Text99: 
	Text100: 
	32: 
	33: 
	26: 
	28: 
	30: 
	31: 
	29: 
	27: 
	40: 
	41: 
	34: 
	36: 
	38: 
	39: 
	37: 
	35: 
	48: 
	49: 
	42: 
	44: 
	46: 
	47: 
	45: 
	43: 
	56: 
	57: 
	50: 
	52: 
	54: 
	55: 
	53: 
	51: 
	64: 
	65: 
	58: 
	60: 
	62: 
	63: 
	61: 
	59: 
	72: 
	73: 
	66: 
	68: 
	70: 
	71: 
	69: 
	67: 
	80: 
	81: 
	74: 
	76: 
	78: 
	79: 
	77: 
	75: 
	82: 
	84: 
	86: 
	85: 
	83: 


