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Welcome to AlienVault!

This manual contains configuration and operation guidelines to assist you with implementing and using our AlienVault SIEM.

As the de facto standard in the world today, AlienVault has a large community of users with experience using AlienVault SIEM
in numerous types of applications ranging from compliance to operations, government to control systems, finance to
manufacturing. This community of active developers and users communicate through the forums found on AlienVault's web
site (http://www.alienvault.com). We encourage our customers to engage with this rich source of tactical expertise.

Since AlienVault SIEM is a fully unified security management system you will find a great number of tools you are familiar with
already integrated into the AlienVault technology. These tools are not only manageable through the AlienVault interface but,
they are also tightly integrated with the other functional components of the system. AlienVault products additionally integrate
with external security tools of all sorts to allow you to create a unified solution to fit your specific needs. AlienVault is stands
behind the technology we create. As a company with roots in the Open Source community we understand the necessity for
honesty and transparency. This is critically important when it comes to addressing the types of integration SIEM users
undertake. The AlienVault team delivers the same level of commitment to its community that has led the technology to be
adopted by more than half of all SIEM users worldwide.

If you have any comments or questions about AlienVault and its products please contact us at any time.

Welcome to the AlienVault community!
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What is AlienVault Unified SIEM?

AlienVault provides a Security and Event Management solutions, whose framework allows tight control over widely
distributed enterprise networks from a single location.

The AlienVault Unified SIEM is created and developed by AlienVault.

AlienVault SIEM Technology offers advanced intelligence, capable of synthesizing the underlying risks associated with
complex distributed attacks on extensive networks.

The system considers the context of each threat and the importance of the assets involved, evaluates situational risk,
discovers, and distinguishes actual threats from the thousands of false positives that are produced each day in each

network.

. The solution features:

. Low level, real-time detection of known threats and anomalous activity
. Compliance automation

o Network, host and policy auditing

. Network behavior analysis and situational behavior

. Log management

. Intelligence that enhances the accuracy of threat detection
. Risk oriented security analysis

. Executive and technical reports

. A scalable high performance architecture
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Basic Operation

The following processes take place within AlienVault Unified SIEM:

o External applications and devices generate events (External Data Sources)

Applications shipped with AlienVault generate events (AlienVault Sensors)

e Events are collected and normalized before being sent to a central Server (AlienVault Sensors)

The AlienVault Server does the Risk Assessment, correlation and storage of the events in an SQL Database (SIEM)

The AlienVault Server stores the events (Digitally signed) in a Massive Storage system, usually NAS or SAN (Logger)
o A web interfaces allows provides a reporting system, metrics, reports, Dashboards, ticketing system, a vulnerability

Management system and real-time information of the network. (Web interface)

WEB INTERFACE

MASSIVE STORAGE
ENSURE INTEGRITY

CORRELATION

RISK ASSESSMENT
POLICIES
TAXONOMY CATEGORIZATION

A3 LOGGER

COLLECTION FILTERING NORMALIZATION PRIORIZATION

COLLECIOR

IOYHOLS 105

LEGAL EVIDENCE
DIGITAL SIGNATURE

IDOVHOLS NV S/SYN

. Applications Network devices Alienvault Sensor
X . OSSEC
{_\ I/"IU Mchfee (3 - die oom 9 B
e symantec (ﬂ R LG- L et
sotaris 3 QA M acom @ > OpenVAS
SOURCE| ir¢ Soncre encsson 8 () Telda o
- L [or)
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Data Sources
Any application or device that generates events within the network that is being monitored will be considered a Data Source

within the AlienVault deployment.

AlienVault includes a number of Data Sources using well-known Open Source Tools. From this moment we will use AlienVault
Data Sources when referring to the Data Sources included by default when installing AlienVault Unified SIEM.

AlienVault Sensors have been designed for managed security. They compile an arsenal of technology into a single device,
and introduce it into each remote network as if it were an “eye” detecting unauthorized activity. The combined result of
numerous detection and control points is global visibility and compliance management.

AlienVault Sensors are installed on each network segment and inspect all traffic, detecting attacks through various methods
and collecting information on attack context without affecting network performance.

These sensors utilize more than 10 expert systems that identify attacks along 5 different axes:

Intrusion Detection

Anomaly Detection

Vulnerability Detection

Discovery, Learning and Network Profiling systems

Inventory systems

Detection systems locate in near real time, both known and unknown attacks through learning and anomaly reporting.

The Vulnerability detection system discovers and identifies latent network threats and can correct them before an attack
occurs. This information, stored by the Management Server, is of vital importance when an attack is in progress. Prior
knowledge of vulnerabilities in systems is vital when assessing the risk associated with an attack, prioritizing, alerting, and
launching countermeasures.

The network information gathered by AlienVault probes also provide detailed information in near real time about network
usage of each computer, which it then collects for analysis. The system automatically creates a highly detailed usage profile
of each element on the network.
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Sensor
The Sensors gather the events generated by external Data Sources and by Data Sources running within the AlienVault
Sensors. Sensors classify and normalize the events before sending them to SIEM and Logger.

In order to support the maximum possible number of applications and devices, Sensors use Data Source connectors (also
called Collection Plugins). Each DS connector (Formerly AlienVault Plugins) define the way events generated by each
detector should be collected and normalized.

DS connectors can be configured easily using a simple configuration file and regular expressions to define the format of each
type of event.

The Sensor component can be deployed as a standalone system or included in the Sensor or SIEM appliance depending on
your needs.

SIEM

The SIEM component provides the system with Security Intelligence and Data Mining capacities, featuring:

Risk assessment

Correlation
Risk metrics

Vulnerability scanning

Data mining for events
¢ Real-time monitoring

AlienVault SIEM uses a SQL database and stores information normalized allowing strong analysis and data mining
capacities.
AlienVault Unified SIEM is tuned for high performance and scalability of millions events per day.

Logger

The Logger component stores events in raw format in the file system. Events are digitally signed and stored en masse
ensuring their admissibility as evidence in a court of law.

The logger component allows storage of an unlimited number of events for forensic purposes. The logger is usually
configured so that events are stored in a NAS / SAN network storage system.
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Web interface
The Web interface provides access to all information collected and generated by the system as well as access to the
configuration parameters.

The following tasks can be performed using the Web interface:

¢ Configuration changes =" olienvault

o Access to Dashboards and Metrics —

o Multi-tenant and Multi-user management O R pp—
e Access to Real-time information :_:

e Reports generation ==

o Ticketing system S

¢ Vulnerability Management E:_:"

e Network Flows Management
e Responses configuration
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AllenVault Web interface

The AlienVault Web interface displays all the information collected and generated by AlienVault products. The web interface
provides access to the information stored in both SIEM and Logger. The Web interface also provides real-time information on
the status of the monitored networks as well as the possibility of configuring the AlienVault deployment.

To access the AlienVault Web Interface point your browser to the IP address of the machine that has in which you have
installed the Web Interface profile (Formerly known as Framework). If you have installed a single AlienVault box point your
browser to the IP address of that box.

http://IP_ADDRESS_OF_THE_AlienVault_BOX

= vault

Professional SIEM

User | |

Password | |

) Maximized

Login]
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Login
To access the AlienVault Web interface enter a user and a password and click on Login. If you want to login and open a
maximized window displaying the AlienVault Web interface mark the checkbox next to Maximized.

Default User - Password

AlienVault is installed by default with a single user. This user will always keep special permissions within the AlienVault system
(Permissions to monitor all assets and all menu options enabled).

The default user is admin with admin as password. As soon as you log in to the system you will be prompted to change
the password.

Reset Default User - Password
If you forget the admin password you can reset the password using the following command in the linux console.
AlienVault-reset-password admin

This command can be used to change the password of any user from the console. Anyway, an administrator user will always
be able to change the password of another user using the AlienVault Web Interface.

Logout

User sessions will finish automatically after some time. If you want to logout manually click on the name of the user at the
bottom of the left menu and then click on Logout.

i’ Logout

8 My Profie

§ . BA
"E admin  |ad] ey
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Dashboards

Dashboards -> Dashboards

Description

The Dashboards tab allows each user on AlienVault set up their personal configuration of charts and indicators to show all
the information collected and generated by AlienVault. When creating a new user in the AlienVault Web interface it is possible

to assign the admin user dashboard as the default dashboard for the new user.

The Dashboard is divided into different tabs; each tab has a different window. The user can define the content of each
window using the configuration wizard.

By default, the dashboard includes several tabs designed by the AlienVault team. Each user can customize his dashboard
using the predefined tabs and windows as reference or even create their own panel from scratch.

Tabs

The Dashboards panel includes the following tabs by default:

Executive High level metrics and information

Network Network Statistics (Ntop & Aggregated Risk)

Tickets Ticketing system statistics

Security Statistics and Reports on SIEM Events

Vulnerabilities Vulnerability Scanning Reports

Inventory Statistics and reports on the OCS and AlienVault inventory
Compliance Compliance Report Graphs
Windows

Each tab contains many different Windows. The number of windows shown in each tab can be customized. The user will
configure the content of each window using one of the following plugins:

e RSS Feed
e Custom Tag-Cloud

Config Import

Metrics Metapanel
Custom HTML contents
Custom SWF graph
Custom SQL graph
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Usage

Edit Tabs

To edit the tabs just click on Edit tabs in the upper right corner. There you will find a list all tabs (Enabled or disabled). The
tabs that come by default when installing AlienVault can not be deleted, they can only be disabled. You can also use those
tabs as a template to create your own tab. Default tabs can be identified because they have the AlienVault icon next to their

-
names. W%
( ][ Insert new ]or[ Clone from ] Default Panel v|
Icon Tab Name Icon url Default
[Brocuive i | © W®
[Network I( ] 0 W®e
[Fickets I ] o dW®
Socury i | 0 W®
[Vulnerabilities I | 0 W@
[inventory ) ] o WO
[compliance ] ( J @) @
- [Default Panel ][../pixmaps/alienvault_ioon.gif ] O l

* You can choose only names, only icons or both

New Tab

To create a new tab, enter the name of the new tab, and click on Insert New. If you want to use one of the default panels
as template, select one from the drop box and click on Clone from.

Name of the npw tab ][ Insert new ]or[ Clone from H Default Panel ;I

Delete Tab

To delete a tab, click on this icon in the line of the tab that you wish to delete. ™=

Modify tab

After modifying the name or the icon of the tab you will have to click on this icon to save changes. H
Default tab

To select which tab will be shown by default, mark the checkbox (Default column) of the tab that you want to see as Default
panel.

Default

© O [ bube ]
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Geometry

To modify the Geometry of each tab, click on Edit in the upper right corner

Edit | Edit Tabs | [Fullscreen] ?

Now you can configure the number of rows and columns that will be shown in this tab.

To save the new geometry of the tab click on Apply

Edit Windows

To customize the content of each window you must be in edit mode, click on Edit in the upper right corner of the
Dashboard panel and then click on ‘config’ in the upper right corner of the window you want to edit.

Availability [config]

*Note: Please, configure Nagios and update this panel to view a snapshot of your network.

This enters you into the edit mode of the window. You will find the configuration on the left side and the preview of the
window on the right side, to update the preview click on Update Output. Once you have finished configuring the window
click on Save Config.

S Tee— Config for window position: 1x1
a1 st
Canklg bwpor: Avestan,
Cuwr S0 gt
Coters Ty el Vot Poew, TrApeT Mg BN AT BN D0 e VEw 8 SV o VI e
s -
s ST grach a
HTM W o Wessope %
= 1
- At o
= = LN
B = L] Ay
[ 4 B 2 -8
i i | £ L 4
— s L
) = - g
* s
= | S/ *
-
s .
X y ¥
.
T

Accept condg  Exgont Confg ->  Update Outpust >
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Maps
Dashboards -> Risks -> Risk Maps

Description

Risk Maps allow visualization of the status of any object (Hosts, Host groups, Networks, Network groups) being monitored
by AlienVault. Both maps and icons that represent each object on the map can be customized.

Linking maps allows the user to create different levels of visualization, reaching the lowest possible level (Eg: Server Racks)
or up to a global view showing the different locations of the company that is being monitored around the world.

Users in AlienVault with permissions to see this tab will see all maps, but they will only see those objects that they are

allowed to monitor, all of which is based on their user permissions.
Maps

AlienVault includes several maps by default. In addition to these predefined maps, each user can upload their own images
(photographs, maps, network ...) to set the indicators that represent the different objects in the network that are being

monitored by AlienVault.

Indicators

Every object in the AlienVault inventory is plotted on the map with an indicator, each indicator includes an icon that allows the

user to visually identify the object being monitored.

Developer 3
¥ RVA

Each indicator provides information about the Risk (R), Vulnerability (V) and Availability (A) status of each object located on
the map.

Risk

The risk indicator shows the risk value of the object by relating compromise and attack values with the compromise and
attack threshold defined within the AlienVault inventory for that object.

Vulnerability

The indicator for the level of vulnerability is calculated based on the results of vulnerability scans performed by the
vulnerability scanner (OpenVas or Nessus) using the AlienVault interface.

The system gets the risk value of the most serious vulnerabilities of the object, the vulnerability status will be yellow whenever
there is a vulnerability with a risk greater than 3, and red when the risk is higher than 7. If the host has no vulnerabilities, no
vulnerability scans have been done, or the risk of the vulnerabilities is lower than 3, the vulnerability status will be displayed
with a green icon. This indicator will only be useful whenever the host and networks are being analyzed by the Vulnerability

Scanner (Nessus or OpenVas).
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Availability

The availability indicator is calculated using the information collected from Nagios (the availability monitor in AlienVault). This
indicator will only be useful whenever the host and networks are being monitored by Nagios.

Usage
Maps

You can use any image or photograph as a map. As an example, it is possible to have indicators providing information on
the status of the servers, placed in a photo of a rack. It is also possible to use a world map and integrate the various
indicators that provide information on network that the corporation that is being monitored has deployed in each country.

Upload a map

You can use any file in (.jpg, .png, and .gif format) as a map. The maximum size of the image is 2MB. As for the size of the
image, this will depend largely on the resolution of the screen that will be displaying the map.

To upload a new map, click on Manage Maps and then use the form to select the file that you want to upload, and click on
Upload.

Select default map

The default map will be displayed whenever the user gets into Dashboard — Risk Maps. To select the default Map click on
Manage Maps and click on Set as Default under the map that you want to set as default map.

Delete a map

To delete a Map, click on Manage Maps and click on the red [X] under the map that you want to delete.

AlienVault Users Manual
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Indicators

Each indicator will show the status of the different objects defined within the AlienVault inventory. If you want to show the

status of an object that does has not been included in the AlienVault inventory, you will have to insert in Assets — Assets.
New indicator

To place a new indicator in the Map, first you'll have to select the map in which you want to insert the new indicator clicking

on Manage Maps and then clicking on the desired Map.

Once the Map that you want to modify is displayed, click on Set Indicators. In the left side you will find a box in which you
will have to configure the new indicator that will be displayed on the Map. Before inserting the new indicator in the map,
select the icon that will identify the object clicking on Choose from List. Depending on the background image you may
want to configure the background color of the indicator to be white or transparent using the Background drop menu.

After configuring the icon that will be displayed within the indicator, you will have to select the object of which status is
shown.

A name has to be assigned to each indicator before clicking on New indicator. When the indicator is displayed on the map
the user can click on it, so you can link the indicator to any URL, to the Host/Network report in AlienVault and to another
map. When linking an indicator to another map, you will be able to create different views of the status of your corporation,
from a global view up to the view of the status of every host in the local network of one of the locations.

To place the indicator in the map click on New indicator. The new indicator will appear in the upper left corner of the map.
Move indicators

To move an indicator just click and hold on the indicator, move the indicator to the desired location and click on Save
Changes in the left menu.

Modify indicators

To modify an indicator just click on the indicator, the left side menu will allow you to change the icon, name, position, and the
URL the indicator will link to.

Delete indicators

To delete an indicator just click and hold on the indicator and move it to the trashcan icon that appears in the upper left
corner on the map.

Icons

Icons help identify the object that is being shown in the indicator. A set of icons are included by default with AlienVault, but
each user can use their own icons to identify the hosts and networks that are being displayed in each map.

Upload Icons

To upload a new icon, click on Set Indicators and in the left menu use the form on top writing the name of the new icon
and browsing an image in your system in .gif, .png, or .jpg format. The image should have a maximum width and height of
50 pixels. Click on Upload to upload the new icon. To use the new icon, you will have to select the Own uploaded

category when selecting the icon of the indicator.
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Metrics
Dashboards -> Risks -> Risk Metrics

Description

The Aggregated Risk panel provides a graphical representation or dashboard of the global impact of system level attacks.

L J Service

- .
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o Professional SIEM Unresoived Alarms ([XZE]) macrisk (D @ 100560 5400
RiskMaps | Risk Metrics. 2 M
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Risk
L= Global admin Metrics
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Hosts Hosts
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“Attack” and “Compromise” are a set of indicators of aggregated risk. Within these categories are global metrics that reflect
the security impact of events on monitored assets. “Attack” represents the potential machine risk due to attacks on the
organization’s systems. It is a measure of the degree of risk from active attacks, but does not actually indicate that any of the
attacks have been successful. The “Compromise” section indicates that an attack was successfully committed against a
machine.

The Metrics page is organized into four sections:

The top panel lets you select the duration of your metrics: over the last 24 hours, the last week, month, or year.
The middle panel provides a graphical representation, or dashboard of Global Administrative Metrics, a Risk Meter, and
Service Level.

e The bottom left panel provides Compromise information.

The bottom right panel provides Attack information.
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Clicking on the Global Admin Metrics graph (Blue or Red part) will cause it to appear in a new window for easier viewing.
This graph displays instances of attacks and compromised systems at the specific time and date in which the events
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Clicking on the “Risk meter” graph will also cause it to appear in a new window. It is a real time monitor of system risk on a
global, network, and host scale.
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The “Service level” graphic displays the current service level of your systems and networks. This information is derived from
the same information sources as the “Risk meter”. You can click the displayed percentage, view related admin metrics, and

modify the duration of time displayed in the graph (past day, week, month, or year), or whether or not to show attacks or
Compromises.

The information displayed in the Compromise and Attack section in the bottom panel displays is similar for both categories.
Events are divided into three types: global, network groups, and networks outside groups. The Global section contains four
pieces of information: the Global Score, the maximum date, the maximum and current levels. The Global Score features two
icons: a graph and an information symbol. By clicking the graph symbol, the Global admin Metrics window appears, exactly
like the one in the top panel. The Information icon allows you to configure settings for the incident metric, allowing you to
insert the associated data into a new incident. You can modify suggested information, if needed. For example, you can apply
a title to the incident, set its priority, type, target, metric type and value, as well as beginning and end times of related events.

Each user will see information in this screen based on the objects this user is allowed to monitor.
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Risk calculation

In AlienVault a risk value (0-10) is calculated for every event once it arrives to the AlienVault SIEM. We can avoid this risk
calculation using Policies.

The following formula is used to calculate a risk for every event:
(ASSET VALUE * PRIORITY * RELIABILITY) / 25 = RISK OF THE EVENT
The variables can get the following values:
(ASSET VALUE(0-5) * PRIORITY(0-5) * RELIABILITY(0-10)) / 25 = RISK OF THE EVENT (0-10)
Asset Value

Each Asset in AlienVault (Host, Host Groups, Networks and Network Groups) will have an asset value (0-5). Each object will
have a different value in each network.

As an examples printers may not be important in some corporation (Asset Value O or 1), but they may be so important in a
different corporation in which printers are the most important asset on their network.

When calculating a risk for an event in AlienVault, we may find some events with two hosts involved in generating the event.
In that case we will use the highest Asset Value.

If the host that has generated the event is not defined within the AlienVault inventory the system will use 2 as default Asset
Value.

When doing the risk calculation the system will try to get the asset value of the host, if the host has not been included in the
AlienVault inventory the system will check whether the host belongs to one of the defined networks. If the host belongs to
one of the networks and the host has not been defined by itself the system will use the network Asset Value to do the risk
calculation.

Priority

Priority is the importance of the event itself; it is a measurement which is used to determine the relative impact an event
could have in our network.

Priority is a value between 0 and 5

0 No importance

1 Very Low
e 20w

3 Average

4 Important

5 Very Important
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Reliability

Reliability determines the probability of an attack being real or not. We are not determining if the event is a false positive or
not (E.g.: A single authentication failure event it is not a false positive, but | cannot confirm that the corporation is undergoing
a brute force attack with a single event).

Reliability can be a value between 0 and 10

e O False Positive

1 10% chance of being an attack

2 20% chance of being an attack

10 Real attack

Aggregated Risk

An aggregated risk is calculated for every object (Hosts, Host groups, Networks and Network groups) belonging to the

AlienVault Inventory using two indicators (the compromise and the attack value).

This two indicators will help us identify whether an object in our network may have been compromised (It is attacking other
hosts or networks) or is under attack.

TcE 5F Al

=
ATTACKER TARGET

Compromise

Compromise means a network element is generating lots of events (as source), this is, it’s behaving like if it's been
compromised. Compromise is calculated by taking into account the risk for all the elements where the specific element is
involved as source.

The compromise value is increased based on the risk of the event calculated using the asset value of the source of the
event. The system will increase the compromise value of the host, of the networks and host groups the host belongs to, and
of course the global compromise value.

Attack

Attack is a value that measures the level of attack an element has received in our network, that is, how much it has been
attacked.

In order to determine the attack level for any network element, the risk value of all the events where the element is involved
as destination is added.

The attack value is increased based on the risk of the event calculated using the Asset value of the destination of the event.
The system will increase the attack value of the host, of the networks and host groups the host belongs to, and of course
the global compromise value.
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Threshold

Depending on the amount of collected events and the risk of those events each corporation will have a different compromise

and attack value. You will have to update the threshold to tell the system what you consider a normal situation in your
corporation. This tuning should be done whenever you have integrated all devices in AlienVault and when nothing strange
has happened in your network (No attacks, no new devices, and no availability problems).

To adjust the global Threshold, use the parameter Global Threshold in Configuration = Main — Metrics. Apart from this
global threshold each object will have its own Compromise and Attack Threshold that will be set in Assets = Assets.

Recovery

Events will increase the Compromise and Attack values but none of them will decrease the value, so the system will
automatically subtract a value every 15 seconds.

This value is stored in the parameter Recovery Ratio in Configuration = Main = Metrics
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Incidents

Alarms

Alarms

Incidents -> Alarms -> Alarms

Description

The Alarm Panel shows all the alarms generated in AlienVault. Each user will only see the alarms belonging to the hosts that

they are authorized to monitor based on the user permissions.

. .
Ticcets
=" alienvault e
n Open Source SIM varesoived Atarms ([EXID
r— e o |
2% Incidents @ res, Actions e Options.
» Alams
(0240 24)
» Tickess
¢ Mem R  Semsor S Lt Souce  Destination  StatusAcion
» Knowedge 08 ‘Sunday 20-Jun-2010 [ Delete |
SSM brute force login attempt against
§ Ansiyele D1 20715815110 2 20715815110 20100620 00:26:09 2010-06-20 00:30:05
Reports ‘Saturday 19-Jun-2010 { Delete |
% Assets SSM brute force login attempt against
= %2 20715815110 2 20715815110 20100619 19:59:30 2010-06-19 20:04:36
(Y ampance beute force login attempt against
0 *3 20715815110 2 20715815110
12 Monitors 92 events
4 Configuration Friday 18-Jun-2010 [ Delete |
r -DROP-Con-Mon!
Bloq Troms e 2 127.00.1 opensourcesim 2010-06-18 06:56:08 2010-06-18 06:56:10
O Yool puerto 445
Qes s n 127004 2010-06-18 06:56:05 2010-06-18 06:56:08
2B puerto 445
o 56 56
% R Qes Puatod . 12700.1 20100618 06:56:07 2010-06-18 06:56:08
DROP-Con-Mon
8 Maimze Qe7 ""’"" — 2 127.0.0.1 opensourcesim 2010-06-18 06:56:05 2010-06-18 06:56:07
Oes """"" 12200.1 2010-06-18 06:56:03  2010-06-18 06:56:06
Qo9 Iewds n 127001 2010-06-18 06:56:01 2010-06-18 06:56:04
p -DROP-Con-Mon|
E)[¢/10)) Tiroumi - 2 w001
Qeu Petods n 12700.1 20100618 06:56:00 2010-06-18 06:56:01
Thursday 17-Jun-2010 [ Delete )
Qenu Punss - 122001

Alarm

20100619 03:03:03 2010-06-19 03:08:09 212.124.110.124:42971

2010-06-17 13:27:32 2010-06-17 13:27:33  222.222.222.222:2882 Wl

vax priority ([N ® oo
wococ @I -

183.40.53.148:ANY T

221.17425.221:aNY Bl

200.27.2.2:4422 flem
200.27.2.2:1834 e
200.27.2.2:4467 e
200.27.2.2:5916
20027.2.2:3317 e
200.272.2:7116 e
20027.2.2:1215 e

200.27.2.2:2772 e

Ungrouped | Grouped | Unique

207.158.15.110-ssh

207.158.15.110-ssh

207.158.15.110:ssh

145.232.227.47:microsct-ds
119.63.222.102:microsont-ds Bl
145.170.85.183:microsoft s mm
130.97.247.60:microsoft-ds Wi
220.30.176 37:microsoft-ds @
76.1.188.115:microsoft-cs Sl
139.28.37.167:microsont-ds =

46.129.129.4:microsoft-ds

226.20.71.107:microsoft-ds

open €3

open £3

open €3

open &3
open &3
open 3
open €3
open £3
open £3
open £

open €3

4

’

:

;

;

b

4

« i

An alarm is an event that has a risk higher than 1. Alarms are a special type of event since it may group more than one event
when the event becomes an alarm generating using correlation directives.

The correlation engine will only generate new events, that may become alarm or not, when risk is calculated for the new

event. An alarm can also be generated with a single event if the event has high priority and reliability values and the value of

the hosts involved in generating the event is high enough.
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Usage

Alarm View

The default Alarm View will show the following columns:

Risk  Sensor Since Last Source Destination Status Action
Tuesday 15-Jun-2010 [ Delete ]

BACKDOOR DeepThroat 3.1 Keylogger on

Server ON

2 192.168.1.0 2010-06-15 10:41:37  2010-06-15 10:41:37 37.218.186.208:870 236.157.183.148:7047 open &3 2

Alarm Name of the alarm: Name of the directive for events generated during Correlation or
Name of the event when a single event generates an alarm

Risk Risk Value from O to 10

Sensor Sensor that has collected the events generating an alarm (Events generating an alarm
may have been collected by more than one sensor)

Since Date and time of the first event belonging to the alarm

Last Date and time of the last event belonging to the alarm

Source Source of the event or events generating the alarm (May be more than one source but
only the first will be shown)

Destination Destination of the event or events generating the alarm (May be more than one
destination but only the first will be shown

Status Status of the alarm: Open or Closed
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Filters

To filter or show only certain alarms click on Filter, Actions and Options in the upper left corner. This will display the
following form:

(3 Firers, Actions and Options

Filter [i Actions [ Options
v e
T e [ — o
® le[ J [ () Do not refresh console
Num.alaﬂmperme: -
Date: @ Advanced
(6o

This form allows filtering based on Sensor, Alarm Name, Source and Destination. Alarms can also be filtered based on the
time range in which they were generated using the following calendar:

3 firers, Actions and Optioas

| Filter Actions Options
e E— o
Alarm name: Directive ID: & Hide dosed alorms
id :source: | | inati
M-mwmm () Do not refresh console

July, 2010 >

1.2 3 4

567 8 910M1 Ungrouped | Grouped | Unique
12 13 14 15 16 17 18

1920 2122 23 24 25 | Destination  Status

26 27 28 29 30 3N

E NRERER

236.157.183.148:7047 open

The number of alarms displayed per page can also be configured using the parameter Num. alarms per page. The system
will show 50 alarms per page by default.

Grouped Alarms

To simplify the analysis of the alarms, alarms can be grouped based on the type of alarm, the source and the destination. To
access the grouped view of the alarms click on Grouped in the upper right corner.

(0-10 of 1568) Next 10 -> Last> Ungrouped | Grouped | Unique
o 4 Gow  Owne  Descripon  Status  Adion
Tuesday 15-Jun-2010
. 31 on Server ON (1 alarm) Take ™) of 2
¢ directive_event: Portscan against DST_IP detected using FW1 (1 alarm) Take ™) o 27
Thursday 10-Jun-2010
¢ intrushield: excel (1 slarm) Take ) o 12
¢ clamav: Virus Found (1 atarm) Take [ o 2
Tuesday 08-Jun-2010
* intrushield: iis_remote_server_name_spoof_fail (1 alarm) Take [ o 4
* fi ics-db-1: Too many for a single origin host (1 alarm) Take %] o ¥ 4
¢ iPhone: Uninstalling software (1 alarm) Take [ o 3
¢ clamav: Virus Found (1 slarm) Take ™) of 12
% symantec-ams: Virus Found (1 alarm) Take %] o 2
* fi ics-db-1: Too many ions for a single origin host (1 alarm) Take ™) o ¥ 4

(0-10 of 1568) Next 10 -> Last>

A correlation directive that is not grouping enough events may be generating the same alarm many times, with the same
source and same destination in a short period of time. To avoid this we will have to modify the correlation directive.
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Unique Alarms

The Unique Alarms view will group all alarms by type of alarm, to access this view click on Unique in the upper right corner.

(0-10 of 766) Next 10 -> Last> Ungrouped | Grouped | Unique

* di ive_event: Vul bility ing against DST_IP (2632 alarms)
* spp_bo: Back Orifice Traffic Detected (191 alarms)

+ directive_event:

host behaviour on SRC_IP (124 alarms)

4 directive_event: AV Possible SSH Scan from SRC_IP against DST_IP (Network detected) (111 alarms)
* rrd_anomaly: ntop global IP_eDonkeyBytes (65 alarms)

* rrd_anomaly: ntop global IP_KazaaBytes (65 alarms)

* directive_event: SSH brute force login attempt against DST_IP (62 alarms)

* rrd_anomaly: ntop global IP_MailBytes (59 alarms)

* rrd_anomaly: ntop global IP_NBios-IPBytes (42 alarms)

+ rrd_anomaly: ntop global IP_GnutellaBytes (40 alarms)
(0-10 of 766) Next 10 -> Last>

Manage Alarms

Close Alarms

Closed Alarms will not be shown in the Web interface by default. Once an alarm has been analyzed it should be closed. This
way it will be easier to manage future alarms.

Some reports such as the compliance reports use the alarms (Closed or opened) to generate the reports, for this reason
alarms that have not been deemed a false positive should never be deleted, they should just be closed.

(%)

To close an alarm click on thisicon ™= next to the alarm that you want to close, to see both opened and closed alarms,
click on Filters, Actions and Options and unmark the checkbox next to Hide closed alarms.

To close more than one alarm click on Filters, Actions and Options, mark the checkbox next to the alarms than you wish
to delete and then click on Close selected.

Delete Alarms

Only alarms that have been considered a false positive should be deleted. Alarms representing a real problem in
the network should be closed nor deleted. You can delete all alarms that happened the same day by clicking on Delete
next to the date:

Friday 18-Jun-2010 [ Delete ]

To delete more than one alarm click on Filters, Actions and Options, mark the checkbox next to the alarms than you wish
to delete and then click on Delete selected.
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L Filter | Actions Options
Delete ALL alarms
Alarm name: 10: |
» source: ) on: [ SIS Seee # Hide dosed slarms
Num.alvmswnqc:[so () Do not refresh console
Date:
& Advanced
(0-24 of 24) Ungrouped | Grouped | Unique
-+  Mem Rk  Sesor  Sine  last  Source  Destination StatusAction
Sunday 20-Jun-2010 [ Delete ]
SSH brute force login attempt against
™ ¢1  207.158.15.110 2 207.158.15.110  2010-06-20 00:26:09 2010-06-20 00:30:05  188.40.83.148:ANY 207.158.15.110:ssh 5 open &3 |
Saturday 19-Jun-2010 [ Delete |
SSH brute force login attempt against
™ ¢2  207.158.15.110 2 207.158.15.110  2010-06-19 19:59:30 2010-06-19 20:04:36  221.174.25.221:ANY [l 207.158.15.110:s5h =5 open €3 |
SSH brute force login attempt against
™3 2 207.158.15.110  2010-06-19 03:03:03 2010-06-19 03:08:09 212.124.110.124:42971 =5 207.158.15.110:ssh =5 open €3 | ;

207.158.15.110

Analyze Alarms

Detailed View

When a correlation directive is generating events, all the events will be grouped within the same alarm. In this case the alarm

will be composed of many different types of events. To see all those events click on the green cross next to the alarm name:

SSH brute force login attempt against

O+t

(227 events)

207.158.15.110

This will display a new window with all the events organized by the correlation level in which the events have been collected:

Alarms

Alarm detail ID72196

L#® ) 1d J

1 72195 SSHd: Failed password
2 72194 SSHd: Invalid user
3 72193 SSHd: Failed password
4 72192 SSHd: Invalid user
5 72191 SSHd: Failed password
6 72190 SSHd: Invalid user
7 72189 SSHd: Failed password
8 72188 SSHd: Invalid user
9 72187 SSHd: Failed password
10 72186 SSHd: Invalid user
11 72185 SSHd: Failed password
12 72184 SSHd: Invalid user
13 72183 SSHd: Failed password
14 72182 SSHd: Invalid user
15 72181 SSHd: Failed password
16 72180 SSHd: Failed password
17 72179 SSHd: Invalid user
18 72178 SSHd: Falled password

Alarm | Risk |

1 72195 ‘w SSH brute force login attempt against 207.158.15.110 2
Alarm Summary [ Total Events: 116 - Unique Dst IPAddr: 1 - Unique Types: 2 - Unique Dst Ports:

Source

2010-06-19 20:04:36  221.174.25.221:ANY il

2010-06-19 20:04:36
2010-06-19 20:04:34
2010-06-19 20:04:32
2010-06-19 20:04:31
2010-06-19 20:04:29
2010-06-19 20:04:26
2010-06-19 20:04:25
2010-06-19 20:04:23
2010-06-19 20:04:21
2010-06-19 20:04:19
2010-06-19 20:04:17
2010-06-19 20:04:15
2010-06-19 20:04:13
2010-06-19 20:04:11
2010-06-19 20:04:09
2010-06-19 20:04:06
2010-06-19 20:04:04
2010-06-19 20:04:02

221.174.25.221:42757 Bl
221.174.25.221:ANY Bl
221.174.25.221:42492
221.174.25.221:ANY
221.174.25.221:42178 &l
221.174.25.221:ANY Bl
221.174.25.221:42202 il
221.174.25.221:ANY Bl
221.174.25.221:41928 Wl
221.174.25.221:ANY Bl
221.174.25.221:41624 Wl
221.174.25.221:ANY Bl
221.174.25.221:41313 il
221.174.25.22:ANY Bl
221.174.25.221:41026 Bl
221.174.25.221:40730 Wl
221.174.25.221:ANY Bl
221.174.25.221:40432 Wl

| Destination
207.158.15.110:ssh =5
1]
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh (&5
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:s5h =5
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh 55
207.158.15.110:ssh =5
207.158.15.110:ssh 55
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh =5
207.158.15.110:ssh &5
207.158.15.110:ssh =5

B I R N e L RN R R N

« >l

Ac

Clicking on each event will show the original event in the forensic console.
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Right click View

Right clicking on any IP address will show a menu that provides direct access to all the information stored by the system for
that specific IP address as shown in the following image:

VAR any 207.158.15.110:5sh = open & |

2117 | 207.158.15.110:ssh BS open & |

= SIEM Events

=

3% Vulnerabilities
& Knownledge DB

212.124, 207.158.15.110:ssh B open & |

dl Net Profile

200.; 232.227.47:microsoft-ds 1 open €& |
[ Traffic

200.; [ Availability 53.222.102:microsoft-ds B8 open & |

New ticket

To open a new ticket in the ticketing system from an alarm, click on this icon ““| next to the alarm.
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Report
Incidents -> Alarms -> Report

Description

This page shows graphs and charts generated based on the data of the alarms generated within AlienVault.

Usage
This page features the following charts:

e Top 10 Attacked Hosts
e Top 10 Attacker Hosts
e Top 10 Used Ports

e Top 10 Alarms

e Top 10 Alarms by Risk

With the exception of the final chart, Top 10 Alarms by Risk, you can find more information about the hostname, alarm, or
port by clicking its corresponding link.

To modify the time range used to generate the report click on this icon @ and select the time range you want to use as
source of information to generate charts and graphs.

from: 2010-05-20  to: 2010-06-20 ‘

June, 2010 > July, 2010

{ 3 1 2 3 4 5 6 1
7 8 910 11 12 13 5 6 7 8 9
14 15 16 17 18 19 20 12 13 14 15 16
[ Host || Occurrences | 21 22 23 24 25 26 27 19 20 21 22 23
207.158.15.110 3 26 28 20 30 2 27 28 20 30
226.20.71.107 1 27
46.120.129.4 1
139.28.37.167 1
76.1.188.115 1
79.65.74.211 1
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Tickets

Tickets

Incidents -> Tickets -> Tickets

Description

This is the ticketing system in AlienVault. This ticketing system allows users in AlienVault to work on the problems detected

by using AlienVault. Tickets can be opened manually at any time, but also, some components in AlienVault can open tickets

automatically, allowing users to work on the ticket.

.l-' alienvault

B piofessional SIEM

) Dashboards
2% Incidents
» Alams

» Tickets
» Knowlodge DB
& Analysis
7] Reports
u Assets
X7 Intelligence
2 Monitors.
- Configuration
7 Tools
2 MyProfle
% Logout fadmin]
B Maximize

Usage

Filter

The simple filter allows you to quickly define a search criterion to return a set of tickets. You can filter based on ticket class

Cass
AL =l
) | Ticket
0 Al
O vus2
O wvusa
O vuso
O vuse
O wvuss
o vuse
o vuss
o s
O vuse
0 wuss
O vusso
O wuse
O vuss
0 vusss

(A |

Title

New Alarm incident

Vulnerability - Unknown detail
(192.168.10.3:0)

Vulnerability - Unknown

(192.168.10.4:3000)
Vulnerability - Unknown detail

(192.168.10.2:3000)

Vulnerability - Unknown detail
(192.168.10.2:0)

Vulnerabil
(192.168.10.1:3306)
Vulnerability - Unknown detail
(192.168.10.2:22)

Vulnerability -

(192.168.10.2:22)
| versions supported

(192.168.102:22)

nessus: SSH Server type and version
(192.168.10.2:22)

mown detail

Vulnerabil Unki
( 0.2:161)

0.2
nessus: Gnutella servent
(192.168.10.2:3000)
Vulnerability - Unknown detail
(192.168.10.2:3000)
Vulnerability - Unknown detail
(192.168.10.2:40001)
Vulnerability - Unknown detail
2.168.

(192.168.10.2:4949)

Ticcets opened ([ECID
Unresolved Alarms  [CXZE)

Filter Simple [change to Advanced)

Search text in all fields.

Priority | Created

2010-06-09 12:52:18

20100521 13:49:29

2010-05-20 17:50:26

2010-05-20 17:50:25

20100520 17:50:25

2010-05-20 17:13:52

In charge
Life Time In charge
11 Days 02:56 o

1Month 0159 OSSIM admin
1 Month 21:58 (OSSIM admin
1 Month 21:58 OSSIM admin
1Month 2158 OSSIM admin
1 Month 22:34 (OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Morth, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Morth, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

2010-05-19 17:52:54 1 Month, 1 Day 21:55 OSSIM admin

— - |

Status.
[open

Submitter
dec
nessus

nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus
nessus

= |

wex o (D

feledefedefelededefefefefons

Service
Ievel

Global
score

Types | Togs | Email Tomplate ?

Status
Open

Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open

Open

Prionty Actions
AL ~] [ Search || Close selected

Extra
ONNIN ANTERNAL PENDING
OSSIM_INTERNAL_PENDING
OSSIM_INTERNAL PENDING

OSSIM_INTERNAL_PENDING

OSSIM_INTERNAL_PENDING

OSSIM_INTERNAL_PENDING
OSSIM_INTERNAL_PENDING
OSSIM_INTERNAL_PENDING
ORI INTERIAL, PO

OSSIM_INTERNAL_PENDING

OSSIM_INTERNAL PENDING| *
v

(Alarm, Event, Metric, Anomaly or Vulnerability), ticket type, ticket status (open or closed) and ticket priority (0-10). The

simple filter can also be used to search text in all fields in the ticket, and also filter based on the user in charge of the ticket.

Filter Simple [change to Advanced] .
Class Type Search text in all fields In charge Status Priority Actions
[ALL & | ( | [open ~| [aw  ~| Search || Close selected
0 Ticket Title || Priority Created LifeTime  Incharge Submitter | Type Status = Extra
o ALAOL SSH brute force login attempt against 207.158.15.110 2] 2010-06-1709:45:13  2Days20:56  OSSIMadmin  OSSIMadmin  Generic  Open
Pag. 1

Insert new Ticket ( Alarm | Anomaly [ Mac , OS , Services ] | Event | Metric | Vulnerability )

In addition to the simple filter, the advanced filter will allow to filter based on users, submitters, title of the incident,

attachment and tags, to access the advanced filter click on change to Advanced.
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Filter Advanced [change to Simple]

Class Type Search text in all fields In charge Status Priority Actions
ALL = [Aw - [Open -] [A +] [ .search [ Close selected |
with User with Submitter with Title with Attachment Name with Tag
) ( ) l &l
O Ticket Title Priority Created Life Time In charge Submitter Type Status Extra
(@] ALAOL SSH brute force login attempt against 207.158.15.110 n 2010-06-17 09:45:13 2 Days 21:39 0SSIM admin  OSSIM admin Generic Open

Insert new Ticket ( Alarm | Anomaly [ Mac, OS , Services ] | Event | Metric | Vulnerability )

You can access more information about the ticket, or add to this information by:

e Clicking the ticket title
¢ Clicking the ticket number

Manage Tickets

Open tickets

Pag. 1

New tickets can be opened from the Alarm console (Incidents — Alarms), from the Risk Metrics panel (Dashboards — Risk

(Risk Metrics)) and from the anomaly panel (Analysis = SIEM (Anomalies)). The information will automatically be added to

the new ticket when accessed from these panels.

Alarm Ticket
Title Portscan against 46.29.113.207 detected using F|
Submitter OSSIM admin
Priority 2+
Type Generic ~l
Source Ips 105.217.217.18
Dest Ips 46.29.113.207
Source Ports 5660
Dest Ports 8273
Start of related events | |2010-06-15 10:19:34
End of related events 2010-06-15 10:40:21

LOK |

A new ticket can also be opened by clicking in one of the links in the bottom of the Ticketing system (Incident — Tickets):

Vulnerability - Unknown detail
(192.168.10.3:161)

O

VUL604 o 2010-05-19 17:52:54 1 Month, 1 Day 22:51 OSSIM admin nessus

Insert new Ticket ( Alarm | Anomaly [ Mac , OS, Services ] | Event | Metric | Vulnerability )

AlienVault Users Manual
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= n OSSIM_INTERNAL_PENDING
Vuinerabiity ~ OP®
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Open tickets automatically
Tickets can be opened automatically for alarms and vulnerability scanning results.

To open a ticket automatically when an alarm is generated go to Configuration = Main, expand the category Automatic
Ticket Generation and set the parameter Open Tickets for new alarms automatically? to Yes.

R —

A tic Ticket G

Automatic Ticket Generation parameters
Open Tickets for new alarms automatically? (2)

Tickets will be opened automatically whenever vulnerability is found in a host during the vulnerability scanning. You can
configure the minimum risk vulnerability before a new ticket is opened. This configuration can be found in Configuration—
Main, within the category Vulnerability Scanner:

Vulnerability Scanner

Vulnerability Scanner configuration

Vulnerability Ticket Threshold ©

Setting this value too low will create a lot tickets in the system after a vulnerability scan, 3 or 4 will only open tickets for real
vulnerabilities, not just for services identified in the hosts in our network.

Modify tickets

To do any modification in the ticket you will need to access the ticket information by clicking on the name of the ticket or in
the ticket ID.

. . Service
[ Lo} L] e nvoult Tickes opened ([IENID vax priority (NN 8 vl ove
BME Gpen Source SIM unresolves atarms ([EZHD wexrisk ([ECHD seore Hisosdll
g
- <
) Dashboards
@ Ticket ID Ticket Status | Priority Knowledge DB Action "
m Name: SSH brute force login attempt against 207.158.15.110 Documents
> Alarms ;‘:;:,"K No irked documents
 Tickets Crested: 2010-06-17 09:45:13 (2 Deys 22:20) Related documents [ 0 ] S
Last Update: 2 Deys 22:20 2 Link existing document =~
ALADL — Open 2 =4 Delete comment |
» Knowlodge DB In charge: OSSIM admin ow document L ecic comment
et Submitter: OSSIM admin 7 New comment |
s Analysis Extra: nVa
Source Ips: 118.123.15.100 - Source Ports: 33549
] Reports Dest Ips: 207.158.15.110 - Dest Ports: ssh
& Assets Email changes to:  OSSIM sdmin (Mo emai) ] (Subscrive. e
%7 Intelligence
Status Open v, Tags
2 Monitors = -
Priority (2 ~|>[low -]  OSSIM, INTERNAL, PENOING
3 Configuration Transfer To K | © OSSP INTERNAL FALSE, POSITIVE
) Toole Attachment | Examinar
2 MyProfie
% Logout facemin]
B Maximize Description
J
Action

Once inside the ticket we want to modify we will find the following table in the top. This table will contain the original
information that was included when creating the ticket as well as historical information of all the comments that have been
added to this ticket.
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Ticket 1D

VULE06

Ticket

Name: nessus: SSH protocol versions supported
Class: Vuinerability

Type: Nessus Vulnerability

Created: 2010-05-19 17:52:54 (1 Month, 1 Day 23:21)
Last Update: 1 Month 00:11

In charge: OSSIM admin

Submitter: nessus

IP: 192.168.10.3

Port: 22

Scanner ID: 10881

Risk: 1

Description:

Synopsis :

A SSH server is running on the remote host.

Description :

This plugin determines the versions of the SSH protocol supported by

the remote SSH daemon.
Solution :
na

Plugin output :

The remote SSH daemon supports the following versions of the

SSH protocol

-1.99
-20

SSHV2 host key fingerprint : 3e:43:€3:22:25:4f:23:23:26:77:cc:d7:7¢:93:f0:d4

Email changes to:

This table will also show the status of the incident, the users that have been subscribed to this ticket, the actions that have
been done to do a deeper analysis of the incident that originated this ticket and the list of documents that are linked to this

ticket.

Comments

New comment

Open

Knowledge DB Action
Documents
No linked documents
Related documents [ 0]
2. Link existing document
/" New document

Edit comment
Delete comment

New comment

~|| Subscribe | | Unsubscribe

To include a new comment in a ticket click on the New comment button. A new comment has to be added to modify close

or open the ticket, and to modify the priority of the ticket.

Edit comment

To edit a comment just click on the Edit comment button in the comment that you want to modify.

Delete comment

The admin user has special permissions allowing them to delete comments by clicking on Delete comment within the item

that has to been selected.
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Knowledge DB

Documents from the Knowledge DB can be linked to a ticket. This allows linking, for example, a document explaining how to

remove a known trojan, a network map, or a list of people that should be contacted whenever there is a problem in one of
the networks.

Ticket ID Ticket Status | Priority Knowledge DB

Name: SSH p ions supported Documents
Class: Vulnerability

Documento
Type: Nessus Vulnerability AV Possible Scada Modbus
Created: 2010-05-19 17:52:54 (1 Month, 1 Day 23:43) device scanning from SRC_IP
Last Update: 1 Month 00:33 (Network Detection)
In charge: OSSIM admin Related documents [ 0 ]
Submitter: nessus 2. Link existi =
Exr: OSSIM_INTERNAL_ PENDING e SEng SO
IP: 192.168.10.3 B
Port: 22

Scanner ID: 10881

Transfer to another user

A user will be in charge of every ticket, when a new ticket is created the user that created the ticket will be in charge of it.
The ticket can be transferred to another user using the following form when including a new comment in the ticket:

Status

Priority 1 'I ->| Low vI
Transfer To | =1
Attachment ‘ Pablo Vargas inar...

test
Alberto (No email)
permisos / Desarrollo / Buuzz
test2 alberto
test3
S test4 (No email)

R 1,110 / julio / julio

Jose Angel

Attach afile
Files can be attached to the ticket when including a new comment in the ticket.
Subscribe Users to a ticket

Users defined in the AlienVault Web Interface can be subscribed to a ticket so they can receive an e-mail whenever

something is changed in the ticket they are subscribed to. To do this just select the user you want to subscribe to the ticket
and click on Subscribe. To unsubscribe a user of a ticket click on the Unsubscribe button.

Email changes to: f T~ | S ((unsubscribe

OSSIM a

idmin (No email)

[open =] ::te to (N i)
rto (No emai
Priority E e @ permisos / Desarrollo / Buuzz
” test2 alberto
L To ;] test3
Attachment I Examinar... test4 (No email)
julio / julio / julio
Jose Angel
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You can modify the format of the e-mail that will be sent to users subscribed to an incident by clicking on E-mail template
in the upper right corner. When defining the e-mail template you can use specific keywords or tags that can be replaced by

the value of the variable whenever the e-mail is being sent.

1D "
INCIDENT_NO

TITLE

EXTRA_INFO
IN_CHARGE_NAME
IN_CHARGE_LOGIN
IN_CHARGE_EMAIL
IN_CHARGE_DPTO
IN_CHARGE_COMPANY
PRIORITY_NUM
PRIORITY_STR

TAGS
CREATION_DATE
STATUS

CLASS

LIFE_TIME
TICKET_DESCRIPTION
TICKET_ACTION
TICKET_AUTHOR_NAME
TICKET_AUTHOR_EMAIL v

>

TYPE v

Close tickets

In order to close or re-open a ticket you will have to include a new comment, modify the status, and explain in the

1

[[ossim-incident] PRIORITY_STR: TITLE

Body | [Incident detalls

Title: INCIDENT_NO - TITLE
Status: STATUS

Type: CLASS - TYPE
Prionity: PRIORITY_NUM (PRIORITY_STR)
In charge: IN_CHARGE NAME <IN_ (_}L\RL:: EMAIL>
Created: CREATION_DATE (LIFE_TIME ago)

Tags: TAGS

Extra info:
EXTRA_INFO

[->] Ticket deusils

Author: TICKET_AUTHOR_NAME <TICKET_AUTHOR_EMAIL>

TICKET_DESCRIPTION
Actions:

TICKET_ACTION

Past tickets:
TICKET_INVERSE_HISTORY

| Preview | | Reset to Defaults | | Save late |

description field why the ticket was closed or reopened.

Status

|| Closed ~ I

|| 2 vl-> Low vl

Transfer To | 'l
Attachment || Examinar...

AlienVault Users Manual

. Status
| Priority
!
l

| -

[ain(

Closing the ticket as it was a false positive generated by one of our applications.

A policy was created to avoid future false positives.
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Types

To classify the tickets in the system you can use “types”. Some types come defined by default but you can define your owns
by clicking on Types in the upper right corner of the interface.

Ticket type Description Actions
Generic - -

Expansion Virus - [ Modify ] [ Delete ]
Corporative Nets Attack - [ Modify ] [ Delete ]
Policy Violation - [ Modify ] [ Delete ]
Security Weakness - [ Modify ] [ Delete ]
Net Performance = [ Modify ] [ Delete ]
Applications and Systems Failures = [ Modify ] [ Delete ]
Anomalies - [ Modify ] [ Delete ]

Nessus Vulnerability -- =
Add new type

Tags

Tags can be used to quickly append information. Two of the tags come by default; they are used in tickets opened by the
vulnerability scanning:

o AlienVault_INTERNAL_PENDING: If this tag is set, the vulnerability scanner will not open the same ticket again.
o AlienVault_FALSE_POSITIVE: If this tag is set, the vulnerability will be marked as a false positive and it will not be
opened again during a future scan.

You can add new tags by clicking on Tags in the upper right corner.

Id Name Description Actions
1 TESTING_BOX This was generated by one of our test box. [Modify] [Delete]
65001 OSSIM_INTERNAL_PENDING DONT DELETE
65002 OSSIM_INTERNAL_FALSE_POSITIVE DONT DELETE
Add new tag
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Knowledge DB

Knowledge DB

Incidents -> Knowledge DB

Description

As the name indicates, the Knowledge DB tab provides access to a user-defined, searchable knowledge base of solutions to

incidents. New documents can be created with a title, description, and key words that may be linked to a host, a host
group, a network, a network group, a ticket, a directive or a type of event. One or more files may be attached to each

document.

=" alienvault

Professional SIEM

) Dashboards

» Aaems

» Tickess

» Knowledge OB
4 Amalysis
(] Reports.
lu Assets
Ny ietegence
[ Monitors
¥ Configuration
7 Tools
2 MyProfie
e Logout [so-)
W Maximaze

AlienVault Users Manual

'xmus

» Stowng 101-110 of 289 Documents

+ Date «
20091207
20091207
2009-12:07
20091207
20091207
20091207
20004207
2009-12:07
2009-12:07
2009-12:07

RSN R RET ]

Ticeets Opened [ETID vax peiority (CH
Unresorved Atarms ([CEZE] waxiox (EE

Knowledge DB Document Search

Flease, type a search term (you can use AND, OR couses)’ Search |

New Document

AV Possible W32 Mnit A lefection

AV Possibie worm Propagetion expioting MSO6-04)
AV Possiie Gtsit Infection

AV Possibie W32 Nugache infecton

AV Possibie worm repication v SMTP

AV Possibie matware infoction

AV Possibie Bifrose Teogen Infection on SRC_IP
AV Suspicious SMTP behavicur on OST_IP

AV Possible retsky b worm Sropagation via SMTP
AV Possible netsky.2 worm propegeton vis SMTP

Pages: 1234567891011 21314151617 181900R2BM58282

R Y

(DF-3
(OF-3
&
@&
(BF-3
[BF. 3
(OF.- 3
&
(UF-3

(BF-Y
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Usage
View Documents

The upper form can be used to search through documents, it is possible to search for a document using AND and OR

operators.
Knowledge DB D o
Please, type a search term (you can use AND, OR dauses){Conficker OR Sasser| ]

To access a document click on the name of the document:

ms" Q[|envo l recess opencd [HE wax priority ([CHN Gloval leve
BME® piofessional SIE Unresoived Alarms  [EXZE) " mexrisk ([N F .l”m
C==
WIB2.ViruLA can infiect executable files and has the capability to alow access from unauthorized user via the back door on
’ 2009-12-07 TCP port 65520
» Knowledge DB User Solution:
) Analysis B L) - Instail ArtiSpyware y
) Keywords - Install an up-to-date Antvrus Software.
[ Reports - Enable 3 firewoll on the computer
L ou Assots )
37001 deective * bt o

f Intelligence s y28.54m

52 Monitors

4 Configuration

= Tools

2 My Profie

e Logout [sami]

 Maximize

P 11
Y
v
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New Document

A new document can be added to the Knowledge Database by clicking on New Document. The system provides a rich
text editor to format the text and offers the possibility of including images in the documents.

L Service

m=" ali Tickets opened (I epe— |
o ollenvault o s i —— =T
L

./ Dashboards K m

;e _
» Tickots Titse:

» Knowsedge DB Network Policy
vl Text:
Mjlonre B IS U . ] * | = = 0 nie e

= Internet access

LD
YI“
[ Monitors
- Configuration
= Tools Keywords:
2wy Prosis
e Logout fadmn]
B Madmize

user: [Not assign| v
Maice this document visitle for: *®
Eney: [ Not assign K |

Each document can be visible for a user or for an entity:

s

Make this document visible for: OR
Entity:  Not assign
Not assign

AlienVault [Company]
BuzzTrend [Company]

I1+D [minidepartment]

Salamanca [Group]

Desarrollo Granada [Department]
' Oficina Madrid [Department]

develsmadrid [minidepartment]

Edit Document

.
To edit a document click on this icon [ next to the name of the document that you wish to edit.

Delete Document

To delete a document click on this icon = next to the name of the document that you wish to delete.

AlienVault Users Manual 38


http://ossim.net/dokuwiki/lib/exe/detail.php?id=user_manual%3Aincidents%3Aknowledge_db&media=user_manual:incidents:visible_know.png
http://ossim.net/dokuwiki/lib/exe/detail.php?id=user_manual%3Aincidents%3Aknowledge_db&media=user_manual:incidents:visible_know.png

Change Owner

To change the owner of the document click on the icon 38’ next to the document that will modify its ownership.

Attach files

To attach a file to a document in the Knowledge DB click on the icon L"J next to the name of the document.

[N Attachments for Document: AV Too many HSRP State Change... |5¢]

Link Documents

Change owner

User:

Not assign v
OR

Entity: | AlienVault [Company]

Not assign

AlienVault [Company]
BuzzTrend [Company]
1+D [minidepartment]
Salamanca [Group)
Desarrollo Granada [Department]
Oficina Madrid [Department]

[ partment]

Select a file to upload

[ catencarpng X [H
[astaciog X [H
| Examinar... )| Upload

Finish

A document in the Knowledge DB can be linked to a host, a host group, a network, a network group, a ticket, a directive or

a type of event.

To link a document just click on the icon 2% You wil get the following form that will allow to link and unlink the document
with the different objects in your inventory, and with tickets, directives and events:

j Relationships for Document: AV Too many HSRP State Change...

AlienVault Users Manual

Linkedto  Type Action
dell (192.168.1.5) host X
Granada host group X
Pvt_10 net X
grupol net_group X
sivsanblas host X
Welcome to OSSIM ticket X

Link Type Value
Host Group _~|{Granada i M

Prueba

Ariaha 3 uar
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Analysis
SIEM

SIEM
Analysis -> SIEM -> SIEM

Description

The SIEM tab gives access to all the events stored (SQL Storage) when using the SIEM functionality of AlienVault. It allows
the user to do a forensic analysis of all events that been processed by the AlienVault SIEM.

. Servic
- - . » e
n=" alienvault Tikess opened [ETHD vax priority (N Globat level
.. Professional SIEM nresoived Alarms  [EXZE) ¢ updated: maxrisk (D s score '““h“.
) Dashboards SIEM Custom Wireless ' Anomalies ' Statistics Manage References ?
el PN
€ Avayue o l I == |
Aug-2008 0c-2000 Dec-2009 Feo-2010 Aor2010 2010
» SIEM
» Logger Search | Clear @ Back Current Search Criteria [..Cicar Al Criteria...]
» Vuhorabifties = o META PAYLOAD P LAYER 4
e | (o T T sraas | poyons | e o ,,, e
[iZ] Reports Sensor Data Sources Risk
e [ [ =l = Summary Statistics
aa 1 c P
Source Tyve Sub Events & | Sensors Unique Events ;.- Unique Plugins.
S Intelligence [ Al Al -
Unique addresses: Source Port: Destination Port: Unique IP links [FQDN]
1% Monitors Home notworks: € Filter by source | Filor by destination Source | Destination TEP | UDP TCP | UDP Unique Country Events
o Time frame selection: [31]
Sl il > | 5o cire ] crsts hw v |
Today | Last24 Hours | LastWeok | Lasttwo Woeks | Last Month |m
7 Tools
2 MyProfie » Displaying events 150 of 24.007 matching your selection. 24,007 total events in database.
. Risk
" Logout [acmn] Q Signature AEm-ksoqudnui Dest. Address | m | Prio Rel $4D xc"“’“"““”""""i““""“"'
| A A
] Medcice = nagios: service alert - hard ok 2010-06-18 ocesim @ 0.0.00 22 11 3 [ e->8 | Empty Empty Infrastructure
- 12:47:45 Monitoring
—,  Pads: Now sorvice dotocted 20100618 50.120.102.1488292 10620.136.2326170 [I2E>2 | B |\ 8->8 | Empty Empty Notwork
- 00:53:54 = Discovery
~  pads: Senvico Dolstod 20100618 148.11.110.168:2081 12.19.220209:3061 2>z | [T 1 1 1[e>e | Emty Empty Network
= 00:53:54 = L Discovery
~ Aadan: File blocked 201006-18  249.167.239.7:6038  119.224.133.224:3407 ([ 252 | 1 3 8->8 | Empty Empty Empty
= 00:53:54 -
= ossec: Syslogd exiting (logging stopped). 2010-06-18  240.60.155.195:6483 119.226.102868716 | 2->2 | 1 1 I[[e->6 | Empty Empty Empty e
- 00:53:54 el v

In the SIEM profile, events are qualified (A risk is calculated for every event) and correlated. Correlation generates new events

that will also be stored in the SQL database. Alarms are a special type of event, with a risk higher than 1, but, as events,

they will also be stored in the SIEM profile, and you will be able to see them in both Incidents — Alarms, but also in Analysis

—SIEM.
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The SIEM forensic console is divided into different sections that will be explained in different sections:

e ]
Augr 209 Oc-200%9 Dec-2009 Feb-2010 Apr-2010 20
Search | Clear @ Back Current Search Criteria [..Cioar At Critoria..]
META PAYLOAD » LAYER 4
[ (o] 17 | sigrature | Paytoad | - o . e
Sensor Data Sources Risk
[ K| K| Summary Statistics
T R . . e oo
Unigue addresses: Source Port. Destination Port Unique IP links [FQDN)
Homo networks: € Filter by source | Filer by destination Source | Destination TCP | UDP TCP | UDP Unique Country Events

Time frame seloction: [T

el "~ | >+ oo ] cremew v

Today | Last24 Hours | LastWeek | Lasttwo Weeks | Last Month | ]

» Dispiaying events 1-50 of 24.007 matching your selection. 24.007 total events in database.

o Signature | D,  SourceAddress | DestAddress | g%G | Prio hll.n’b;‘cmwmw

., magis: service alert - hard ok 201006-18 oesim 2 0000 252 1 (@35 [ e—e Empty Empty Infrastructure

- 124745 Monitoring

., Pacs: New servico detocted 20100618 58.120.102.148:8202  106.20.135.232:5170 T2k | [0 1 | 1 | [e-e Empty Empty Network Discovery

- 09:53.54 -

-, pads: Service Deletod 2100618 14811.110.1682081 1210220293061 M TE>2 (T 1 I 1 |[ee | Emoy Emply  Network Discovery

At 09:53:54

-, Aaddn: Fie blocked 20100618 240.167.2307:6038  119.2241332243407 [Ziv2 |0 1 @03 [ e->e Empty Empty Empty
09:53:5¢ -

-, ossec: Sysiogd exiting (logging stopped). 20100618 20060155.1056483  119.226.102868716 [2r>2 | 1 I 1 |[e-» Empty Empty Empty

- 09:53:5¢ =

.~ agios: host alert - hard down 220100618 195.106.144.2493560 906899319197 32 1 (2 |3 I[e>8 | Emoy Empty Infrastructure

- 09:53:5¢ = Monkonng

-, Avast WARNING 20100618 53.33.16060:6511 ™ 2162211317123 352 1 (T 1 @S | [e—>e Empty Empty Empty

- 09:53:54

-, Iprabies: Accopt 20100618 28.163.934:3448 8 131972998164 L o 11 | [ese Accoss Firowall Permt Firowal

In the top of the screen we will find a trend graph showing the number of events in a time line. This time range will be
modified based on the current time search criteria. On the left we have a link to see events arriving to the AlienVault Server in

Real Time:

|

13 Jun 14 Jun 15 Jun 16 Jun 17 Jun 18 Jun 19 Jun 20 Jun

lIn the upper left corner you will find two links, the first one, Search links to the advanced search, the second one, Clear will
clear all search criteria. In this block you can also find search boxes and drop boxes that will help you searching certain
events. At the bottom of this block, different links allow you to set the time and range of the events that will be used when
doing the forensic analysis.

Search | Clear @ Back
= (i Signature | Payond-
Sensor Data Sources Risk

| | = =l
Source Type Category Sub-Category

I | | =

Home networks: Q Filter by source | Filter by destination

Time frame selection:

Today | Last 24 Hours |m| Last two Weeks | Last Month | All
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In the upper right side of the screen, we can find the current search criteria that are being applied when getting events from
the SQL database. We can also find access to summary statistics that will show statistics based on the search criteria that is
currently being used. On the bottom of this block you will be able to configure a custom view to see certain fields of the
events stored in the SQL database.

Current Search Criteria [...Clear All Criteria...]

META PAYLOAD P LAYER 4
time >=[05/20/2010 ][ any time] ..Clear... any Source=240.60.155.195 OR none
Destination=240.60.155.195
..Clear...
Summary Statistics
Events & [ Sensors Unique Events 12 Unique Plugins
Unique addresses: Source Port: Destination Port: Unique IP links [FQDN]
Source | Destination TCP | UDP TCP | UDP Unique Country Events

b oty | seve curent I creso ew view

The list of events is shown in the bottom of the screen.

» Displaying events 751-800 of 279.920 matching your selection. 279.920 total events in database.

o Signature + Date Source Address Dest. Address e Prio Rel oy | Laprowo
([0 SSHd: Invalid user 2010-06-20 00:27:47 188.40.83.143 ™ cssim110:22 55 Z2 3 2 [(o-s0 TcP
([0 SSHd: Generic SSH Event 2010-06-20 00:27:47 ossim110 ossim110:22 & 252 1 T [Ce->8 TcP
() SSHd: Generic SSH Event 2010-06-20 00:27:47 ossim110 == cssim110:22 55 = 1 1 [e->8 | TcP
([ SSHd: Failed password 2010-06-20 00:27:45 188.40.83.148:49755 8 cssim110:22 55 22 3 2 [0->0 TcP
(0 SSHd: Invalid user 2010-06-20 00:27:43 188.40.83.148 ™ ossim110:22 =5 2->2 3 2 [0->0 TCP
() SSHd: Generic SSH Event 2010-06-20 00:27:43 ossim110 == ossim110:22 5 = B T [[8->8 Tce
() SSHd: Generic SSH Event 2010-06-20 00:27:43 ossim110 == ossim110:22 =5 [T2e>2 1 1 [ e->0 TCcP
() SSHd: Failed password 2010-06-20 00:27:42 188.40.83.148:40564 cssim110:22 55 [T2552 3 W 2 [[o->8 TCP
() SSHd: Generic SSH Event 2010-06-20 00:27:40 ossim110 = ossim110:22 5 252 1 1 [[8->8 Tce
() SSHd: Failed password 2010-06-20 00:27:38 188.40.83.148:49363 M ossim110:22 55 = 3 2 [ 8->8 TCP

The list of fields showed can be customized, by default the following fields will be visible for every event:

¢ Signature: A brief description of the event.

e Timestamp: This indicates the date and time when the event occurred.

¢ Source Address: This is the address of the source host, that can be the name of the host, its IP, or its IP and port.

e Dest. Address: This is the address of the destination host that can be the name of the host, its IP or its IP and Port.

e Asset S—D: Asset Value of the Source host of the event (S) and Asset Value of the destination host in the event. The
Asset value is a number between zero and five.

e Prio: This is the priority of the event.

o Rel: This is the reliability of the event.

¢ Risk S—D: Risk calculated based on the source of the event (S) and risk calculated based on the destination of the event
D).

Event Information

The SIEM stores the original event that was collected by one of the collectors deployed in the monitored network, or, in case
of Snort events, the network payload that has generated a snort alert.
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. . Service
[ alienvault Ticces openes (N vaxpriorty EED ® Giooa eve
score 2
BWE Gpen Source SIM vnresolves atarms - (EZHD ek lligesdll
META PAYLOAD » LAYER 4
. Dashboards
Q) P | Signaturs | Payiosd | Sonane* atz Feteacasmr - s o
2 Incidents Sensor Data Sources Risk tme >= [ 06 /20 /2010 ) [ any time] ...Clear.
DS Types Home networks: B
> SIEM =] % Finer by source | Filtor by destination
> Logger
Time frame soloction: )
» Vulerabiities -
T IZZ0 astaerours | Lastwook | Lasttwo Woeks | Last Moath | Al
[7] Reports
Event #0
Assots e o
[ VI >> Next #1-(13-130385)
%y Intelligence
% Monitors
o#» Time Triggered Signature Plugin Name Plugin ID Plugin SID
- Configuration
13-130831 2010-06-20 003544 SSHJ: Falod password sshd 4003 1
= Tools Meta
Sensor Address Interface
2 MyProfie Sensor
w Logout [admin) 207.158.15.190-sshd othd
B Maxmze
filename
root
Log
Jun 20 00:35:44 opensourcesinm sshd[15530): Failed password for root L
from 1808.40.83.148 port 51316 sah2 root
[TTH >> Next #1.(13-130385) %

The system provides some utilities to work with the payloads (Shellcode Analysis, Download in Pcap format...).

Events in Database

Depending on the hardware and on the number of events per second that you are getting you may be able to store in the
SQL Database a certain number of events. When storing a lot of events in the SQL Database, the analysis gets slower and it
is harder to navigate through the AlienVault Web interface.

For this reason events are rotated every few days, in a company that is only generating a few events per day you will be able
to store events of for many years, but if a company is generating a huge number of events and your hardware can not deal
with that amount of events you may need to rotate events every 3 days.

By default the system will only keep in database the events of the last 5 days, but this can be configured modifying the
parameter Forensics Active Event Window in Configuration = Main (Backup).

Backup

Backup configuration: backup database, directory, interval

Forensics Active Event Window |10| |

©

Active filters

When navigating through the SIEM console new filters can be applied, reducing the number of events you are working with.

It is very important to be aware of the current search criteria, because you may reach the point in which all events have been
filtered due to your search criteria.

Current Search Criteria [...Clear All Criteria...]
META PAYLOAD P LAYER 4
Signature " snort: "ET TROJAN Farfli User Agent Detected (VYG)™ any Source=20.89.26.171 source port = 6474

..Clear... ..Clear... ...Clear...
time >=[05/20/2010] [ any time] ...Clear...
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Usage
Time range

When selecting the time range you want to work with you can reduce the amount of events you are working with and the
analysis will be much faster.

It is possible to select the time frame using a calendar displayed when clicking on the icon :

uUnique acaresses: Source ror:

Time frame selection

Today | Last24 Ho May, 2010 > June, 2010 > < July, 2010 >
26 27 28 29 30 1 2 31 1 2 3 4 5 oI IEFEEPCREIEE T T T
3 4 5 6 7 8 9 AP L] 27 5 6 7 8 9 10 11

» Displaying events 1- 10 11 12 13 14 15 16 14 15 16 17 18 19 200 0 b T TR AT
TARTIRT] 20 21 22 23 21 22 23 24 25 26 27 29 19 20 21 22 23 24 25

O 24 25 26 27 28 29 30 28 290 30 1 2 3 4 30 26 27 28 29 30 31
3 1 2 3 4 5 8 5 10 11 31 2 3 4 5 ¢

snort: "ET TRO
=R o =

Or using one of the predefined time ranges:

14| Last24 Hours | Last Week | Lasttwo Weeks | Last Month | All

The time range will appear as a filter in the Search Criteria box.
More precise time frame definition can be set using the Advanced Search functionality.
Clickable columns

When working with a list of events or in any summary statistics view, it is possible to click in the name of the column to order
the information based on the column that has been clicked, clicking again in the same column will show the information in
reverse order.

Simple Search

The Simple search allows the user filtering events by name of the event (Signature), by an IP address (Source or Destination),
or by text contained in the original event that was collected by AlienVault (Payload).

Logical operators AND/OR can be used (In capital letters) when searching events by Signature or by IP address:

192.168.0.2 OR 192.168.2.2 n

When searching new filters will be applied and shown in the Search criteria box. You can click only one filter clicking on

Clear next to the filter you wish to clear.
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Current Search Criteria [...Clear Al Criteria...]

META PAYLOAD

any any

Summary Statistics

P
Srcor
Dest=192.168.0.2
OR
Srcor
Dest=192.168.2.2

...Clear...

LAYER 4

none

Summary statistics provides useful information (Data is retrieved from the database using the search criteria) grouping events

using different criteria:

Sensors: Events grouped by sensor

Unique Events: Events grouped by type of event

Unique Plugins: Events grouped by plugin (Detector)

Source/Destination Port: Events grouped by port
Unique country Events: Events grouped by country

Unique addresses: Events grouped by source/destination

When using these summary statistics you will be able to click on some of the values. This may apply new search criteria.

Signature » Total # v
(0 Aaddin: File biocked 1462 (6%)
O Avast: WARNING 1447 (8%)
) directive_event: Prueba directiva 794 (3%)
o gfi: Deleted 766 (3%)
[ gfi: Quarantined 713 (3%)

Sensor #

~ o w o o

Src. Addr.

1462
1447
794
766
713

Dst. Addr.

1462

1447
794

766

713

First

2010-06-08 17:06:22
2010-08-08 17:08:04
2010-06-15 10:12:44
2010-06-08 17:20:12
2010-06-08 17:06:16

Last

2010-06-18 09:53:54
2010-06-18 09:53:54
2010-06-16 10:40:24
2010-06-18 09:53:52
2010-06-18 09:53:44

All the information displayed can be exported as a PDF file [ﬁor as a CSV file @ the information will be exported as it is

been shown in the Web interface, keeping always the different search criteria. To do this just click on the icork& (PDF) or

@ (csv) next to the enabled view.
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IP information

When clicking on an IP address you will have easy access to all the information stored by the system regarding that IP
address. The system also provides links to external websites that offer interesting information (DNS, Spam black lists,

Malware information...) in reference to public IP addresses.

all events with
106.20.135.232/ as:
show: Unique Events | Portscan Events

Source | Destination | Source/Destination

Registry looku
et > ARIN | RIPE | APNIC | LACNIC
(whois) in:
DNS | whois | Extended whois | DShield.org IP Info | TrustedSource.org IP Info |
external: Spamhaus.org IP Info | Spamcop.net IP Info | Senderbase.org IP Info | ISC Scurce/Subnet

Report | WOT Security Scorecard | MalwareURL | Google

Delete events

106.20.135.232 ( See host Detail )
FQDN: (no DNS resolution attempted) ( local whois )

Numof Occurances Occurances First Last
Sensors as Src. as Dest. Occurrence Occurrence
1 0 1 2010-06-18 09:53:54 2010-06-18 09:53:54

To delete an event you need to mark the checkbox next to the name of the event and in the bottom click on Delete event.

To delete all events on screen click on Delete ALL on Screen. To delete all events matching the search criteria click on

Delete entire query.

Deleting events is a heavy task that may take a while, be patient and do not close the browser until all events have been

deleted.

| Last 24 Hours | Last Week | Lastt

{9} Backaround task in progress

AN

[ Delete/update{95072] 26% }a

tching your sel

AlienVault Users Manual

46



Wireless

Analysis -> SIEM -> Wireless

Description

Organizations that require Payment Card Industry’s Data Security Standard (PCI DSS) compliance need to follow a set of
procedures when deploying 802.11 Wireless Local Area Networks (WLAN). AlienVault includes a Wireless Compliance

module that helps organizations that require PCI DSS compliance.

This module was developed using the information provided by Kismet, an Open Source wireless network detector, sniffer,

and intrusion detection system.

The PCI DSS module includes reports and statistics needed to perform a PCI DSS audit successfully. To run this module you

must have kismet working in wireless sensors that feed the system with information about wireless networks in the

environment that it is being monitored.

u-" olienvault
n M

B piofessional SIE

Statisics | Signed flles

) Dashboards m Wireless Anomalies
4 Incidents Locations
O
& Networks.
b - 8 Clients
» Logger § Sersors
] Events
» Vulnerabiites 1 Reports
= ) Networks
Reports. = Cloaked Networks having undoaked
APs
i Assets %) Encrypted Networks having
unencrypted APs
%y Inteligence %, Networks using weak encryption
i&spaasdmm
2 Monkors ., New York
= ¢ .5, Paris
¥ Configuration :
© AlenVautt SIEM 24,12
ABeamn O
Locations

Network SSID

# of APs.

1
1
0
1
1
3
2
1
1
1
0
0
0
o
1

# Clients Type

0

© © © ©o © © © © © © © © © o

Tickets opened ([IEZTH
unvesoives Alarms (BT

Show All @ Trusted O Untrusted O

Encryption Type Cloaked
Un-Trusted AES-COM TKIP WEP WPA PSK
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted wep
Un-Trusted  AES-CCM WEP WPA PSK.
Un-Trusted ~ AES-CCM WEP WPA PSK
Un-Trusted wep
Un-Trusted WEP
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted TKIP WEP WPA PSK

&

§ § 5§ 5§ § % % § § %8 8§ 8§ F F

vax priority ([ECHE
v o (D

Hide old ones ()
1st Seen

2009-11-27 21:45:04 2009-11-28 18:15:15
2009-11-23 00:09:24 2009-11-23 00:09:24
2009-12-01 17:54:08 2009-12-01 17:54:08
2009-12-02 09:40:26 2009-12-02 09:40:26
2009-12-02 06:22:59 2009-12-02 06:22:59
2009-11-22 13:35:05 2009-11-25 05:26:19
2009-11-22 11:38:02 2009-12-02 00:13:30
2009-11-22 11:46:22 2009-11-22 11:46:22
2009-11-22 11:26:42 2009-11-22 11:26:42
2009-11-28 00:35:13 2009-11-28 00:35:13
2009-11-22 12:17:53 2009-12-01 20:46:20
2009-11-2209:53:47 2009-11-22 09:53:47
2009-11-22 09:47:49 2009-11-22 09:47:49
2009-11-20 17:30:37 2009-12-01 18:32:49

2009-11-22 10:53:44 2009-11-22 10:54:05

leves

Global
= ikl

Setwp ?

Last Seen Description  Notes

QX
QUxX
QX
QX
QX
LR
QxR
Q@ x
QX
QX
QX
QX
QX
Q@ x
QX
14 4Poge[ (1 ]of14) )

Places of activity of the corporation that need to be monitored. Each location can have one or more wireless sensors. By

configuring the various locations you can filter by location when generating reports.

Wireless Sensors

The wireless sensor should be with Kismet configured to send information to AlienVault in .xml format. AlienVault processes
this information to fill in the tables that are used to generate the reports.
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Usage

Reports

The information regarding the wireless compliance monitoring is displayed in a screen divided in two parts. The left side
shows the available locations, to show the information of each location click on icon next to the name of the location.

Information is displayed in the right side.

Locations

= .= Local

oom

= Networks
==\ Clients
5| Sensors
_ | Events
|E8 Reports
= Networks
= Cloaked Networks having uncloaked
APs
=¥ Encrypted Networks having

unencrypted APs
=¥ Networks using weak encryption

1_’: Suspicious clients

& .2, New York

ETT ]

¢ .-, Paris

@

oo@
a
oo@

Madrid

Within the branch of each location, all available reports and statistics are displayed. The following reports can be accessed

within this menu:

o Networks
e Clients
e Sensors

e Events

Reports
o Networks

¢ Cloaked networks having uncloaked APs

e Networks using weak encryption

Suspicious clientsNetworks
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Networks

This report shows a list of wireless networks that can be found in the location. Each network is displayed with the following

properties:

o Network SSID: Network Service Set |Dentifier

o # of APs: Number of Access Points within this Wireless Network

o # of Clients: Number of clients connected to this Wireless Network

o Type: Trusted network or Un-trusted network

¢ Encryption Type: Type of encryption used within the wireless network (AES-CCM, TKIP, WEP, WPA, PSK...)
¢ Cloaked: Wether the wireless network is invisible or not
o 1st Seen: When was the wireless network first seen

o Last Seen: \When was the wireless network last seen

¢ Description: Description of the wireless network

¢ Notes: Optional field to enter information manually regarding this wireless network

= Network SSID  # of APs.
1 0
. 1 0
- (] 0
= 1 0
APs — 1 0
¥ Encryped Networks having 3 o
unencrypted APs .
:Ne(wommmmkmywm 2 0
= Suspicious clients =
.+a New York — 1 0
% Paris - 1 0
.+» Madrid
- e —_— 1 0
0 0
P (] 0
—_— (] 0
== 0 0
1 0
15 ¢ per page

# Clients Type

Show All @ Trusted O Untrusted O
Encryption Type Cloaked

Un-Trusted AES-CCM TKIP WEP WPA PSK

Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted WeP
Un-Trusted  AES-CCM WEP WPA PSK
Un-Trusted  AES-CCM WEP WPA PSK.
Un-Trusted Wep
Un-Trusted WEP
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted None
Un-Trusted TKIP WEP WPA PSK

Yes

§ § % § & § % § & § % F § %

Hide old ones )
1st Seen Last Seen
2009-11-27 21:45:04 2009-11-28 18:15:15
2009-11-23 00:09:24 2005-11-23 00:09:24
2009-12-01 17:54:08 2009-12-01 17:54:08
2009-12-02 09:40:26 2005-12-02 09:40:26
2009-12-02 06:22:59 2009-12-02 06:22:59
2009-11-22 13:35:05 2005-11-25 05:26:19
2009-11-22 11:38:02 2009-12-02 00:13:30
2009-11-22 11:46:22 2009-11-22 11:46:22
2009-11-22 11:26:42 2009-11-22 11:26:42
2009-11-28 00:35:13 2009-11-28 00:35:13
2009-11-22 12:17:53 2005-12-01 20:46:20
2009-11-22 09:53:47 2009-11-22 09:53:47
2009-11-22 09:47:49 2005-11-22 09:47:45
2009-11-20 17:30:37 2009-12-01 18:32:49
2009-11-22 10:53:44 2005-11-22 10:54:05

Descripti Mot

LR
QLR
QLR
QLx
QxR
LR
QLx
LR
QxR
VX
QxR
LX
QLXR
X
LXR
I (Poge[ 3 )of14) p

Networks displayed can be filtered using the form on top of the table displaying the wireless networks to show only trusted

or un-trusted networks and also hiding the old networks.

Show All @ Trusted () Untrusted O

Wether the network is trusted or not can be modified manually by clicking on the symbol A\ in the line representing the

Hide old ones [_J

wireless network. Clicking on that icon will show the following form that can also be used to enter notes and a short

description about the wireless network.

Description

To delete a wireless network from the list click on X in the line representing the Wireless Network.
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Clients

This report shows a list of clients connected to the wireless networks. Each client is displayed with the following properties:

¢ Client Name: Name of the wireless client

¢ MAC: Physical address of the network device used by the client to connect to the wireless network (Mac address)
o IP Addr: IP address used within the wireless network by the client

¢ Type: Network Connection Type: Infrastructure, Ad-Hoc, tods, sendto, fromds, interds

e Encryption: Encryption type: WEP, WPA... Weak

e WEP: WEP encryption (Yes or Not)

¢ 1st Seen: When was the client first seen

e Last Seen: When was the wireless network last seen

e Connected to: List of wireless network the client is connected to

Show All @ Trusted ) Untrusted O Hide old ones () Known mac vendors M
Client Name MAC IP Addr Type Encryption WEP 1st Seen Last Seen Connected To
oy 00:24: | ==y [C=my
Unknown miﬁtm sendto None No  2009-11-22 17:54:00 2009-11-2208:20:43 00:24:] W =, [z
00:24:1 2 [C==up]
00:21 S L S — R —
Unknown e sendto None No  2009-11-20 16:30:08 2009-11-20 16:30:08 00:24: M=SE=00. 5 [
Unknown 00:1E-Su— fromds None No  2009-11-20 16:34:05 2009-11-20 16:34:05 00:0B: == wi=ViFi]
Hon Hal Precision Ind.Co., Ltd. DRt SRR R PRt <
00:22: S ARy o s 00:0B; (=, [ Fi]
Unknown | gy Corporation fromds None No  2000-11-2017:28:34 2009-112017:42:58 g o W Sl MR
Unknown UU:D0- S fromds None No  2009-11-20 16:34:16 2009-11-20 16:34:16 00:0B:ESmmwe [SmmiiFi]

PENTACOM LTD.

To delete one of the clients in the the list click on X in the line representing the client that you wish to delete.

X X X X X

Clients displayed can be filtered using the form on top of the table displaying the wireless networks to show only trusted or

un-trusted clients and also hiding the old clients.

Show All @ Trusted () Untrusted O Hide old ones [ Known mac vendors [2]

The Known mac vendors checkbox will enable or disable displaying the network card vendor next to the mac address of

the client.
Sensors

This report shows the Wireless Sensors monitoring the location. It displays also the status of the sensor (Enabled or
Disabled).

Sensor 1P Addr MAC Model # Serial # Mounting Location In-Service Status
Sensor = —_— Model Serial Mounting Location 4 {
| 15 %] perpage |4 qPage[ 1 ]of1) pj

By clicking on \ you can modify the properties of the Wireless Sensor.
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Events
This report shows Kismet events collected in each location grouped by type of event.
Reports (Networks)

By clicking on Networks within the reports branch, a report in .PDF format will be generated containing a list of networks
that can be accessed in each location.

Reports (Cloaked networks having uncloaked APs)

By clicking on Cloaked networks having uncloaked APs within the Reports branch a report in PDF format will be
generating containing a list of the cloaked networks that have uncloaked Access Points.

Reports (Encrypted Networks having unencrypted APs)

By clicking on Encrypted Networks having unencrypted Aps, within the Reports branch, a report in .PDF format will be
generated containing a list of the encrypted networks that have unencrypted Access Points giving access to that wireless
network.

Reports (Networks using weak encryption)

By clicking on Networks using weak encryption within the Reports branch a report in PDF format will be generating
containing a list of networks using weak encryption (No encryption, WEP...).

Reports (Suspicious clients)

By clicking on Suspicious clients within the Reports branch, a report in .PDF format will be generated containing a list of
clients that have suspicious behavior.
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Setup Locations

The different locations of the corporation are configured by clicking in Setup locations in the upper right.

| | N Add New Location |

Location Description User
@ Local local servers admin X
@ New York NYC Headquarters admin X
¢ Paris European Sales Office admin X
New Location

To insert a new location enter the name of the location and the description and click on Add New Location. After adding

L

the location click on next to the name of the location to add the Wireless sensors that are monitoring that location.

= Madrid Madrid Office (Spain) admin X
[ 192.168.1.255 [192.168.1.255) 4] | | J |l Add Sensor |
Sensor IP Addr Mac Address Model # Serial # Mounting Location

Select the sensor from the drop menu and enter the optional properties for that sensor:

e Model: Model of the wireless device used within the wireless sensor.
e Serial: Serial number of the wireless device that it is being used to monitor the wireless network
e Mounting Location: Description of the place where the sensor has been deployed.

To delete a sensor from a location click on the symbol X next to the sensor that you wish to delete.

Modify Location

To modify the properties and the sensors related to a location click on ’

modify.

next to the name of the location that you want to

Delete Location

To delete a location click on X next to the location that you wish to delete.
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Anomalies
Analysis -> SIEM -> Anomalies

Description

The anomalies tab shows five types of anomalies:

RRD global anomalies. (Ntop & RRDplugin)
e RRD anomalies. (Ntop & RRDplugin)
Operating system changes. (POf)

Mac Address changes. (Arpwatch)
Service version changes.(Pads)

. @
m" Qllenvou t Ticcers opened ([T vax priority ([T Gloval iy
BM® piofessional SIEM unresoives atarms ([EXZE) vocisc EEHD @ " il
| ousnvonras SEM ' Cusom | Wroess | Anomalies \_ Ststcs | 7
4 Incidents
RRD global anomalies ® [Get full list)
Not Al
» SIEM Host What When Not acked count (hours) Over threshold (absolute) Ack Delete
» Logger RRD anomaties I [Get full list]
» Vulnerabiltes Not Al
Host ‘What ‘When Not acked count (hours) Over threshold (absolute) Ack Delete
Reports 85.164.51.213 rrd_anomaly: ntop host [P_FTPRovdBytes 2010-06-18 09:53:54 on. 0%/0 (8) =]
_ia Assets 167.74.42.57 rrd_anomaly: ntop host bytesSent 2010-06-18 09:53:52 on. 0%/0 O =]
60.233.218.245 rrd_anomaly: ntop host tepRovdLoe 2010-06-18 09:53:51 oh. 0%/0 o o
Y 91.214.136.12 rrd_anomaly: ntop host arp_rarpSent 2010-06-18 09:53:48 oh. 0%/0 o o
[2 Monitors 63.12.157.235 rrd_anomaly: ntop host [P_SSHSentBytes  2010-06-18 09:53:43 oh. 0%/0 o =]
¥ Configuration 39.71.9.92 rrd_anomaly: ntop host IP_TeinetRovdBytes  2010-06-18 09:53:43 oh. 0%/0 2] =]
29.93.140.226 rrd_anomaly: ntop host bytesSent 2010-06-18 09:53:41 oh. 0%/0 o (@]
O Tooks 213.147.36.58 rrd_anomaly: ntop host arp_rarpRovd 2010-06-18 09:53:41 on. 0%/0 =] o
2 My Profic £3.207.201.232 rrd_anomaly: rtop host udpRevdLoc 2010-06-18 09:53:38 Oh. 0%/0 o =]
‘e Logout [sdmin] 188.112.253.95 rd_anomaly: ntop host IP_SSHRovaBytes 2010-06-18 09:53:34 oh. %0 o o
& Maximize OK || reset
oschanges % [ Get anom st ) { et ful i)
Host Sensor os Previous 0§ When
» 192.168.1.33 ossim Windows Free8SD 2009-12-22 09:15:14
» 192.168.1.34 ossim Windows Net8SD 2010-01-28 09:37:06
» 192.168.1.35 ossim Windows OpenBSO 2009-10-13 16:38:50
» 192.168.1.36 ossim Windows. Windows 2010-01-13 09:18:56
(0K | reset | <
From this tab you can acknowledge these changes, ignore them and generate related tickets.
Usage
Click on the orange triangle next to the anomaly to see all changes that have happened in the anomaly.
Host Sensor os Previous 0S When Ack | Ignore
- 192.168.1.33 ossim Windows FreeBSD 2009-12-22 09:15:14
192.168.1.33 ossim Windows FreeBSD 2009-12-22 09:15:14 (] o i |
192.168.1.33 ossim FreeBSD Windows 2009-10-29 14:58:06 Q () i |
192.168.1.33 ossim Windows FreeBSD 2009-10-01 09:08:47 ()] O i |

An anomaly will be generated whenever an event is giving different information than the one that the AlienVault inventory has.
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Statistics

Analysis -> SIEM -> Statistics

Description

The Event Stats page shows event statistics in a graphical format related to:

Sensor

Event

|IP addresses
e Ports

Lh alienvault

B Frofessional

2 Wy Prom
& Logowfeser)
o Maximize
o Syvm S

Usage

-

m,

M

D Predicted range

@ Active Sensors 3

Total Sensors

»

® 2
o $
£

°

T 0000
@ Total Sensors

Tue 3200

Event Stats

Unique Events

o5¥888D
L

o 0900 B 1200

D Predicted range @ Unique Events 9

LG_ |

Total Events

sk

imi—

e 0000 Te 1200

O Predicted range @ Total Events

Unique Categories

t
13m |
10m|
osm|
a0 4
O Predicted range

Tou 0200 1200
0 Untque Categories o

Total TCP Events
nk-’
0k

o
O Predicted range

T 0000 Toe1208.
@ Tetal TCP Events

This stats may cause performance problems due to the heavy queries that have to be done in the SQL Database every
often. For this reason these statistics are not enabled by default.

To enable this functionality go to Configuration = Main (Advanced), expand the category AlienVault Framework Daemon
and set the variable Enable EvenStats to Enabled
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Logger

Logger

Analysis -> Logger -> Logs

Description

The Logger allows for storage of large volumes of data while ensuring its admissibility as evidence in a court of law. The

Logger provides an additional database specifically geared for massive, long-term, forensic archiving. The Logger collects
data in its native format, digitally signs, and time-stamps the data. The data is then securely stored preserving data integrity;
whereas the SIEM database is designed for the rapid and versatile analysis required for attack detection and response.

W % odeted Service
- . 0
L] lle nVOUlt Ters opened. ([HECHR 2 vax priority [ Global level
.. Professional SIEM Unresoived Alarms - ([EXZE) 2010.06-15 104 wax isk (ENED [ B '“"n““
PYeeeaan aoa &
') Dashboards m
& Incie () Graphs by dates
Click to show the main chart
» SIEM
» Logger
» Vulnerabilities
Roports
. Sep 2, 2009 Sep 6, 2009 Sep 10, 2009 Sep 14, 2009 Sep 18,2009 " Sep22,2000 " Sep26,2008 " Sep 30, 2009
°f Intelligence 1)
Search: | [ Submit Query | Ciear quory JSLC
[ Monitors
. Predefined Filters: | defaut ~| 1 " Croats New Fitor |
F Cortguretion [ vpdste | Dotets |
= Tools Time frame selection: [31] [2009-08-01 00:00:00  [2009-09-30 23:59:59 m Last 24 Hours | LastWeok | LastMonth | LastYear  About 243.148 logs
2 MyProfie @ s
R I » Time Range: '2009-09-01 00:00:00° <-> ‘2009-09-30 23:59:59" Parsing time: 0.6 seconds.
@ Maximize
D va‘L'lypt‘m Source 1l)ntl Data Signature
A A
200909+ , 016 Watchdog WARNING sid=4 There ing process arpwatch
Ht 200909-2004:3058 ossim-agent 127.00.1 127.001:0 00000 ) m“w_“ o1e 3 5 LD ° & Vaidote
belonging 1o plugin 1512
2 2009-03-20 04:30:58 ossim-agent  127.0.0.1 127.0.0.1:0 0.0.00:0  2009-09-20 06 30 58, 149 Watchdog INFO sid=2 Process p0f belonging to plugin 1511 has been started & Valdate
2009-09-20 06 30 58, 016 Watchdog WARNING sid=4 There process arpwatch
3 20090920 04:3058 ossim-agent  127.00.1 127.00.1:0 00000 ) ' T “ & Vaiidate
belonging to plugin 1512
4 200909-2004:3058 ossim-agent  127.00.1 127.001:0 00000  2009-09-20 06 30 58, 149 Watchdog INFO sid=2 Process p0f belonging to plugin 1511 has been started & Vaidote
2009-09- , 016 Watchdog WARNING sid=4 There ing process 2
15 2000-09-2004:3058 ossim-agent 127.00.1 127.00.1:0 00000 __m_:io:ff::s HO e M. - @ Vaidato | |v
In the Logger, events are stored in the file system, using an AlienVault specific schema of directories and files
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Usage
Time range

The logger analysis requires working with a huge amount of data. If you reduce the amount of events you are working with
the analysis will be much faster.

You can select the time range you want to work with using a calendar or using one of the predefined time ranges.

Time frame selectit : - :00: 2009-09-08 23:59:59 Last 24 Hours | Last Week | Last Month | Last Year About 90.842 logs

« May, 2010 > « June, 2010 > « July, 2010 >

wk Mo Tu We Th Fr Sa Su wk Mo Tu We Th Fr Sa Su wk Mo Tu We Th Fr Sa Su

Time Range: '2009-09 313 1 2 3 4 5 6 26 29 30 1 2 3 4

7 8 9 10 11 12 13 5 6 7 8 9 10 1

15 16 17 18 19 20 12 13 14 15 16 17 18

19 20 21 22 23 24 25

25 26 27 28 29 30 2 26 27 28 29 30 31
1 2 3 4 5 6 6 7 9 A e ssion opened for user munin

Stats

Clicking on the bars of the graph on the top will also update the time range.

at 09(h): 37,778 Events

at00(h) “at02(h) at 04(h) “at 06(h) at 08(h) at 10(n) at12(h) at 14(h) at 16(h) at 18(h) at 20(h) at 22(h)

Search

The search for events stored in the Logger implements auto-completion based on the text that you type. For example, if you
enter a host name, the system will suggest searching for the defined value in the host field of the events.

The following syntax can be used when searching over the events in the Logger:

e sensor: Ip address or name of the AlienVault Sensor that collected the event. Eg: sensor=Vegas sensor=172.2.2.1

e src: Source of the event in IPV4 format or name of the host used in the AlienVault inventory. Eg: src=192.168.2.1
src=Web_2000

o dst: Destination of the event in IPV4 format or name of the host used in the AlienVault inventory. Eg: dst=192.168.1.1
dst=gateway

¢ plugin: Name of the plugin (Data Source connector). Eg:

plugin=snort Search: Fiiatewavl ]

o plugingroup: Name of the plugin group. EQ: data=Gateway
sourcetype=Facebook_events datal=Gateway
e src_port: Source Port. Eg: src_port=34000 o] m :::Z::m ke
e dst_port: Destination Port. Eg: dst_port=80 src=Gateway
e sourcetype: Filter by product type (Taxonomy based filters) Eg: srcl=Gateway
sourcetype=Firewalll dst=Gateway
dstl=Gateway

o data: Searches the value associated to this variable in the text of
the original event. Eg: data="Failed Password”

It is possible to deny any of the above variables to show only events that do not meet the condition defined by the variable,
this can be done using = instead of = when assigning the value to each variable. E.g.: datal=root dst!=192.168.1.1
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If none of the previous variables are used, the text entered will be searched in every field in all events stored in the Logger.

The different search criteria inserted by the user will be combined if the user creates more than one search condition, if you
want to delete any search criteria click on the X next to the criteria you wish to delete.

Search: data=Failed password x dst=Ext Gateway x |

The system also allows saving the most predefined searches, so they can be easily used in a future analysis.

Predefined Filters: | default ~| | Update | Delete |l | Create New Fiiter |
Export

To export the search results to be analyzed using a third-party tool, just mark the Export checkbox and click on Submit
Query

Remote Loggers

You may include more than one Logger in an AlienVault Deployment (Multi-Level deployments). This way the information will
be stored at different levels. Using policies the user can configure what is stored in each Logger and what is been forwarded
to a Logger running in an upper AlienVault Server.

Information stored in multiple Loggers can be managed with a single Web Management interface. A R

To do this the Loggers must be configured in Assets -> SIEM Components -> Servers. If the
Logger is running, it will be shown when clicking on Remote Servers in the Upper right side of the —

Logger console. @

The checkbox next to the name of each Logger will show the events stored in that Logger. Multiple

™ ossim_server

Loggers can be selected at the same time to run searches simultaneously.
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Vulnerabilities

Vulnerabilities

Analysis -> Vulnerabilities -> Vulnerabilities

Description

The vulnerability scanning system provides a graphical interface to manage OpenVas and Nessus. The vulnerability scan can
be distributed (Vulnerability Scan is done from the AlienVault Sensors) or centralized (Vulnerability Scan from a single

location).

- . Service
== alienvault e g S | g | e
BB piotessional SIEM unresorved Alarms (CEZE) versk @EED @ < Mlia sl
'/ Dashboards ' Vulnerablites | Repors | ScanJobs | Threats Database Profies | Settings ?
4 Incidents
By Severity By Services - Top 10
T c—
a0 W Serious (1) o hitp (tcp/80) [S)
» SEM 2% . High (3] = b (p/22) (5]
» Logger B Medium (32] W unknown (kpy40001) (3]
Low (7) W samp (wdp/161) (3)
» Mnersbliies Info (302) . [irw| 8 remoteware-d (t/2000) (2]
5] Reponts I unknown (tcp/4945) [3]
I hito-ait (tcp/B080) (2)
i Assats [10%) W soepe (tepV111) 2)
8% 10w - W mysal (rp/3308) [2)
Sy intelligence W sunepe (udp/111) (2)
(2 Monitors Top 10 Networks Top 10 Hosts
3§ Configuration proeta (152.168.10.024) (34¢) - [ 192168003 (102) [
= Teol Buzz (192.168.8.0/21) [43] - 192.168.10.4 (86) -
- 192.168.10.2 (41) -
2 MyProtie 192168101 (25) |
e Logout facmin] Jsma (152.168.20.0) (1) |
B Maxmize 192.1689.1 (12) |
192.168.11.2(6) |
192.168.1037 [2)
192.168.10.0 (2)
192.168.10.36 (2)
Current Vulnerablities
Osence Ofreetert @ oyt [ Find | [ Delete selected <

In the top you will find graphs generated by the results of the vulnerability scanning process. The graphs show Vulnerabilities
by severity, vulnerabilities by services, the most vulnerable networks, and the most vulnerable hosts:

By Severity By Services - Top 10
« W Serious (1) %) hitp (tcp/80) (5]
2% . High (9] = ssh (tp/22) (5]
W Medium [32] unknown {tcp/40001) (3]
Low [7) B snenp (udpf161) (3]
Irfo [342) E] W remoteware-d (tcp/3000) (3)
I unknown (tcpf4549) (3]
I http-alt (tcp/8060) (2]
I sunvpe (tep/111) [2)
% W mysql (tcp/3306) (2]
I suovpe (udpy111) [2)
Top 10 Networks Top 10 Hosts

pruebaz (192.168.10.024) (343) [
8z (192.168.8.021) (3] [ 192.168.10.4 (66]
152.168.102 (41)
192.168.11.1(25) |
Juanma (192.168.10.1) [21] |
192.1689.1(12)
192168112 (6) |
192.168.10.37 [2)
192.168.10.0 (2)

192.168.10.36 (2)

192.168.103 (102) |
—

In the bottom, AlienVault shows those hosts and networks that have vulnerabilities, the profile column shows which scanning

profile was used to do the vulnerability scanning against the host.
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Current Vulnerablities

Oserice OFreetext @ Host/Net | Find || Delete selected

Host - IP Date/Time Profile Serious High Medium Low Info
Al 1 9 32 7 3 me=E

192.168.10.3 = 0 9 16 5 72 mAE M
2010-05-21 17:02:29 Default 0 0o 2 0 28 [@mAE T

2010-05-18 10:08:16 Web Scan 0 0o 2 1 u @meE)m

2010-04-15 16:35:46 nuevo 0 9 13 4 35 @AE D

192.168.10.4 - 1 0 8 1 7% meE
2010-05-18 10:08:16 Web Scan 0 0o 3 1 1 @meE

2010-05-21 17:02:29 Default 1 0o 7 0o & mAET

Vulnerabilities are classified based on their severity. Reports can be viewed in PDF, Excel and HTML format.

Usage

This tab displays a series of charts showing the results of vulnerability scans that have been executed in the monitored
networks. The information displayed is filtered according to the permissions of each user.

Top 10 Networks
Developers (152.168.10.0/24) (65¢] |
wifi (192.168.12.0/24) [186] [
Buzz (192.168.8.0/21) [116] i
Servers (192.168.9.0/24) (78] .
Routers (192.168.8.0/24) [56] l
Others l

Clicking on the table fields Networks, Top 10 Hosts, or Top 10 reports will show vulnerabilities on the selected network or
host.

The table in at the bottom shows the vulnerability scans grouped by host. You can access each of these reports in
HTML, .PDF or XLS format.

fran (192.168.10.4) = 1 0 1 1 115 @daE®m
2010-12-07 20:11:54 Default 0o o0 o o0 13 @mAET
2010-10-26 20:40:34 - 0 o o 0 10 @mAEm
2010-05-18 10:08:16 Web Scan 0 0o 3 1 1 @meEm
2010-09-10 13:55:30 Default 1 o 9 o » meaEm

The Search box in top of the table allows finding vulnerability scanning results with information of a certain service, for a
Network or host or even searching some text in all the vulnerability scanning results.

Current Vulnerablities

O service () Free text @Host/Netw
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Reports
Analysis -> Vulnerabil

Description

ities -> Reports

This tab shows the results of the vulnerability scans that have been done in the monitored networks.

.l-' alienvault

B piofessional SIEM

1) Dashboards
& Incidents
€ Analysis

» SIEM

» Logger

> Vulnerabisties
[] Reports
ua Assats
f Intelligence
}2 Monitors
% Configuration
7 Tools

2 MyProfie
e Logout [acmin]
B Madmize

Tiexets opened ([ECHD
unresoivec Alarms [EEZE)

Date/Time
2010-05-21 17:02:29
2010-05-21 11:24:47
2010-05-20 17:50:24
2010-05-19 17:52:52
201005-19 11:11:36
2010-05-18 10:08:16
2010-05-17 01:02:19
2010-05-17 00:23:34
2010-05-13 10:32:04

2010-05-05 10:02:55

Job Name
SOHEDULED - Diario redil
SOYEDULED - Diario redi
SCHEDULED - Diario redl

'SCHEDULED - Diario redl

Prueba forzads

it

prueds local

Reports

[—
maxrisk ([EHN

e acTass— ... g

| Opste/mme @o5Name OHostiNet [ Find. |

Targets
pruebe2 (192.168.10.0/24)
prueda2 (192.168.10.0/24)
prueda2 (192.168.10.0/24)
Prueha2 (192.168.10.0/24)

192.168.10.4
pruebe2 (192.168.10.0/24)
prueda2 (192.168.10.0/24)
prueda2 (192.168.10.0/24)

FEREREREEE

192.168.11.0/24
prueba2 (192.168.10.0/24) 192.168.11.0/24  Defoult

<<Firt<Previous [1-100F138) Next> Last>>

Serious/ High/ Medium/ Low/ Info
2 o 20 1 219
2 0 20 129
2 0 0 1w
2 o 0 129
1 o 7 o 67
0 0 1 3 .
0 0 s 1 55
0 0 7 1 2
0 o 1 0o 24
0 ° 12 3 4

Global
score
]

@ds
@ds
mds
@ds
@ds
@ds
@ds
mds
@ds
@ds

Service

level
11300 541

From this tab you can also import the results of a vulnerability scan that has been performed using a scanner that is not part

of the AlienVault deployment. The report to be imported must be in NBE format, Nessus on Free and Professional versions

can generate reports us
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Usage
Search Report

You can search for a report by Date/time, scanning job name, or asset that was scanned (Networks and hosts).

Reports

N ) 1
| O pate/Time @ Job Name () Host/Net Find|

View Report

The table will show the following fields for each report:

Date/Time: Date and time when the vulnerability scan started

Job Name: Name given to the vulnerability scanning job

Targets: Hosts or Networks scanned

Profile: Scanning Profile that was used in the vulnerability scanning

Serious / High / Medium / Low / Info: Number of vulnerabilities grouped by risk

Date/Time Job Name Targets Profile Serious/ High/ Medium/ Low/ Info
2010-12-07 20:11:54 SCHEDULED - Test nth weekday fran (192.168.10.4) Default 0 0 0 0o 13 @B g8
2010-11-19 09:39:26 Pablo pablo (192.168.10.2) Default 0 0 2 [} e =) =

Reports are generated in PDF, Excel and HTML format. To access the report in each different format click on each icon.

ma =

When performing a vulnerability scan against a network, the system can discover assets that had not been inventoried in

AlienVault. If this occurs, the report would show this icon . Clicking on this icon will include all the non-inventoried hosts in
the report in the AlienVault inventory.

Import Report
Nessus and OpenVas can be configured to export the vulnerability scanning results in NBE format.

When importing a vulnerability scan result, a name must be given to identify the imported result within AlienVault. When
importing the report it is also important to configure the users or entities that will be able to see the report.

Import file results in nbe format

Report Name
File | Choose File ) No file chosen
Assign To User: | + | OR Entity: $

port) port & asset Insertio

After selecting the NBE that needs to be uploaded, it is possible to just import the vulnerability scanning results or import
and insert the non-inventoried assets into the AlienVault inventory.
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Scan Jobs
Analysis -> Vulnerabilities -> Scan Jobs

Description

The Scan Jobs tab is used to run or schedule Vulnerability Scanning Jobs as well as to manage the scans running in real
time or the previously scheduled Jobs.

2" olienvault

Professional SIEM

° e my

Dashboards
Incidents

Status

The Status table shows the status in real time of the Vulnerability scanning server. The table includes the number of

'vumnmu'Rm

Scan Jobs

Running Scheduled
o 1

Test nth weekday

Job Name

SCHEDULED - Test nth weekday
fran
Pablo

TestOMP

TestOMP

TestOMP

TestOMP
Jose
Jose_nombre
Default

» Show legend

max priority ([ECHD
vax ok QD

Service
Global level
e =" [l

& .. g

ol Tickets opened (TN
Unrescivec Alarms (BT
Status
Completed Failed Timeout
194 2 s
Schedule Jobs
Schedule Type Time. Next Check
N weekday of the month 09:00:00 2011-04:29 09:00:00
All Scans
Launch Time Scan Start Time. Scan End Time Scan Time

2010-12:07 20:01:04 2010-1207 20:03:04 20101207 20:11:54 10 mins
201011119 10:33:04 20101119 13:44:04 20101119 13:45:54 1 mins
201011419 09:28:22 20101119 09:29:03 20101119 09:39:26 10 mins.
20101119 09:22:36 2010-11-1909:23:05 20101119 09:24:27 1 mins
2010-11-19 09:20:42 2010-11-19 09:22:05 20101119 09:23:27 1 mins
201011119 09:20:16 2010-13-19 09:23:05 201011-1909:22:26 1 mins
2010-11-19 09:19:50 2010-11-19 09:20:04 20101119 09:21:28 1 mins
2010-11-11 10:43:59 2010-13-11 10:44:04 20101111 10:54:37 10 mins
201011411 09:16:38 2010-11-1109:17:05 20101111 09:27:42 10 mins
201011-10 17:09:07 20101110 17:10:04 20101110 17:20:10 10 mins

<< First < Previous (10f 23] Next > Last >>

Scan Server Status
idie

ENABLED @ .

Next Scan Action

AoT@Hs Hoy
;:.-—‘puo-ﬁ-btd]
ALrT@HE H®

S DHE H09

@gE Ho9
AoF@HE [

Action

scheduled scans, scans that were completed, scans that failed, and scans that were not completed because they timed out.

Timeout

Scan Server Status
Idle

When the vulnerability scanning server is running a scan the table will show a graph representing the number of

vulnerabilities that have been found during the scan. If the mouse is over the graph it will show the detail of the

vulnerability scanning happening in real time.
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Scheduled Jobs
No Scheduled Jobs

All Scans

Scan Server Status
Scan in progress o Al—"
Job Name D L0 O £33 state
), testOMP 0 0 10 14 ooco 0%
192.168.10.1 0 0 10 14 oo0co 0%
fxq more o o o o Requested
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Scheduled Jobs

The Scheduled Jobs table shows scheduled scans to be executed periodically, as well as those scans that have been
programmed to be executed once, and their executions are pending.

Scheduled Jobs
Name Schedule Type Time Next Scan Status Action
Wireless Devices Monthly 13:30:00 2010-12-15 13:30:00 Enabled @ g u
Web Servers Daily 15:15:00 2010-12-13 15:15:00 Enabled @ v U

The table will show the following fields for each scheduled job:

e Name: Name given to the scheduled job

¢ Schedule Type: Daily / Weekly / Monthly / Day of the month /

o Time: Time of the day in which the scan will be done

¢ Next Scan: Time and Date of the next scan of this scheduled job

¢ Status: Enabled or Disabled

¢ Action: Disable the scheduled job @ Enable the scheduled jobD'. Edit the scheduled job ¢ . Delete the scheduled job
m

All Scans

This table shows all vulnerability scans that have run, that are currently running, or that will run in the future. Each Scan Job
is displayed using the following fields:

¢ Job Name: Name of the vulnerability Scanning Job

¢ Launch Time: When the vulnerability scan was scheduled

¢ Scan Start Time: When the vulnerability scan started

e Scan End Time : When the vulnerability scan finished or timed out
e Scan Time: Duration of the vulnerability scan

¢ Next Scan: When the scan will be run again (Scheduled Scans or Scans that failed)
All Scans
Job Name Launch Time Scan Start Time Scan End Time Scan Time Next Scan Action
) Developers 2010-12-20 09:59:32 - m
(¥ Developers 2010-12-15 14:02:32 2010-12-15 14:04:03 2010-12-15 14:15:31 11 mins - 24 I [ §) &) & (169)
¥ wifi 2010-12-15 14:02:06 2010-12-15 14:03:03 2010-12-15 14:22:27 19 mins N [ 2 -:'yJ & % (0)
¥4 wifi 2010-12-15 12:14:28 2010-12-15 12:15:04 2010-12-15 12:34:01 18 mins - Ay T me)E) K03
(¥ SCHEDULED - Test nth weekday 2010-12-14 17:58:56 2010-12-14 17:59:03 2010-12-14 18:09:24 10 mins d T @G = & 303)
(¥ SCHEDULED - Test nth weekday 2010-12-07 20:01:04 2010-12-07 20:01:04 2010-12-07 20:11:54 10 mins - A ST me)E Ha03)
{7 fran 2010-11-19 10:33:04 2010-11-19 13:44:04 2010-11-19 13:45:54 1 mins - w5 ] INo wins found)
{3 Pablo 2010-11-19 09:28:22 2010-11-19 09:29:03 2010-11-19 09:39:26 10 mins - 28 T m ) E & @)
TestOMP 2010-11-19 09:22:16 2010-11-19 09:23:05 2010-11-19 09:24:27 1 mins - )
TestOMP 2010-11-19 09:20:42 2010-11-19 09:22:05 2010-11-19 09:23:27 1 mins - m

AlienVault Users Manual 63



Usage
Scan Jobs
New Scan Job

To configure a new vulnerability scanning job click on New Scan Job. The web interface will display a form to configure the
scanning parameters.

& Create Scan Job
Job Name:
Select Server: First Avallable Server-Distributed
Profile: Default - Non Destructive Global Scan %) [Edit Profiles)
Timeout 28800 Max scan run time in seconds
Schedule Method
© Immediately
O Run Once
O oaily
O Day of the Week
O Day of the Month

O N weekday of the month

User: Not assign ¢
Make this scan job visible for: OR
Entity: | Not assign

Send an email notification when finished: O NoO Yes
Targets
™ Only scan hosts that are alive (Hosts/Networks)
reatly speeds up the scanning process)
(g g 5 <> ANY
™ pre-Scan locally 4 Host Group
(do not pre-scan from scanning sensor) ¢ 2= Networks

# ..a Network Groups
* 4 Al Hosts (41 hosts)

baay > Configuration Check
The parameters to be configured are:

¢ Job Name: Name given to the vulnerability scanning job.Name given to the vulnerability scanning job. If it is a scheduled
Job the word SCHEDULED will be added to the Job name.

o Select Server: Select the scan server (AlienVault Sensor profile includes the OpenVas Scan Server by default) from which
to perform the scan. The scan can also be configured as a distributed scan, this way the system automatically chooses
the sensor closest to the host or network being scanned. If no scanning server is selected, the default configuration is
“First Available Server - Distributed Scan”

¢ Profile: Vulnerability Scan Profile. Set of OpenVas or Nessus plugins enabled for the scan job.

¢ Timeout: Maximum scan duration. If the scan takes longer the scan will be cancelled.

¢ Schedule Method: Immediately / Run Once / Daily / Day of the week / Day of the Month / Nth weekday of the month

o Make this scan job visible for: Users or Entities that will have access to the scan job configuration and to the reports
generated by the scan job

¢ Send an email notification when finished: Enable / Disable sending an email to the user who scheduled the scan job
once the scan is complete.

¢ Only scans hosts that are alive: Does a fast network scan (Ping scan) prior to start the vulnerability scan to find hosts
that are alive. This will greatly speed up but prevent vulnerability scanning to find vulnerabilities on computers that are
blocking ICMP requests.

¢ Pre-Scan locally: Run the ping scan from the host running the AlienVault Web Interface

To select the targets to be scanned for vulnerabilities, you have to select them from the tree displaying all assets in the
AlienVault inventory (Click on the name of the asset to add it as a target). Available targets will be displayed in a tree in the
right side, the left side will show a list with assets that have already been selected as targets to be scanned, to expand each
of the branches of the tree click on [+], to hide a branch click on [-].
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To launch the scan, click on New Job, to launch a simulation of the scan (which checks the user's permissions and the

availability of the sensors that must perform the scan), click on Configuration Check.

Targets
(Hosts/Networks)
172.16.0.0/12 =] ANY
192.168.0.0/16 + &, Host Group
=1~ =2 Networks

=2 Pvt_10 (10.0.00/8)
o= Pvt_172 (172.16.0.0/12)
O ] Pvt_192 (192.168.0./16)|
3 @ ;% Network Groups
3 All Hosts (1 hosts)

A process checks every 300 seconds if there are pending scans (Scheduled scans that have not been started). For this
reason it may take a few minutes before the scans start. Meanwhile, the scan will be displayed in this All Scans table.

All Scans
Scan End Time Scan Time Next Scan Action
- Juf

Launch Time Scan Start Time

Job Name
2011-01-20 22:16:04

Test2

Scheduled scans that have not been started yet will be displayed using this icon: o

Running Scans will be shown in the All Scans table using this icon !

All Scans
Job Name Launch Time Scan Start Time Scan End Time Scan Time Next Scan Action
Test2 2011-01-20 22:16:04 2011-01-20 22:17:04 RUN..>0 mins - om
RUN..>5 mins [\

Name fran 2011-01-20 22:11:40 2011-01-20 22:12:04

To cancel the Scan Job click on & in the line representing the Scan Job that you wish to cancel. To cancel and delete the

scheduled job click on 7.

Once the scan has started you can monitor the status of the Scan Job in the Status table.

Status
Running Scheduled Completed Failed Timeout Scan Server Status
1 1 218 23 5 Scan in progress
. I Ci i ' h u I Scai I v i
Scheduled Jobs
Name Schedule Type Time Next Scan Status Action
Test nth weekday N weekday of the month 09:00:00 2011-04-29 09:00:00 Enabled Ev] & m
All Scans
Scan Start Time Scan End Time Scan Time Next Scan Action
L T U RN LSt

The blue line next to the text Scan in Progress is a visual representation of the number of vulnerabilities found during the

scan.
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To see in real time what hosts are been scanned and what plugins are being used place the mouse over the text Scan in
Progress. This can be useful to find out why an scan takes so long (A lot of targets? Plugins misconfiguration?)

Scan Server Status

S

L Current Threads: 10

audit: 192.168.8.5 [51]
2udit: 192.168.8.3 (48]
2udi: 192.168.8.1 [50]
Next Scan | audit: 192.168.9.2 [49)]
e audit: 192.168.10.2 [45]
2011-04-29 09:00:00| 5 4s- 192.168.11.1 [51]
2udit: 192.168.10.1 [51)
2udit: 192.168.10.3 [2)
2udi: 192.168.10.4 [11]
2udit: 192.168.9.1 [51]

Scan in progress

Scan Time

If for some reason the scan fails to start, it will be re-scheduled to be executed again one hour later. After three failed
attempts the scan job will be cancelled. Put the mouse over the name of the Scan Job to see wether the scan failed to start
or not.

Owner: admin All Scans
Server: 192.168.1.255
Job Name Job ID: 872 Scan Start Time Scan End Time Scan Time Next Scan Action
One time scan local network Profile: Default 2011-01-20 23:55:52 o
Failed attempts: 1 = i
Name fran Targets: 2011-01-20 22:52:04 RUN..>6 mins - o
09 test 192.168.1.0/24 (192.168.1.X) 2011-01-20 22:45:04 2011-01-20 22:49:15 4 mins - 2t o T @ G &) 3 45)
¥ Test2 2011-01-20 22:36:55 2011-01-20 22:37:04 2011-01-20 22:47:38 10 mins - ok & T A AN 5 S (130)

Run Scan Now
The Run Scan Now button will allow the user configuring a new scan job to executed immediately.

Re-Run Scan Job

N

To rerun a Scan Job that was to be executed previously, click on the icon t«ff‘” in the line representing the Scan Job that you
want to run again (All Scans table). The scan will be executed using its original configuration parameters. (All Scans table)

Delete Scan Job

To delete an Scan Job click on I in the line representing the Scan job that you want to delete. This will delete the reports
generated by the scan Job (if any) as well as the Scan Job configuration. (All Scans table)

Scheduled Jobs

Delete Scheduled Job

To delete an scheduled Job click on ™ in the line representing the scheduled job that you want to delete. (Scheduled Jobs
table)

Modify Scheduled Job

To modify an scheduled Job click on & in the line representing the scheduled job that you want to modify. (Scheduled
Jobs table)
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Enable Scheduled Job

To enable a disabled scheduled Job click on B" in the line representing the scheduled job that you want to enable.

(Scheduled Jobs table)

Disable Scheduled Job

To disable an enabled scheduled Job click on @ in the line representing the scheduled job that you want to enable.

(Scheduled Jobs table)
Reports

View Reports

- o.
A report is generated once the Scan Job is finished. Reports are generated in HTML lud , CSVg , PDF ) and NBE

format. To access the reports click on the icon in the line representing the Scan Job in the “All Scans” table.

Delete Reports

To delete Vulnerability Scan reports click on ™ in the line representing the Scan job that you want to delete. This will delete

the reports generated by the scan Job (if any) as well as the Scan Job configuration. (All Scans table)

Vulnerability Scan Profiles

The vulnerability scan profiles are the groups of plugins (Nessus or OpenVas plugins) that can be used for vulnerability
scanning. AlienVault includes a number of predefined vulnerability scan profiles. Also, users have the ability to create their

own.

By creating scanning profiles, the vulnerability scan jobs are greatly accelerated because only plugins that may be useful in

our network are used.

It is also possible to create groups of plugins to monitor compliance, enabling only the plugins that are monitoring

compliance control objectives.

To access the configuration of the scan profiles click on Profiles in the upper right corner.
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Available for
admin
admin

All
admin
admin
admin

All
admin
admin
admin
admin
admin
admin
admin
admin

admin

Vulnerability Scan Profiles

Please select a profile to edit:

Profile Description Action
cisco Cisco Test ALl
Database s
Default Non Destructive Global Scan 7 i
DOS Denial of Service ST
Firewalls Firewalls Tests ST
Info JT
Jose Jose VAl
Linux Linux Test ST
Mac MACOSX Test ST
Mail ALl
Perimeter  External Perimeter Scan V74|
PortScan PortScan ST
Stealth ALl
UNIX UNIX Test AL
Web Scan ALl
Windows s

 Create New Profile [l Edit defauit profile |
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Threats Database
Analysis -> Vulnerabilities -> Threats Database

Description

This page displays the vulnerability scanner rules loaded in the database to be used in the vulnerability scans. These rules
can be OpenVAS rules or Nessus rules . The default installation includes a set of OpenVAS rules.

The rules are listed grouped by families and by severity.
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Usage

To access each of the vulnerability scanner plugins, click on the value shown on the Severity columns next to the group of
plugins. This will show all plugins belonging to the family with the chosen severity.

=) Search results for this criteria
L
Keywords ) CVE 1d ) Family ) Risk Factor Start Date End Date
All All 14 1 All Al
) Risk Defined On ) Threat Family & Summary CVE 1d
1224 [ 2010-11-19 09:49:24  Firewalls - Squid Remote NTLM auth buffer overflow CVE-2004-0541
11434 o 2010-11-1509:45:24  Firewalls - Tests for the overflow in Tivoli relay daemon CVE-2003-1104
11126 12011 2010-11-15 09:49:24  Firewalls - Too long hostname kills the SOCKSA4A server CVE-2002-1001
10054 mm 2010-11-15 09:45:24  Firewalls - Determines if we can use overflow the remote web proxy CVE-2000-0165
175s0 [ 2010-11-1909:49:24  Firewalls - Checks version in DeleGate's banner CVE-2005-0861
33104 13011 2010-11-15 09:49:24  Firewalls - Grabs version from the Server response header CVE-2008-4193
16205 13011 2010-11-15 09:49:24  Firewalls - Logs into the remote host z
11164 13011 2010-11-19 09:49:24  Firewalls - Too long usernamename kills the SOCKSAA server CVE-2002-2368

Click on @ to go back.

To access information of each plugins, put the mouse over the numerical value shown in the ID column.
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ID  Risk  Defined On Threat Family & Summary | CVEId
131 D 2010-11-19 CVE-2003-
09:45:24 CGI abuses - Checks for the presence of Mambo's flaw 1245

10296 Nessus detalls

ID: 10296
18404 Name: Mini ntentength Field R il

mily:

11284
21313 scription ;! vith the

bufier overiow, A ) se )i ashell o E ten e 30 uhttp //archives, nec 1S, COf | :s/bugtraq/1999-q4/04 himl;Solution
25871 YeNdor for a patch or remove the CGI;A patch was also provided with the original disclosure notice.;;Risk factor :;Critical / CVSS Base Score : 10.0;

(CVSS2#AV:N/AC:L/AU:N/C:CN:.C/A.C);;
Version: $Revision: 1.33 §

11416 CVE IDs: CVE-2000-0012

Bugtraq IDs: 898

Most of the plugins contain a CVE identifier referring to the vulnerability that the plugin can detect. Click on the CVE Id in the

CVE Id column for more information about this vulnerability.

Search Plugins

A search box is displayed at the top of the page so the user can filter the plugins by keywords, CVE, Risk and by date. Insert

your search criteria and click on Search.

Keywords CVE 1d Risk Factor
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The AlienVault Reporting system offers users the ability to generate complete reports based on the information collected by
AlienVault.

The information displayed in the reports is gathered from the SIEM and Logger storage system. When the report is
generated the system keeps permissions defined for each user, this way only assets that can be monitored by this user will
be included in the report. The user permissions can be changed in Configuration -> Users.

Each report is a combination of sub-reports or modules. The default AlienVault installation includes more than 2000 modules
that can be used within reports. Some of them provide enough information to be used as a new report composed by just a
single reporting module.

In addition to the default report, each user can easily define new reports without modifying the source code. This is done
simply by using a series of forms in the AlienVault Web interface.

For the generation of a new report the user must configure the following aspects:

Time Window covered by the report
Assets included in the report
Sub-reports included in the report,and therefore the sub-reports settings.

Users and/or entities that may have access to the report

Once a report has been created it can also be scheduled to be generated periodically without user intervention.

Reports are generated in PDF and HTML format.
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Reports

Reports
Reports -> Reports -> Reports

Description

This tab lists all reports that have been configured by the user as well as reports that are included by default when installing
AlienVault.

. o
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15 enmon Logger Suspidous events.
[
¥ Costgonten + Dom deain
T Logger System events

2 Wy o Do e

0l

o s atiua R g ot 32 o
 Logtporet o Som s

- Ve Logger Voip events
e

§

¥
§
i

gf of ff sf i

i

1
4

|
4
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Metrics o 2 dom
oot St
+ Domtn -
Netflows o
[
+ Dowssn
Assotas T
Network Report. Lt 30 oy
Lopout: Cefot R —
+ Srow s
Assote 84 A
PCT Report Bt range: L 30 dos

The admin user will see all the reports regardless of who created them. The other users can only view the default reports and
the reports that they have created, in case they have permission to create reports.

From this tab you can access the form for creating a new report and generate a report created previously. You can also
change the configuration parameters of a report before it is generated.

Each report is displayed in a line. The line shows the name of the report, the contents of the report (reporting modules
included), and the configuration of the report, such as assets that appear in the report, layout and date range.

Metri Metrics - Assets: Al Assets s & @
£t Metrics - Week Date range: Last 30 days Py SIS
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Usage
Create a new report

New reports are created using a wizard. In three simple steps you will configure the content and appearance of the new
report.

To create a new report click on New Custom Report in the upper right side.

In the first step the following aspects of the report are configured:

e Report Name

Date range
Users and/or entities that will have access to this report
Layout

Reporting Modules included in the report

# Wizard: Step 1 of 3: Common options

Report Name
Date range Custom range &) From: (2010-12-13 | to: (2011-01-12 |f%
Layout Default %)
Permissions User: [ ALL 4] OR Entity: [ Not assign 0
* Drag & Drop the report you want 1 add/remove or use [+] and [+ Inks
0 items selected Remove all Add all

Alarms - Top Attacker Host + m
Alarms - Top Attacked Host r
Alarms - Top Used Ports -
Alarms - Top Alarms o
Alarms - Top Alarms by Risk )
Alarms - ™
Anomalies - RRD Global Anomalies +
Anomalies - RRD Anomalies

Anomalies - OS Changes +
Anomalies - Mac Changes

Anomalies - Service Changes cn
Asset - Summarized Status

Asset - Tickets +

Asset - Alarms *le

The Report Name can contain alphanumeric characters, spaces and some symbols. This name will identify the report within
the report list.

The Date Range determines the time period that will be used to gather the information from the SIEM and/or Logger. To set
a date range manually, select Custom Range from the drop menu, and then use the two input box to enter your custom
range.

Date range ( Custom range %] From:[2010-12-13 | to: (2011-01-12 |
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You can also click on this icon E to set the date range using a calendar:

December, 2010 >

1 2 3 4 5
6 7 8 9 10 11 12

January, 2011

If you have created any new layouts, you will be able to select it using the drop menu next to Layout. If not, you can create

your own layout if you navigate to Reports -> Reports -> Layout.

Next you will need to adjust the permissions for this report. By default, each report will be available only to the user who

created it and for the admin user, who will always have access to the reports created by all users.

When setting the permissions, you can give access to this report to another user or to an entity. This way, this user or the

users within the entity will see this report in their reporting system.

[ Permissions | ye: OR Entity ¥ Notassign

* Drag & Drop the report you want to add/remove or use [+] and [-

AlienVault [Company]
Buzz [Company]

finks - TPL [Company] =
R&D [homeuser]

Development Team [Department]
Madrid [Department] ’
develsmadrid [homeuser]

Granada [homeuser] I

Developers [Department]

California [Group] ’-

Below is a table of reporting modules available to be included in the report (right side) as well as the reporting modules that

have already been included in the report (left side).

The reporting modules appear in the report in the same order they appear in the table on the left.

1 Alarms - Top Used Ports =
1 Alarms - Top Alarms by Risk -
T Alarms - Top Attacked Host =
1 Logger - Data Sources =
1 1SO 27001 - A.10.6.1 Network controls -
1 1SO 27001 - A.10.10.4 Administrator and operator logs =

A5V £/UVL - ALLULLULL AUUIL IUYYInG

ISO 27001 - A.10.10.3 Protection of log information
1SO 27001 - A.10.10.5 Fault logging

IS0 27001 - A.10.4.1 Controls against malicious code
Logger - Top Attacker Host

Logger - Top Attacked Host

Logger - Top Used Ports

Logger - Events Trend

Logger - Top Events

Metrics - Day

Metrics - Week

Metrics - Month

Metrics - Year

Metrics - Global Admin Metrics

+ + + + + o+ + ko o+ o+ o+

)

<« »(
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To add a new module to the report, drag and drop the module from the right table to the left table or click on [+] next to the

name of the module that you wish to include in the report.

To filter between all modules available there is a search box on the right table.

Once the search criteria has been created, drag and drop the module to the left table to include it in the report or click on
Add all to include all modules that meet the search criteria.

1 Alarms - Top Used Ports

1 Alarms - Top Alarms by Risk

1 Alarms - Top Attacked Host

1 Logger - Data Sources

1 ISO 27001 - A.10.6.1 Network controls

1 IS0 27001 - A.10.10.4 Administrator and operator logs

6 items selected Remove all

PCI Add all
B & C - PCI-DSS ik
PCI - Antivirus Management - All Security Risk Events ik '
PCI - Antivirus Management - All Virus Events - :
PCI - Antivirus Management - Antivirus Disabled ek '
PCI - Antivirus Management - Virus Definition Updates o '
PCI - Antivirus Management - Infected Computers -
PCI - Encrypt Transmissions - HTTPS Connections e
PCI - Encrypt Transmissions - VPN Client Connections Accepted +
PCI - Encrypt Transmissions - VPN Client Connections Failed k
PCI - Maintain Firewall - Dropped or denied connections ek
PCI - Maintain Firewall - Firewall alerts or failures i
PCI - Maintain Firewall - Firewall Configuration Changes [
PCI - Maintain Firewall - Firewall Failed Authentication C
PCI - Maintain Firewall - Firewall Failed Authentication + :

There are some special modules that can be used to include comments or improve the visual aspect of reports such as:

e Page Break
o Title Page
e Comments & Notes

To remove one of the reporting modules click on - next to the name of the report or drag and drop it from the left table to

the right table.

To change the order of sub-reports click the sub-report and drag it to the position where you want it.

Once finished setting the contents of the report click on Next.
In the second step, select the assets that will appear in the report. All assets in the inventory are displayed using a tree.

If some or your assets are missing from this inventory you will need to update your inventory clicking on Assets in the left

menu.
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To expand each of the branches of the tree click on +. To hide a branch click on -

# Wizard: Step 2 of 3: Asset selection

Assets:
Search:

Selected: ENTITY:AlienVault Asset type: | -- No filter - 3|

= 1 All Hosts (41 nosts)
= 1 Entities
= <>
= on All Assets
© 4= Networks
* = Sensors
* .. Networks Groups
* .aw Assets by user
= <> Development Team [Department]
# ian All Assets
# iuw Assets by user
=- <> R&D [homeuser]
# 5a Al Assets
* <aa Assets by user
= <> Developers [Department]
¥ s All Assets
* sow Assets by user
= < California (Group)
s Al Assets
¢ .iw Assets by user
=~ <> Madrid [Department]
¥ sau All Assets
# ian Assets by user
= <> develsmadrid [homeuser
55 All Assets
¢ .aw Assets by user
<» Granada [homeuser]
<> Buzz [Company]
<> TPL [Company]
+ ;o Assets by user

To find an Asset or Entity you can also use the search box on top of the tree. This search box uses auto-completion features.

Search: |192.168.1.99

192.168.1.99
lected: SI192. R-IL. A

Assets can also be filtered using the Asset Type filter in the upper right side. This menu will display the search criteria created
in the Advanced Asset Search (Assets -> Asset Search -> Advanced).

Asset type: ¥ -- Nofilter -~ ]
................................ log_updates
windows

By clicking on the name of the Asset (Network, Network Group or Host) or on the name of the entity, the report will be
generated based on the information stored for that Asset or Entity.

Once you click on an Asset or Entity you will see the selected object on the top of the tree..

Selected: ENTITY:AlienVault

By default all Assets in the inventory will appear in the report. Click on Next once you have selected the Assets that should
be included in the report.

The last step before the report is configured allows for setting the configuration parameters for each reporting module.
Depending on the reporting modules that have been included in the report you will be able to set some parameters or even
include some text (In case you have included the “Comments & Notes” reporting module). Some reporting modules do not
have a configuration function.
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» Wizard: Step 3 of 3: Custom for report

Asset
Tickets

Number of Tickets: 5

@ Add a custom comment
SIEM Events

Number of Unique Events: 5

¢ Add 3 custom comment
Alarms

Top Attacker Host Add as a new report module
Top Attacker Host: 10
Product Type: ry
Event Category: Y
Event SubCategory: .
Plugin Groups: -

¢ Add a custom comment
Top Used Ports Add as a new report module

Top Used Ports: 10
Product Type: n
Event Category: ry
Event SubCategory: Py
Plugin Groups: T
¢ Add a custom comment

Anomalies
RRD Gobsl Anomalies

¢ Add a custom comment

When setting the configuration parameters for some reporting modules, you will be able to save the reporting module and its
modified configuration as a new reporting module. To do this, click on Add as a new report module next to the name of
the report.

Alarms
Top Attacker Host Add as a new report module
Top Attacker Host: G 40
Product Type: |’ R “
Event Category: |’ ry
Event SubCategory: Ta)
Plugin Groups: [t a)

4+ Add a custom comment

Finally click on Update & Run to save the configuration for this report and generate the report. In case you do not want to
generate the report right now click on Update.
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The report will be generated in both HTML and PDF format. In the top of the report you will find a summary of the
configuration used when generating the report, as well as a link to download the report as a PDF file (Click on Download
PDF).

Report Test

User Date range Assets Actions
admin Date from: 2010-12-14 Assets: ALL_ASSETS B8 Download POF B> Send by e-mail
Date to: 2011-01-13

To send the report in PDF format by e-mail click on Send by e-mail.

Above the summary there are three options Run, Custom Run and Modify.

(> Run [11 Custom Run cy,..? Modify

Clicking Run will generate the report without changing any of the settings.

Clicking Custom Run will generate the report giving the user the possibility changing some settings of the the report. These
settings are not saved and will only be used the first time you generate the report using the Custom Run.

Clicking on Modify you can change the settings of the report without actually running it.

Run a report

To generate one of the existing reports which are included by default or have already been created, you need to find the
report in the list of reports. To facilitate this task, there is a search box on top of the list of reports. This search box uses
auto-completion features.

Report Name Default Settings Actions
Logger Access events

r Alarm even Assets: All Assets e
Logger Server events Logger Alarm events DetaTaine: Tast 0 T b sSehHhT

Logger Alert events

Logger Anomaly Detection events 5
Logger Suspicious events Logger Antivirus events Date from: 2010-06-07 DYy SehHE
Logger Application events Date b D
Logger Application Firewall events

s Assets: All Assets porg
Logger System events Logger Applications events v Date range: Last 30 days b JuhE
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Once you have located the report, generate the report with its original settings by clicking on the icon >

To generate the report after changing the original settings click on the icon Q‘ ’ . Settings will not be saved.

Modify a Report
To modify a report locate the report in the reports list and click on the icon & . Please refer to the instructions on how to
create a New Report.

Clone a Report

o
To clone a report locate the report in the reports list and click on the icon @

Export a Report

To export a report locate the report that you wish to export in the report list and click on L=—=I.

Import a Report

To import a report that has been created in a different AlienVault deployment click on Import Custom Report in the bottom

of the list of reports.

Delete a Report

To delete a report locate the report that you wish to delete in the report list and click on U .
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Modules
Reports -> Reports -> Modules
Description

The Module section shows a list of all the reporting modules available in AlienVault. These modules have been preconfigured
using all possible values that can be used in the settings of the report.

=" alienvaul s opemes @28 —— BB
&) Prof

Gobat
essional SIEM uvesaves aarms (CET) e B0 @< Hileo sl
" Dasnsosrds ' Rosors | Modues | Layouw | Schedler 7
O it 1,920 Reporting Modules available
o Aaaves ramy
o+ Aarms [145]
— * oot
> Rpors o Asset (4]
e o Avaltasility (7)
+ BAC)
o, + Custom STEM Events (10]
1% Monitors = Events by (71}
¥ Contiguntion - Data Seurce
= Tosn o Acces w
. Net o
5 My o+ Arthina o
# Opered Sassicra o+ Aspliation w
“ * Aunestiation o
’ o Aiabiity o
" Muinze o+ Outanase
 Sywem Sutes  Derial O Service 10
o Bt o
* Honeypot &
.o
* Imertory
. Mo o
Nt
Poicy
* Racon w
+ Sapoas
+ Sptem o
. Voo ®
+ Wrdess o
. Product Type o
. Sowrce Categery
+ Geographic (1)
150 27001 (36)
Logger (4]
Metrics (5]
Network (7]

PCI - Maintain Firewall [7)

As an example, a reporting module that allows to choose the product type (Taxonomy) in its configuration. This tab will
display a list of preconfigured reporting modules using each of the values that can be used in product type configuration
parameter.

= Events by [71]

= Data Source i»

Access I»

Alert o
Antivirus 1
Application
Authentication
Availability

¢ ¢ ¢ & &

State Critical
State Down

State Unknown i»
State Unreachable i»
State Up

State Warning i
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Usage

The different configuration options offered by each reporting module are shown using a tree, to expand each of the
branches of the tree, click on [+]. To hide a branch click on [-].To launch the Wizard Report from one of the reporting

modules click on the blue icon.

To launch the Wizard Report from one of the reporting modules click on the icon -
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Layouts
Reports -> Reports -> Layouts
Description

The layout tab allows you to create different layouts to be used as a template in the reports. A layout can be created to be
used within the reports integrating the company corporate logo. You can create as many layouts as needed.
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The layout is selected when adjusting the settings of the reports.

Usage

New Layout

To create a New Layout click on New Layout in the upper right side. This will show a floating window as shown in this
image:

Custom parameters.
Name:
Background Coler Foreground Color ..i',“LL“rM!
This '- ! * Ohck To Zoom
Sebtitie ' [M_:mme chosen

* Only 9%, 50g and g files

LeM footer: (User: #USER / 4DAY #HOUR
Right footer: Page #PAGE / 4TOTALPAGES

The name of the Layout is a mandatory field that helps identifying this layout.
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To change the colors used within this layout click on the color window in the Background Color or Foreground Color
columns.

Background Color Foreground Color mAs
-

Title = l * Click To Zoo

Subtitle

Left footer: |User:

Right footer: |Page #

The footer of each page (Not for the Title Page) can be changed using the following keywords:

e USER: Owner of the report

DAY: YY-MM-DD Left footer: |User: #USER / #DAY #HOUR

e HOUR: HH-MM-SS Right footer: [Page #PAGE / #TOTALPAGES

e PAGE: Current page

o totalpages: Total pages

These keywords will be replaced by the value of the variable referred to when generating the report.

The header of each page can be changed using an image in gif, png or jpg format. The image must have dimensions of
1240x128 pixels. To upload a custom image click on Choose File and upload your own file.

Once the layout has been configured click on the Update button in the bottom to save the new layout.

Modify Layout

To modify a layout locate the layout in the list of layouts and click on the Modify button. To modify a layout use the
procedure that explains how to create a New Layout.

Delete Layout

To delete a layout locate the layout in the list of layouts and click on the Delete button. The Default layout can not be
deleted.
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Scheduler
Reports -> Reports -> Schedulers
Description

The reports can be scheduled to be automatically generated periodically. From this tab you can view and modify when the
reports are generated.
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e
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o —— faran e

Toe
1 — Business and Compliance oyt e e meuans  Foeetvseton
¥ Contgunton

- o

oo
Matrics G s LA muaoas  Yoedeeten

2 o
# Cvarat Sossra
« ot
" ——

3 S o

Scheduled reports are listed in a table using the following columns:

Scheduled Report: Name of the report that has been scheduled

Schedule Type: Type of schedule: Daily, Run Once, Day of the Week or Day of the month.

¢ Launch time: Shows the configuration of the schedule type (At what hour will it be generated? What day of the
month? What day of the week?)

Next Launch: Shows the time and date in which the report will be generated again.

¢ E-mails: E-mail addresses that will receive the scheduled report.
o Parameters: Configuration Parameters (Assets in the report and Date Range)
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Usage
Schedule a Report

To schedule a report click on Schedule a Report in the upper right side of the screen.

| New Scheduler
[ Select Report: ][ 0]
( Emails: [ )|
[ Date: | [ Custom range ¢ [ From:(2010-12-15 | to: [2011-01-14 |
( Save in y: | ¥
( Schedule Method: )
O Run Once
O paily
O Day of the Week
O Day of the Month
C Assets: )
Search: | ]
s.w: Aum ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
= <>| All assets
@) roup
1 4 Networks

“ .2 Network Groups
4 All Hosts (41 hosts)
#- ] Entities
(¢ .5u Assets by user

The first thing you have to do is selecting the report that needs to be scheduled. Select the report in the drop-down menu.

New Scheduler

[ Select Report: KA ¢ |

E 00 FS Custom Report
[ = 00 F5 Custom Reportl !
[ Date: 00 FS Custom Report2 j to: [2011-01-14

= 00 - FS Custom Report with Flows
( Save in ¥ 00 Fireall Allied
00 fran pruebas SIEM

( | 01-FS5 Custom Report ! )

If you want the report to be sent to an e-mail address write it in the Emails field. You can use more than one e-mail address
separated by semicolon “;”.

The Date Range determines the time period that will be used to gather the information from the SIEM and/or Logger. To set
a date range manually select Custom Range from the drop menu, and then use the two input boxes to enter your custom
range.

Date ra [Custom range %] From:[2010-12-13 | to: [2011-01-12 ]E

You can also click on this icon E to set the date range using a calendar:

January, 2011 >

27 28 29 30 31 1 2
3 4 5 6 7 8 9
10 11 12| KN URE LA ]

17 18 19 20 21 22 23
24 25 26 27 28 29 30
31
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If you want the report to be stored also in the Reports repository to be accessed also using the AlienVault Web interface
check the checkbox next to Save in Repository.

Select how you want to schedule the report:

¢ Run Once: Schedule the report to be generated just once

o Daily: Schedule the report to be generated everyday

o Day of the week: Schedule the report to be generated once a week

¢ Day of the month: Schedule the report to be generated once a month

Select the assets that will appear in the report. All assets in the inventory are displayed using a tree. If some or your assets
are missing from this inventory you will need to update your inventory clicking on Assets in the left menu.

To expand each of the branches of the tree click on +. To hide a branch click on -

Search: [

Selected: ALLASSETS

=l <> All assets

¢ gy Host Group

%l 52 Networks

¢ ;2 Network Groups
@l [ All Hosts (41 hosts)
|| Entities

) ;au Assets by user

+

To find an Asset or Entity you can also use the search box on top of the tree. This search box implements auto-completion
features.

Search: |192.168.1.99|
192.168.1.99
lected: ST192. -1 A

Assets can also be filtered using the Asset Type filter in the upper right side. This menu will display the search criteria created
in the Advanced Asset Search (Assets -> Asset Search -> Advanced).

Asset type: ¥ -- Nofilter -~ J
log_updates
windows

By clicking on the name of the Asset (Network, Network Group or Host) or on the name of the entity the report will be
generated based on the information stored for that Asset or Entity.

Once you click on an Asset or Entity you will see the selected object on the top of the tree.

Selected: ENTITY:AlienVault

By default all Assets in the inventory will appear in the report. Click on Save Scheduler to schedule this report.
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View Scheduled Reports

To view the scheduled reports that have been generated and stored in the Reports Repository click on the icon

the report that you would like to download.

View Pdf Repository

Scheduler - Alarm Report
Launch Time
2010-09-15 09:00:00

2010-09-15 15:00:00
2010-09-15 15:00:00
2010-09-15 15:00:00
2010-09-15 15:00:00
2010-09-15 15:00:00
2010-09-15 15:00:00
2010-09-27 09:00:00

2010-09-27 10:00:00

m ® =

(=
»

A floating window will display all the reports generated by the scheduled Job. Click on the icon

as a PDF file.

Modify a Report Scheduled Job

next to

to download the report

To modify one the scheduled jobs click on the icon & next to the line showing the Scheduled Report Job that you want to

modify.

Delete a Report Scheduled Job

To delete one the scheduled jobs click on the icon @ next to the line showing the scheduled report job that you want to

delete.
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Assets

Assets

Structure
Assets -> Assets -> Structure

Description

The Structure tab shows all the assets within the AlienVault inventory using a number of trees in which the assets are
grouped based on some characteristics of the assets such as Operative System, Services, and Hardware installed in the

Asset.

g Servce
- Qlleﬂvoult Ticxets opened (XN vax peiornty (I e
BB Fioiessional SIEM unessives anrms (EEIT) e @ @77 likaeo sl
e AT AT R «<s - g
4 ncidents Assets
$ Ansiysls < Asset by Property .
5 = & Operating-system
(] Repons ) Microseft Windows Vista Home Premium (1)
= 2 Unux (2)
e 1 N—
N + ) Microsoft Windows Server 2003 (1)
Asasts o Services
b Asset Search 3 ww (80/8p) (1)
) smtp (25/te9) (1)
R = Samn (13 3)
5 a (445 /1<) (1)
S Capemt * ) nttps (443/tcp) (1)
W wtatgence « ) Micreseft 115 6.0 (1)
= ZJ Microseft Exchange
& Meaton 4 Role
L .Jw (1)
- »
J) Teok < ) Nienvault (6)
W MacAddress
M Pl = 21 00:10:92:90:07:88 (1)
& Logentfusrey o TRL 0 « 0 00:22:15:24:28:77 (1)
+ 2) 00:1092:25:07:92 (1)
" Mairize At « 2] 00:10:92:25:07:36 (1)
Syveam aten ¢ o
. & Ram
¥ U A1 Homs (16)

The default view shows two trees. The tree on the left shows the assets grouped by:

e Host Group

e Network

o Network Groups
e All hosts

Assets are also shown grouped by the entities they
belong to.
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o €
+
¢ == Networks
@)
¢ 3 All Hosts (46 hosts)
=[] Entities
= <> AlienVault [Company]
¢ oo All Assets
= <> Development Team [Department]
1 5%a All Assets
=l <> R&D [homeuser]
* sow Al Assets
=l <> Developers [Department]
# iiu Al Assets
= <» California [Group]
* sow Al Assets
= <» Madrid [Department]
BB sga All Assets
= <> develsmadrid [homeuser]
) sow All Assets
<» Granada [homeuser]
<> Buzz [Company]
<> TPL [Company]
» With Users
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The tree on the right shows the assets grouped by:

¢ Operating System
e Services

e Software

e Work Group

e Role

e Department

e Mac Address

e CPU

e Ram

Usage

<> Asset by Property
11 Operating

C -system
+ _] Microsoft Windows Vista Home Premium (1)

+

+ (Z) Microsoft Windows XP (1)
+ [ Microsoft Windows Server 2003 (1)

2 Linux (2)

5~ Services

+
.
+
+
+

2 www (80/tcp) (1)
—J smtp (25/tcp) (1)
— http (80/tcp) (2)

) Samba (445/tcp) (1)
—J https (443/tcp) (1)

= Software

+

+

- ) Microsoft IIS 6.0 (1)
) Microsoft Exchange
= Role

& Department

+

v

- }Norlnnroup
) Workgroup (1)
1 Alienvault (6)

B9 MacAddress

+ () 00:1D:92:98:07:88 (1)
+ ) 00:22:15:24:28:77 (1)
+ (1) 00:1D:92:25:07:92 (1)
+ (1) 00:1D:92:25:07:36 (1)

& Cpu
& Ram

b All Hosts (16)

To expand each of the branches of the tree click on +. To hide a branch click on - . The tree on the left can also include the

users within the entity the belong to. To do this click on With users at the bottom of the tree.
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<» AlienVault [Company]
= Al Assets
sin Assets by user

<> Development Team [Department]

aea All Assets
+u Assets by user

= <> R&D [homeuser]

* sea All Assets
* ou Assets by user

= <> Developers [Department]

* o Al Assets
# iiw Assets by user

= <> California [Group]

.

» Without Users
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Hosts
Assets -> Assets -> Hosts

Description

This sections offers access to the list of inventoried hosts within AlienVault, certain events will only be stored when the host

involved in generating the events belongs to the network that is being monitored. For this reason only assets belonging to
the network that is being monitored should be included in the AlienVault inventory.

n=" olienvaul T o os EZB ooty B g TR
BM® piofessional SIEM nresoves Atarms (CEIZD vaxriex (EIN e [1i3p0 s8]
e AV ACTACTACTTAC o g
4 Incisents HOSTS -
 Anaiysis wsNew _jModty .., Deiewselecied  Dupiicaleselected (4 EditCredentials (. ImportCSV 33 Appiy
3 Reports Hostrame I;’ FQONANasos Doscrotor Assot Serscrs. Krowledge DB Nagos
= 192.168.12.104 192.168.12.904 2 ocesm =4 x m
. w20 2 i 88 x :
> Assots 19216842102 192168121902 see2313setwetacrvert 2 cssim S x l
» Asont Search 192.168.42.101 162.168.12.901 2 ocssm S x \
» Asset Dscovery 192.168.12 100 102.168.12.900 2 ocssim B x :
> SEM Comporarts w2 1s8 1250 121681250 2 ossim 0 x :
7 Inteligence www thisisserampietargen;  192.168.12.30 3 oesim B x \
S HostMenu 152.168.10.31 3 cssim B G x |
fram 192 168,104 2 ossim B x \
ce— jose 192.168.103 2 ossim B x :
= Toow pablo 152.168.102 2 ossim B @ x :
2 My Proe devatenvasncomd 192 168.10.1 2 ossim B x |
% Logotfsam] Woratation2s & 152168410 3 ossim S x I
B Maximzo my router 192.168.1.222 2 ossim B x |
2 Sywem Sans Workstation2 & 152.188.1.130 ] cssim S @ x I
192.168.1.99 1921681 90 2 ossim, prueta @ x 'w
192.168.1.98 192.168.1 98 2 ossim, pructa B§ x
1921684097 1621681 97 2 ossim, pructa S @ x
192.168.1.96 192.168.1 96 2 Casim, pructe - »
20 ¢ K 4 Paget of3 b b % Displaying 11020 of 44 hosts

Each host in AlienVault has the following properties:

o Hostname: Label assigned to the device (Eg: Web-server)

o IP: IP Address in IPV4 format (Eg: 192.168.1.1)

e FQDN/Aliases: Fully qualified domain name (FQDN). A host can have more than one alias separated by comma.

e Description: Short text describing, for example, the role of the host within the network.

e Asset Value: Value given to the host within the network.

e Sensors: AlienVault Sensors monitoring the network the host belongs to.

¢ Scan options: Enable/Disable Availability monitoring of the host (Nagios)

¢ RRD Profile: Profile to be used with the RRD Aberrant Behavior Plugin (Anomalies based on information provided by
Ntop)

¢ Threshold C: Compromise threshold level

e Threshold A: Attack threshold level

e OS: Operating System

e Mac Address: Unique identifier assigned to network interface

e Mac Vendor: Network card manufacturer

AlienVault Users Manual

89



Usage

New Host

To insert a new host click on New in the upper left of the table:

Hostname

b

FQDN/Aliases ©)

Description

Asset

Sensors €
Insert new sensor?

» Advanced
» Inventory

» Geolocation Info

|aD-0001

[192.168.2.2

AD-0001,active01

Active Directory

(s
\

¥ 152.168.1.255 (152.168.1.255)

(] 152.169.10.234 (192.168.10.234_ia8&i60)
™ 192.168.0.200 (Cisco-netflow)

() 152.168.1.255 (FIRC)

#152.168.10.1 (ossim)

(] 152.168.10.2 (pablo)

(J1.1.1.1 (prueba)

(1) 10.255.254.119 (Sensor_10.255.254.119)
(1) 10.98.8.118 (Sensor_10.98.8.118)
#10.98.8.119 (Sensor_10.98.8.115)
[_]10.98.8.18 (Sensor_10.98.8.18)

Values marked with (*) are mandatory

Some of the properties of the host must meet special conditions:

e Hostname: Alphanumeric characters with no spaces. Some symbols such as

field.

o IP: IP Address in IPV4 format (Eg: 192.168.1.1)

S T

“~
x

can also be used in the Hostname

o FQDN/Aliases: Fully qualified domain name (FQDN). A host can have more than one alias separated by comma.

o Description: Alphanumeric characters and spaces. Some symbols such as

o Asset Value: Numerical value (0-5)
¢ Threshold C: Integer value
e Threshold A: Integer value

“ ooy

can also be used.

e OS: Alphanumeric characters and spaces. Some symbols such as “-” “_” can also be used.

¢ Mac Address: Six groups of two hexadecimal digits, separated by colons (:)

e Mac Vendor: Alphanumeric characters and spaces. Some symbols such as

Modify a Host

“oyouoy

can also be used.

To modify the properties of a Host select the host in the grid using a single left click and then click on Modify.

«s New | Modify .., Delete selected

Hostname {4 FQDN/Alases Description

192.168.12.104 192.168.12.104

HOSTS

Duplicate selected % EditCredentials =, ImportCSV | Apply

Asset Sensors

2 ossim

Knowledge DB Nagios

n

The system will display the following screen allowing you to change the properties of the host.
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Hostname 1192.168.12.104 x Port / Service information [ Scan ]

P 192.168.12.104 Service Version Date Nagios Actions
( http (20/¢) Apache httpd 2.2.14  2010-10-21 17:44:10 ™ i}
FQDN/Alases §) msrpc(13575)  Microsoft Windows RPC 20101021 17:44:10 (M -
397 unknown 201010-21 17:44:10 ™ I
Description ssi/http (443/p)  Apache httpd 2.2.14 20101021 17:44:10 ™ L
netbios-ssn 110-21 17:44: —
. poriy unknown 201010-21 17:44:10 ™ i
Asset |2 v *
NAT [
() 192.168.1.255 (192.168.1.255) Add new service
[~ - sox
1192.169.10.234 (192.168.10.234_faBéion) O Nagios ﬁ
() 192.168.0.200 (Cisco-netflow)
() 152.168.1.255 (FIRC)
¥ 152.168.10.1 (ossim)
i (0 192.168.10.2 (pablo)
Insert new sensor?
L 1.1.1.1 (prueba)
() 10.255.254.118 (Sensor_10.255.254.119)
() 10.98.8.118 (Sensor_10.98.8.118)
() 10.98.8.119 (Sensor_10.98.8.119)
() 10.98.8.18 (Sensor_10.98.8.18)
» Advanced
» Inventory

» Geolocation Info

Values marked with (*) are mandatory

In addition to the properties described previously, when inserting a host, the system will show a list of services running in the
host. Using this list, the system can automatically setup Nagios checks to monitor the availability of the services.

AlienVault automatically populates each host service using the information provided by Pads (Passive Asset Detection
System). This information can also be completed using the active scanning tool (Nmap) which can be found at Tools -> Net
Discovery

Port / Service information [ Scan ]

Service Version Date Nagios Actions
http (20/p) Apache httpd 2.2.14 20101021 17:44:10 ™ m
msrpc (135/)  Microsoft Windows RPC 20101021 17:44:10 (M m
netbios-ssn 10. At
3%7) unknown 2010-10-21 17:44:10 ™ m
ssi/http (443/p)  Apache httpd 2.2.14  2010-10-21 17:44:10 ™ m
netbios-ssn 10. .44
s unknown 2010-10-21 17:44:10 ™ m

‘Update Se

Add new service

4

‘ O Nagios

The table in the upper right shows the lists of services of the box, to run an active scan (Using Nmap) in real time to update
the list of services click on Scan. The checkbox in the column named Nagios indicates whether AlienVault should
automatically configure Nagios to monitor the availability of the service (Checkbox enabled) or not (Checkbox disabled).

By default, this will be monitored from the Nagios installed in the AlienVault box running the AlienVault Web interface, so
make sure that it can access the IP address that needs to be monitored.

=

If you wish to delete one of the services click on &
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To manually add a new service use the form called Add new service, enter the port and protocol, select wether you want to

enable Nagios (Availability Monitoring) for that service or not and click on OK.

Add new service

O Nagios Bl

Delete a Host

To delete a host, click on the host (Single left click) and then click on Delete Selected.

«s New | Mociy ... Delele selecied Duplicate selected EdgnCredentials = ImportCSV  J Apply

Hostname e FQONAasos Description Asset Sersors Keowledge D8

192.168.12.104 192.168.12.104 2 ossim -

182.168.12.103 182.168.12.903 2 ossm

Duplicate Hosts
To duplicate a host, click on the host (Single left click) and then click on Duplicate Selected.
«s New | Modify ., Deleteselected || Duplicate selected [ EditCredentials ([, ImportCSV | Z Apply

Hostname P FQDN/Aliases Description Asset Sensors
192.168.12.104 192.168.12.104 2 ossim

Now you will have the possibility of modifying the properties as if you were inserting a new host.

Edit Credentials

Nagios

HOSTS

Knowledge DB Nagios

= A

To perform a detailed inventory of software and hardware installed on the host, you can define credentials to log into the host

remotely. These credentials will also be used in the future to perform a vulnerability scan taking into account the software

installed on each machine that cannot be accessed remotely.

To edit the Credentials of a Host click on the host (Single left click) and then click on Edit Credentials.

Hostname: 192.168.12.104
Ip: 192.168.12.104

Type AD
Username admin
Password = essscees

Repeat Password

Extra

Up

Values marked with (*) are mandatory

Select the type of authentication that will be used to log remotely to the host:

o AD (Active Directory)
e SSH
e Windows
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Enter the username and password and click on Update.

Import CSV
A CSV file containing a list of host can be imported to fill in the AlienVault Inventory. To do this click on Import CSV.

Import Hosts from CSV
Choose File ) No file chosen

Format allowed:
1P;hostrame; FQONS(FQONIFQONG.... );Description;Asset; NAT; Sensors(Sensorl, Sensor2,...); Operating System

Example:
192.168.10.3%Host_J, espes, 2 host;2;;192.168.10.2,192.168.10.3; Windows**

(*) Only IP field is mandatory

(**) Vald Operating System values: Windows, Linux, Free@SD, NetBSD, OpenBSD, MacOS, Solaris, Cisco, ADUHP-UX, TruA, IRIX, BSD/OS, SunOS, Pland or [Phone

sl

The CSV must use the following format:

IP;hostname;FQDNs(FQDN1,FQDNZ2,... );Description;Asset;NAT,Sensors(Sensor1,Sensor2,...),Operating System

Example:
192.168.10.3*Host_1,www.example-1_esp.es,www.example-2_esp.es,;Short description of host;2;;192.168.10.2,192.168.10.3;Windows™**

The following Operating systems can be used: Windows, Linux, FreeBSD, NetBSD, OpenBSD, MacOS, Solaris, Cisco,
AIX,HP-UX, True4, IRIX, BSD/OS, SunOS, Plan9 or IPhone

Apply Changes in Hosts

Some properties of the hosts are used when processing the events arriving to the Logger or SIEM. For this reason, once you
have finished inserting or modifying the hosts, click on Apply. This will reload all hosts information in the SIEM and Logger.
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Host groups
Assets -> Assets -> Host Groups

Description

Host Groups are used to create a new object which groups hosts of the same network or different networks. Host Groups

can be used to create policy exceptions, run vulnerability scanning against this host group, or to create reports only for hosts

belonging to the host group.

B H KA e H2 M T Loyt Oy 11070 0424 ot pnae

A Host Group has the following properties in AlienVault:

e Name: Label assigned to the Host Group (Eg: Web-servers).

e Hosts: Lists of hosts in IPV4 format (Eg: 192.168.1.1)

XX XXXXXSX

e Description: Short text describing, for example, the role of the hosts part of this Host Group. Alphanumeric characters

and spaces.

¢ Sensors: AlienVault Sensors monitoring the hosts that belong to the Host Group.
e Scan options: Enable/Disable Availability monitoring of the Host Group (Nagios). This needs to be enabled in every host

included in the Host Group.

e RRD Profile: Profile to be used with the RRD Aberrant Behavior Plugin (Anomalies based on information provided by

Ntop)
e Threshold C: Compromise threshold level
e Threshold A: Attack threshold level

Usage
New Host Group

To create a new Host Group click on New.

«sNew . Modify ... Delete selected Enable/Disable Naglos

Host Group v Hosts Description
2a_NET_discover dev.alenvaul.com, pabio, jose, fran Desc NET
adios 120.120.120.120, Prueba, 162.168.1.33, 192.168.1.34, 18
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You will have to fill in the following form:

New Host Group = | Filter: ‘ m

[192.168.1.69
192.168.12.101 =
192.168.10.4 @
192.168.12.102 % Ports
192.168.10.1 < B9 MAC/Vendor
12.0.1.14 & @
12.0.1.11 &o All Hosts (44 hosts)
192.168.10.3
192.168.12.104
12.0.1.12
Hosts 192.168.10.31
Insert new host ?

() 182.168.1.255 (192.168.1.255)
#192.169.10.234 (192.168.10.234_a8éi60)
() 12.168.0.200 (Cisco-netflow)
#192.168.1.255 (FIRC)
() 192.168.10.1 (ossim)

Saoscat) ™ 192.168.10.2 (pablo)

Inesct pew esneoe.? ) 1.1.1.1 (prueba)
(7 10.255.254.119 (Sensor_10.255.254.119)
(7)10.98.8.118 (Sensor_10.98.8.118)
#10.98.8.119 (Sensor_10.98.8.119)
(2)10.98.8.18 (Sensor_10.98.8.18)
» Advanced

s U

Values marked with (*) are mandatory

Some of the properties of the Host Group must meet special conditions:

« Name: Alphanumeric characters and spaces. Some symbols such as “-” “_" can also be used in the Hostname field.
e Hosts: Lists of hosts in IPV4 format (Eg: 192.168.1.1)
¢ Description: Alphanumeric characters and spaces. Some symbols such as “-” “_” can also be used.

Threshold C: Integer value
Threshold A: Integer value

To insert hosts in the Host Group you can write manually the list of hosts in IPV4 format (one host per line). Hosts to be

included in the Host Group can also be selected from the tree on the left.

Fiter [ Aopty |

([ oS
* ¢ Ports
3 MAC/Vendor
- M Intel Corporate (8 hosss)
+ P Hon Hai Precision Ind.Co., Ltd. (8 hoss)
* B9 Apple, Inc. (6 hosts)
+ 9 Dell Inc (6 hosts)
+ @ VMware, Inc. (5 hosts)
B9 Fujitsu Siemens Computers (4 hosts)
+ M@ Compal Communications, Inc. (4 hosts)
B9 VMWare, Inc. (3 hoss)
+ M@ Compal Electronics, INC. (3 nosts)
+ HP Asiarock Technology Limited (2 hosts)
* M Mac (2 hosts)
+ HP 00:26:FF (2 hosts)
# M@ ASUSTek COMPUTER INC. (2 hosts)
+ HB Apple, Inc (2 hosts)
+ M9 Dell (2hosts)
# B OrayTek Corp. (1 hosts)
+ P ZNYX (1 nosts)

Above the tree there is a search box that can be used to filter the host appearing in the tree.
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Modify a Host Group

To modify the properties of a Host Group select the Host Group in the grid using a single left click and then click on Modify.

HOST GROUPS
<2New | _ Modity ..} Deleteselected ) EnableDisable Nagios
HostGrowp v Hosts Doscription Sersors Knowleage DB Nogios
aa_NET_discover dev.aRrvaul.com, pablo, jose, fran Dosc NET 182.166.1.255, 182.168.10.234_fisbeid, Cisco 3 %
adios 120.120.120.120, Pruea, 162.168.1.3, 182.168.1.34, 18 oasim, prueba, Sensor_10.288.254.119 & X

When modifying a Host Group you will see the same properties that were described previously in the Insert New Host

Group section.

Delete a Host Group

To delete a Host Group, click on the Host Group (Single left click) and then click on Delete Selected.

HOST GROUPS
«s New | Modify ..} Deleteselected || ;Enable/Disable Nagios
Host Group o w Hosts Description Sensors Knowledge DB Nagios
aa_NET_discover dev.alienvauk.com, pablo, jose, fran Desc NET 192.168.1.255, 192.168.10.234_fla&¢ioa, Cisco 13 x
adios 120.120.120.120, Prueba, 192.168.1.33, 182.166.1.34, 18 ossim, prueba, Sensor_10.255.254.119 o b 4
borrar 192.168.1.33 192.168.1.255 = b 4
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Networks

Assets -> Assets -> Networks

Description

One of the first things that should always be done in AlienVault is the insertion of all the networks belonging to the

corporation that will be monitored. This way AlienVault will have an easier time when processing events that have been

generated by the local networks.

Each network must be linked with at least one sensor. The sensors linked to the network will be those collecting events or
traffic from the monitored network. This is very important as this will be used when setting the user permissions, when

generating reports and during correlation.

= ollenvault

Tekess opened (EZTH

Usresoived Alarms

) Dashbosds
5 Incidents

% Analysis

s

b Assets
» Asset Soarch
» Asset Discovery

Y Intelligence

1 Monitors

¥ Contiguration
= Tools

£ My Profie

% Logout [t
B Madimze

o System Suts

'm'm'mmu,' Networks

e New Moty .. Delee selected

Name CIORs
Burz 192.1888.021
Chicago-Office 1002.02¢
Oavelopers 142.168.10 024
DMZ-Network 120.1.02¢
Main-Office 10.0.1.02¢
Mosting-Room-1
0 100008
P2 172160012
Routers 192.180.8,024
San-Franciaco-Offics 100502¢
Servers 182.168.9.02¢
Test_Jose 192.168.12.122¢
Washington-Office 100202¢
i 182.168.12024
20 8] < 4 Ppageli

o1 b D

T Networkgroups | Pons

Duplicate selecked | EnableDisable Nagios

Descripton

152.168.1,024,162.168. 2,024

24 B privase network

20 B2 private network

A Network in AlienVault has the following properties:

e Name: Label assigned to the Network.
o CIDRS: Range of IP Addresses that define the network.
¢ Description: Short text describing, for example, the role of the hosts part of this Host Group.

NETWORKS
= Aoy
Asses Sensors.
3 osaim
083, pructa, Sensar_10.265.254.119
ossim
cssim, pructa, Senser_10.265.254.119
08sim, pructa, Sensar_10.265.254.119
proota, Secsce_10.265.254.119
osaim

ossim

ossim, pructa, Senser_10.255.254 119
ossim
FIRC

ossim, prusta, Senser_10.255.254 119

L O I O

Displaying 1% 14 of 14 notworks

e Asset Value: Value given to the network within the corporation

¢ Sensors: AlienVault Sensors monitoring the hosts that belong to the Host Group.

|
§

XXX AXXXL XX

v priorty (EECHD
p———

Glsbal
score

Service

3o sl

m

¢ Scan options: Enable/Disable Availability monitoring of the Host Group (Nagios). This needs to be enabled in every host
included in the Host Group.

+ RRD Profile: Profile to be used with the RRD Aberrant Behavior Plugin (Anomalies based on information provided by

Ntop)

e Threshold C: Compromise threshold level
e Threshold A: Attack threshold level
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Usage
New Network

To insert a new Network click on New in the upper left side.

Name ‘Test_Network ‘ *

192.168.0.0/24

CIDRs ©

Testing network

Description

Asset 1 =

() 192.168.1.255 (152.168.1.255)
() 152.165.10.234 (152.168.10.234_fia8éi60)
™ 152.168.0.200 (Cisco-netflow)
|_1192.168.1.255 (FIRC)
¥ 152.168.10.1 (ossim)

Sensors ©)

[_)152.168.10.2 (pablo)

M 1.1.1.1 (prueba)

(L] 10.255.254.119 (Sensor_10.255.254.119)
() 10.98.8.118 (Sensor_10.98.8.118)

™ 10.98.8.119 (Sensor_10.98.8.119)
[_]10.98.8.18 (Sensor_10.98.8.18)

Insert new sensor ?

» Advanced

[SendIReset|

Some of the properties of the Networks must meet special conditions:

« Name: Alphanumeric characters with no spaces. Some symbols such as “-” “_” can also be used in the Hostname field.

e CIDR: IP address and the prefix size, the latter being the number of leading 1 bits of the routing prefix. The IP address is

expressed according to the standards of IPv4. It is followed by a separator character, the forward slash (/) character, and

the prefix size expressed as a decimal number. (Eg: 192.168.100.1/24)

“on ooy

can also be used.

o Description: Alphanumeric characters and spaces. Some symbols such as
o Asset Value: Numerical value (0-5)

e Threshold C: Integer value

e Threshold A: Integer value

Modify a Network
To modify the properties of a Network select the Network in the grid using a single left click and then click on Modify.

NETWORKS
s New _ Modify .., Delete selected Dupicate selected Enable/Disable Nagios 3 Apply
. CIORs. Descrigtion Asset

Name Sensors Krowledge D8 Nogoos
Buzz 1921688021 3 wssm 112 4

When modifying a Network you will see the same properties that were described previously in the Insert New Network
section.

Delete a Network

To delete a Network, click on the Network (Single left click) and then click on Delete Selected.
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Duplicate a Network

To duplicate a Network, click on the Network (Single left click) and then click on Duplicate Selected.

NETWORKS

++ New _ Modify .., Delete selected Duplicate selected Enable/Disable Naglos Apply

Name CIDRs Description Asset
Buzz 162.168.8.0:21 3
Chicaco-Office 10.0.3.02¢

Now you will have the possibility of modifying the properties as if you were inserting a new network.

Apply changes in Networks

2 ossim. orueba. Sensor 10.255254.119

Some properties of the Networks are used when processing the events arriving to the Logger or SIEM. For this reason, once

we have finished inserting or modifying the Networks it is required to click on Apply. This will reload all Networks information

in the SIEM and Logger.
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Network groups
Assets -> Assets -> Network Groups

Description

Network Groups are used to create a new object that groups, for example, all the networks from the same corporation in
case we are monitoring with a single AlienVault deployment more than one corporation.

In big environments Network Groups can also be used to group all sub-networks around the world with the same role. (E.g.:
All servers network, all the wireless networks...) Network Groups can be used to create policy exceptions, to run vulnerability
scanning against this network group, or to create reports including the information of all hosts that belong to a Network
Group.

=" alienvault s opened X ooy W
=] Professional SIEM

8
e ST AT AT e )

&P ibee NETWORK GROUPS. - |l

o Asaiysis waNew | Modly ..} Delew sekcwd
) e Name . Networns Descretcn Koowesgn 08
Franine B2z, Cricago Offce. Develepers, Main-Office, Pve_10, F Prusta
N . — A
) wroup_twe an ]
orusosco AR Gescripcion Pt host 172 160012
meating_aroup Msetrg Room |

pne Chicage- Ofice. DMZ-Netwark. Main-Offce

= Maires
5 System Suts

v [2078) K 4 pagelt o1 b Wl 7S Displaying 1106 o6 nework groups.

A Network Group in AlienVault has the following properties:

e Name: Label assigned to the Network.

e Networks: List of networks that are part of the network group:

o Name: Label assigned to the Network.

e Description: Short text describing the role of the networks that are part of the network group

e Asset Value: Value given to the network within the corporation

¢ RRD Profile: Profile to be used with the RRD Aberrant Behavior Plugin (Anomalies based on information provided by
Ntop)

e Threshold C: Compromise threshold level

e Threshold A: Attack threshold level

Usage
New Network Group

To insert a new Network Group click on New in the upper left side.
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Name Wireless Networks s

O pvt_10(10.0.0.0/8)

() Pvt_172 (172.16.0.0/12)

O Buzz (192.168.8.0/21)

# Main-Office (10.0.1.0/24)

() Chicago-Office (10.0.3.0/24)

() DMZ-Network (12.0.1.0/24)
Networks ™ Developers (192.168.10.0/24)

Insert new network ? () san-Francisco-Office (10.0.5.0/24)

™ Washington-Office (10.0.2.0/24)

() Meeting-Room-1 (192.168.1.0/24,192.168.2.0/24)

4 Wifi (152.168.12.0/24)

() Servers (192.168.9.0/24)

J Routers (192.168.8.0/24)

() Test_jose (192.168.12.12/24)

Wireless Networks
Description
» Advanced
Send I Reset|

Values marked with (*) are mandatory

Some of the properties of the Network Groups must meet special conditions:

“onouoy

can also be used in the Hostname field.

“ ooy

Name: Alphanumeric characters and spaces. Some symbols such as

Description: Alphanumeric characters and spaces. Some symbols such as can also be used.

Threshold C: Integer value

Threshold A: Integer value

Modify a Network Group

To modify the properties of a Network Group select the Network Group in the grid using a single left click and then click on

Modify.
NETWORK GROUPS 2
«h New | _Modity .., Delete selected
Name ° v Networks Description Knowledge 0B
FranJRC Buzz, Chicago-Offico, Developers, Main-Office, Pvt_10, F Prucba

When modifying a Network Group you will see the same properties that were described previously in the Insert New
Network Group section.

Delete a Network Group

To delete a Network Group, click on the Network Group (Single left click) and then click on Delete Selected.
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Ports
Assets -> Assets -> Ports

Description

When normalizing events in AlienVault, two of the mandatory fields that every event will have within AlienVault are Source

Port and Destination Port. Whenever AlienVault is collecting an event with no source, no destination port or none of them the

system will use O as port.

Ports are used in correlation, in the SIEM and Logger console and also it is possible to create Policy rules based on the
destination port of the events.

This page will allow inserting new Ports and creating Port Groups to be used in Policy rules or in correlation.

. Servce
® 81
=" alienvault ros oowed WD oty B | o i
BB Piofessional SIEM Unessivec Alarms P Tioo i
e oA CTTACACTaes o g}
& Wncdonts PORTS & PORT GROUPS -
o Ansiyss =t Newportgroup oo Newport | Modify .., Delete selectod
Pent. ° Focs Desen
B row rpion.
AANS7assda Dy, Mutp 1921681023
B vero 555 0 oy
b Assets 00000+ 18-22p, 1929, 200 Desc
e ans S, Sutp ons
yhysy 151
» Asset Discovery .4
Joss wip 121259, 12006 udp
» SIEN Componerts NosAo. Oicmp. 1-utp. 1234-1p. 12M-wcp
% intetigence nueve grupo Oicmp, Sutp, 119 pruste
Prueta PG 1200
2 pruesal et 280980
3 Configuntion senidormed 80azp
smtp. Bwep cormes.
[ Nee torminsl servicss 00 xp Windows Torminal Services.
£ Ny Profle Tost Gerowp 2959, Judp. Sucp
& Logout s
= Mo
o Sysom Stats
20 ¢ K4 paget o1 b S Displaying 1 ® 14 0f 14 poni groups.
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Usage
New Port

To insert a new port click on New Port.

Port number (8080 | =
Protocol [(Tcp O K
Service [http | =

Description

You will have to enter the following values:

Port number: 16-bit unsigned integer, thus ranging from 0 to 65535.
Protocol: TCP or UDP

¢ Service: Name of the service running on the port

Description: Text describing the usage of this port

New Port Group

To insert a new port click on New Port Group

Name HTTP Ports

Type here the pair ‘port-protocol’:
8080 - tcp

Selected ports for the group:

[80 - tcp
Ports 8080 - tcp

Description

You will have to enter the following values:

e Name: Label given to the port group.
e Ports: List of ports part of the port group
e Description: Text describing the usage of this port group

To insert new ports in the port group simply write the number of the port and use the auto-completion feature to select, from
the drop menu the port with its protocol that you would like to include in the Port Group.

. pEe e Liee e v

To remove a Port from the port group select the port and click on [X].
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80 - tcp

Modify a Port Group

To modify the properties of a Port Group select the Port Group in the grid using a single left click and then click on Modify.

Delete a Port Group

To delete a Port Group, click on the Port Group (Single left click) and then click on Delete Selected.
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Assets Search

Simple

Assets -> Asset Search -> Simple

Description

Asset search lets you search for hosts that meet certain conditions. Some of these properties are the operating system or
the services running on the hosts. You can also search hosts with a vulnerability or a specific event.

The search is performed on all the information that the system has in both the Logger (Filesystem storage) and the SIEM
(SQL Storage).

" oljenvault e e Sl R —— Iissa sl

G W e
L Date rame selection 37 + Salect & Predefined Search
pye—

(] mepents Network: ?
bt Tnventory: ?
[y——

[yemr——. P
» SO Comporerts Vulnerability: ?

o g

B2 Menton { Tickets: ? )

¥ Conngumson

= Teow

= Events: A

& Lopmapene

- v &=

5 Oyvam Suna

Usage

Date Frame Selection
To select the time window on which the system will search for host click on the icon E

X » Select a Predefined Search

November, 2010 .3 January, 2011

1 2 3 4 5 6 7 1 2

8 9 10 11 12 13 14 4 5 6 7 8 9

15 16 17 18 11 12 13 14 15 16
18 19 20 21 22 23

25 26 27 28 29 30

Dates in the yellow area will be included in the time window. Select your own and click on the red cross K10 change the
time window.
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Simple Search
This form provides auto-completion in some of the fields. When writing you will get suggestions to speed up searches.

Date frame selection: [1] » Select a Predefined Search

Network: 192/ ?
Buzz [192.168.8.0/21)

Developers (192.168.10.0/24]

Meeting-Room~-1

Inventory:| (192.168.1.0/24,192.168.2.0/24) ?

Routers [192.168.8.0/24]
Servers [192.168.9.0/24)
Test_jose [192.168.12.12/24)

il ?
Vuinerabil Wifi (192.168.12.0/24) N

‘ Tickets: ? ‘
Security ?
Events: .

You can define your search criteria using the following fields:

Network: Enter the name given to the Network (Assets -> Networks) or the network in CIDR format.

Inventory: Enter an Operating System or a the name of a service (Assets -> Hosts)
Vulnerability: Enter a text string that will be searched in the vulnerabilities found in the hosts (Analysis ->

Vulnerabilities)
Tickets: Enter a text string that will be searched in the ticketing system (Incidents -> Tickets)
Security Events: Enter a text string that will be searched in the events stored in the SIEM (Analysis -> SIEM) and in

the Logger system (Analysis -> Logger)

Once you have defined your search criteria click on Search and if one or more hosts are matching your search criteria you
will get a list as the result of the search.

HOST / NETWORK INVENTORY VLN INCIDENTS EVENTS Anom Traffic Profile
Linux &
ssh
htp
dev.alienvault.com (192.168.10.1) e o 159 Alarms 304 Week Security Events A B tratfic sert
Developers (192.168.10.0/24) ﬂlm"‘” 2 Tickets 0 Week Logs Traffic Rowd
rtop-hitp
mysal
213
pablo (192.168.10.2) 3 Alarms 0 Week Security Events B vrotfic sent
Developers (192.168.10.0/24 st 2o 1 Tidets 0 Week Logs g Traffic Revd
jose (192.168.10.3 113 Alarms 0 Week Security Events P Traffic sent
Dﬂ:vclo(pcri 192.168.10.0 ‘) eI 1 0 Tickets 0 Week Logs L Traffic Rovd
HostMenu (192.168.10.31) o0 0 0 Alarms 0 Week Sccurity Everts : P veatric sent
Developers (192.168.10.0/24 0 Tickets 0 Week Logs Traffic Rowd
fran (192.168.10.4 2 Alarms 0 Week Security Events P Traffic sent
Dcvtlo(pcv; (192.168.10.0 :-‘), 05 Unimow n 0 Tickets 0 Woek Logs ° Traffic Rovd
192.168.12.100 0 Alams 2 Week Security Events By Tratfic sent
Wiffi (192.168.12.0/24) o6, . 0 Tickets 0 Week Logs . Traffic Rovd
i 4
merpc - 0 Alarms 0 Woek Security Events . Traffic Sent
nettios-ssn 0 Tickets 0 Week Logs Traffic Revd
ep?
b 2 0 Alarms 7 Week Security Events ° , Traffic Sent
netbi 0 Tickets 0 Week Logs Traffic Rovd
m [dPsge(t Jor2ppi Results: 1- 8 of 12
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The search results are show in a table with the following columns

Host/Network: Hostname, IP Address, name of the network the host belongs and network in CIDR format
Inventory: Operating system and services running in the host
Vulnerabilities: Number of vulnerabilities

¢ Incidents: Number of alarms and tickets in which this host is involved
Events: Number of events in the SIEM and in the Logger from the host
Anomalies: Number of anomalies generated by the host

Traffic Profile: Link to Ntop graphs regarding the network traffic generated by the host

Clicking on the name of the Host will take you to the Host Report.

: . ; Service
me" ollenvoult Tickess opened (2N vax priorty (ECHD Global level
BB piofessional SIEM unresolves alarms  (EXIZ] vax risk (ER 8 '“““"'
1) Dashboards
® General Data: pablo - (192.168.10.2)
74 Incidents
General Status Inventory Network Usage
§ Anelysie .
service level: || K00 ) Global score: 0 1 @ presy Host balongs to:
Reports Name pablo Net Bz
Tickets Opened [ 36 | 2010-04-30 12:48:06. max priority: [ = 192.168.10.2 Net Developers No data Awilable
uresoved Alarms ([lEll) 20 v nioa Hignest risk: [E os Sensor ossim
> Assels Vulnerabilities sy 2010-32-20 10:30:39 Highest Risk: [ (21 events) MAC =
» Assot Search SIEM Events [ o ] Highest Risk: (0 events)
Service Version Origin
» AssetDiscovery Logger Events [ . Last Week: O events p— No dta Asilable
T = Anomalics [y Last Week: O events e
ilabil [ High Prio: (0 events)
Yy Intelligence
2 Monitors.
- Configuration Alame
7 Tools Alarm
AV Possitle SSH Scan from SSH brute force login attempt against dev.alienvault.com Symopsis : Security patches are backported.
2 My Profie AAI® 192.168.10.1 against A Description : Security patches may have been ;|
7z 192.168.10.2 (Wetwork AV Possidle SSH Scan from dev.alienvault.com against ‘buck ported’ o ¢[-..)
i Logout [sdmin] detected) pablo (Network detected) Synopsis : It is possidie to determine the exact
= nessus: Apache Banner Linux L time set on the remote host. Description: The | 2
B Madimze VUL Distribution Disclosure AV Possidle SSH Scan from dev.alienvault.com against remote host answers t [..]
(192.160.30.20) pablo (Network detected) : Information about the Nessus scan.
) System Status VuLiss eSS HTTP Server type and pray m:mm-?p;mmmm [ 2]
wersion (152 168 10 2. 80) form: ]
Synopsis : This plugin reports all the protocol
VULLZ% theremote 7
SNMP agent. Descripti [..]
: are
VuLLZ? Description : Security patches may have been |2
‘back ported’ to t [...]
Synopsis : It was passible to resolve the name of
VULISSL the remote host. Description : Nessus was able | 7
10 resolve the FQON [.]
More >>

This Host Report includes all the information that the system has regarding a host such as:

Events in SIEM and Logger
Alarms

Vulnerabilities
e Tickets
Services

Operating system

Network Usage

Predefined Search

Using the Advanced Search functionality you can create your predefined searches. You can use this predefined searches
clicking on Predefined Searches.
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Advanced

Assets -> Asset Search -> Advanced

Description

Advanced Asset search allows more complex searches in all the data stored in AlienVault. This searches can be saved as

predefined searches.

This allows a user with greater technical knowledge create searches that may be used by an operator with less knowledge.

=" alienvaull
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Usage

Searches are created by combining search conditions. These conditions can be combined using an OR and AND logical

operators. After inserting the description you will have to select if ALL conditions should be met (AND operator) or ANY

condition should be met (OR operator).

Then select the condition or filter you would like to include from the drop-down list. Several conditions can be used:

Operating System

Services

Mac Address
Vulnerabilities
SIEM Events
META
Alarms
Ticket

Asset
Properties

Each condition will have its own options, for example if we choose Vulnerabilities, we will get the following options:

Has Vuln

Vuln Contains
Has Vulns
Has no Vulns

Vuln risk is greater than

Vuln risk is greater than

Some of the conditions such as Has Vuln, will display a text box for you to write a text string that must be found in the

vulnerabilities of a host. Some others, such as Has Vulns, indicate that the Host has Vulnerabilities, and no other option

needs will be displayed.

You can combine as many conditions as you want. If you want to delete one of the conditions, click on the symbol -

next to

the condition. Once you have inserted all the conditions desired, click on Search. To clear all the search criteria click on

Clear.

If one or more hosts are matching your search criteria you will get a list as the result of the search.

dev.alienvault.com (192.168.10.1)

HOST / NETWORK

Developers (192.168.10.0/24)

pablo (192.168.10. 2)
168

Developers (19:

jose (192.168.10.3)

Developers (192.168.10.

HostMenu (192 168 10 31)

Developers (19

fran (192.168.10. 4)
168

Developers (19:

192.168.12.100
Wifi (192.168.12.0/24)

192.168.12.101
Wifi (192.168.12.0/24)

192. 168 12 102

Wifi (192.168
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mysq
2jp13?

05 Unknown
0S Unknown
05 Unknown
0S Unknown

0S Unknown

0S Unknown
msrpc

netbios-ssn
rtsp?

0S Unknown

netbios-ssn

VULN

115

4 4 Page [1

INCIDENTS

159 Alarms
2 Tickets

3 Alarms
1 Tickets

113 Alarms
0 Tickets

0 Alarms
0 Tickets

2 Alarms
0 Tickets

0 Alarms
0 Tickets

0 Alarms
0 Tickets

0 Alarms
0 Tickets

Jof2 b b

EVENTS Anom

304 Week Security Events °
0 Week Logs

0 Week Security Events °
0 Week Logs

0 Week Security Events o
0 Week Logs

0 Week Security Events °
0 Week Log:

0 Week Security Events °
0 Week Logs

2 Week Security Events °
0 Week Logs

0 Week Security Events °
0 Week Logs

7 Week Security Events °
0 Week Logs

Traffic Profile

P Traffic sent
Traffic Rovd

P Traffic sent
Traffic Rovd

P Traffic sent
Traffic Rovd

P traffic sent
Traffic Rovd

P> Traffic sent
Traffic Rovd

P Tiaffic sent
Traffic Rovd

P tratfic sent
Traffic Rovd

P Traffic sent

Traffic Rovd

Results: 1- 8 of 12
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The search results are show in a table with the following columns

Host/Network: Hostname, IP Address, name of the network the host belongs and network in CIDR format

Inventory: Operating system and services running in the host
Vulnerabilities: Number of vulnerabilities

¢ Incidents: Number of alarms and tickets in which this host is involved
Events: Number of events in the SIEM and in the Logger from the host
Anomalies: Number of anomalies generated by the host

Traffic Profile: Link to Ntop graphs regarding the network traffic generated by the host

Clicking on the name of the Host will take you to the Host Report.

: . ; Service
n=" olienvault Tickess Opened ([EZZI) wax priority (ECH Gloval ovel
BB piofessional SIEM unresolves alarms  (EXIZ] vax risk (ER 8 '“““"'
1) Dashboards
® General Data: pablo - (192.168.10.2)
74 Incidents
General Status Inventory Network Usage
§ Anelysie .
service ever: || 00 Sl Global scre: B B @ Host Info Host belongs to:
e Name pabio Net Bz
Tickets Opened  [JECH  2w0oe0 124806 wmax priority: [N = 192.168.102 Net Develop No data Awsilable
uresoved Alarms ([lEll) 20 v nioa Hignest risk: [E os Sensor ossim
> Assels Vulnerabilities sy 2010-32-20 10:30:39 Highest Risk: [ (21 events) MAC =
» Assot Search SIEM Events [ o ] Mighest Risk: (O events)
» AssetDiscovery Logger Events [ . Last Week: O events p— = No data Awsilable
R = Anomalies [ o ] Last Week: O events e
ilabil [ High Prio: (0 events)
Yy Intelligence
2 Monitors.
- Configuration Alame
7 Tools Alarm
AV Possitle SSH Scan from SSH brute force login attempt against dev.alienvault.com Symopsis : Security patches are backported.
2 My Profie AAI® 192.168.10.1 against A Description : Security patches may have been ;|
s 192.168.10.2 (Network AV Possiitle SSH Scan from deviall S ‘back ported’ to t [...]
i Logout [sdmin] detected) pablo (Network detected) Synopsis : It is possidie to determine the exact
= nessus: Apache Banner Linux L time set on the remote host. Description: The | 2
B Madimze VUL Distribution Disclosure AV Possidle SSH Scan from dev.alienvault.com against remote host answers t [..]
e pablo (Network detected)  Information about the Nessus scan.
o System Status VuLiss  Messus: HTTP Server type and pruuy Description : This script displays, for each tested [N
version (152 16810 2-60) host, Information a [.]
Synopsis : This plugin reports all the protocol
VULLZ% theremote 7
SNMP agent. Descripti [..]
: are
VuLLZ? Description : Security patches may have been |2
‘back ported’ to t [...]
Synopsis : It was passible to resolve the name of
VULISSL the remote host. Description : Nessus was able | 7
10 resolve the FQON [.]
More >>

This Host Report includes all the information that the system has regarding a host such as:

Events in SIEM and Logger
Alarms

Vulnerabilities
e Tickets
Services

Operating system

Network Usage

Predefined Search

Once you have created all the search conditions you can save the search as a predefined search by clicking on Save
Current.

To delete a Predefined Search select the search that you wish to delete and click on Delete.
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SIEM Components

Sensors
Assets -> SIEM Components -> Sensors

Description

The AlienVault Sensor is the component in charge of collecting and normalizing the events generated by the Data Sources.
Multiple Data Sources will feed events to the AlienVault Sensors such as Firewalls, Antivirus, AD, Database, and any other
application or device that was used in the network before AlienVault was deployed. Some other Data Sources will be running
in the same box that AlienVault does. We usually refer to this Data Sources as AlienVault Data Sources.

Snort, Ntop, Arpwatch, Pads, POf, Fprobe and many others are AlienVault Data Sources. When you have a Sensor with no
AlienVault Data Sources installed on it you will say that this sensor is a collector only. When we have a Sensor collecting
events and generating events (Because the AlienVault Data Sources are running on it) we will say that this sensor is
combining the Collector and the AlienVault Data Sources in the same box.

Sensor IP Addresses must be unique within the AlienVault deployment, because we may find a deployment in which we are
monitoring the range of IP Addresses in two different locations. For this reason, hosts and networks will always be related to
Sensors. And they should only be related to the sensors that are collecting events or traffic from the network. This will also
be helpful when running the vulnerability scanning or the monitor requests during correlation, this will always be done from
the sensors that are associated to the network or hosts and not from any other sensor in the AlienVault deployment.

An AlienVault deployment can have as many Sensors as required, the number of Sensors will basically depend on the
number of networks that need to be monitored and in the geographical distribution of the corporation that will be monitored.

When a Sensor is sending events to the AlienVault Server and it has not been configured, you will see a message in the Web
Interface and you will have to insert the New Sensor.

"I OlleﬂVOUlt Teuets openee (2 wax priority ([ECHN Global hreny
BB piofessional SIEM Urresoived Alarms v G @ NS
./ Dasnboards ' Sensors | Severs ' Dawbases ?
[ — SENSORS -
, Analysis wsNew . Modify .., Delete selected 3 Apply <> Totsl Sensors: 11 <> Active Sensors: 1
e P Hosirame Prccey Version Actve  Deserpion
192.168.1.255 162 1681 285 s X
B .. S ‘ x
e 192.168.1.255 FIRC 2 X SesxrFIRC2
* Asset Search 192.168.10.1 casim s 21 @ casm
» Asset Discovery 192.168.902 pablo 5 x
» SIEM Components CORT] = s X Puse
5 Intetigence 19216822 Secsor Vogas, s x
P 10295284119 Serace_10255254.119 5 x
- 10888118 Sensor_10.988.118 s x
i Cotomen 10988119 Sensor_10.988.119 5 x
= TYools 1058818 Sersor_10.98.8.18 s x
2 MyProfie
« togout sare]
B Madmize
) System St
20 3] K 4 paget oft b »l > Displaying 110 11 0f 11 sensors

AlienVault Users Manual 111



Usage
New Sensor

To insert a new Sensor click on New in the upper left side.

Hostname iBanqalore 001 *
» [172.18.2.2 .
Priority (s N

|Bangalore DMZ Network

You will have to fill in the following properties:

“onouoy

¢ Hostname: Name of the Sensor. Alphanumeric characters and spaces. Some symbols such as can also be used

in the Hostname field.
¢ IP: IP address of the Sensor in IPV4 format. In case the sensor has multiple IP Addresses you should enter the IP address
that will be used to send events to the AlienVault Server.

¢ Description: Short Description of the Sensor (Location, Networks monitoring...). The description field is optional.

Modify a Sensor

To modify the properties of a Sensor select the Sensor in the grid using a single left click and then click on Modify.

Hostname 192.168.1.255
1’ 192.168.1.255 .
Priority (s %
Description
‘. dfReset|
Interface Name Main Action
ethl |eth1 I EZIED Y Update f Delete |
| ‘7 ‘ | Ye: &) [ Insert |
Nagios Ntop Vuln Scanner Kismet Action
~ ~ (] (] [ Update |
Vuln Scanner Options
User: ‘ossim
Pass: [eeees
Port: ‘0
Collection C: Action
Port: (12006 coor: [ [COMTRGUTS S vt |

Type: [(netflo | & Status: is not configured ? Configuration help

Apart from the IP Address and the priority of the Sensor, some other properties can be modified.

The Web interface needs to know the interfaces (Network cards) running in promiscuous mode (Collecting traffic). This way
you can switch between interfaces in Monitor -> Network -> Profile (Ntop Web Interface). You can also configure the main
interface, which will be the default one when using the Ntop Web interface.
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Enter the interface (Assigned by the Operating system E.g.: ethO, wlan0, en0, eth3...) and click on Insert. To delete an
interface, click on Delete next to the interface that has to be deleted.

After that we can configure the tools that will be used from this Sensor. Notice that the tools need to be enabled also in
AlienVault_setup.conf file in the Sensor.

If have Nagios installed and running in the Sensor you can enable Nagios, this way you will be able to switch between your
different Nagios installations in the page Monitor -> Availability.

The default installation of the Sensor profile will also install Ntop. Enable Ntop to be able to see the Ntop Web interface of
your Sensor from the AlienVault Web Interface.

If you enable the vulnerability scanner the Sensor will be used when running distributed vulnerability scans. It will ask you to
write the user and password that has to be used to connect remotely to the vulnerability scanning server (OpenVas or
Nessus). The default user will always be AlienVault, and the password will be the password stored in the file
AlienVault_setup.conf (In the Sensor) in the variable pass.

If your sensor has also been configured to run Kismet to monitor your wireless networks, enable Kismet in the Sensor
properties.

The last part of the Sensor properties refers to Flows collection. Fprobe is also installed and configured automatically to
generate flows based on the network traffic the Sensor is collecting. The flows should be sent to the AlienVault box with
running the Web Interface (Framework profile). Each Sensor or device generating Flows will use a different port to send the
flows and a different color can be used to identify the flows depending on the device that has generated the flows.

Select the color that will identify the flows generated by the Sensor and click on Configure and Run. For more information on

how to configure the Flows collection please refer to the section Network -> Traffic.

Netflow Collection Configuration Action

Port: l Color: !

Type: | netflo % |  Status: is running

7 Configuration help

Delete a Sensor
To delete a Sensor, click on the Sensor (Single left click) and then click on Delete Selected.
Apply changes

Once you have inserted or modified the Sensors click on Apply. This will send a signal to the AlienVault Server to reload all
the information regarding the Sensors that is used during correlation and in Policies.
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Servers

Assets -> SIEM Components -> Servers

Description

A simple AlienVault deployment will have a single server working as SIEM and Logger. Large and complex deployments can
have multiple servers at multiple levels. Each server will always be configured to another server except the server on top, that
will be called master server and that doesn't need another server on top.

Multi-level deployment allows correlation at multiple servers and even storage at different levels. Using policies, you can
define what type of events and alarms that will be exchanged with each server. Also what each server will do with each type
of event. In this section you will basically need to insert all the AlienVault Servers that are part of your deployment, and the
characteristics that will be enabled in each Server. If you have a single Server in your deployment you don't need to insert
your server in this section.

£ o w .
u ll n Tickets Opened [ELLI) vax prioeny (ECHD clobe! level
= ollenvault PRS- o GO @ (BN

oo [ e e o R ——

4 incidents Mastor sarver ot localhost:40001 is 5.

Servic

SERVERS -
wsNew _iModty .; Dalete selacd o Sevors3 0
[ Reponts 3 rortrame Pot  Actwe  Comel Cross! Sire Quolly Resers Resarc 57 Logger SIEM  Descripson

Vcesa 1219608903 sonn wn X 3 B S

192968001 ossim_sarver 4o x e o o o o o o

& Asatysis

» Asset Search
» Asset Dicovery
» SHEM Components
Y ieeltgence
o Monnors
} Contguration
= Yool
£ WyProe
% Logout fasm]
o Maximize
O Syswem St

20 i K 4 Ppagelt ot b M % Displaying 1% 30f 3 sarvers
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Usage
New Server

To insert a new Server click on New in the upper left side.

Hostname |France-Paris =
» |192.168.2.200 =
Port {40001 =
SIEM ®ves Ono =
Qualify events ®ves Ono
Correlate events ®ves ONo o
Cross Correlate events @ ves ONo b3
Store events @ vYes ONo oy
Logger O Yes O no =
Sign Line Block =
Multilevel ® Yes Oto
Forward alarms ®Oves ONo S
Forward events @O ves ONo oy
Description
[EES S

You will have to fill in the following properties:

e Hostname: Name of the Server
o IP: IP address of the AlienVault Server (The IP address used by the Sensors to send events to the AlienVault Server)
o Port: AlienVault Server listening Port (By Default 40001)
o SIEM: Enable/Disable the SIEM functionality. If enabled the following properties can also be enabled or disabled:
¢ Qualify Events: Risk calculation for the events (Intrinsic Risk and Aggregated Risk)
o Correlate Events: Enable/Disable Logical correlation (Using correlation directives)
¢ Cross correlate Events: Enable/Disable Cross Correlation
e Store Events: SQL Storage
e Logger: Enable/Disable the Logger functionality. If enabled the following properties can also be enabled or disabled
¢ Sign: Enable/Disable the digital signature for events stored in the Logger
o Multilevel: Enable/Disable the forwarding functionality. If enabled the following properties can also be enabled or disabled
¢ Forward alarms: Enable/Disable the alarms forwarding to an upper server
¢ Forward events: Enable/Disable the events forwarding to an upper server

These properties configure the default behavior of each server but they can be overridden using Policies.

Modify a Server

To modify the properties of a Server select the Server in the grid using a single left click and then click on Modify.
Delete a Server

To delete a Server select the Server in the grid using a single left click and then click on Delete Selected.
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Databases

Assets -> SIEM Components -> Databases
Description

Multi-level deployments can have SQL Storage at different levels. Depending on how event and alarm forwarding has been

configured, the Master Server may not receive all the events and alarms that have been generated and collected in the
deployment.

. Service

" H Tickers Opened [EZH vax peieenty ([ECHD lever
=" olienvault P s G @ SR

e e g

4 Incidents

uuuuuuuu N

DATABASE SERVERS -
1§ Anayus wsNew i Modty ., Delew selocted
o Namo. w» Passmore

Port
I w2 16101 102163101 axe
=

S Aain . 1521681024

L

> Asset Sewch Jose 162168103 L

> Asset Dcovary
Patio 102168102 axe roct —

I
oo b @ fem €

> SEM Compsnents
W ietetigence
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When doing a forensic analysis the user may need to connect to another Database storing events in the deployment. For this
reason all the databases should be configured in the main Web interface. If you do this and then you use the SIEM Forensic

tool (Analysis -> SIEM -> SIEM) you will see this icon that will allow you to switch between the different databases in your
deployment.

ﬁ-

3 Pado

2 s I e
J 192.160.10.1 "

J annaranada

“ Local

Search | Clear @ Current Search Criteria [...Clear All Criteria...] » Show Rl risria

n m m META PAYLOAD 3 LAYER 4

time >= [ 12/23/2010] [ any time] ...Clear. any any none
Sensor Data Sources Risk

Only AlienVault databases should be configured in this section. In case your deployment is using a single database then you
don't need to configure anything in this section.
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Usage

New Database

To insert a new Database click on New in the upper left side.

User

Password

Icon

You will have to fill in the following properties:

Name: Name given to this database

‘Database 001

|192.168.2.2

‘mysql

|

|
|3306 | =

|

|

‘password

( Choose File ) No file chosen

Only 32x32 pixels png icon supported

Sendf Reset|

o IP: IP address of the host running the Database. MySQL must be listening in that IP address (bind-address parameter in

my.cnf)

User: Username in the MySQL Server

Port: MySQL listening Port (By Default 3306

e Password: Password for the username in the MySQL Server

It is possible to upload an icon that identifies this database in the drop-down menu in SIEM->Analysis

You may need to configure your MySQL Server to accept remote connection from the main AlienVault Web interface using

the user you just wrote when inserting the properties of the new database.

Modify a Database

To modify the properties of a Database select the Database in the grid using a single left click and then click on Modify.

Delete a Database

To delete a Database select the Database in the grid using a single left click and then click on Delete Selected.
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Intelligence

Policy & Actions

Policy
Intelligence -> Policy & Actions -> Policy

Description

Policy section allows you to configure how the system will process the events once they arrive to the AlienVault Server. All
events will go through the following processes within the AlienVault Server:

SQL STORAGE

MASSIVE STORAGE
FORWARDING
CORRELATION DIGITAL SIGNATURE

RISK ASSESSMENT

S1EM LOGGER

By default the all the events arriving to the AlienVault Server are processed by both SIEM and Logger (Only when using the
Unified SIEM).

In the case of SIEM the system provides extra intelligence and data-mining capabilities processing the events by performing
the following tasks.

¢ Risk assessment: A risk is assigned to each event taking into account the type of event and the assets involved in the
generation of the event.

¢ Correlation: Correlation is the process of Transforming Into Various data input to output new data element. Using
correlation AlienVault can transform two or more input events into a more reliable output events. Events generated during
the correlation process are re-injected back to the AlienVault Server and processed the same way as if these were being
sent by one of the Sensors.

¢ Forwarding: The AlienVault Server may be configured to send events and alarms to an upper Server (Parent Server) in

multi-level deployments.

¢ SQL Storage: Events processed by the SIEM are stored in a SQL Database (MySQL Database).

AlienVault Users Manual 118



In the case of Logger, the system will sign the events to ensure integrity so that they can be used as evidence in trial.

When defining a policy is necessary to define the conditions that the events must comply in order to match one of the Policy

rules.

Policy rules also define what features of the SIEM and Logger will be enabled to process the events matching the policy
rules.

Policy rules are applied in descending order and when an event matches a rule, the system will stop processing that event,

so that it will not be able to match any other policy rule defined subsequently. For this reason the generic policy rules should

be always defined after the policy rules used to configure exceptions for certain events.

This page shows a series of tables, each table is a group of policies. These are the fields that are shown with each of the

policy rule:

o Status: Policy Rule enabled: ¥ / Policy Rule disabled: %
e Order: Position in which this policy rule will be loaded

o Priority: Wether the priority of the events matching this policy rule has to be modified or not, and if modified, the value of

the new priority (Only applies if SIEM is enabled)
e Source: Sources matching this policy rule (Hosts, Host Groups, Networks, Network Groups...)
¢ Destination: Destinations matching this policy rule (Hosts, Host Groups, Networks, Network Groups...)
¢ Port Group: Destination port of the events that will match this policy rule.
¢ Plugin Group: Group of event types that matching this policy rule.
e Sensors: Sensor or Sensors collecting the events matching this policy rule
e Time Range: Time period in which this policy rule will be enabled.

e Targets: Servers in which this policy rule will be installed (Multi-level deployments)

¢ Correlate: Enables / Disables logical correlation for the events matching this policy rule (Only applies if SIEM is enabled)

e Cross Correlate: Enables / Disables cross correlation for the events matching this policy rule (Only applies if SIEM is
enabled)

e Store: Enables / Disables SQL Storage for the events matching this policy rule (Only applies if SIEM is enabled)

¢ Qualify: Enables / Disables risk calculation for the events matching this policy rule (Only applies if SIEM is enabled)

¢ Resend Alarms: Enables / Disables alarms forwarding to an upper server for the events matching this policy rule

¢ Resend Events: Enables / Disables events forwarding to an upper server for the events matching this policy rule

¢ SIEM: Enables / Disables SIEM for the events matching this policy rule

e Logger: Enables / Disables Logger for the events matching this policy rule

¢ Sign: Enables / Disables alarms forwarding to an upper server for the events matching this policy rule (Only applies if
Logger is enabled)

AlienVault Users Manual

119



Usage

New Policy Rule

To create a new Policy Rule click on New within the Policy Group in which you would like to include the new policy rule.

This will show the following screen.

Source -« Dest - Ports « Plugin Groups - Sensors » Install in - Time Range -

Source *
Insert new net?

| Next >>

Source x Dest x Ports « Plugin Groups x Sensors v

ANY ANY ANY

X

Install in v

oK |

Logger: No
SIEM: Yes

Policy group - Policy Consequences
Asset: | Filter | | Insert
= <> ANY
+ 4 Host Group
+ 42 Networks
# ..» Network Groups
# (4 All Hosts (3! hosts)
Time Range v Description « Policy Consequences +
Policy Group: Default Group il change
: Dcscﬂpnon: Cross Correlate: Yes
Begin: Mon - Oh Active: Yes Store: Yes
End: Sun - 23h Sign: Block Q;Jallf.% Yes

Resend Alarms: Yes
Resend Events: Yes

When creating a new policy rule you will have to define the conditions that have to be met for the events to match that policy
rule as well as the consequences that the policy will have when the events are being processed by the AlienVault Server.

The following conditions have to be configured when creating a policy rule:

Source

Insert in the Source the Assets (Networks, Hosts, Host groups, Network Groups) that must appear in the Source IP field of

the events matching this policy. By default the source will be set to ANY.

HOST_GROUP:aa_NET_discover
HOST:10.0.1.1
HOST:192.168.10.1
HOST:192.168.10.31

Source *

Insert new net?
Insert new net group?
Insert new host?
Insert new host group?

Asset:

> ANY
&

== Networks
sa» Network Groups

g

@4 el e

@ @

@

All Hosts (44 hasts)

45 192.168.1 (22 hosts)

45,.192.168.12 (7 hosts)

45 192.168.10 (5 hosts)

3 12.0.1 (6 hosts)

45 10.0.1 (1 hosts)

4 10.0.1.1 (Firewall-Main-Office-primary)

45 192.165.67 (1 hosts)

35 10.112.91 (1 hosts)

3 192.168.4 (1 hosts)

You can also filter the hosts shown in the tree writing a search string in the box above the tree and clicking on Filter.

If you want to create a Policy rule using IP addresses that do not belong to your inventory type the IP address in the box

above the tree and click on Insert.
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Asset: [200.158.14.0

=l <> ANY
* & Host Group
- %2 Networks
No Hosts Found
* .is Network Groups
# 4 All Hosts (0 hosts)

Dest (Destination)

Insert in Dest the Assets (Networks, Hosts, Host groups, Network Groups) that must appear in Destination IP field of the

events matching this policy. By default the destination will be set to ANY.

HOST_GROUP:aa_NET_discover
HOST:10.0.1.1
HOST:192.168.10.1
HOST:192.168.10.31

Source *
Insert new net?
Insert new net group?
Insert new host?
Insert new host group?

You can also filter the hosts shown in the tree writing a search string in the box above the tree and clicking on Filter.

If you want to create a Policy rule using IP addresses that do not belong to your inventory type the IP address in the box

above the tree and click on Insert.

Asset:[ ] m m

=~ <> ANY
+ & Host Group
¢l 52 Networks
¢ ;2u Network Groups
=I5 All Hosts (44 hosts)
45 192.168.1 (22 hosts)
35.192.168.12 (7 hosts)
45 192.168.10 (5 hosts)
i 12.0.1 (6hosts)
=135 10.0.1 (1 hosts)
(5 10.0.1.1 (Firewal-Main-Office-primary)
¢35 192.165.67 (1 hosts)
- (55 10.112.91 (1 hosts)
(¢35 192.168.4 (1 hosts)

Asset: [200.158.14.0

= <» ANY
*/ & Host Group
- 4 Networks
No Hosts Found
* .iz Network Groups
|4 All Hosts (0 hosts)
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Ports

In ports you can configure the port that must appear as destination port in your events. By default this will be set to any. If

you want to create a policy rule that only matches events having one or more destination ports, you create the Port Group

first (Refer to the documentation of Assets -> Ports) and then select the Port Group in this Policy form.

Plugin Group

Ports «
Insert new port group?
Insert new port?

= %= Port Groups

¢ %~ dAR&?azada
¥ ANY
% ddddde
%™ dns
%~ hyhyhy
%™ Jose udp
%™ fio&fio
¥~ nuevo grupo
%™ Prueba PG
%= prueba2
%= servidorweb
% smtp
%= terminal_services
%= Test Group

ORCRCRCRORONONOCRORORONC

In Plugin Group we need to select which type of events will be matching this Policy rule. By default this value will be set to

ANY. This means that every event type will match this policy. To select only certain events you need to create a Plugin Group

first. Please refer to the documentation of Plugin Groups (Configuration -> Collection -> Plugin Groups) to learn how to

create Plugin Groups.
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Plugin Groups -
Insert new plugin group?
View all plugin groups

0000000000000 0o

0000000«

0000t(

O ANY

Anomalies
Windows Events
Unix Events
Availability
Avast
Apache/I1S
Prueba

SEM test
directives

Snort

Facebook
facebook_events
auth_exitosa
ACL Denied
Botnets

Denial Of Service
Network Anomalies
P2P

Porn

Trojan

Voip

Bruteforce
Malware
Spyware

Virus

Web Attacks
Level Info O
Level Info 1
Level Info 2
Russian Business Networks
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Sensors

When the events are processed by the AlienVault Server, the Server knows the Sensor that was collecting the event. You can
also create a Policy that works only for events collected by certain Sensors. By default the policy will match events coming
from ANY sensor.

ANY - = Sensors

o ANY
FIRC (192.168.1.255)
Cisco-netflow (192.168.0.200)
ossim (192.168.10.1)
pablo (192.168.10.2)
prueba (1.1.1.1)
Sensor Vegas (192.168.2.2)
Sensor_10.255.254.119 (10.255.254.119)
Sensor_10.98.8.118 (10.98.8.118)
Sensor_10.98.8.119 (10.98.8.119)
Sensor_10.98.8.18 (10.98.8.18)

Sensors *
Insert new sensor?

Install in

PRO ONL

In multilevel deployments where multiple servers are deployed, you can configure a policy rule in your Master Server and
install that policy in one of the children servers. By default policies will be installed on every Server.

() 192.168.10.4 (Fran)

Install in « ) 192.168.10.3 (Jose)
Insert new server? | () 192.168.10.1 (ossim_server)
™ ANy

Time Range

A policy can be enabled only at certain time during the week, for example, at night, or during the weekend.

Begin End
(Fri 4] [14h74])-(Mon 2] (oh %)

Time ge *
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The consequences of the policy will be configured in the last tab called Policy Consequences:

Actions Insert new action?

2 items selected Remove all
1 Alarms mail with all data =

1 test_vpn =

Add all

Alarms mail
Send data of user access

test

Origen - Envia correo con consulta incluida en S...
Destino - Envia correo con consulta incluida en ...
Origen y Destino - Envia correo con consulta inc...

Origen y Destino - Envia correo con eventos Tipp...

test4

testS

nueva

nueva de prueba

PPPPPPP

+

+ + + + + + + + + +

Priority | Do not change +
SIEM ® ves O No
Qualify events ® ves O No

® ves O No 1)
® ves O No 1)

Correlate events
Cross Correlate events

Store events @ Yes O No 1)
Logger O Yes ® nNo

Sign Line '* Block
Multilevel ® ves O No
Forward alarms ® ves O No
Forward events ® ves O No

Description

Active ® ves O No

1) Does not apply to targets without associated database.
Implicit value is always No for them.

In the left side, you will find the actions. Actions can be linked to policies, so whenever a Policy is matched the system can
automatically launch an action to send an e-mail or run a Linux command. This allows creating firewall rules automatically,

send SMS, shutdown a host remotely...

Actions are inserted in the tab Intelligence -> Policy & Actions -> Actions. Please refer to the documentation of that section

to see how to insert new Actions.

Actions in the left side will be executed whenever an event matches the policy rule. You can just drag and drop actions from

the right side to the left side, or click on Add All if you want to execute them all. If you want to stop executing one of the

actions just drag and drop from the left side to the right side or click on Remove all to stop executing all the actions that

were enabled.

Actions Insert new action?

3 items selected
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Remove all Add all
¥ Alarms mail with all data = | Alarms mail &
% test_vpn = | Send data of user access +
1 Origen y Destino - Envia correo con eventos Tipp.= | test +

Origen - Envia correo con consulta incluida en S... +
Destino - Envia correo con consulta incluida en ... +

Origen y Destino - Envia correo con consulta inc... +

test4 +
testS +
nueva +
nueva de prueba +
PpPPRPPP +
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These are the rest of the consequences that can be used to create exceptions for certain events:

Priority: Modifies the priority of the events overriding the default priority for that type of event (This affects Risk calculation)
SIEM: Enable/Disable the SIEM functionality. If enabled the following properties can also be enabled or disabled:

Qualify Events: Risk calculation for the events (Intrinsic Risk and Aggregated Risk)

Correlate Events: Enable/Disable Logical correlation (Using correlation directives)

¢ Cross correlate Events: Enable/Disable Cross Correlation
e Store Events: SQL Storage
Logger: Enable/Disable the Logger functionality. If enabled the following properties can also be enabled or disabled

¢ Sign: Enable/Disable the digital signature for events in the Logger
Multilevel: Enable/Disable the forwarding functionality. If enabled the following properties can also be enabled or disabled

e Forward alarms: Enable/Disable the alarms forwarding to an upper server
¢ Forward events: Enable/Disable the events forwarding to an upper server

The active field enables or disables the policy, this way you can create some policies to be enabled later.

Once a lot of policy rules have been defined it may be interesting to create Policy Groups to keep the policy rules well
organized. You can select the Policy Group in which you want to include your new policy in the Policy Group tab. You can
also move it to a different group later.

Default Group
asdgag

AV Feed Policies
Grupo granada
snort

Policy group »
Insert new policy group?

When creating or editing a policy rule you will always see a table in the bottom showing all conditions and consequences
that have been configured in the policy rule:

Source v Dest « Ports « Plugin Groups + Sensors v Install in v Time Range v Description « Policy Consequences «
Priority: Do not change
Correlate: Yes

Cross Correlate: Yes

Store: Yes

Qualify: Yes

Resend Alarms: No

Resend Events: No

Policy Group: snort
Description: s
Begin: Mon - Oh Active: Yes
Enc: Sun - 23h Sign: Block
Logger: No
SIEM: Yes

HOST:192.168.1.99 HOST:192.168.1.98 ANY Prueba ANY ANY
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Edit Policy Rule
To edit a Policy rule select the Policy rule in the grid using a single left click and then click on Modify.
Enable / Disable Policy rules

To enable or disable a Policy rule select the Policy rule in the grid using a single left click and then click on Enable/Disable
policy.

Delete a Policy Rule

To delete a Policy rule select the Policy rule in the grid using a single left click and then click on Delete Selected.
Duplicate a Policy Rule

To duplicate a Policy rule select the Policy rule in the grid using a single left click and then click on Duplicate Selected.
Now you will have the possibility of modifying the conditions and consequences as if you were inserting a new policy rule.
Change Policy Rules Order

The order in which the policy rules will be loaded in the AlienVault Server is very important. For this reason you may need to
change the order of the policy rules. To do this you can drag and drop policies. Just click on the policy you want to prioritize
and move it upwards.

You can also switch Policy rules between different policy groups.
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Actions

Intelligence -> Policy & Actions -> Actions

Description

The Actions page allows the user to define responses to attacks or problems happening in the network. Actions are related

to policy rules, so that when a policy is matched all the actions related to that policy are executed.

AlienVault supports three types of actions, sending an e-mail, running a Linux command, or opening a ticket in the AlienVault
Ticketing System (Incidents -> Tickets).

Some keywords can be used to create the actions so that these keywords are replaced by some properties of the event or

events that matched that policy.
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Usage

New action

To insert a new action click on New in the upper left side.

Write a short description explaining what this action does and select they type of action that you want to configure

e Send an E-mail

e Run a command

e Open a Ticket

This actions will always be executed in the AlienVault box running the Web interface profile (Framework).

DATE
PLUGIN_ID
PLUGIN_SID
RISK
PRIORITY
RELIABILITY

SRC_IP
DST_IP
SRC_PORT
DST_PORT
PROTOCOL
SENSOR
BACKLOG_ID

D R I A )

Description

SRC_IP_HOSTNAME
DST_IP_HOSTNAME

You can use the following keywords within any field which will be get substituted by it's matching value upon action execution :

EVENT_ID
PLUGIN_NAME
SID_NAME
USERNAME
PASSWORD
FILENAME
USERDATA1
USERDATA2
USERDATA3
USERDATA4
USERDATAS
USERDATA6
USERDATA7
USERDATAS
USERDATAS

| -- Select an action type --

() Only if this is an alarm [Define logical condition)

Values marked with (*) are mandatory

When defining an action you can use the following keywords. These keywords will take the value of the variable referred in
the events matching the Policy rule.

DATE

PLUGIN_ID
PLUGIN_SID

RISK

PRIORITY
RELIABILITY
SRC_IP_HOSTNAME
DST_IP_HOSTNAME
SRC_IP

DST_IP

SRC_PORT
DST_PORT
PROTOCOL
SENSOR
BACKLOG_ID
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e EVENT_ID

o PLUGIN_NAME
¢ SID_NAME

o USERNAME
o PASSWORD
o FILENAME

o USERDATA1
o USERDATA2
o USERDATAS3
o USERDATA4
o USERDATA5
o USERDATA6
o USERDATA7
o USERDATA8
o USERDATA9
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Send an e-mail

b e
Z

‘ Type ‘ | send an email message 3)

8 Only if this is an alarm [Define logical condition]

‘ From: ‘ [alien@alienvault.com ] *

‘ To: ‘ [admin@mycorporation.net ] *

\ Subject: | [DATE SID_NAME | =

' SRC_IP SRC_IP_HOSTNAME connected to DST_IP DST_IP_HOSTNAME <

Message

When creating the action you can also configure the action to be executed only if the events matching the policy have
become alarms (RIsk >= 1).

Modify an action

To modify an action select the action in the grid using a single left click and then click on Modify.

Delete an action

To delete an action select the action in the grid using a single left click and then click on Delete Selected.
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Directives
Intelligence -> Correlation Directives -> Directives

Description
Correlation

Event correlation is a technique for making sense of a large number of events and pinpointing the few events that are really

important in that mass of information.

AlienVault can correlate events generated by any tool or device regardless of the type and format of event. The events will be
normalized before the correlation takes place.

In AlienVault, logical correlation is implemented using Correlation Directives or Correlation rules. The correlation directives
define different conditions that will be met by the incoming events. Whenever a condition has met the system will generate
new events that can even meet some other conditions in a different correlation directive.

Server

Correlation in AlienVault takes places in the AlienVault Server. The AlienVault Collectors will collect events from the different
devices or applications (Detectors). Once the events have been normalized they will be sent to the AlienVault Server.

Correlation happens whenever the SIEM functionality is enabled and if the correlation has not been disabled when defining
policies to handle incoming events.

Correlation Directives

Correlation directives are written using XML syntax. By default, AlienVault includes over 200 directives of correlation. The
Professional Feed provides greater coverage against attacks and network problems with more than 600 directives.

When a new plugin has been devolved, the user to integrate a device or tool is to create new correlation rules Correlation
directives are stored in .xml files in the following directory:

/etc/AlienVault/server/

Correlation directives are stored in different files according to the category they belong to. The category will be assigned
depending on the type of behavior that is being detected by the directive.

Correlation directives created by the users will always have to be stored in the following file:

/etc/AlienVault/server/user.xml

This will prevent loosing directives after an upgrade, since this is the only file that will not be updated automatically.

Whenever new tools and devices are integrated in AlienVault, new directives will not be created automatically. The user will
have to create their own directives to detect complex behaviors and patterns in the new events. If you share your new
plugins with the community then you will get more chances of having more correlation directives as the AlienVault team and
the community will create some that will be useful in your environment.
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Source of information

The correlation directives will create patterns for incoming events. Two different types of events will feed the correlation
engine:

Detector

They offer events (Snort, Firewalls, Antivirus, Web servers, OS events..). Detector plugins are constantly sending information
to the Correlation Engine. Once the event has been generated by the collector, the AlienVault Collector will collect and
normalize the event before sending it to the Correlation Engine.

Monitor

They offer indicators (Ntop, Tcptrack, Nmap, Webs, Compromise & Attack...). Monitor plugins offer information to the
correlation engine in request by the AlienVault Server during the correlation process.

Correlation rules

Each correlation directive consists of at least one correlation rule. Each correlation level contains as many rules as necessary,
except the first correlation level that will always have a unique correlation rule.

The correlation rules define a set of conditions to be met for the events getting into the correlation directive.

SSH Failed

Correlation level: 1 authentication
event

SSH
successful
authentication
event

10 SSH Failed
authentication
events

Correlation level: 2

100 SSH SSH
Failed successful
authentication authentication
events event

Correlation level: 3

SSH 1000 SSH
Persistent successful Failed
connections authentication authentication
event events

Correlation level: 4
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Usage
New Correlation Directive
New correlation rule

Correlation Directives are created using a wizard that simplifies the process of writing a directive. To create a new correlation
directive click on Add Directive.

Set the name of the directive, This is the name that will take all the events generated within this directive. You can use the
following variable to be replaced by the value of the variable when the alarms are displayed in the Web console (Incidents —
Alarms): SRC_IP, DST_IP, SRC_PORT and DST_PORT.

| Name for the directive
Brute Force against SSH Server (SRC_IP) m

Back to main

After setting the name click on Next.

Choose the category for this directive. The default category is User.

%

g
H

dii

Choose the Priority of the directive. Priority will be numerical value from O up to 5. All events generated within the same
directive will have the same directive but they may have a different reliability as it will depend on the correlation level in which
the event has been generated.

If you set the priority to 0, events generated within the directive will never become an alarm. If you set a high priority value,
the directive may generate alarms after grouping just a few events.
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Now its time to set the conditions for the first rule in the correlation directive.

Name for the rule

1 Authentication failed SSH event I H:i

| Back todirectives |

All'events will try to match the first level of every enabled correlation directive once they arrive to the AlienVault Server. This
behavior can be modifying defining a policy in (Intelligence — Policy & Actions).

eThe first rule of a directive will have special conditions:
o[t will always be a detector rule. Monitor rules can not be used in the first level of directives.
o[t will wait for a single occurrence of an event

e[t will have no time out. The condition of the first level will last as long as the server is running and the directive
enabled

*The event will only be generated for the first directive rule whenever the directive has only one correlation level

In the directive we are creating the correlation will start with any event coming from the SSH Server that refers to an
authentication failed attempt. We should always try to cover all possible variants of an attack, in a SSH brute force attack we
will find the following events:

*Failed Password
eUser blocked

*Root login not allowed
elllegal user

eUser does not exist

e... and much more

So when writing a correlation rule we should always think about all possible events that may be interesting for our new
correlation rule. You can take a look to all events that can be generated by each plugin in the following section: Configuration
— Collection

Each rule will always wait for events with the same Plugin ID. In this case we will be waiting for events with the Plugin ID
4008, and the following plugin SID which correspond to the type of events we get when we are suffering a brute force attack
against one of our SSH Servers.
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Select the Plugin from the list.

aladdin
allot
apache
arpwatch
avast

bind
cisco-acs
cisco-ids
Cisco-1PS
cisco-pix
cisco-router
cisco-vpn
clamav
clurmgmr
courier
evberauard

Select a Plugin

Type

Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detector (1)
Detoctor (1)

- Search a plugin name:

Aladdin eSafe Gateway
NetEnforcer Allot
Apache

Description

Ethernet/FDDI station monitor daemon

Avast Antivirus Home 4.0
BIND

Cisco-ACS

Cisco Secure IDS

Cisco Intrusion Prevention System

Cisco Pix-ASA Firewall
Cisco router

Cisco VPN box

Clam AntiVirus

Cluster Service Manager Daemon

Courier Mail Server
Snart Rules

Now select the event types (Plugin SID’s within this Plugin ID) that will match the first correlation rule. Event types in the left
side are events that have already been added to the correlation rule. Events in the right side can be added to the correlation

rule using drag and drop, by moving them to the left side. Event types can also be added to the correlation rule by clicking

on +. To remove an event from the correlation rule click on - next to the event type that you wish to delete or click on

Remove all to delete all event types from the correlation rule. In the top of the right column you can also search a text string

and then click on Add all to include all events matching the search criteria in the correlation rule.

Plugin Signatures
9 items selected Remove all Add all
1 1 - SSHd: Failed password = | 7 - SSHd: Login sucessful, Accepted password +
1 2 - SSHd: Failed publickey ~ | 8 - SSHd: Login sucessful, Accepted publickey th
¥ 3 - SSHd: Invalid user USERNAME =~ | 9 - SSHd: Bad protocol version identification ok
1 4 - SSHd: lllegal user = | 10 - SSHd: Did not receive identification string g
1 5 - SSHd: Root login refused = | 11 - SSHd: Received disconnect +
¥ 6 - SSHd: User not allowed because listed in DenyUsers = | 15 - SSHd: Reverse mapped failed +
1 12 - SSHd: Authentication refused: bad ownership or modes ~ | 16 - SSHd: Address not mapped + .
¥ 13 - SSHd: User not allowed becase account is locked = | 17 - SSHd: Server listening + '
1 14 - SSHd: PAM 2 more authentication failures ~ | 18 - SSHd: Server terminated i L
19 - SSHd: Refused connect . ){
20 - SSHd: Denied connection + v

* Empty selection means ANY signature

If you have no events in the left side, all events arriving to the correlation engine using the Plugin ID selected in the previous

step will match the correlation rule. Once you have chosen the event types for this correlation rule, click on Next.

In this step, you have to define the sources and destination that can fulfill the conditions of the correlation rule. By default,

any source and destination (internal or external) will meet the condition.
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Network
* Empty selection means ANY asset

Source Host/Network Destination Host/Network
Asset:  Fiiter | Asset: “ aadl
= <> ANY =l <> ANY
¢ Z= Networks ¢ 22 Networks
@ 4 All Hosts (41 hosts) ¢ & All Hosts (41 hosss)
Source Destination
Ll 1]
Source Port(s) Destination Port(s)
- Can be negated using " - Can be negated using 1"
[any | [any

To define your own your own condition, use the trees displayed on the screen. The tree on the left is used for the source and
the tree of the right is used for the destination. You can select multiple hosts or Networks. To select a host or a Network,
simply click on the name of the host or network displayed in the tree.

To remove a host or network from your selection, click on the host or network that you wish to delete and then click on [X].

In this screen you can also define the source and destination ports of the events that will match the correlation rule. By
default, any port will match the conditions defined by the correlation rule.

Source Port(s) Destination Port(s)
- Can be negated using I" * Can be negated using '
ANY ANY

Insert as many port numbers for the source port and destination ports as you need. Ports must be in numerical format and
separated by comma (No spaces). You can also use ANY as a keyword, and then negate some ports using [!]. E.g.: ANY,!80
means port except port 80.

Once you configure both the conditions for the origin and destination, click on Next.

Some events (NIDS, Firewall ...) have a field indicating the network protocol that was being used at the time that the event
was generated. This condition can be used in the correlation rule, so that the directive only works when the event has a
particular protocol.

Protocol
Manwy M1 & uor & icwp

i

AlienVault Users Manual 135



Click Next after setting the protocol condition. By default, any protocol will match the correlation rule conditions. A
correlation rule can be configured to work only with the events collected by certain AlienVault sensors. By default, a
correlation rule will work with events collected by every single AlienVault Sensor.

Sensors listed in the left side are Sensors that will enable the correlation rule (For events matching the rest of the conditions).
Sensors in the right side can be added to the correlation rule using drag and drop, by moving them to the left side. Sensors
can also be added to the correlation rule by clicking on +. To remove a sensor from the correlation rule click on - next to the
sensor that you wish to delete or click on Remove all to delete all sensors from the correlation rule. In the top of the right
column, you can also search a text string and then click on Add all to include all sensors matching the search criteria in the
correlation rule.

Sensor
* Empty selection means ANY sensor

0 items selected Remove all Add all
o0ssim
FIRC
pablo
prueba
Sensor_10.255.254.119 i

Cisco-netflow
Sensor_10.98.8.118
Sensor_10.98.8.119
Sensor_10.98.8.18

Sensor Vegas

=

Whenever the condition established by the correlation rule is matched, a new event will be generated with a new reliability
value. This event will be re-injected to the Correlation Server as if it came from another AlienVault Sensor. This event will have
the priority value previously assigned as a global priority of the correlation directive, the reliability value defined in the
correlation rule, and the asset value of the hosts matching the conditions of the correlation rule (In case they have a different
asset value the highest one will be used).

The risk of the event will be calculated using the following formula:

RISK = (Asset Value*Priority*Reliability)/2

Reliability
* Risk = (priority * reliability * asset_value) / 25.

EEEEEEEERER
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Events that arrive at the correlation server can have assigned values in special fields (username, filename, password,

userdatal, userdata?2 ...). In this step you can define the value that should have these fields in order to correlate this rule

successfully.

You can assign more than one value for each of the fields, separated by commas.

)

User data

interface
filename
username

password

userdatal
userdata2
userdata3
userdata4
userdataS
userdatab
userdata7
userdata8

userdatad

The number of occurrences determines how many events (meeting the conditions of the rule) must reach the correlation

engine in order to correlate the rule successfully. Choose one of the predefined values or enter a custom value occurrences.
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The timeout value determines how long the correlation server should wait (in seconds) before the correlation of the rule
expires.

Select one of the default timeout values or enter a custom value. Timeout is a numerical value (In seconds)

8

i

In some cases it may be interesting to force a field to have a different value in each occurrence (Worms, Port scans ...). To
make all the occurrences have a different value in one of the fields select the field from the list.

Eqg: sticky_different = "dst_port"(All the events matching the rule Must Have A Different destination port (Port scanning
detection))

Sticky different

| ‘No
XS
—
[orom |
[Froroco:|

When editing rules (Rules other than the first correlation level) we can force some fields to have the same value that came in
the events that matched the previous correlation levels. This can be done in the following fields of the correlation rule:

e plugin_id
plugin_sid

Source

Destination

Source Port

Destination Port

And all special fields (username, password, filename, userdatai-9)
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When editing rules that are not at first correlation level, the wizard will show some drop boxes that let use the value of a field
that came previously in an event that was correlated within this directive.

This value can also be negated using the symbol [l]. This means that the value of the field has to be different than the value
that matched the previous correlation level.

Source Host/Network J

- 3

=l <> ANY
¢l == Networks
[~ (3 All Hosts (41 hosts)

Source IP from level 1

] !Source IP from level 1 |
* Can be negated using !’ Destination IP from level 1
~  IDestination IP from level 1

From a parent rul

From a parent rule: (

Once the first rule has been configured, the directive will be displayed on screen:

. Brute Force against SSH Server (SRC_IP)
Directive 500007 (Priority: 3)
+ @ 'y Name Reliability = Time_out Occurrence From To Port_from Port_to Sensor Plugin ID Plugin SID
¢ @ g * % ¢ & 1authentication failed SSHevent 0 None 1 ANY  ANY ANY ANY ANY sshd(4003) 2145631319 14

Properties 15027001 pPC1 Alarms KDB

General Malware
IMP QOS

IMP Infleak
IMP Lawful
IMP Image
IMP Financial
IMP Infleak
Availability
Integrity
Confidentiality
Net Anomaly

No IS027001 found No PCI found No Alarms found No KD8 linked documents

@ © ¢ o 0 00 0 0 0 00 0 00

|| Brute Force against SSH Server (SRC_IP)
Directive 500007 (Priority: 3)

Py Name Reliability  Time_out Occurrence From To Port_from Port_to Sensor Plugin ID Plugin SID
g ¢ < ¥ & 1authentication failed SSHevent 0 None 1 ANY ANY ANY ANY ANY sshd(4003) 2145631319 14

* 4
(C e ||
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Add a new correlation rule

To add a new correlation rule click on the symbol * . The rule will be added to the next level of correlation, just after the
level of correlation which contained the symbol that was clicked.

Clone a correlation rule

To clone a correlation rule click on the symbol —# next to the correlation tule that you wish to clone.

Delete a correlation rule

—

To delete a correlation rule click on the symbol ' next to the correlation tule that you want to clone.

Correlation Levels

To change the correlation level of a correlation rule click on the symbols - (Move to previous correlation level) and -
(Move to the next correlation level) next to the rule that you want to move to a different correlation levels.

Rules can also be moved within the same correlation level using the symbols L] (Move up) and v (Move down). Anyway ,

the position of the rule within the same level of correlation does not imply that the rule has a higher or lower priority.

Modify a Correlation Directive

To modify a correlation directive click on the category containing the directive and then click on the name of the directive.

Current Categories  [Restart Server]
D Generic [20 directives) & @
D Attacks [11 directives]
D Worms [3 directives]
Webattack
P Dos [1 directive]
Scan
Abnormal
Network

Trojans

LIRSS ]IS]IS]1%]1$

W Misc [1 directive]

Id Name
Username gathering at SMTP server
m g 27010 DST 1P

P User [7 directives] & @
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Clone a correlation directive

To clone a correlation directive click on the category containing the directive and then click on <.

Delete a Correlation Directive

=]

To clone a correlation directive click on the category containing the directive and then click on = .

Modify the global properties of the Directive

After clicking on the name of the directive and once in edit mode, click on the symbol I next to the name of the directive.

i Username gathering at SMTP server DST_IP
Directive 27010 (Priority: 3)
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Properties
Intelligence -> Correlation Directives -> Properties

Description
Each correlation rule has properties that are assigned to be used in the reporting system and when displaying statistics.

The properties of the directive describe the consequences that would cause the situation detected by the correlation
directive in the corporation that is being monitored.

These are the properties of a correlation directive in AlienVault:

Targeted Untargeted Approach Exploration Penetration
General Malware Impact: QOS Impact: Infleak Impact: Lawful Impact: Image
Network Anomaly Impact: Flnancial Availability Integrity Confidentiality
n:" olienvault Al —== p—
B8 professional SIEM unresolves Alarms [E) vax risk (N i [ECE]
8 Dastowrs Properties ?
&b Incidents PROPERTIES -
4 Analysis «s Insertnew .., Delete selected | _; Modify
[Zl SID  Pugn Targeted Untargeted Approach Exploration Penetration General Malwa Impact: C Impact: Infh Impact: Lawh impact ims impact: Finan  Avalabity  intogry  Confidentia
3 Recurrent Snort event ° ° ® ° ° ° ° ° ° o ° ° ° °M
e 3 Recurrent Snort event ° ° [ ° e ° ° L) ° ° ° ° L] 9
m < Possible Worm port DST_PORTPROTOCOL ° ® L] ° - [ ] B L] ° N Ll K] ® o
» Polcy & Actiors 4 Possible Worm port DST_PORTPROTOCOL ° ° @ ® v o v [ L] N L] ° ° L
» Correlation Directives 5 Possible Plague at port DST_PORT ° ° L] . 3 o o L] L] < L] ) ° 9|
» Complance Mapping L] Possible Plague at port DST_PORT ° ° ® ® o ° ° ® ° o L] ° ° o
» Cross Correlation 6 Poor anomaly on SRC_IP. Worm ? P2P 7 . . ° ° v . ° [ . v L] o L] o
» HIDS 7 Strange host behaviour on SRC_IP ° ° (] ° ° ° ° (] ° ° L] ° ° L
& 8 Strange global behaviour ° ° ° ° o ° ° ° ° - ° ° L] o
. L] Compromised host compromising other host (SRC_| ° ° ° ° B ° E © ° ° ° ® ® o
% o 10 Possible Worm port 80. Origin: SRC_IP ° B ° ® o E B ® ° ~ L] o ® o
I s 10 Possible Worm port 80. Origh: SRC_IP ° ° ° ° o ° ° . . o ° ° ° o
10 Possible Worm port 80. Origin: SRC_IP ° o @ ® “ ° o @ ® @ @ o ° 9
11 Possible portscan against DST_IP ° ° ° . - L] ° ° L] ° L] L] L] @ p
1" Possible portscan against DST_IP ° e L] e - e e ° Ll - ° e L] °
11 Possible portscan against DST_IP ° . ° ° ¢ ° . ° . ° L] ° L[] °
12 Brute force bgin anempt against DST_IP P2 ° ® ® 3 ° ° ® ° 3 ° ° ° ©
12 Brute force login attempt against DST_IP % ° ° ° o ° ° ® ° ° ° ° ° ol
12 Brute force login attempt against DST_IP B ° ® L[] < ° ° ® ° 5 L] ° ® o :

€
[25 ¢] K 4 Pagelt of3 b Pl Displaying 10250157
ABamn O ¥
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Usage
Insert correlation directive properties

To insert the properties for a new directive click on Insert New in the upper left side. A form will be displayed, in this form
enter the ID of the directive and then set the properties of the directive, then click on OK.

Directive ID (*)
Targeted Yes %
UnTargeted Yes §
Approach Yes 3§
Exploration Yes
Penetration Yes 3

General Malware Yes 3
Impact: QOS Yes 3
Impact: Infleak Yes 3
Impact: Lawful Yes 3
Impact: Image Yes 3

Impact: Financial Yes ¢

Availability Yes %
Integrity Yes 3
Confidentiality Yes %

Network Anomaly Yes 3
o] Bt

Values marked with (*) are mandatory

Modify correlation directive properties
To modify the properties of a directive select the directive from the list and then click on Modify.
Delete correlation directive properties

To delete the properties of a directive select the directive from the list and then click on Delete selected.
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Backlog

Intelligence -> Correlation Directives -> Backlog

Description

The backlog tab displays contains all those directives matched who either haven't reached the last correlation level or
haven't timed out yet. The table contains the following fields:

o Directive Name: Name of the correlation directive

o Directive ID: ID of the correlation directive
e Count: Number of events generated during the correlation of this directive.

o alienva

B piofessional
) Dashboards
A incidents
4 Analysis
Roports.
uin Assets

> Polcy & Actiors

» Correlation Directives
» Complance Mappirg
Cross Correlation

» HIDS
2 Monitors
- Configuration
© AlenVaut SIEM 24,12

“Baumn O ¥

Sl

t
EM

AV Possible SSH Scan from SRC_IP against DST_IP (Network detected)

Backlog

The backio; contains all those Grectves Matched who S2her havent reached the st comelation level of haven't timed out yet

Directive Name
Vunerability scanning agairst DST_IP
Recurrent Snort event
SSH brute force login attempt against DST_IP

Intrusion against DST_IP
Possible portscan against OST_IP
Possible Worm port DST_PORT/PROTOCOL
Possible Plague at port DST_PORT
Possible Trojan against DST_IP:DST_PORT
Nmap scan from SRC_IP
Portscan against DST_IP detected using FW1
Fortigate: Policy violation traffic
Prucba

DNS Server is down or Missconfiguration DST_IP

Tickets opencd ([JEZZH)
unresolved Alarms [EXIT)

1

24
3
20
101
1
n
4
s
2

13
16
2%
14
5

6

Count
2543
m
166
pr3%
1
9

e wsnn

vax priority ([ECHN Global
v GEHD @

Edit
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition
View/Edit current directive definition

Usage

To view or edit one of the correlation directives click on View/Edit current directive definition within the line displaying the

directive that you would like to view or edit.
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Compliance Mapping

The Compliance Mapping section is used to define relationships between the compliance control objectives and the
AlienVault correlation rules. Most of the compliance control objectives have relationships with correlation directives of the
professional feed, so Compliance monitoring with AlienVault makes more sense for those that own the professional feed.

Correlation rules generate new events when the conditions defined in each rule of the directive have occurred. If AlienVault
successfully correlates one of the directives, and that means that one of the compliance control objectives is not being met,
then that directive should be mapped to that compliance control objective. To do that you should use this section of
AlienVault.

After defining all relationships between the correlation directives and the compliance control objectives you will be able to
generate a useful Compliance report in the Report section.

ISO 27001
Intelligence -> Compliance Mapping -> ISO 270001

/TR International

) 1= 0] Organization for

B~ 28 Standardization

Description

ISO/IEC 27001 is an Information Security Management System (ISMS) standard published in October 2005 by the
International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC).

ISO/IEC 27001 specifies a management system that is intended to bring information security under explicit management
control.

The control objectives of the standard ISO 27001 are grouped under the following categories:

A.6 Organization of information security

A.8 Human resources security

A.10 Communications and operations management

A.12 Information systems acquisition, development and maintenance
A.14 Business continuity management
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Usage

In order to have a good compliance report it is important never deleting alarms from the Alarms Panel (Incidents —
Alarms). Alarms should be closed once they have been analyzed and confirmed. Delete alarms only in case they are a false
positive.

Some compliance control objectives can not be monitored using AlienVault, in that case click on this icon v next to the
name of the compliance control objective. This way, it will not be included in the Compliance Reports. Disabled compliance

control objectives will show this icon - in the Operational column, click on it to include it in the report again.

To include a comment regarding one of the control objectives click on [%= in the Justification column.

New relationship

In order to define new relationships between compliance control objectives and correlation rules, you just expand one of the

listed categories and click on the icon = (Plugins column) next to the compliance control objective you want to modify.

= RO1FW Config
Security Controls Operational Comments Plugins
R.1.1 Establish firewall configuration standards that indude the following x - )
R.1.1.1 A formal process for approving and testing all external network connections and changes v 4 )
R.1.1.2 A current network diagram with all connections to cardhoider data, induding any wireless v - -

In the floating window search and add all the correlation rules that prevent meeting the compliance control objective.

SIDs for Inf i ity policy d:
Associated Values
SID Name
6  Peer anomaly on SRC_IP. Worm ? P2P ? =)

Associate new value

Intrusion against DST_IP m
Strange host behaviour on SRC_IP

Strange global behaviour

Compromised host compromising other host (SRC_IP->DST_IP)

Brute force login attempt against DST_IP

Nmap scan from SRC_IP

Portscan against DST_IP detected using IPTables .
Portscan against DST_IP detected using FW1 v

| ADD || Close |

Delete relationship

To delete one of the relationships click on =+ next to the name of the correlation directive. Once you have finished defining
the relationships click on Close.
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PCI DSS
Intelligence -> Compliance Mapping -> PCI DSS

Description

PCI DSS (Payment Card Industry Data Security Standard) was developed by the Payment Card Industry Security Standards
Council (Visa, MasterCard...) with the objective of preventing credit card fraud through increased controls around data and
its exposure to compromise.

The standard applies to all organizations which hold,
process, or pass cardholder information from any card » Secu rity ™

branded with the logo of one of the card brands. Standards Council

Non-compliant companies, who maintain a relationship with
one, or more of the card brands, either directly or through an
acquirer risk losing their ability to process credit card payments or being audited and/or fined.

Control Objectives PCI DSS Requirements

Build and Maintain a Secure Network 1. Install and maintain a firewall configuration to protect
cardholder data

2. Do not use vendor-supplied defaults for system passwords
and other security parameters

Protect Cardholder Data 3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open, public
networks

Maintain a Vulnerability Management Program | 5. Use and regularly update anti-virus software on all systems
commonly affected by malware

6. Develop and maintain secure systems and applications

Implement Strong Access Control Measures 7. Restrict access to cardholder data by business need-to-
know

8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks 10. Track and monitor all access to network resources and
cardholder data

11. Regularly test security systems and processes

Maintain an Information Security Policy 12. Maintain a policy that addresses information security
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Usage

In order to have a good compliance report it is important never deleting alarms from the Alarms Panel (Incidents —

Alarms). Alarms should be closed once they have been analyzed and confirmed. Delete alarms only in case they are a false
positive.

Some compliance control objectives can not be monitored using AlienVault, in that case click on this icon v next to the

name of the compliance control objective. This way, it will not be included in the Compliance Reports. Disabled compliance

control objectives will show this icon - in the Operational column, click on it to include it in the report again.

To include a comment regarding one of the control objectives click on %= in the Comments column.
New relationship

In order to define new relationships between compliance control objectives and correlation rules, you just expand one of the

listed categories and click on the icon = (Plugins column) next to the compliance control objective you want to modify.

= RO1FW Config
Security Controls Operational Comments Plugins
R.1.1 Establish firewall configuration standards that include the following X =3 =)
R.1.1.1 A formal process for approving and testing all external network connections and changes v - -
R.1.1.2 A current network diagram with all connections to cardholder data, including any wireless v - -

In the floating window search and add all the correlation rules that prevent meeting the compliance control objective.

= RO1 FW Config
Security Controls Operational Comments Plugins
R.1.1 Establish firewall configuration standards that include the following {
R.1.1.1 A formal process for approving and testing all external network connections and changes
R.1.1.2 A current network diagram with all connections to cardholder data, including any wireless

it

L4x
ey
iy

Delete relationship

To delete one of the relationships click on =+ next to the name of the correlation directive. Once you have finished defining
the relationships click on Close.
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Cross Correlation

Cross Correlation

Intelligence -> Cross Correlation -> Cross Correlation

Description

Cross Correlation is AlienVault’s ability to correlate across two different plugins. Cross Correlation is used to modify the
reliability of an event. Modifying this value will has effect over the Risk, and by extension, the Alarm generation.

Cross correlation is carried out with events that have a defined IP destination address. The reason is that in this kind of
correlation, you are going to check if the event destination has some vulnerability defined in the database.

The basic rule for Cross Correlation is: if the IDS (Snort) has discovered an attack to an IP, and you know that the IP has that

vulnerability, the reliability will be increased to 10.

Cross-correlation rules included by default basically relate the IDS (Snort) with the Nessus/Openvas events, but any other

two events can be correlated using the cross-correlation feature.

2" olienvault

Open Source SIEM

) Oashboards
5" Incidents
4 Ansiysis
[ Roports

Ly Assets

» Policy & Actors
» Comolation Directves
» Complance Mapping
» Gross Correlation

[ Monhors

- Configurasion

= Tools

2 My Profio

‘s Logout facm]

B Maximaze
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Usage
New cross-correlation rule

To insert a new cross-correlation rule, click on New in the upper right. A form will be displayed in a floating window. You will
have to select the events that will be related using a cross-correlation rule.

On the right side you will have to select the reference event, the one that has to arrive first to the Cross-correlation engine
(Usually vulnerability scanner events), on the left side you will have to select the event arriving lately (Usually an IDS event).

Modify a cross-correlation rule
To modify a cross-correlation rule select the rule that has to be modified with a single mouse click, and then click on Modify.
Delete a cross-correlation rule

To delete a cross-correlation rule select the rule that has to be deleted with a single mouse click, and then click on Delete.
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Traffic

Monitors -> Network -> Traffic

Description

To offer the users the ability of monitoring and working with Netflow data, AlienVault has implemented this section based on
Nfsen. Apart from including this web interface, AlienVault is also deployed in the default installation Nfdump, which collects
netflow data generated by the network devices in your network. In case the network devices in your network do not support
netflow, AlienVault is also deployed by default Fprobe, which will generate the necessary Netflow data using after analyzing
all incoming traffic (AlienVault Sensor will have to collect all traffic from your network in order to generate Netflow data using
Fprobe).

Netflow

NetFlow is a network protocol developed by Cisco Systems to run on Cisco I0S-enabled equipment for collecting IP traffic
information. It is proprietary but supported by platforms other than IOS, such as Juniper routers, Linux or FreeBSD and
OpenBSD.
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Usage
Tab Navigation

Overview

The default view shows an overview of the currently selected profile. By default, this is the live profile. The three columns

show the 'Flows', 'Packets' and 'Bytes' history.

Detasls | Overview | Graphs. profie: [Tive ¥ || Alerts | Stats | Plugins ?

Overview Profile: live, Group: (nogroup)

Flova/s: Sm Ay 20 06800 00 - o g 30 0800 000 Puchata/e: Sun Avp 29 S8 00 - o A 30 0800 000 0 n g 29 05130 2003 - e A 30 0608 2060

If the currently selected profile is a continuous profile, the page is automatically refreshed every 5 minutes to update the

graphs. This allows you to have a browser window on your screen, with always up to date graphs. The Graphs tab adds a
sub navigator bar, where you see again the 'Flows', ‘Packets' and 'Bytes' graphs but bigger in size. When clicking on one of

the graphs in either view, you will be automatically switch to the 'Details’ view for further investigation processing.

Details

Detailed navigation and investigation of the netflow data is done in the 'Details' view. When entering this view, you will see

the navigation display. This will be the default view when entering Monitors = Network — Traffic section.
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The page is divided into two parts: The upper part allows you to navigate through the netflow data as well as selecting a
single time slot or time window. The lower part contains all the controls to process the netflow data of the selected time slot
or time window.

Clicking on any of the small protocol or type graphs will replace the main graphics with the selected graph. You can switch
back and forth and select the protocol and/or type for the main graph, which is appropriate for investigating your current
situation. The bigger main graph is automatically split into the protocols 'TCP', 'UDP', 'ICMP" and 'other’, which is 'not
(proto tcp or proto udp or proto icmp)', whenever you switch the type. To 'flows', 'packets' or 'bytes'.

The available time span of the graph can be changed using the pull down menu, just below the main graph:

o © uin Scale © Stacked Graph
Select | Time Window - Display: [1 day -|| << < i A > > >| Log Scale Line Graph
12 Hours
2 days
4 days
v Statistics timesiot Aug 30 2010 - 05:40 - Aug 30 2010 - 06:40 1 week
Channel: v Flows: v 2 weeks v Traffic:
onth
all: tep: udp: icmp: other: all: e o icmp: other: all: tep: udp: icmp: other:
¥ opensourcesim o/s o/s o/s o/s o/s o/s o/s o/s o/s o/s ob/s ob/s ob/s ob/s ob/s

I o ossim 17/s  16/s 0.1/s 0.0/s o/s 282/s 255/s 27/s 01/s o/s 385kb/s  36.1kb/s  24kb/s  37.7b/s ob/s
Al None Display: () Sum © Rate

Selecting a different time slot

A time slot starts at every 5 minutes cycle of the hour ( 0, 5, 10, 15 etc. ) and lasts 5 minutes. On the other side a time
window consists of several time slots. When entering the 'Details' view a window scale of one days is selected so you will
see the last 24 hours of the profile. The time cursor is placed in the middle of the begin and end of these 24 hours and the
time window slot is set to one time slot. You will see the selected time slot or time window always in the title of the browser
window, in the title of the main graph as well as above the small type graphs in the upper right section of the main graph.
There are several ways to change the current time slot.

The most easiest one is by simply clicking into the graph at the appropriate time slot. This immediately move the cursor to
the selected position.

You may also very easily dragging the handle of the cursor to the select time slot within the selected time span.

While moving the handle, the current selected time slot is autormatically updated in tstart and tend on the right hand side of
the graph. When releasing the handle, the cursor automatically snaps to the nearest time slot and the values in the statistics
table are updated accordingly.

Other ways selecting a different time slot using the control buttons below the main graph:
Using the time cursor controls:

e > Next time slot: Advance time by 5 minutes.
e < Previous time slot: Go back 5 minutes.

» Advance time slot by a full time span of the graph.

« Go back by a full time span of the graph.

>| Go to the end of the profile. ( current time slot )

| Center time cursor in current graph.
e / Place cursor at the peak, found within +/- 1 hour time-span of current cursor position.

The graphs are immediately updated, when selecting a different time slot. However, there are limits for moving the cursor.
The cursor can not be moved outside the visible part of the graph on the left or right hand side. You may also not move the
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cursor outside a time slot where data has expired and no data is available for processing. This limit is marked by the dark
grey area on the left hand side of the graph.

Flows/s any protocol

06:00 05:00 20:00 12:00 14:00  16:00 18:00 20:00  22:00 00:00 02:00
B pownstresn  Bipstresn Wpeert  Bpeer?

Selecting a time window

Sometimes it is desirable to select and process more than a single 5 min time slot. From the menu below the main graph
select "Time Window'

Select [ Time Window . ~|

Single Timeslot
JW

This splits the cursor handle into two halves, which can be dragged individually as needed. Drag the left and/or right border
of the selected window as needed.

e uoP cMP other Profileinfo:
o = = Max. unlimited
- - = e never
'—‘-—"‘—‘L. - — MM_ M_ buil. - - Start: Aug 222010 - 11:05 EDT
End: Aug 30 2010 - 06:45 EDT
Sun Aug 29 17:00:00 2010 Flows/s any protocol (2 2010-08-29 17:00
w0
= tws  2010-08-29 23:40
T | Packets
i -
a 12 H
e . |
H | H
» L a1 ——
i =
4 s
2|
Mo 06 ;o
W essie @ openscurcesin -
© un scaie © Stacked Gragh
Seect [Time Window _v] oepey: [1day -] i) sl G B8 (2] G2 (20 Oog Scake One Gagh

The statistics summary is automatic updated, when releasing either handle, when moving. To switch back to a single time
slot, select 'Single Timeslot' from the menu..
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Statistic Summary

The statistic summary below the main graph gives you an overview about flows, packets and traffic of the selected time
slot or time window. Each line corresponds to one configured netflow source in profile 'live' or to a configured channel in any
other profile. For easy visual matching a small color field with the same color as in the the graph prepends each row. If you
are interested in only some of the channels, you may remove the others by clicking the checkboxes. This disables or enables
this channel in all graphs and in the statistics respectively. The statistic summary can be switched between the total sum of
the selected time window, or the rate values per second. The scaling factors for K, M and G are 1000.

‘v Statistics timeslot Jun 25 2007 - 00:55
—_—“
tep: udp: icmp: other: all: tep: udp:  icmp: other: all:
I':wl 4.Skls 18Kk/s 23Kk/s 2858/s 54/s 94.1k/s 842Kk/s 89Kk/s 777.0 /s 2024 /s 593.0 Mb/s
. M peer2 2.7Kk/s 9664 /s 15k/s 189.6/s 1.5/s 488 k/s 41.3k/s 6.8 k/s 444.7 /s 151.9 /s 337.0 Mb/s
 pateway 06/s 03/s 01/s O/s 02/s 638/s 1.0/s 616/s 0/s 12/s 434kb's
.C site 649.1/s 400.7 /s 171.0/s 76.7/s 0.6/s 13.2k/s 11.2k's 1.6k/s 1253 /s 2453 /s 92.6 Mb/s
I ~ upstream 62k/s 2.0k/s 39k/s 3033 /s 11.2/s 99.1 k/s 852 k/s 11.6K/s 6154 /s 1.7 kis 567.7 Mb/s

None | Display: ¢ Sum © Rate

Individual columns can be collapsed or expended as needed, by clicking on the blue triangles. The entire statistics can be

shown or hidden by clicking on the yellow triangle. When collapsing a column, a single column remains with the type, which
is shown in the main graph.

vSlnustks timeslot Jun 25 2007 - 00:55

B Traffic:
all: tep: udp: icmp: other: up_‘n d all:

peerl 45k/s 18k/s 23k/s 2858/s 54/s —wwmrk/s 593.0 Mb/s

peer2 27k/s 966.4/s 1.5k/s 189.6/s 15/s 488 k/s 337.0 Mb/s

gateway 06/s 03/s 0.1/ 0/s 02/s 638/s 434kb/s

site 649.1/s 400.7 /s 171.0/s 76.7/s 0.6/s 13.2k/s 92.6 Mb/s

uj

pstream 62Kk/s 20k/s 39k/s 3033/s 11.2/s  99.1k/s 567.7 Mb/s

None | Display: ¢ Sum & Rate

<

7

- ) ]
< 7
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‘v Statistics timeslot Jun 25 2007 - 00:55
~ Channel:

|. SEesestmata - T lekenmes]
all: tep: udp: icmp: other: all: tep: udp:  icmp: other: all:
l"Wl 45Kk/s 18Kk/s 23Kk/s 2858/s S54/s 94.1k/s 842k/s 8I9K/s 777.0 /s 2024 /s 593.0 Mbis
I ~ peer2 27K/s 9664/s 15k/s 189.6/s 1.5/s 488k/s 41.3k/'s 68K/s 444.7 /s 151.9 /s 337.0 Mb/s
~ gateway 06/s 03/s 01/ 0/s 02/s 638/s 1.0/s 61.6/s 0/s 12/s 434Kkbis
I ~ site 649.1/s 400.7 /s 171.0/s 76.7/s 0.6/s 132k/s 11.2k/s 1.6k/s 1253 /s 2453 /s 92.6 Mb/s
I ~ upstream 62Kk/s 2.0Kk/s 39k/s 3033 /s 11.2/s 99.1k/s 852K/s 11.6K/s 6154 /s 1.7 k/s 567.7 Mbis

All | None | Display: ¢ Sum © Rate

Enabling or disabling channels re-scales the graphs according the remaining sources, you get a more detailed graph and a
different resolution on the y-axis.
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Graph Display Options
To view the details your are interested in, a graph may be displayed with different options:
Scale:

e Linear y-axis
e Logarithmic y-axis.

Graph Type:

e Stacked: All sources are drawn on top of each other.
e Line: All sources are drawn independent.

You may switch at any time the display option by clicking on the appropriate radio buttons in the lower right corner of the
main graph. You may spot more easily peaks in some of the sources by switching to the line graph display option.
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Netflow Processing

Once you have selected the time window of interest, you can process and filter the netflow data according your needs, using
the process form in the lower part of the window:

Netflow Processing [ Uist kast S00 sessions ) [ Yop 10 Src IPs ) [ Top 10 Dst IPs ) [ Top 10 Sec Port ) [ Top 10 Dst Port ) [ Top 10 Proto )
Source: Filter: Options:
opensourcesim proto ICMP *) List Flows Stat TopN Clear Form Process
ossim
Uimit to: 20 ~|Flows
v proto
Aggregate v sreport V' [srap |
Al Sources ¥ dstport V1 [dstip |
and| <none> ~| [ Sort: start time of flows
Output: extended | () /IPv6ilong

Select the netflow sources to process. You may select multiple sources.
Enter a netflow filter. The syntax conforms to the nfdump filter syntax.
Select any options for the analysis.

e

Click "process'.

A default filter is supplied when a specific protocol is selected in the main graph. You may add any further filter expressions
as needed.

By just clicking process, a top 10 statistics of the any IP address ordered by flows is calculated. However, you may change
this at any time.

The sources, the filter as well as all options from the processing form are compiled into the appropriate nfdump command.
For convenience a short description of the filter syntax and options follows. More details are available in the nfdump(1) man

page.

Filter Syntax

The filter syntax is similar to the well known pcap library used by tcpdump. The filter can span several lines. Anything after a
'#' is treated as a comment and ignored to the end of the line. There is virtually no limit in length of the filter expression. All
keywords are case independent, unless otherwise noted. For a complete filter syntax see the nfdump(1) man page.

Any filter consists of one or more expressions expr. Any number of expr can be linked together:

Filter = expr, expr and expr, exXpr or expr, not expr, ( expr ), not ( expr )

expr can be one of the following filter primitives:
Any
any Used as dummy filter. Use 'mot any' to block all flows.
protocol version
inet or ipvé4 for IPv4 and inet6 or ipvé for Ipv6
protocol
proto <protocol> where protocol can be any known protocol such as
TCP, UDP, ICMP, GRE, AH etc. or proto num where num is the protocol number.
IP address
[SourceDestination] IP <ipaddr> or
[SourceDestination] HOST <ipaddr> with <ipaddr> as any valid IPv4 or IPv6 address. Sour-
ceDestination may be omitted.
[SourceDestination] IP IN [<iplist>]
[SourceDestination] HOST IN [<iplist>]
iplist space separated list of individual <ipaddr>
[SourceDestination]
defines the IP address to be selected and can be SRC DST or any combination of SRC and|or
DST.
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Omitting SourceDestination is equivalent to SRC or DST.

[inout]

defines the interface to be selected and can be IN or OUT.
network

[SourceDestination] NET a.b.c.d m.n.r.s for IPv6 network netmask pair
[SourceDestination] NET net/num with net as a valid IPv4 or IPv6 network and num as mask

bits.

The number of mask bits must match the appropriate address family IPv4 or IPv6. Net-
works

may be abbreviated such as 172.16/16 if they are unambiguous.

Port

[SourceDestination] PORT [comp] num with num as a valid port number. If comp is omitted,
'=' is assumed.

[SourceDestination] PORT IN [<portlist>]

portlist space separated list of individual port numbers
Interface

[inout] IF num with num as an interface number.
Flags

flags tcpflags

With tcpflags as a combination of:
ACK.

SYN.
FIN.
Reset.
Push.
Urgent.

X All flags on.
The ordering of the flags is not relevant. Flags not mentioned are treated as don't care. In
order
to get those flows with only the SYN flag set, use the syntax 'flags S and not flags AFRPU'.
TOS

tos value

Type of service: Value 0..255.

c X HEn

Packets
packets [comp] num
Limit the packet count in the netflow record.

Bytes
bytes [comp] num
Limit the byte count in the netflow record.

Packets per second: Calculated value.

pps [comp] num [scale] to specify the pps of the flow.
Duration: Calculated value

duration [comp] num to specify the duration in milliseconds of the flow.
Bits per second: Calculated value.

bps [comp] num [scale] to specify the bps of the flow.
Bytes per packet: Calculated value.

bpp [comp] num [scale] to specify the bpp of the flow.
AS

[SourceDestination] AS num with num as a valid AS number.

[scale] scaling factor. Maybe (Kilo) k, (Mega) m, (giga) g, (Terra) t. Factor is 1024.

[comp]
The following comparators are supported:
=, ==, >, <, EQ, LT, GT. If comp is omitted, '=' is assumed.

Examples:
tcp and ( src ip 172.16.17.18 or dst ip 172.16.17.19)
tcp and ( net 172.16/16 and src port > 1024 and dst port 80 ) and bytes > 2048

AlienVault Users Manual 158



Named Filters

An often used filter can be saved and used at any time later while processing flows. To create such a custom filer, enter the

filter in the text box and click on the diskette symbol to save your filter. After successfully saved, the filter is available in the

select box. The resulting filter is always the filter in the text box and the named filter, therefore logically linked ‘and'.

Options

When processing netflow data, there are two general options. Listing flows and creating a flow statistics. You can switch

between the two options by clicking on the appropriate button. Depending on what you have selected, the panel

automatically adapts to all available options.

List Flows

Limit to

List only the first N flows of the selected time slot. Equivalent to nfdump option: -c N

Aggregate

Option to aggregate | By clicking on the checkboxes, you can select how you want to
the flows have your flows aggregated. You may also aggregate entire subnets
when selecting srclPv4/<subnet bits>

By default the flows are not aggregated. Equivalent to nfdump

option: -a -A <aggregate options>

Sort

When listing flows from different channels/sources you may sort them according the start
time of the flows. Otherwise the flows are listed in sequence of the selected channels.
Equivalent to nfdump option: -m

Output

Select one of the available formats to list the flows. The predefined formats 'line’, 'long' and
‘extended' are always available and correspond the the output formats of nfdump likewise.
However, you may specify any time additional output formats by selecting 'custom ...".
Enter your own format now in the text input which appears. The format is equivalent to the
format specification described in the nfdump(1) man page.

By clicking on the diskette symbol, you save your new format, which appears now in the
selection menu, ready to use. For better readability IPv6 addresses are shortened, such as
that the middle nibbles are cut and replaced by dots *..." Most often the is good enough to
recognize a wanted Ipv6 address your are looking for. If you need the full Ipv6 address,
check the option 'IPv6 long'. Equivalent to nfdump option: -o <format>

Top

Limit the statistics to the first top N. Equivalent to nfdump option: -n <N>

Stat

Select the statistics you want from the menu and the order option. Equivalent to nfdump
option: -s <stat>/<order>

Aggregate

This option is only available for the flow record statistics and is equivalent to the aggregate
option in List flows. See the description above. Equivalent to nfdump option: -S

Limit

Limit the output only to those statistic lines whose packets or bytes match the specified
limit. Equivalent to nfdump option: -L <limits>

Output

This option is identical to the Output option in 'List flows' . See the description above.

Note: Depending on the size of your network, netflow processing may consume a lot of time and resources, when you

select a large time window and multiple resources.
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Profiles

A profile is a specific view on the netflow data. A profile is defined by its name, type and one or more profile filters, which are
any valid filters accepted by nfdump.

At least the profile 'live' is always available and is used to store your incoming netflow data without filtering. You can switch
back and forth to any profile using the pull down menu in the upper right corner of the web page.

Profile Types

A profile can be either of type History or Continuous. A history profile starts and ends back in the past and remains static.
It neither grows nor expires. A continuous profile may start in the past and is continually updated while new netflow data
becomes available. It grows dynamically and may have its own expire values set. Old data expires after a given amount of
time or when a certain profile size is reached. Additionally a profile can be created as a Shadow profile, which means no
netflow data is collected, and therefore saves disk space. A shadow profile accesses the data of profile 'live' when data
processing is done with the proper profile filters applied first.

Profile Channels

A profile contains one or more profile channels. A profile channel is defined by its channel filter, color, sign and order in which
the channel is displayed in the graph. A channel is based on one or more netflow sources from the 'live’ profile. The number

of channels is independent of the number of netflow sources.
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Creating Profiles

Select the “New profile ...” entry in the profile pull down menu. e e

Complete the '‘New Profile' form to start building the profile. By moving the e P
mouse over the '?" icon, a help text appears to guide you through the 2 P —
process of creating the profile. Bl am smmme e

Fad- Aun w3010 - 130 DT

Profiles may be grouped together for easier selection in the profile menu. Select
either an existing profile group, or create a new group according to your needs. There is no difference to other profiles other
than grouping the profiles in the profile menu.

The profile type 'Continuous' or 'History' is automatically detected according the 'Start' and 'End' values you enter. As
profiles are created from netflow data from profile 'live', the start and end of the profile must fall in the time range of the
profile 'live'.

o If you leave the 'Start' and 'End' inputs empty, a continuous profile is created and starts from the time the profile is
created.

o If you enter a 'Start' time but no 'End' time, a continuous profile is created. Data from the past up to to time, the profile is
created is profiled and updated immediately when the profile is created.

o If you enter a 'Start' and 'End' time a history profile is automatically created.

Expire / Max Size A continuous profile may expire due to the age of the data or the profile size used on disk. Expiring starts
whenever one of the two limits is reached. Expiring ends at the configured value $low_water (in % ) in the config file
nfsen.conf. By setting any of these values to 0, the limit does not apply.

1:1 Profile For compatibility with NfSen version 1.2.x a profile with 1:1 channels may be created, which means, that for
every netflow source in the live profile a corresponding channel in the profile will be automatically created. The selected
sources and the filter in the profile create dialogue are taken for this 1:1 profile. This is the easiest type of a profile.

Individual Channels For new style profiles select this option. In the 'new profile' dialogue entries for netflow sources as well
as for the common filter disappears, as these parameters are now individual for each channel and entered in the channel

dialogue.

Profile '"WebServer' created!

Profile: WebServer

Icmup: ”DMZ £
e web server in our DMZ A

Description: r

lTyp.: ”Conlmous /.I

[start: |[zo07-06-27-12-35 |

IEnd: “;'2007»06-27-12-35 |

]
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ISI:Q: || 0B |
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lein: “‘mvev /:l
|sm: ”new I
«w Channel List: &
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Creating channels

After the profile has been successfully created, one or more channels can be added now by clicking on the '+' icon at the
right hand side of the 'Channel List'.

Channel name |

Ieolun "Enhrmvdue”[ubcde! or| Select a colour from  ~| ]

o I ) .
=]

2 << >>
upstream
Cancel | Add Channel

The parameters color, sign and order are used to display the channel correctly in the graph. The filter as well as the netflow
sources are needed to correctly profile the channel. The procedure of adding a channel to a new profile can be repeated as
often as required to complete the profile. When all channels are added the new profile must be committed to activate the
new profile. This is done by clicking on the checkmark on the right hand side of the 'Status' line.

Profile: WebServer

[Group: _|[owz F]
web server in our DMZ 4

Description: F

Type: Continous 2

st |[2007-06-27-11-00

End: [2007-06-27-11-00

Last Update: || 2007-06-27-10-55

Size: 08

Max. Size: || juniimited 4

Expire: jnever 2

Status: new :\5

«w Channel List: + Commit new profile

win 4

[cotour: |[raboget|[sign:|[- ][onder ][+ ]
jport 80 ’
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Once the profile is committed, the build process starts if required. Depending on how long back in the past the profile starts,
this can take a considerable amount of time. You can follow the build process by looking at the progress bar, showing you
the percentage of completion. This progress bar is updated automatically every 5 seconds. Note: There are no graphs
available in the profile as long as the profile is not completely built.

Building Profile: WebServer
3%

Group: (nogroup) 4
[ 2

Description:

Type: [Continous 2]

lm ”)007-06»26-11-00 ]

End: IZOU!-OO-I’-“-IO ]

Last Update: |‘2007-06»16-11-SS I

Size: (o8 ]
Max. Size: I funiimited /.]
Expire: [never /I
Status: built 34.3% - locked ]

Please note: For the 'live' profile, channels have to be configured in nfsen.conf.

Managing Profiles

Profiles can be modified by selecting the 'Stat' tab of the profile and click on any of the available edit A icons of the desired
parameter. By clicking on the edit icon of a channel, you may modify the requested channel. All changes will affect the profile
immediately. You may also add or delete channels in a continuous profile. However, please note, that adding a new channel
to an already existing profile will not rebuild any data for this channel for data in the past. Deleting a channel or the entire
profile may be done by clicking on the trash icon.

Converting Profiles

Profile may be converted into another type as desired. However, not all conversions are possible. The figure below shows
and explains the possible conversions.

Continuous History
Loosing flowdata
Continuous / Shadow <::‘:'> History Shadow

By switching a profile type between continuous and history you may temporary stop collecting data for a profile or continuing
to collect data from a stopped profile. Note, that you will loose all netflow data, when a profile is converted to a shadow
profile. When switching back, the data recording resumes at the time of switching.
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Profiles
Monitors -> Networks -> Profiles

Description

This tab displays the Ntop web administration console. Ntop is installed by default on each of the sensors that make up the
deployment of AlienVault. This tab is reliable and useful. It is imperative that the network interface in which Ntop is listening
receives all network traffic. This requires using a HUB, a Network tap or configuring a port mirroring or port spanning on the
network electronics.

Ntop provides graphs and statistics from the analysis of network traffic being monitored. Ntop also contains a wealth of
information about the type of use that is being given to the network, creating a profile that allows you to observe the
behavior of each user within the network.

Usage

By default, the system will show the instance of Ntop that is running on the machine that is serving the AlienVault Web
interface. To see the Ntop instance running on a different sensor select the sensor in the combo of the upper left. In this
combo you can also filter by interface, in case Ntop is listening in more than one interface in the sensor. In case you see your
sensor in the combo, or you cannot select your listening interface you should go to Assets = SIEM Components —
Sensors in order to update the configuration of your sensors or to insert a new AlienVault sensor.

Sessions are viewed through Monitors -> Traffic. Sessions are TCP and UDP sessions communications between hosts on
a monitored network. They are persistent communications between two hosts (if it is a TCP session). AlienVault monitors
session when correlating network data. Ntop collects and presents this session information. There is a Sensor selector and a

table listing network sessions in the interface.

The Sensor selector allows the user to choose which sensor session table to view. The selector is the combo-box below the
AlienVault menu and above the TCP/UDP Session table. The selector lists sensors and networks. Networks are defined
under Assets -> Networks.

The Active TCP/UDP Sessions table lists all of the sessions for the selected Sensor. There are ten columns in this table:

¢ Client is the hostname or IP Address of the host talking to a server. A host is any computer, router, printer, or other
device attached to a network. There are four fields within this column. The first field is the hostname. Ntop will display
a hostname if it can resolve the name via DNS or NetBIOS; else wise it displays an IP Address. The second field is
optional and in brackets and tells you how the hostname was resolved. The third field is an optional icon or series
icons. Flag icons denote a risk with that particular host, where green is low, yellow is medium, and red is high risk.
Finally, the last field is the port number on the host where network traffic is originating. Ntop uses the/etc/services file
on the Ntop server to resolve service numbers with service names.

e Server is the hostname or IP Address of the host accepting connections from clients. A server typically accepts
connections from multiple clients because it offers services to those clients. There are four fields with this column.
These fields are the same as the client fields described above (see Client).

o Data Sent is the amount of data sent from the client in the current connection. This is given in bytes, Kilobytes (KB),
Megabytes (MB), etc.

o Data Rcvd (Data Received) is the amount of data received from the server in the current connection. This is given in
bytes, Kilobytes (KB), Megabytes (MB), etc.

¢ Active Since is the time and date when this connection started. This time is the time on the Ntop server.

¢ Last Seen is the time the connection was last monitored on the network. This is the time on the Ntop server.

e Duration is the time duration of the monitored session. This is in the format hh:mm:ss
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e Latency is the recorded latency between the client and server.

Global is the global information for the currently selected sensor. This provides an executive overview of Ntop’s
measurements. This page features a large number of graphs suitable for inclusion in management reports about the current
state of the network. Particularly noteworthy, is a link to Historical Data listed under the Traffic Report; here you'll see
historical information stored in RRD format.

Protocoils lists host traffic categorized by network protocols. The categories include Network and Transport layer protocols
from the five-layer TCP/IP model (e.g. ICMP, IGMP, TCP, UDP, etc.). It displays reports the number of bytes sent using each
protocol.

Services > By host: Total lists total host traffic categorized by network application. This is a table with a row for each host
and data values with the number of bytes sent by each host. The categories are Application layer protocols from the five-
layer TCP/IP model (e.g. HTTP, DNS, NETBIOS, etc.). Services > By host: Total is the sum of bytes sent and received by the
host. Services > By host: Sent lists the same information, but only sent data. Services > By host: Recv lists the same
information, but on received data.

Services > Service statistic displays overview information about protocols and services on the network. This is a
combination of tables and charts.

Services > By client-server lists services seen on the network and the hosts using those services. This is a table with rows
for each service.

Throughput > By host: Total lists total averages, peaks, and current rates of network traffic. This is a table with rows for
each host and data values with the rate for each host in bytes per second (bps). The total is the sum of the bytes sent and
received by the host. Throughput > By host: Sent lists the same information, but only sent data. Throughput > By host: Recv
lists the same information, but only the received data.

Matrix > Data Matrix is a table listing IP Subnet Traffic.

Matrix > Time Matrix is a table color-coded listing of percentages for traffic of each host on the network by time.

Gateways, VLANS > Gateways lists activity from local subnet routers. It shows the routers that are actively used by any
host.

Gateways, VLANs > VLANS lists activity from local Virtual Local Area Networks (VLAN).

OS and Users lists the operating systems and user IDs found on the network. The data inside here hasn’t got a direct

relation with the Report—Host report information

Domains lists the statistics for all Domains on the network.
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Monitors -> Availability

This tab displays the AlienVault Web administration console. Nagios can be installed in each sensors or a single Nagios can
be deployed in the desired sensor. Nagios is an availability monitor that watches hosts and services, alerting users when
things go wrong and again when they get better.

When hosts are inserted into the AlienVault inventory, the system can be configured to automatically include the hosts and in
Nagios so that the availability of the services running in those hosts can be monitored easily. Note: proceed with caution as it
may generate thousands of events and alarms if you are monitoring the entire network and not only the services that should

be running all time in your important servers.

If you want hosts to be automatically included in the Nagios configuration make sure you have Nagios enabled in the host
configuration in Assets = Assets— Hosts. In this screen you will also be able to select the services that will be monitored
by Nagios in each host of your Network.

Nagios can also work as a detector plugin in AlienVault, this means that the events generated by Nagios can also be stored
in the Forensic database and that directives can be defined using the events that are being generated by Nagios and
collected by the AlienVault Agent (AlienVault Collector).

Usage

There is a Top menu that has a number of options to view data. These options are accessible for all Sensors. The details are
divided between Monitoring and Reporting.

The Sensor selector allows the user to choose which sensor to view data. The selector is the combo-box at the top of the
left sidebar. The selector lists hosts where the AlienVault Sensor is installed.

If you don't find a sensor in this combo-box, make sure Nagios is enabled for this sensor going to Assets — SIEM
Components - Sensors
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Monitoring

¢ Service Detail lists the details of monitored network services. This includes services like http and ftp.

o Host Detail lists the details of monitored hosts. This provides details of various statistics collected by the Nagios agents.
o Status Overview, Status Grid, Status Map, Service Problems, Service Problems, Host Problems, Process Info,

and Performance Info all provide different views into comprehensive information for the sensor. These features allow

users to see problems with their network assets in one place.

o Comments allows administrators to share information about various assets.

¢ Scheduling Queue is where various nagios jobs are scheduled. Nagios runs processes at various times and this is where

that is configured. This includes when services are checked among other things.
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Trends reports with graphs the various state of assets over a period of time.
Availability reports on the readiness of assets over a period of time.

o Event Histogram reports with a graph the availability of an asset over time.

a number of other metrics.

Event Summary has generic reports about host and service alert data. This includes alert totals, top alert producers, and

Notifications displays messages that have been sent to various contacts in nagios database. These messages are used

to forward information about a specific asset to specific persons.
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System
Monitors -> System -> System

This tab shows all the Sensors connected to the AlienVault Server. In case not all your Sensors are displayed, go to
Assets— SIEM Components — Sensors and insert the information of the missed Sensor. Sensors are used to collect
information from the different applications and devices in the network. In some cases the applications will be running in the
same box that the AlienVault Sensor resides, and in some other cases, the sensors will collect information from the devices
using SNMP, Syslog, FTP, Samba or any other collecting method.
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There are five columns to the sensor status table.

¢ Plugin is the name of the plugin installed and configured on the sensor. A plugin is the mechanism through which
AlienVault receives data. The plugin is responsible for parsing incoming data on the sensor and normalizing it into a format
that AlienVault understands.

e Process Status indicates whether or not the plugin is operational. A green UP indicates that the plugin is running and
sending information to AlienVault. A red DOWN indicates that the plugin is not running. A black Unknown indicates that
the sensor cannot determine the status (this is not necessary a bad thing as the application may not be running in the
same box that the Sensor is doing)

e Action (at the right of ‘Status’) is a hyperlink that may be used to change the state of the plugin. Start hyperlinks attempt
to start the corresponding plugin. Stop hyperlinks attempt to stop the corresponding plugin. These commands are
executed only on the corresponding sensor.

¢ Enabled indicates whether or not the plugin is active and reporting. The plugin may be disabled in the agent configuration
file. The sensor’s built-in watchdog does not monitor disabled plugins. Furthermore, it may be disabled in from the
following action column.

e Action (at the right of ‘Enabled’) is a hyperlink that may be used to change the status of the plugin. Disable turns off a
plugin and stops it from auto starting when the sensor reboots. Enable turns on a plugin and starts it when a Sensor
reboots.
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When clicking on this icon Iﬂi shown in each line (One line per Sensor) you can access Munim. Munim is a tool that helps
analyzing resource trends and monitor performance providing a lot of graphs to monitor the system performance. Munim is
installed by default in each Sensor of the AlienVault deployment.

. —— Service
- .
u=" nlienvault Tickets opened [ENE max priority ([ENED Global el
(] s score 2
BME piofessional SIEM unresoved atarms (NN vecrisk (EHD @ LR ]
) Dashboards +: Fork rate
& Incidents Fork rate - by day Fork rate - by week
204
i Analysis 18|
16
[1] Reports ? 14
N 12| §
5 Assots g = s
.
N7 Intelligence 5 5 f
—
2
: Thu1200 Fri 00:00 12 13 4 15 16 17 18 19
» Avalabity Cur: Min: Avg: Max: Cur: Min: Avg: Max:
| forks 1.97 123 2,12 10.96 | forks 222 12 193 10.96
» Systom Last update: Fri Aug 20 08:10:04 2010 Last update: Fri Aug 20 08:05:04 2010
- Configuration :: Number of Processes
= Tools Number of Processes - by day Number of Processes - by week
o . .
120 | 120 |
& MyProlls 10| 10|
% Logoutfadmin) ‘:MMMWM"*LM 2005 bbb fusdidianl disiaie oisal ddosia
B Maximizo 80| 0|
§ 7 i 70
5 60 % 6
50| 50|
40 ‘g 0|
0| 30|
20/ 20|
10 10/
o - °
Thu 1200 Fri 00:00 12 13 4 15 16 17 18 19 L
Cur: Min: Avg Pax: Cur: Min: Avg: M .
W processes 5.04 52.00 95.72 ¥y W processes 3.00 o3 4. m.a :
ast ndatar Eri i 20 6210 A2 210 Taat ndatar Eri L 0 AR AS A WA
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User Activity
Monitors -> System -> User Activity

Description

The User Activity section displays a record of user activity within AlienVault console. This allows for keeping track of user

accesses to the AlienVault Web interface, as well as configuration changes. The admin user will have permissions to delete

records on this screen, so be sure to only have one admin user in your corporation to avoid continuity problems.

: v service
" ollervoul = =
BB Gpen source SIM Yes Mo unresorves Alarms (NI vocio SEEE @ (1]l
System User Activity

Delete All Deiete Selected

O2021)

Date User ip Code Action
=] 2010-08-24 12:59:27 admin 6251.101.86 1 User admin logged in
=] 2010-08-24 07:27:09 admin 217.168.1.254 -« Dashtoards - Modfy configuration variable: Tabs.

%

o 2010-08-24 06:37:31 admin 217.168.1.254 2 Control paned - Alarm 140 closed
‘ » Avalabiity (=] 2010-08-24 06:16:46 admin 10238.66.47 “ Dashboards - Mody configuration variable: Indicator Risk Maps
» Systom o 2010-08-24 06:06:48 admin 217.168.5.126 ) Dashboards - Modfy configuration varisble: Tobs
; Conti " =] 2010-08-24 06:06:41 admin 217.168.5.126 « Destioards - Modfy configuration variable: Tabs.
o 2010-08-24 06:05:58 admin 217.1685.126 « Dastiboards - Modify configuration variable: Tabs
L) o 2010-08-24 06:03:33 admin 217.168.5.126 “ Dashtoards - Mody configuration \ariable: Tabs
2 My Profie o 2010-08-24 04:59:26 admin 217.168.5.126 1 User admin logged in
e Logout facmin] (=] 2010-08-24 03:30:50 admin 217.168.5.126 1 User admin logged in
B Maxmize (=] 2010-08-23 14:22:28 admin 6281.101.86 1 User admin logged in
o 2010-08-23 11:47:24 admin 81.172.96.54 1 User admin logged in m
o 2010-08-23 11:35:45 admin 6251.101.86 1 User admin logged in
o 20100823 07:19:03 admin 10238.86.55 1 User admin logged in
o 2010-08-23 04:51:17 admin 10238.86.55 6 Configuration - User admin info modified
o 2010-08-23 04:51:07 admin 10238.86.55 6 Configuration - User admin Info modfied -
o 2010-08-23 04:51:07 admin 10238.86.55 s Configuration - User admin password changed H

It is possible to configure what actions have to be logged in this section in Configuration = Users — User Activity.

Usage

The upper form can be used to filter by user or by action.

User Action
All v

[71] Anomalies - : Acked host: , date: , sensor:
[72] Anomalies - : Ignored host: , date: , sensor:
[69] Anomalies - Acked s

The admin user will also have permission to delete certain records or all records shown on this screen.

| Delete All | | Delete Selected |
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Configuration

Main

Configuration -> Main

Description

The Configuration section allows you to set appearance and general system settings. Notice that many of the settings are
also modified by AlienVault-reconfig script and should not be modified unless you know what you are doing. If you are
facing any problem using AlienVault please refer to the professional support or ask for help in the forums before modifying
advanced configuration parameters. As AlienVault integrates many software packages a single change in configuration could
affect many AlienVault components

Configuration options have been categorized into in Simple and Advanced Configuration.
Usage

To change the value of one of the configuration parameters, click on the category, insert the new configuration value and
click on Update configuration.

. Service
- .
ji geavaul o =1~
L Open Source SIM Yos  No unresorves atlarms ([IESID mecrisk (NN M i mm
® oot TR ;
5-‘ Incidents Matr. Update configuration
& Analysis Configuee meeric settings. Find werd
- Recovery Ratio 1 (2]
(5 aporm search
Global Threshold 500 L2
Lia Assats
Backup
Y Widnecability Scanner
5 Wonitors User actvity
] R
» Main Updates
» Users Automatic Ticket Generation
Colection
» Schware Upgrace
= Tools
2 MyProtie
Ve Logout fscmin}
B Madimze
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Simple Configuration

Language
Metrics
Recovery Ratio Recovery value for Compromise and Attack (subtracted every 15
seconds)
Global Threshold Global Threshold Value (Compromise and Attack)

Backup

Forensics Active Event Window Number of days stored in the SIEM database

Vulnerability Scanner

Vulnerability Ticket Threshold Minimum risk that a vulnerability has must have to automatically open a
ticket in the system

Enable User Log Log user actions within the AlienVault Web interface

Log to Syslog Log user actions to Syslog

Show welcome message at next login Show welcome message

Require a valid AlienVault user for login Allow login for not defined users (When using LDAP)

Enable LDAP for login Enable LDAP authentication

Ldap server address |IP address of the LDAP server

LDAP CN /LDAP O/LDAP OU LDAP configuration parameters

Password Expire Require a password change after N days

Updates

Enable auto update-checking Check for updates automatically (Requires internet connection)
Tickets

Open Tickets for new alarms automatically? |Open tickets automatically whenever an alarm happens

AlienVault Users Manual 172



Advanced Configuration

Language

Web interface default Language

Locale file directory

Directory containing localization files

AlienVault Server

Server Address AlienVault Server listening address
Server Port AlienVault Server listening port

SIEM Enable/Disable SIEM functionality
Quallification Enable/Disable Risk assessment features
Correlation Enable/Disable correlation

Cross-correlation

Enable/Disable Cross correlation

SQL Storage Enable/Disable SQL Storage
Logger Enable/Disable Logger functionality (Available in Professional SIEM)
Sign AlienVault Server event signing mode (Available in Professional SIEM)

Forward Alarms

Enable/Disable Alarm forwarding functionality (Available inProfessional
SIEM)

Forward Events

Enable/Disable Event forwarding functionality (Available inProfessional
SIEM)

Alarms to Syslog

Log Alarms using Syslog (Available in Professional SIEM)

Remote Logger

Enable remote Logger console

Remote Logger user

Remote Logger username (AlienVault Web interface)

Remote Logger password

Remote Logger password (AlienVault Web interface)

Remote Logger AlienVault url

Recovery Ratio

Remote Logger URL

Recovery value for Compromise and Attack (subtracted every 15
seconds)

Global Threshold

Forensics Active Event Window

Global Threshold Value (Compromise and Attack)

Backup

Number of days stored in the SIEM database

Vulnerability Ticket Threshold

Enable User Log

Vulnerability Scanner

Minimum risk that a vulnerability has must have to automatically open a
ticket in the system

Log user actions within the AlienVault Web interface

Log to Syslog

Show welcome message at next login

Log user actions to Syslog

Login Methods / Options

Show welcome message

Require a valid AlienVault user for login

Allow login for not defined users (When using LDAP)

Enable LDAP for login

Enable LDAP authentication

Ldap server address

|P address of the LDAP server

LDAP CN /LDAP O/LDAP OU

LDAP configuration parameters

Password Expire

Enable auto update-checking

Require a password change after N days
Updates

Check for updates automatically (Requires internet connection)
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‘Open Tickets for new alarms automatically? ‘Open tickets automatically whenever an alarm happens \
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Users

Configuration
Configuration -> Users -> Configuration

Description

To access the information collected and generated by AlienVault, you must have a user in the AlienVault Web Interface. The
installation creates a default user that allows for access to the Web interface for the first time to create and set permissions
for other users.

. Service

. .

- Ollenvoult Tickess Opened [IEZI rvax priority ([ECHN - level
BB piofessional SIEM unvessives Aarms - (EEIT) vk @ @ INECCEN
) Dashboards ' Configuration | User actvity Entities | Templates. ?
5 Incidents
1 Analysis Name Login Email Actions Language

4 OSSIMadmin  admin  admin@alemaultcom & 3 English
[} Reports - .
Pablo Vargas pablo sodfii@gmail com 3 & 59 [ Spenish
Assots
- Alberto lala & 4T (spenish 7
7 Intelligence & Admin Alienvault admin2  admin@atenuitcom® 81 T [ English
¥ Monitors soc_op B8 & (englsh
m Jose Angel jose  josedejosesBgmadcom® K W [Spanish
T ment)
= dk dk Bossim.net & &l English
fran fran  franalienedt@asacom® K4 T (English
» Users ~
S carlos caros  canlbemaossimat® &[5 W [Spanish
S fran2 fran2 fraveroBalienautcom® R (3 T (Spanish
Sy jose2 jose2 josedejoses@gmadcom® K 1 T [English
> Backup Pepe pepe  pepeotenauttcom® R (3§ [ (English
A R pepe2 pepe2 &0 [English
“Bemn O

The default username is admin, with admin as password. After the first successful login with the admin user, you will be
prompted to change the password for this user.

This user will always keep that special permissions, for this reason it should not be shared and should always be used the
admin user or the person in charge of maintenance and management of the AlienVault deployment.

Setting user permissions allows you to limit the information that will be displayed for that user (Assets that the user can
monitor) as well as disable or disable certain characteristics of the AlienVault Web interface.

The main difference when managing users between the AlienVault Open Source version and the AlienVault professional
version is that in the Open Source version permissions are assigned directly to users while Professional version permits
assigning to templates that can be reused for more than one user.

The AlienVault Professional version also allows the creating of entities to create a new virtual layer that groups assets
(Networks, Sensors, Network Groups, Hosts, Host Groups ...)
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Users

To successfully configure the users within the AlienVault web interface it is important to have a good inventory of the
networks that are being monitored.

The assignment of permissions for a user is performed based on the networks that the user can monitor. It is also possible
1o assign permissions based on the sensors, so that a user has access to all information that has been collected by
individual AlienVault Sensors.

For this reason it is important to relate every asset in the inventory (Hosts, Host Groups, Networks and Network Groups) with
the sensor or sensors that can collect events generated or in which this asset is involved.

Entities

In order to simplify the management of complex AlienVault deployments, AlienVault (SOC, MSSP, Big corporations...) with
multiple organizations, departments being monitored where there are multiple users, the professional version allows the
creation of entities that greatly simplify the management of user permissions in these complex environments.

An entity is a virtual grouping of objects within the AlienVault inventory (Hosts, Host Groups, Networks and Network

Groups...).

Entities can be used to create departments, organizations, companies, or whatever kind of group is needed to simplify the
asset management.

Entities Types Entities

Name Inherit S Inherit Asset: Inherit Menus Inherit Policies =l <> AlienVault [Company]
<> Development Team [Department]
=1+ <» R&D [homeuser]
» Developers [Department]
¢» California [Group]
<> Madrid [Department]
<» develsmadrid [homeuser]
» Granada [homeuser]
— — <> Buzz [Company]
- = = = L) <> TPL [Company]

|Company

] &
|3
E =

|Department

|8

|Group

AEE®A
® 0O
A ERE®R
@ & (
gl €
= =

|homeuser

J

Entity)

AlienVault stores all the entities using a tree, with all entities that can be monitored using the AlienVault deployment. This way
the Entities can be configured to inherit permissions or assets from bigger entities.
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Usage

Entities

To create or modify entities click on Entities in the upper right. This will display a screen with two tables. The table on the left
shows the entities types that have already been created within this AlienVault deployment, and the left side shows a tree with

all entities that have been configured in AlienVault.

Entities are shown using a tree with branches. This allows to easy viewing of dependencies between all entities.

Entities

» AlienVault [Company]

» Development Team [Department]
> R&D [homeuser]
> Developers [Department]
» California [Group]
> Madrid [Department]
» develsmadrid [homeuser]
» Granada [homeuser]

> Buzz [Company]
> TPL [Company]

New entity type

To insert a new type of entity use the form at the bo
inherit permissions from an upper entity in case this

|Department

(

Click on = to insert the new entity type.
Modify entity type
To modify an entity type click on & next to the ent

Delete entity type

To delete an entity type click on m next to the ent
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entity is below another entity.

Insert new type

(
(

ity that you wish to modify.

ity that you wish to delete.
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New entity

To insert a new entity click on the button New Entity below the tree.

New Entity %]

General Info ™
Name: [ J
Address: | )
Type: [ - 9B
Admin User: You could set the admin later...
Parent: [ - :

Perms From Parent Template Inherits
Sensors: | paco

Py
:
Assets: | paco 7¢>‘
Menus: | paco 3
Policy: paco #: JL
A
[ inatal 23

You will have to enter the following properties for the new entity:

Name: Name of the entity

Address: Physical address in which the assets belonging to this entity can be found
Type: Type of entity

Admin User: User administrator of this entity.

Parent: Parent entity in case this entity belongs to a bigger entity Eg: A department within a company.

The permissions for this entity have to be assigned using from one of the user templates:

e Sensors: Sensors that users within this entity can monitor

e Assets: Assets that users within this entity can monitor

e Menu: Menu options within the AlienVault Web Interface that users within this entity have access to

Modify entity
To modify an entity click on the name of the entity displayed in the tree.
Delete entity

To delete an entity click on the name of the entity displayed in the tree, then click on the button Delete below the form.

AlienVault Users Manual 178



Templates

To create or modify user templates click on Templates in the upper right.

Templates
4 paco
i Advanced User
i Developer
e Intemal
<> AienVault [Company]

= <> Development Team [Department]

= <> R&D [homeuser]

<> Developers [Department]

<> California [Group)
=l- <> Madrid [Department]
<> develsmadrid [homeuser]
<> Granada [homeuser]
Lk templ_test_alb
<> Buz [Company]
<> TPL [Company]

Allowed Assets

Select / Unselect all

Opv 10

Oev 172

O Buzz

() Main-Office

() Chicago-Office

) oMZ-Network

() Developers

() san-Francisco-Office
() Washington-Office
Cwifi

() Meeting-Room-1
O servers

O Routers

O Test_jose

() borrarerr

(0 192.168.1X

NOTE: No selection allows ALL nets

Create a new template
Name: | | save Template
Entity: [ - Entity free Template - %
Allowed Sensors Allowed Sections
Select / Unselect all Select / Unselect all f;t"l‘“s:':m'
(0192.168.1.255
() Cisco-netflow ) Top Frame Status vV
ORRC
(O ossim () Dashboard -> Main vy
1
B pablo ) Dashboard -> Executive Panel Edit vV
L prueba M nine
[ Sensor Vegas () Dashboard -> Vulnerabilities vV
() Sensor_10.255.254.119 () Dashbosrd -> Risk Maps vV
(D sensor_10.58.8.118 () Dashboard -> Risk Maps Edit vV
O sensor_10.988.119 () Dashboard -> Metrics v
0 Sensor
b 106548 () Dashboard -> Metrics -> Riskmeter vV
NOTE: No selection allows ALL sensors
) Incidents -> Alarms v
[ Incidents -> Alarms -> Delete Alarms v/ o
() Incidents -> Alarms -> Reports v
() Incidents -> Tickets 4
() Incidents -> Tickets -> Report v

() Incidents -> Tickets -> Types

() Incidents -> Tickets -> Tags

() Incidents -> Tickets -> Incidents Email Template
[ Incidents -> Knowledge DB

() Analysis -> SIEM Events.

New template

To create a new template click on the button New Template in the bottom left.

vV

Enter the name of the template and select the entity in which you would like to include this template, or select Entity free

template from the drop-down menu to assign this template to an entity later.

Then select the Networks that the users using this template will be able to monitor, as well as which sensors will collect

Select / Unselect all

Opw_10

Opw 172

Osuzz

) Main-Office

(] Chicago-Office

() DMZ-Network

) Developers

() San-Frandisco-Office
() Washington-Office
O wifi

() Meeting-Room-1
) Servers

J Routers

(O Test_jose

) borrarrrr
(J)192.168.1.X

NOTE: No selection allows ALL nets

e Jsov o]
Entity: [ - Entity free Template - |
Select / Unselect all Select / Unselect all GN';:',“S"::J
(0 192.168.1.255
() Cisco-netflow () Top Frame Status v
CFRC
D ossim () pashboard -> Main v
:f :::a () Dashboard -> Executive Panel Edit vV
E et Vegas () Dashboard -> Vulnerabilities vV
) Sensor_ge S () Dashboard -> Risk Maps v
(O Sensor_ () Dashboard -> Risk Maps Edit vV
C sensor_ === () Dashboard -> Metrics vV
O sensor_ O Dashboard -> Metrics -> Riskmeter v
NOTE: No selection allows ALL sensors
) Incidents -> Alarms /v
) Incidents -> Alarms -> Delete Alarms v
() Incidents -> Alarms -> Reports v
) Incidents -> Tickets 4
O Incidents -> Tickets -> Report x4
) Incidents -> Tickets -> Types
O Incidents -> Tickets -> Tags
() Incidents -> Tickets -> Incidents Email Template
) Incidents -> Knowledge DB

events that users will see in the AlienVault Web interface.
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The menu options shown in the AlienVault Web Interface can be limited in each user template. Mark the checkboxes
corresponding to the sections you want to give access to the users taking their permissions from this user template.

Modify template
To modify a template select the template from the tree on the left side by clicking on the name of the template.
Delete template

To delete a template select the template from the tree on the left side by clicking on the name of the template. Then click on
the Delete button.

Modify template templ_test_alb

Name: templ_test_alb S .-~ . S As| u
Entity: | Mad}i& : |
Allowed Assets Allowed Sensors Allowed Sections
Select / Unselect all Select / Unselect all Select / Unselect all Granularity

Net / Sensor
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Users

New user

To add a new user click on Add New User below the list of users.

User name

User email &3

User language | English
Enter password *
Re-enter password +

Ask to change password at next login Oves O no
Global Admin OYes Ono

Entity: | AlienVault [Company] B

Perms From Template ... Inherits

Sensors: @ [ paco No Entity Selected

Assets: @ | paco

- No Entity Selected

Menus: @ [ paco - No Entity Selected

+
+
+!
)

Policy: @ [ paco ~No Entity Selected - | &

&

o~ :

Fill in the values for the following properties

e User login: Nickname that the user will use to login

e User name: Real user name Eg: Peter Collins

¢ User email: E-mail address of the username that will be used to send notifications, reports... to the user

¢ User language: Language of the AlienVault Web Interface ( English, Spanish, French, German, Japanese, Russian,
Brazilian Portuguese, Simplified Chinese or Traditional Chinese)

e Ask to change password at next login: Force a password change after the next successful login of the user

¢ Global admin: Whether the user is a superuser within the AlienVault Web interface or not. (Permissions to see all assets

and all menu options). Admin users will be represented with this icon &> whenever the list of users is displayed.
¢ Entity: Choose the entity or entities this user belongs to. Select the entity from the drop down menu and click on Add
Entity. Select the entity from the right side and then click on Remove Entity to remove the user from that entity.
Then assign the permissions for the new users using the user templates created previously

Modify user

To modify a user click on L& next to the user that you want to modify.

Delete user

To delete a user click on ﬁ next to the user that you want to delete.

Enable / Disable users

To enable a disabled user on the icon & in the user list. Click on 3’ to disable a user.
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User Activity

Configuration -> Users -> User Activity
Description

This tab lets you configure the user activities within the AlienVault Web interface to be logged. This log can be viewed on the
tab User Activity (Monitor -> System -> User Activity)

e’ . Tiekess openee ([N vax prioeny ([EN leve
aa glienvault - 8T
“% Upgrade . Configuration | User activity

 Eeoanelie e | Coetrol panel - Alarm deleted
7 Teols Control panel - Alaem open
Cantrol panel - Alaems deleted (hole day)

2 MyProfls

% "t 1 Cormelation - Backiog delete.
Ceerelation Directives - Grective

» Cerrelation Directives - Directive added

& Syvem Sats

Comelation Directives - Directive deleted

Properties of .

) Dashboards [T ———
5 Incidents Action description .
4 Anatysis Ancmalies - : Jgnored heat: , date: , sensee: 4
(] Reports Ancmalies - Acked o
= Ancealies - Deletod “
A e Configuration - configuration madified o
“f Inteligence Configuration - New host scan configurnation added ™
" Conflguration - Reset defaults values (]
Configuration - RRD profle added (]
= :
[ wan Configuration - User deleted =]
S Configuration - User info modfied L4
5 Configuration - User password changed ]
Cortrol panel - Alarm dosed o
» Sofware Usgrade o
o
]
“
(-]
]
(]
]
“

- Proper o
Cross Coerelation - Rules: new rule added plugin id: , plugin sid: , reference id: , reference sid: ¥
Cross Comelation - Rules: e plugin id: , plugin id: , refesence id: , reference sid: deleted

Jant

Usage

Mark the checkboxes next to the activities that you wish to log and click on Update Configuration.
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Plugins

Configuration -> Collection -> Plugins

Plugins are used by AlienVault to improve the collection capabilities of the AlienVault Sensors, telling the system how to
understand, and to collect events generated by each application and device. Plugins help with collecting and normalizing
events. In order to calculate a risk for every event arriving to the AlienVault Server, the system needs to know every possible
type of event that can be collected by the system. This screen shows all the events that the AlienVault server is ready to

process. The AlienVault Server retrieves the list of events that may arrive to the AlienVault Server from the AlienVault
database.

o - ——

- B— ooty B cieom g
im0 l~|em’°!ﬂ’lvt R s SEEE @t (N
N e =

5 nederes

PLUGINS

]
" Nane Tyve Oacngeon

i Detoctor (1) Sort Ruses

1002 oot oy Detoctor (1) Sert Toging
cranes Dewoctor (1) McAon berseid

oo ep— Owmctor (1) Pucamt
or wo_mintng Owmctse (1) Metnp

e - ves_docoe Dotk (1) TP dmcue 12
o w0 PR P—
w0 womsenser  Oeoser(1)  SPADE

woto Detoctor (1) Back Ot

3

o

o
nos 00.r0c_decods Ostector (1) PG Progrocemser

o 50 seand Detoctor (1) 3¢ sivaam peageacesscr
-]

s5p_sreamd Detoctor (1) 300 sywam prapmocesser
iy 1108 0 et Detoctor (1) Toknat agtion dacoder

mo Jo— Ostocor (1) Uncade decoder
o Logo fosee] 5

" Vsene 0 x| K4 Pt Jots b M Daglayng 1105000265 phugirs

Usage

The Id (Plugin ID), is the internal number AlienVault uses to identify the type of device or application that generated the
events. The Plugin ID is a unique number that is also used when creating correlation directives or when defining policies to
filter certain events. Each type of event is always identified using the Plugin ID (Identifies the tool that generates the event)

and the Plugin SID (Identifies the type of event within the tool described by the Plugin ID). The same Plugin SID can be used
in different Plugin ID's.

All the events that can be collected for each plugin can be seen by clicking on the ID column.

e The Name is the name of the plugin assigned to the plugin ID. This may be any string, but should be descriptive.
o The Type is the type of plugin. There are two possible values. Detector is a plugin type that AlienVault uses to send data to
the server.. Monitor is a plugin type that AlienVault queries for information.

e The Description is additional information used to clarify a plugin’s purpose. This is very helpful when a plugin has a
particularly obscure name.
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PLUGIN SIDS (1001, snort) << back to plugin a
o Insert new plugin sid | Edit

K sia Casegory Class Name Prioriy Rokability
1001 103 Maiware (4) miscactity (129)  BACKDOOR subseven 22 5 +| 2 4
1001 104 Maiware (4) misc-actity (129)  BACKDOOR - Dagger_1.4.0_client_connoct 5 7] 2 +|
1001 105 Maiware (4) misc-actvity (129) BACKDOOR - Dagger_1.4.0 5 ~| 2 =]
1001 106 Maiware (4) misc-actvity (129) BACKDOOR ACKcmdC trojan scan 5 ~| 2 ~|
1001 107 Maiware (4) rojan-activity (121) BACKDOOR subseven DEFCONS 2.1 access 1 L] 1 LJ
1001 108 Maware (4) misc-actity (128)  BACKDOOR QAZ Woem Client Login acoess | 2 -
1001 109 Maiware (4) misc-actity (129)  BACKDOOR netbus actve 5 7] 2 -]
1001 10 Maiwaro (4) misc-actity (129)  BACKDOOR netus getinfo 5 +| 2 |
1001 m Maiware (4) misc-actity (129)  BACKDOOR netus getinfo 5« 2 -
1001 12 Maiware (4) misc-actvity (129) BACKDOOR BackOrifice access 5 :J 2 _.J
1001 "3 Maiware (4) misc-actvity (129) BACKDOOR DeepThroat access. 5 L‘ 1 j
1001 14 Maiwaro (4) misc-actity (129)  BACKDOOR netbus actve 5 ~l 2 -l b 4

25 +| K 4 Pageli of998 b Pl 2 Displaying 11025 of 24932 plugin sids

Plugin SID is the internal number AlienVault uses to track various messages from sensors. For example, there is a unique
Plugin SID for each alert that snort generates . Some parameters for SIDs may be edited here:

e The Plugin is the internal number AlienVault uses to track various plugins. Each plugin has a unique plugin ID. Each plugin
uses this number and its sub-ID.

e The Sid number is used by AlienVault to discriminate individual plugin messages.

e The Name is a string assigned to the SID. This may be any string, but should be the close to the message generated by
the sensor.

e The Priority is a number used to qualify AlienVault alerts with varying levels. It is a numeric value ranging from O to 5. O is
the lowest priority and indicates that AlienVault should ignore that SID. 1 is the the lowest priority while 5 is the highest.

o The Reliability is a measure of rule dependability. It is a value from O to 10 where 10 is the most dependable and 0 is the
least. Reliability is read as a tenth of a percentage. i.e. 4 means there is a 40% chance that this rule is accurate at this
stage of the directive.

¢ The Action column contains a Modify button. Clicking the button saves changes to the Priority and Reliability column in
the AlienVault database. At this time is necessary to change plugin SID by plugin SID, this means that you can change the

Priority or Reliability value just for one plugin SID each time.
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Plugin Groups

Configuration -> Collection -> Plugin Groups

Description

The Plugin Groups page allows you create groups containing event types from the same plugin (Data Source) or even

containing events from different plugins.

As an example, you can create a Plugin Group that includes all events that detect a successful authentication in an

application or device. This would allow creating a policy that tells the system that successful authentication events (Included

in a plugin group) must be stored only in the SIEM when they occur outside normal working hours.

2" olienvault

pen Source SIEM

S e W T e oo —

nsort new group|

'/ Dashboards
& Incidents
4 Analysis
[ Repons
ia Assets
' Intelligence
%2 Menitors

Global
score

EL

. iter_events e ovien]
+ 1000 Botnets Botrets m m
+ 1002 Denial Of Service Denial Of Service: E m
+ 1003 Network Anomalies Network Anomales. m m
+ 1004 P2p Peer to Peer o 3
+ 1008 Porn o e osies]
+ 1007 Trojan Trejan E m
+ 1008 Voip Voip m m
+ 1009 Bruteforce Bnteforce ecr foekn
+ 1010 Malware Malware E m
+10n P Sovme et osks|
+ 1013 WVirus Vins E m
+ 1014 ‘Web Attacks Web Attacks m m
+ 1018 Level Info 0 Level Info 0 m m
+ 1016 Lavel Info 1 Level Info 1 (et oeiets
+ 1017 Level Info 2 Level Info 2 m m
+ 1020 Russian Business Networks Russian Business Networks m m

The plugin groups can be used when defining policies as well as during a forensic analysis of information stored in SIEM or

Logger
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Usage

This page shows a table with all the Plugin Groups defined in AlienVault. The default installation will include some examples
of Plugin Groups. Notice that Plugin Groups are not related with Taxonomy, and they will not be updated automatically to
include new event types.

Insert New Plugin Group

To insert a new Plugin Group simply click on Insert New Plugin Group on the top or on the bottom of the table listing all
Plugin Groups.

This will show the next screen:

Group ID Name « Description «
P} Plugin Name Plugin Description / SIDs
+ LT3
=3
e

Name and description of the Plugin Group are mandatory fields. Try to use an easy to remember name as you will be able to
use this as a search criterion in SIEM and Logger consoles.

Now you must define the types of events that will be part of this Plugin Group. To do this you can select the plugin (Data
Source Type) from which you select the events, or search for all types of events that contain a text string in their names.

To include even types (Plugin SID) from a particular Data Source Type (Plugin ID) enter the name of the Plugin. The form will

help you with auto-completion.

snort_decoder

snort_tag
STROTT 3273 snort: "SQL sa

If you do not know the name of the Plugin click on + to display a list of all Plugins.

Plugin ID Plugin Name Slugin Desciprion m m
1566 alacdin | Aladain esafe Gateway
1608 allot | NetEnforcer Allot
1501 apache | Apache
1512 arpwateh | Ethernet/FDOI station monitor daemon
1623 Ands | Anubo Wircless
1567 avast ‘ Avast Antivirus Home 4.0
1577 bind | e
1630 bt | B9, Advanced Theeat Protection
1594 cisco-scs | Giscoracs
1515 cisco-ids | Cisco Secure 105
1587 Cisco-1PS | iseo Irtrusion Prevention System
1514 cisco-pix | Cisco Pix-ASA Firewall
1510 cisco-router | Gisco router
1527 ciscovpn | Cisco VPN box
1555 clamav | Clam Antivirus
1528 clurmgme | Cluster Service Manager Daemon 2
1617 coutior L Courine Mail Sarune ) 4
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Simply click on the line of the Plugin you want to select even types from. In the following example we will select events from

the Snort Rules plugin (Plugin ID 1001). By default, all events in this plugin will be included in the Plugin Group. You can
select only certain events within this plugins by writing the Plugin SIDs in the Signature IDs separated by comma.

ID Plugin Name

) +Carm

1001 snort Snort Rules

Plugin Description / SIDs

Signature IDs: | ANY

To explore the event types within this Plugin click on 1@ . This will show a floating window with two columns. Event types in

the left side are events that have already been added to the Plugin Group. Events in the right side can be added to the

Plugin group using drag and drop, by moving them to the left side. In the top of the right column you can also search a text
string and then click on Add all to include all events matching the search criteria in the Plugin Group.

Signature IDs %]
3 items selected Remove all | (acehook - Addall
1 2009957 - snort: "ET WEB_SPECIFIC_APPS Joomia! JoomlaFacebook Componen... = | 13419 - snort: "WEB-ACTIVEX Facebook Photo Uploader ActiveX clsid access”
1 2009959 - snort: “ET WEB_SPECIFIC_APPS Joomial JoomlaFacebook Componen... = | 13420 - snort: "WEB-ACTIVEX Facebook Photo Uploader ActiveX clsid unic...
3 2009956 - snort: “ET WEB_SPECIFIC_APPS Joomia! JoomlaFacebook Componen... = | 13421 - snort: "WEB-ACTIVEX Facebook Photo Uploader ActiveX function c...

13422 - snort:

2009960 - snort

2010497 - snert:
2010496 - snort: *
2010784 - snort:
2010785 - snort:

"WEB-ACTIVEX Facebook Photo Uploader ActiveX function ...

2009958 - snort: *ET WEB_SPECIFIC_APPS Joomia! Joomlafacebock Componen...
: "ET WEB_SPECIFIC_APPS Joomial JoomlaFacebook Componen...
2010166 - snort:

“ET CURRENT_EVENTS Facebook Spam Inbound®
“ET CURRENT_EVENTS Facebook Spam Inbound (1)°
ET CURRENT_EVENTS Facebook Spam Inbound (2)*
“ET POLICY Facebook Chat (send message)®

“ET POLICY Facebook Chat (buddy list)*

S S T

>

By clicking on Remove all you will clean the selection so none of the events within the Plugin will be added to the Plugin

Group.

To save changes click on Submit selection.

To see the list of events that have already been included in the Plugin Group click on 1(‘)

amn Signature Name N
13419 snort: "WEB-ACTIVEX Facebook Photo Uploader ActiveX dsid acoess”
13420 snort: "WEB-ACTIVEX Facebook Photo Uploader ActiveX disid unicode access”
13421 snoet: "WEB-ACTIVEX Facebook Photo Uploader ActiveX function call access”
13422 snort: "WEB-ACTIV Activex f unicode aooess”
2009956 snort: "ET WEB_SPECIFIC_APPS Joomia! JoomlaF scebook Component SELECT FROM SQL Injection”
2009957 snort: "ET WES_SPECIFIC_APPS Joomia! JoomiaFacebook Component DELETE FROM SQL Injection”
2009958 snort: "ET WEB_SPECIFIC_APPS Joomka! JoomisFacebook Companent UNION SELECT SQL Injection”
2009959 snort: "ET WEB_SPECIFIC_APPS Joomlal JoomlaFacebook Component INSERT INTO SQU Injection™
2009960 snort: "ET WEB_SPECIFIC_APPS Joomla! JoomiaFacebook Component UPDATE SET SQU Injection”
2010166 snort: “ET CURRENT_EVENTS Facebook Spam lnbound”
2010497 snort: "ET CURRENT_EVENTS Facebook Spam Inbound (1)" »
2010498 snort: "ET CURRENT_EVENTS Facebook Spam Inbound (2"
2010784 snot: "ET POLICY Facebook Chat (send message)”
2010785 seet: "ET POLICY Facebook Chat (buddy list)"
2010786 snort: "ET POLICY Facebook Chat (settings)*
2010819 snort: "ET POLICY Facebook Chat using XMPP" .
2010952 soodt: "ET POLICY facebook actiditd \

The same process can be used to include event types from any other Plugin (Data Source Type) in the Plugin Group.

To include all event types from any Plugin matching a search criteria you can use the SIDs Search. Enter the text you

would like to match in the events name and click on SIDs Search.
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failed

PLuginID_ Plugin Name
O 1001 snort
O 1001 snort
CJ 1001 snort
(J1001 snort
CJ 1001 snort
O 1001 snort

1001 snort

| SIDs ¢

ch | | Add Selected |

Plugin SID

3273
3152
13357
13360
13358
2008300
2002139

Plugin Name
snort: *SQL sa brute force failed login unicode attempt”
snort: "SQL sa brute force failed login attempt*™
snort: *POLICY failed mysql login attempt”
snort: "POLICY failed FTP login attempt"
snort: *POLICY failed IMAP login attempt - invalid username/password™
snort: *ET POLICY GaduGadu Chat Server Login Failed Packet”
snort: "ET GAMES World of Warcraft failed logon®

Then select the Event Types you would like to include in the Plugin Group by marking the checkboxes in each line or

mark the checkbox next to the Plugin ID column title to include all event types matching the search criteria. Click on

Add Selected to save changes.

Edit a Plugin Group

To edit a plugin group, click the Edit button in the line that represents the Plugin Group that you wish to edit. Use the

process described previously in New Insert Plugin Plugin group to modify the Plugin Group.

Delete a Plugin Group

To delete a plugin group, click the Delete button in the line that represents the Plugin Group that you wish to delete.
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Software Upgrade

Software Upgrade

Configuration -> Software Upgrade -> Software Upgrade

The upgrade process will automatically update the database schema. This section will show a historical of all database

upgrades that have been applied.

Detected Ossim Version: 24
Detected Schema Version: 24
Detected Database Type: mysql
Required upgrades
No upgrades
All upgrades
Version

0.99rct

9.9rc1.php (PHP script: PRE )
9.9rci_mysal.sql (SQL schems update )

Doy

9.9vci.php (PHP script: POST )

0.9.9rc2

0.5.9rc3

&

9.9rc2_mysql.sql (SQL schema update )

N

9.9rc3_mysql.sql (SQL schema update )

0.9.9rc4

9.9¢ch.php (PHP script: PRE )
9.9rch_mysqlsql (SQL schema update )

Py

9.9vch.php (PHP script: POST )

If the updates have not been done correctly, this section will appear after the user log in. In this case, you will have to apply

database updates manually. In case the database cannot be upgraded correctly please report to the AlienVault Support

Team.

Required

19 Jusr/sh.

‘ 242

des/2.4.2_mysql.sql (SQL schema update) Upgrade fzilure
ERROR 1060 (42521) at line 5: Duplicate column name 'save_in_repository’
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Update Notification
Configuration -> Software Upgrade -> Update Notification

Description

AlienVault can be configured to automatically check the availability of the new software updates.

S Saies
1 glisavolt Fm===) = =
WS Gjen EOVaURL verescivec wmrms. (ETHD o GEE @t RSN

= e e ____________g
& Dashtosrds Cosfigere updates Latest Updates
spdate-checking MIOI01S  Lotsof i b
5 ncidents e Ll . s Zﬂﬂ(«'m:vm«ﬁexmw*:
& Anas Usa proxy for auto update-chacking LN o Greatly lopwoved directive aditor
:; o Last update timestamp 20300008 o Fined network Gocovery Nost insention with © =« fodh
v Contigirton 0 sble 32 reste Yrue” admin wsers
U 234 reensed
Beter S0 Aratyus shelicade ws.alastion
Y elgmen Beter muUtiuser Control o risk mags.
12 Mooen e s fekd i st serases g some pevrission et
A S ew phan s
R ek by 23 relossed

» Man b A Cushtoend comeg fwed

> vaes [

» Cotecion

Betwas Usgrade

7 Toow
2 wyProe
& Logosposne)
. Maxieze
o Sywem St
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Usage

If new updates are available a message will be shown in the Top Bar. Clicking on that message will take you to this section,

where you will be able to see new features and improvements included in the new software packages. Once you have read

that message click on “Acknowledge Updates” to remove the notification message from the top bar.

Configure updates
Enable auto update-checking | No 2|
Use proxy for auto update- (. 4
checking -

2010-07-20
20100512
20100428
20100329
2010-02-20
2009-12-16
2005-11-27
2009-11-02
2009-10-06
2005-09-22

~ NN R RN

1] 20090914

2009-08-10
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Latest Updates
Aliemvauit OSSIM 2.3 released.

Added "My profile” and restrictions to users. Do not overwrite hboard. P
Custom report wizard. Lots of multiuser fies

Fixed peoblem in Actions and with Frameworkd console output

Major Security and Bugfix update released today, please upgrade your system as 5000 as possible.
AlieriVault OpenSource SIEM 2.2 just released. Tors of new features, upgrade now.

Various security foms in the KB and SEM part. Please update to 2.1.54

Adding some default policies and plugin groups.

Various bugfixes, improved host report. Updates also awsilable on Twitter,

2.1.5 redeased, various bug fixes, new host report.

New Juniper Netscreen plugin. Bugfixes. SEM debug logs.

Update fixes soaurity issues (SQU Injoction, XS5) and some other minor bugs. Upgrade recommended for all
OSSIM packages.

Update ossim-reconfig, please update and run if peoblems with o
Show ail
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Tools -> Backup

Description

Events in the SIEM are purged from the database when they are older than the parameter defined in Configuration —
Main — Backup . The parameter is called Forensics Active Event Window, and defines the number of days that will be
stored in the forensic database. By default the events of the last 5 days will be kept in the SQL Database.

Backup

Backup configuration: backup database, directory, interval

Forensics Active Event Window |5 | ©

This number can be increased depending on the hardware that is being used and the number of events per day that are
been collected and stored when using the SIEM. This parameter only applies to the SIEM, not to the Logger.

If navigating through the AlienVault Web interface takes too long, try decreasing the number of days’ worth of events that are
kept in the database. On the other hand, if your system is collecting a few events per day, you may want to increase the
number of days that are been stored in the database.

Events are never deleted after been purged from the database, they are just stored in a file and they can be restored later on,
using the form available in Tools = Backup
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Usage

Dates that can be restored appear in the Backup Manager, below the dates to restore column. Simply click a date and then

click on Insert. AlienVault then performs the restoration and displays the status of the restore below in the Backup Events

section.

Backup Manager
Dates to Restore Dates in Database

30-05-2010 17-07-2010

29-05-2010 16-07-2010 :

28-05-2010 15-07-2010 |

27-05-2010 14-07-2010 |

26-05-2010 13-07-2010 |

24-05-2010 12-07-2010

21-05-2010 09-07-2010

20-05-2010 06-07-2010

19-05-2010 & 05-07-2010

18-05-2010 ~ 25-06-2010 v

Restore | Purge I
Backup Events

User Date Action Status Percent
admin 2010-07-08 12:46:44 insert: 20100531 Done 100
admin 2010-06-25 10:57:08 insert: 20100525 Done 100
admin 2010-06-29 10:45:38 insert: 20100601 Done 100

To purge a restored day, click the date of the event in the Dates in Database section and click on Purge.
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Tools -> Downloads
The downloads sections provides links to preconfigured software packages for AlienVault operation. Currently it includes:

e Putty : PUTTY is an SSH and telnet client, developed originally by Simon Tatham for the Windows platform. PuTTY is
open source software that is available with source code and is developed and supported by a group of volunteers.

¢ AlienVault Agent installer for Windows: AlienVault Agent installer for windows hosts, server ip is already
preconfigured. Run the installer and afterwards go to \AlienVault\ and run 'AlienVault.bat'.

e Python for Windows : Python is a remarkably powerful dynamic programming language that is used in a wide

variety of application domains. Python is often compared to Tcl, Perl, Ruby, Scheme or Java.

e OCS : Open Computer and Software Inventory Next Generation is an application designed to help a network or
system administrator keep track of the computers configuration and software that are installed on the network.

e OSSEC Agent for Windows: OSSEC is an Open Source Host-based Intrusion Detection System. It performs log
analysis, integrity checking, Windows registry monitoring, rootkit detection, real-time alerting and active response.

¢ Snare for Windows: Snare for Windows is a Windows NT, Windows 2000, Windows XP, Vista and Windows 2003
compatible service that interacts with the underlying Windows Eventlog subsystem to facilitate remote, real-time

transfer of event log information.

¢ Snare Config file (Audit service takeover): Import this .reg file into every host running snare. It's configure to log
against this host's IP, you may edit it to change it. This file takes over control of the windows audit service, allowing

for easy policy specifications via Snare's web interface. This is the recommended way of running it.

« Snare Config file (No audit service takeover): Import this .reg file into every host running snare. It's configure to
log against this host's IP, you may edit it to change it. This file leave's the hosts audit service settings untouched.

o FW1iLoggrabber: F\W1-Loggrabber is a command-line tool to grab log files from Checkpoint FW-1 remotely using
Checkpoints LEA (Log Export API), which is one part of Checkpoints OPSEC API.

e Osiris Windows: Osiris is a Host Integrity Monitoring System that periodically monitors one or more hosts for
change. It maintains detailed logs of changes to the file system, user and group lists, resident kernel modules, and
more.
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Net Discovery

Tools -> Net Discovery

Description

Net Discovery allows scans from the AlienVault system in order to discover assets on the network and to ensure that no
changes have occurred in services, operating systems and MAC addresses that use each of the IP addresses of the

network.

Scanning is done using NMAP in a distributed manner, if the network has an associated sensor in the AlienVault inventory. In

case of failure of the distributed scanning, scanning will be done from the machine running the AlienVault Web Interface.

a2 alienvault

Professional SIE

Tickets opened ([N 200017 28e max priority ([ICHD
Unresolvec Alarms m . . Upeste Max risk n

Iilzeo 4l

4 Incidents

» Downloads

» Net Discovery
£ My Profie
i Logout [acmin]
B Maximize
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Please, select the network you want to scan:

[Manual =
Manual input cxamples: 192.168.1.0/24, 192.168.1 6468

Net discover options

Enable full scan: | Disabled vI

Full mode wil be much siower but wil Inchude S, Services, service versions and MAC address into the inventory
Fast mode will scan fewer ports than the defoult scan

Timing template: | (T3) normal v
Paranold and Sneaky modes are for 105 evasion
Polite mode siows down the scan 10 use less bandwicth and target machine resources
Aggressive and Insane modes speed Lp the scan (fast and reiable networks)

Discover Manage Remote Scans

INOTE: This tool is a nmap frontend. In order to use all nmap functionality, you need root

privileges.
For this purpose you can use suphp, or change group to the web-user and set suid to nmap binary (chgrp www-data /usr/bin/nmap ; chmod 4750 /usr/bin/nmap).
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Usage

Please, select the network you want to scan:

¢ Manual iv| |
Pvt 10 12.168.1.0/24, 192.168.1.64-68
| Pvt_172

- I YR

Using the form above, it is possible to scan for a network asset that we have previously defined in the inventory of AlienVault
(Assets = Network) or write a network manually for it to be scanned. If you want to add some new network you need to

go to Assets = Networks and define a new one.

Net discover options

Enable full scan: | Disabled ~

Full mode will be much slower but will indude OS, se , Service versio
Fast mode will scan few rts than the def:

ss into the inventory

Timing template: | (T3) normal v
Paranoid and Sneaky m for IDS evasio
vn the chine resources

e networks)

Polite mode sko
Aggressive and

nsane mode

Discover j [ Manage Remote Scans

When launching the scan you can set the scanning profile that will be used when scanning the network:

o Full Mode will be much slower but will include OS, services, service versions and MAC address that can be inserted into
the inventory

o Fast mode will scan fewer than the default scan

The timing template can also be configured by choosing one of the following:

e Paranoid

e Sneaky
Polite
Normal
Aggressive
Insane

Paranoid and Sneaky modes are for IDS evasion. Polite mode slows down the scan to use less bandwidth and target
machine resources. Aggressive and Insane modes speed up the scan (fast and reliable networks)

Once you are ready, click on Discover. AlienVault scans the network and displays a message once it is complete. The Click
here to show the results link appears; the results appear back in the NET Scan page below the select network table.
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You can click the Update Database Values, which displays the Insert new scan page. This page allows you to add global
properties to the freshly scanned host. These properties are:

o Asset

e Threshold C

e Threshold A

e RRD Profile

e Insert new profile?
o NAT

e Sensors

e Scan options

e Description

Some properties may have corresponding links that allow you to perform additional tasks, especially when working with
sensors. Once you have completed any changes, click OK. You can click Reset to return to initial values. To perform the
scan, the system makes use of Nmap.
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My Profile
Description

From this page each user can update their personal information and change the password to access the AlienVault Web
Management interface.

User Profile
User login admin
User name OSSIM admin
User email &4
User language English =
Company Dermas LCC
Department Networking
Ask to change password at next login O Yes ® no

Enter new password

Retype new password ~ [eesesssssscsscsscsscnes

Usage

The system can change these settings using a form:

User name: Name of the person associated with the User login
e User email: Email address of the user. It will be used to receive information regarding tickets, alarms notifications...
User language: Language for this user in the AlienVault Web Management interface (

Company / Department: Optional fields to identify the role of the user within the corporation that is been monitored.
Password: Password used with the User login.

The option Ask to change password at next login will ask the user to change his password after the next successful
login.
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System Status

System Status
Description

This page provides information on the software and hardware being used in the AlienVault appliance.

It also allows monitoring the status the system in real-time offering information such as disk space, CPU usage, and memory
usage.

To support these requests this page will also display information about the software installed and events extracted from
important log files.

=" alienvault s onees ' .
. (Bl =
BW® open source SIEM usesovec Aarms ([ECHD wax risx (END ® el
“% Upgrade System Status.
) SYSTEM INFORMATION : 207.158.15.105 ()
4 eidents
EM VITAL HARDWARE INFORMATION
- SYST ORMATIO!
‘Canonical Hosmame 207.158.15.105 = Processors
lﬂ Ustaning P  Intel(R) Xeon(R) CPU ES405 @ 2.00GHz
#PCI Davices
i Assets Kemel Version 26316 (SMP) x86_64 HDE Devices
Disyo Name (© Debian 507 (=1 SCSI Devices
3y iteigence Uptime 11 days 13 hours 54 minuses [+/USB Devices
E Current Users 2
Load Averages 0020.110.18
- Cenfiguration %
R e ssce
» Backip Type Usage Free Used Size
< 4 Physical Memory &% 2242308 1.75G8 197 GiB
Deuriond + Disk Swap 2% 70331 MiB 19089 M8 8094.20 MiB
» Net Decovery
2 My Profis MOUNTED FILESYSTEMS
e Logeut o]
Mountpoint * Type Partition Usage Froe Used Sze
B Naximzo il oxt3 Mewsdat 21% (8%) 14,06 G8 381G8 1882G8
) Systom Staus (W BTOrSSBMOUNt-10)
foev tmpfs. udev 6% (1%) S44Mm8 572,00 KiB 10.00 M8
(w.mode=0755)
icevishm tmpfs tmpts. 0% (1%) 1007.23M8 0.00KB 1007238
(rw.nosuld nodev)
AibAnivew mpfs tmpfs. 0% (1%) 100723 M8 0.00 KiB 100723 M8
(rw.nosukl mode=0758)
Totals 18.30% 1604 GiB 38168 2080 GiB
NETWORK USAGE f.J PROCESS STATUS
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Usage

Part of the information on this page is displayed using trees. For further information click on the + in the tree.

=-Processors

PCl Devices
IDE Devices
SCSlI Devices
USB Devices

To hide the information, click on the - symbol.

i
Some fields will show real-time information. To update the information displayed click on this icon &/

Status. Name

ii alienvault-Grectves-free

i alienvault-gummy-catabase
W alienvault-ummy-framework
[ allenvaul-dummy-sensor

il alienvaul-dumemy-secver

il alienvault-policies

ii linux-image-26.316
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HARDWARE INFORMATION

EHintel(R) Xeon(R) CPU E5405 @ 2.00GHz

".‘J ALIENVAULT SIEM - INSTALLED PACKAGES

Version Description

10-18 AlienVault directive feed, Free version
231 <insert up o 60 chars description>

231 <insertup 1 60 chars description>

2313 MetaPackage for allenvault sensor

231 <insert up 1 60 chars description>

1013 Precefined security policies for OSSIM
alienvault+18 Linux kernel binary image for version 26.31
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Writing correlation rules

You will learn how to write a correlation directive using the following example. You will try to detect a brute force attack
against an SSH Server. As source of information you will mainly use events coming from the SSHD Plugin (Plugin ID: 4003),

but we will also use a monitor plugin to check if a connection has been established between the attacker and the machine

under attack.

Correlation level: 1

SSH Failed
authentication
event

Correlation level: 2

SSH
successful
authentication
event

10 SSH Failed
authentication
events

Correlation level: 3

100 SSH SSH
Failed successful
authentication authentication
events event

Correlation level: 4

SSH 1000 SSH
Persistent successful Failed

connections authentication authentication

event events

Using correlation rules within the directive you basically define conditions that will be met by the incoming events. Whenever
a rule is matched a new event is generated. This event will be processed by the AlienVault Server as if it were coming from a

collector. This way you can apply policies to events generated during correlation.

Events generated within the same directive will be grouped into the same alarm.
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XML syntax
Directives are written using XML syntax. Because of the way in which information is parsed when using XML files is
important to pay attention to theXML syntax, so it is highly recommended to use an XML editor to avoid, as far as possible

syntax errors.
Same as when you code HTML, when writing a correlation directive any opened tag should be closed lately.
You can close tags using this syntax: Eg:rule

e Open the rule tag: <rule>

e Close the rule tag: <\rule>

Whenever there is nothing happening inside one of the tags it can also be closed using the backslash at the end of the tag:
\>

Directive global properties

Each directive will be opened and closed with the directive tag. Within this tag you will have to include the name of the
directive, the id of the directive, and the global priority of the directive.

In our example we will give this directive a priority of 4, and we will use an id within the range reserved for user-created
directives.

<directive id="500000" name="SSH Brute Force Attack Against DST IP" priori-
ty="4"> </directive>

Name

Name Given to the directive. This is the name that will take all the events generated within this directive. You can use the
following variable to be replaced by the value of the variable when the alarms are displayed in the Web console (Incidents —
Alarms): SRC_IP, DST_IP, SRC_PORT and DST_PORT.

Id

Numeric identifier of the directive, this number must be unique for each directive. The following range is reserved for user-
created directives: 500000 - 999999

The events generated during the correlation of each of the directives will take 1505 as plugin_id and the id of the directive as

plugin_sid. This way events generated within one of the directives can be used to define a more complex pattern in a
different directive.
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Priority

When we talk about priority we're talking about threat. It's the importance of the isolated attack. It has nothing to do with
your equipment or environment. It only measures the relative importance of the attack. This will become clear using a couple
of examples .

e Your unix server running samba gets attacked by the Sasser worm .
e The attack per se is dangerous, it has compromised thousands of hosts and is very easy to accomplish. But. does it
really matter to you? Surely not, but it's a big security hole so it'll have a high priority .

e You're running a CVS server on an isolated network that is only accessible by your friends and has only access to the

outside. Some new exploit tested by one of your friends hits it .
e Again, the attack is dangerous, it could compromise your machine but surely your host is patched against that
particular attack and you don't mind being a test-platform for one of your friends .

Priority will be numerical value from O up to 5. All events generated within the same directive will have the same directive but
they may have a different reliability as it will depend on the correlation level in which the event has been generated.

Correlation level: 1
All events will try to match the first level of every enabled correlation directive once they arrive to the AlienVault Server. This
behavior can be modified defining a policy in (Intelligence — Policy & Actions).

The first rule of a directive will have special conditions:

It will always be a detector rule. Monitor rules can not be used in the first level of directives.

It will wait for a single occurrence of an event
It will have no time out. The condition of the first level will last as long as the server is running and the directive enabled

The event will only be generated for the first directive rule whenever the directive has only one correlation level

In the directive we are creating the correlation will start with any event coming from the SSH Server that refers to an
authentication failed attempt. We should always try to cover all possible variants of an attack, in a SSH brute force attack we
will find the following events:

Failed Password
User blocked
Root login not allowed

o lllegal user
User does not exist

e ... and much more

So when writing a correlation rule we should always think about all possible events that may be interesting for our new
correlation rule. You can take a look to all events that can be generated by each plugin in the following section: Configuration
— Collection

Each rule will always wait for events with the same Plugin ID. In this case we will be waiting for events with the Plugin ID
4008, and the following plugin SID which correspond to the type of events we get when we are suffering a brute force attack
against one of our SSH Servers:

plugin id="4003"plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"

So the first rule will be like this:
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<rule type="detector" name="SSH Authentication failure" reliability="0"
occurrence="1" from="ANY" to="ANY" port from="ANY" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"/>

Notice that | am setting reliability to 0, so the event generated when this correlation rule is matched will never become alarm.

RISK = (Asset Value*Priority*Reliability)/25 RISK = (Asset Value*Priority*0)/25=0

| am also setting occurrence to 1, as the first level of a directive will always collect only 1 event. If we set occurrence field to a
higher value the AlienVault Server will autormatically set it to 1 when loading the directive.

| am also assuming that the attacker can be inside or outside my monitored network. If | wish to monitor attacks coming
from my internal network only | should have placed HOME_NET in the from field.

The directive will now look as follows:

<directive id="500000" name="SSH Brute Force Attack Against DST IP" priori-
ty="4">
<rule type="detector" name="SSH Authentication failure" reliability="0"
occurrence="1" from="ANY" to="ANY" port from="ANY" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"/>
</directive>

Correlation level: 2

We will reach the second correlation level after getting one of the Authentication Failed Events from one of our SSH Servers.
In this correlation level we will have two possibilities:

¢ Getting almost immediately an authentication successful event (Same source and same destination as the event that

matched the first correlation level)
¢ Getting more authentication failed events (Same source and same destination as the event that matched the first
correlation level)

In case we get an authentication successful event the correlation of this directive will be finished. In case we keep getting
more authentication failed events then we will reach the third correlation level.

We will also set a time out, as we don not want to wait for so long assuming that a brute force attack will generate a lot of
events in a short period of time and not in the next two years. We have also set the reliability value to 1, as we consider that
login after only one login failed does not seem to be a brute force attack.

So the first rule of the second correlation level will look as follows:

<rule type="detector" name="SSH Successful Authentication (After 1 failed)"
reliability="1" occurrence="1" from="1:SRC_IP" to="1:DST_IP"
port from="ANY" time out="15" port to="ANY"
plugin id="4003" plugin sid="7,8"/>

This means that once we reach the second correlation level the AlienVault Server will wait for 15 seconds for an
authentication successful event with the same source and same destination as the event that matched the previous level.

All rules in the same correlation level will try to collect events at the same time, so the AlienVault server doesn't have to wait
for 15 seconds to start the second rule in the second correlation level. We can also have rules with different time_out values.
In our case we will wait 40 seconds expecting to collect 10 Authentication Failed events with the same source and same
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destination ip addresses that matched the first correlation level. So the first 15 seconds both rules could be matched by the
incoming events, but after that only the second rule of the second correlation level will keep alive waiting for incoming events.

In this case, the events matching this rule, would also match the first correlation rule of the directive. That's why we are using
sticky="“true” so we avoid that events getting into this correlation level start their own directive and we keep grouping those
events within the same Correlation directive.

<rule type="detector" name="SSH Authentication failure (10 times)"
reliability="2" occurrence="10" from="1:SRC_IP" to="1:DST IP"
port_from="ANY" time out="40" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>

We will use the rules tag to open each correlation level (The first one will be started with the directive tag):

<rules>
<rule type="detector" name="SSH Successful Authentication (After 1 failed)"
reliability="1" occurrence="1" from="1:SRC IP" to="1:DST IP"
port from="ANY" time out="15" port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector" name="SSH Authentication failure (10 times)"
reliability="2" occurrence="10" from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="40" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>
</rules>

Once one of the rules is matched by incoming events, the other rule is discarded and correlation will continue if there are
some other rules defined after the rule that has been matched.

Our directive now looks as follows:

<directive 1id="500000" name="SSH Brute Force Attack Against DST IP" priori-
ty="4">
<rule type="detector" name="SSH Authentication failure" reliability="0"
occurrence="1" from="ANY" to="ANY" port from="ANY" port to="ANY"
plugin_ id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20">
<rules>
<rule type="detector" name="SSH Successful
Authentication (After 1 failed)"
reliability="1" occurrence="1"
from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="15" port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector"
name="SSH Authentication failure (10 times)"
reliability="2" occurrence="10" from="1:SRC_IP"
to="1:DST IP"
port from="ANY" time out="40" port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>
</rules>

</rule>
</directive>
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In this correlation level we may have an alarm generated, as we the event generated in the second rule will have a priority of

4, a reliability of 2 we will have the following risk formula:

RISK = (Asset Value * 4 * 2) /25

An event becomes alarm when it gets a risk higher or equal than 1. So if with a host involved with an asset value of 4 or 5
we would get an alarm after 11 Authentication Failed events (1 of the first correlation level and 10 on the second correlation
level)

It is important not to use very high time_out values at a second level of the correlation when the first level of the directive has
established simple conditions (plugin_sid="ANY”, from="ANY”, to="ANY”...) . This will cause many events reaching the
second level of correlation, greatly augmenting the memory consumption of the correlation server.

Correlation level: 3
The third correlation level is reached in case you have received a total of 11 SSHD failed authentication events in less than 40

seconds (The first event starts correlation and 10 more will get into the second correlation level).

Here again we have two possibilities, the first will be to collect a successful authentication event, the second option will be
waiting to collect more authentication failed events (100).

It is important to note that in case we get the successful authentication event, this will have occurred after several failed
attempts so it will be a interesting situation. We will have to increase the reliability in case this rule is matched to ease the
generation of an alarm.

The first rule of the third level:

<rule type="detector" name="SSH Successful Authentication (After 1 failed)"
reliability="4" occurrence="1" from="1:SRC IP" to="1:DST IP"
port from="ANY" time out="15" port to="ANY"
plugin id="4003" plugin sid="7,8"/>

In case this correlation rule is matched it will generate an alarm when the asset value of one of the host involved is at least 2.
The second rule of the third level:

<rule type="detector" name="SSH Authentication failure (100 times)"
reliability="4" occurrence="100" from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="400" port to="ANY"
plugin id="4003"plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>

</rules>
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Our directive, including the third correlation level will look as follows:

<directive id="500000" name="SSH Brute Force Attack Against DST_ IP" priority="4">
<rule type="detector" name="SSH Authentication failure" reliability="0"
occurrence="1" from="ANY" to="ANY" port from="ANY" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20">
<rules>
<rule type="detector" name="SSH Successful Auth (After 1 failed)"
reliability="1" occurrence="1" from="1:SRC_IP" to="1:DST_IP"
port from="ANY" time out="15" port_ to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector" name="SSH Auth failure (10 times)"
reliability="2" occurrence="10" from="1:SRC_IP"
to="1:DST IP"
port from="ANY" time out="40" port to="ANY"
plugin_id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true">
<rules>
<rule type="detector"
name="SSH Successful Auth (After 1 failed)"
reliability="4" occurrence="1"
from="1:SRC_IP" to="1:DST_IP"
port from="ANY" time out="100" port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector"
name="SSH Auth failure (100 times)"
reliability="4" occurrence="100"
from="1:SRC_IP" to="1:DST_IP"
port from="ANY" time out="400" port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>
</rules>

</rule>
</rules>

</rule>
</directive>

Correlation level: 4
On the fourth level of correlation also we will keep open the possibility of keep getting SSH failed authentications or receiving
an Authentication successful event. Time_out value will also be increased as well as occurrence a reliability value.

To do that we will use the following two rules:

<rule type="detector" name="SSH Successful Authentication (After 1 failed)"
reliability="6" occurrence="1" from="1:SRC IP" to="1:DST IP"
port from="ANY" time out="150" port to="ANY"
plugin id="4003" plugin sid="7,8"/>

<rule type="detector" name="SSH Authentication failure (1000 times)"
reliability="7" occurrence="10" from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="4000" port to="ANY"
plugin id="4003" plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>

This level will also include a monitor-type rule, that will be used to check wether is an established established connection

between the two hosts (attacker and attacked).
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In this case we will use the ntop-session monitor plugin (session-monitor.cfg) . All monitor plugins can be found in the
following folder, and they all include monitor in their names:

/etc/AlienVault/agent/plugins/

The ntop is can be queried using the plugin_id 2005, and it supports many different types of request, each request is
identified with a different plugin_sid.

In this case we will check the session duration between the two hosts. This request is identified with the plugin_sid 248 and
it is defined in the session-monitor.cfg file as follows:

[ntop-session-duration]
#192.168.1.42:46378 —-> 192.168.1.2:22 (15667.200000 12800.000000) duration: 144

query=/{$from}.html

sid=248

regexp=(?P<ip src>\d+\.\d+\.\d+\.\d+): (?P<port_src>\d+)\s+-->\s+{S$to}: (?P<port dst>\d+)\s
+\ ((?P<data_sent>\S+)\s+(?P<data_rcvd>["\)]+)\)\s+duration:\s+(?P<duration>\d+)
result={$duration}

As you can see the monitor plugin is using a variable ($from) to get the information from one of the Ntop webpages, this
variable has to be sent by the AlienVault Server request during correlation and it will be used by the monitor plugin to build
the query.

So we will build the monitor rule as follows, to check wether there is a connection established for more than 10 seconds:

<rule type="monitor" name="More than 10 secs persistence"
reliability="+4" from="1:SRC_IP" to="1:DST IP"
port from="1:SRC PORT" port to="1:DST PORT" plugin id="2005"
plugin sid="248" condition="ge" value="10" interval="20"
time out="120" absolute="true"/>

We are sending the source IP, destination IP, Source port and Destination port of the event that matched the previous
correlation level. The monitor plugin will be requesting this information to Ntop every 20 seconds (interval) for 120 seconds
(time_out). Whenever the condition defined by condition and value is matched ( In this case session established for 10 or
more seconds), the rule will have been matched and an event will be sent to the AlienVault Server to continue correlating the
directive. In our directive correlation will have finished.

The third level will look as follows, same as when using only detector rules, the three rules will be processed at the same
time, and whenever one of them is matched the AlienVault server will discard the two other rules.

<rule type="detector" name="SSH Successful Authentication (After 1 failed)"
reliability="6" occurrence="1" from="1:SRC_ IP" to="1:DST_IP"
port from="ANY" time out="150" port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector" name="SSH Authentication failure (1000 times)"
reliability="7" occurrence="10" from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="4000" port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20" sticky="true"/>
<rule type="monitor" name="More than 10 secs persistence"
reliability="+4" from="1:SRC_IP" to="1:DST IP"
port_from="1:SRC_PORT" port_to="1:DST PORT" plugin_ id="2005"
plugin sid="248" condition="ge" value="10" interval="20"
time out="120" absolute="true"/>
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Each correlation directive can include as much rules as needed. It is always advisable to include a last level to capture a
large number of events. Thus, if the attack continues for a long period of time, these events will be entering into the same
directive and grouped within the same alarm.

<directive id="500000" name="SSH Brute Force Attack Against DST IP"
priority="4">
<rule type="detector" name="SSH Authentication failure"
reliability="0" occurrence="1" from="ANY" to="ANY"
port from="ANY" port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20">
<rules>
<rule type="detector"
name="SSH Successful Authe (After 1 failed)"
reliability="1" occurrence="1" from="1:SRC_IP"
to="1:DST IP"
port from="ANY" time out="15" port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector" name="SSH Auth failure (10 times)"
reliability="2" occurrence="10"
from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="40" port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true">
<rules>
<rule type="detector"
name="SSH Suc. Auth (After 1 failed)"
reliability="4" occurrence="1"
from="1:SRC_IP" to="1:DST IP"
port from="ANY" time out="100"
port to="ANY"
plugin id="4003" plugin sid="7,8"/>
<rule type="detector" name="SSH Auth f. (100
times)"
reliability="4" occurrence="100"
from="1:SRC_IP" to="1:DST_ IP"
port from="ANY" time out="400"
port to="ANY"
plugin id="4003"
plugin sid="1,2,3,4,5,6,9,10,12
,13,14,15,16,20" sticky="true">
<rules>
<rule type="detector"
name="SSH Successful
Authentication (After 1 failed)"
reliability="6" occur-
rence="1" from="1:SRC_IP" to="1:DST IP"
port from="ANY" ti-
me out="150" port to="ANY"
plugin id="4003"
plugin sid="7,8"/>
<rule type="detector" name="SSH
Authentication failure (1000 times)"
reliability="7" occur-
rence="10" from="1:SRC_IP" to="1:DST IP"
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me out="4000" port_ to="ANY"

port_ from="ANY" ti-

plugin id="4003" plug-

in sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20" sticky="true"/>

than 10 secs persistence"
from="1:SRC_IP" to="1:DST IP"
port_to="1:DST PORT" plugin_id="2005"
tion="ge" value="10" interval="20"
absolute="true"/>
</rules>
<rule>
</rules>
</rule>

</rules>

</rule>
</directive>
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Detector Rule elements

type
What type of rule is this. There are two possible types as of today :

e monitor
e detector
As we are talking about detector rule elements. Type will take detector as value. EQ: type=“detector”

name

The name of the rule describes what the system expects to collect in order to satisfy the condition of the rule for the
correlation. This name Eg: name="100SSH Auth Failed events”

reliability

Reliability value of every event generated within the directive. It can be an absolute value 0-10 or incremental +2, +6. When
using an incremental value, this will be added to the value that has taken the reliability field in the last event generated within
this directive.

By assigning the value of reliability for each of the rules is important to remember the formula for calculating the risk in
AlienVault. Using high-reliability values at the lowest levels of correlation will get a large number of alarms even when low-
valued assets is involved.

Eg: reliability="3" reliability="+3"
occurrence

Number of events matching the conditions given in the rule that have to be collected before the directive generates an event.
The first level doesn’t have an occurrences value as it will always be one.

time_out

Waiting time before the rule expires and the directive process defined in that rule is discarded. The first rule doesn’t have a
time_out value.

from
Source IP. There are various possible values for this field :

e ANY: Just that, any ip address would match .
o Dotted numerical Ipv4 (x.x.x.x): Self explaining .
e Comma separated Ipv4 addresses without netmask
e Network Name: You can use any network name defined via web (Assets — Networks) .
¢ Relative value: This is used to reference ip addresses from previous levels. This should be easier to understand using
examples
¢ 1:SRC_IP means use the source ip that matched the condition defined by the previous rule as source ip address.
e 2:DST_IP means use the destination ip that matched the condition defined two rules below as destination ip
address .
¢ Negated elements: You can also use negated elements. l.e. : ”1192.168.2.203,INTERNAL_NETWORK”.
o If INTERNAL_NETWORK == 192.168.2.0/24 this would match the whole class C except 192.168.2.203.
o HOME_NET: This will match only when the Source IP belongs to your Assets, this means that is has been included in the
AlienVault inventory as a host or that it belongs to a network or network group that is within your inventory.
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to

Destination IP. There are various possible values for this field:

ANY: Just that, any ip address would match .
Dotted numerical Ipv4 (x.x.x.x): Self explaining .
Comma separated Ipv4 addresses without netmask
Network Name: You can use any network name defined via web (Assets — Networks) .
Relative value: This is used to reference ip addresses from previous levels. This should be easier to understand using
examples
¢ 1:SRC_IP means use the source ip that matched the condition defined by the previous rule as source ip address.
e 2:DST_IP means use the destination ip that matched the condition defined two rules below as destination ip
address .
Negated elements: You can also use negated elements. l.e. : ”1192.168.2.203,INTERNAL_NETWORK”. If
INTERNAL_NETWORK == 192.168.2.0/24 this would match the whole class C except 192.168.2.203.
HOME_NET: This will match only when the Source IP belongs to your Assets, this means that is has been included in the
AlienVault inventory as a host or that it belongs to a network or network group that is within your inventory.

sensor

ANY: Just that, any AlienVault Sensor would match .

Dotted numerical Ipv4 (x.x.x.x): Self explaining .

Comma separated Ipv4 addresses without netmask

Sensor Name: You can use any Sensor name defined via web (Assets = SIEM Components = Sensors) .

Relative value: This is used to reference ip addresses from previous levels. This should be easier to understand using
examples

1:SENSOR means use the Sensor that matched the condition defined by the previous rule

Negated elements: You can also use negated elements, separated by comma. l.e. : ”1192.168.2.203,ANY”.

port_to

This can be a port number or a sequence of comma separated port numbers. ANY port can also be used. Hint:
1:DST_PORT or 1:SRC_PORT would mean level 1 src and dest port respectively. They can be used too. (level 2 would be
2:DST_PORT for example).

Also you can negate ports. This will negate ports 22 and 21 in the directive:

port="122,25,110,121”

port_from

This can be a port number or a sequence of comma separated port numbers. ANY port can also be used. Hint:

1:DST_PORT or 1:SRC_PORT would mean level 1 src and dest port respectively. They can be used too. (level 2 would be
2:DST_PORT for example).

Also you can negate ports. This will negate ports 22 and 21 in the directive:

port="122,25,110,121”
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protocol
This can be one of the following strings:

e TCP

o UDP

e ICMP

e Host_ARP_Event

e Host_OS_Event

e Host_Service_Event
e Host_IDS_Event

e Information_Event

Additionally, you can put just a number with the protocol.

Although Host_ARP_Event, Host_OS_Event, etc, are not really a protocol, you can use them if you want to do directives with
ARP, OS, IDS or Service events. You can also use relative referencing like in 1: TCP, 2:Host_ARP_Event, etc...

You can negate the protocol also like this: protocol="IHost_ARP_Event,UDP!ICMP” This will negate Host_ARP_Event and
ICMP, but will match with UDP.

plugin_id
Numerical identifier of the tool that provides the information (Events in detector rules and indicators in monitor rules)
plugin_sid

Numerical identifier of the type of event within the tool defined by plugin_id that must met the condition defined by the
directive rule. plugin_sid can take ANY as value, or a relative value when it is being used in a second or higher correlation
level: Eg plugin_sid="1:PLUGIN_SID”

sticky

When the events arrive to the correlation engine they will try to be correlated inside directives whose correlation has been
started

Using sticky we avoid those events to start the correlation of the same directive again, as they may also meet the conditions
given by the same directive. Eg: sticky="true” or sticky="false”

sticky_different

This variable can be associated to any field in rules with more than one occurrence, to make all the occurrences have a
different value in one of the fields.

Eg: sticky_different="DST_PORT” (All the events matching the rule must have a different destination port (Port scanning
detection))
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Username, password, filename, userdata1, userdata2, userdata3, userdata4, userdata5, userdata6, userdata?7,
userdata8, userdata9

This keywords are optional. They can be used to store special data from agents. Obviously, this only will work if the event
has this fields. The following values are accepted: You can insert any string to match here. If you want that this matches with
any keyword, you can skip these keywords, or use ANY as the value.

e ANY: Just that, this will match with any word. You can also avoid this keyword, and it will match too.

Comma separated list:You can use any number of words separated by commas

Relative value: This is used to reference keywords from previous levels, for example:

1:FILENAME — Means use the filename referenced in the first rule level

2:USERDATA5 — Means use some data from USERDATAS keyword referenced in the second rule level

Negated: You can also use negated keywords, i.e: "ljohndoe,foobar”. This will match with foobar, but not johndoe

e Here you can see an example of what can be done:
e username="one,two,three,!four4444 five” filename="1:FILENAME,/etc/password,!/etc/shadow” userdatab="el
cocherito lere me dijo anoche lere,!2:USERDATA5”

NOTE: There are some special events that have extra fields:

Arpwatch events: Userdatal = MAC
e Pads events: Userdatal = application ; Userdata? = service
e POf Events: Userdatal = O.S.

Syslog Events: Username = dest username ; Userdatal = src username ; Userdata2 = src user uid ; Userdata3 = service
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Monitor Rule elements

type

What type of rule is this. There are two possible types as of today :

e monitor
e detector
As we are talking about monitor rule elements. Type will take monitor as value. Eg: type="monitor”

name

The rule name should describe the type of information that we obtain when querying the tool or device during correlation
using the monitor plugin.

reliability

Reliability value of every event generated within the directive. It can be an absolute value 0-10 or incremental +2, +6. When
using an incremental value, this will be added to the value that has taken the reliability field in the last event generated within
this directive.

By assigning the value of reliability for each of the rules is important to remember the formula for calculating the risk in
AlienVault. Using high-reliability values at the lowest levels of correlation will get a large number of alarms even when low-
valued assets is involved.

Eg: reliability="3" reliability="+3"
plugin_id

Numerical identifier of the monitor plugin that will query the device or application to feed the correlation engine with
indicators while correlation takes place.

plugin_sid
Numerical identifier of the request or query that has to be executed. In this case we can not use ANY or a relative value.
time_out

Waiting time before the rule expires and the directive process defined in that rule is discarded. The first rule doesn’t have a
time_out value.
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condition

The condition field establishes a logical relation between the value field and the value returned in the monitor plugin request.
It can take the following values:

eq equal
ne non equal
It less than
gt greater than
le less or equal

ge greater or equal

value

This field sets the value that has to be compared with the value returned by the collector after doing the monitor request.
Value must be an integer. Eg: value="333"

time_out

Waiting time before the rule expires and the directive process defined in that rule is discarded.

interval

This value of this field sets the waiting time between each monitor request before the rule is discarded because the time
defined by time_out is over.

absolute
This value sets if the value that has to be compared is relative or absolute.

Absolute true: If the host has more than 1000 bytes sent during the next 60 seconds. There will be an answer if in 60
seconds this value is reached. absolute="true”

Absolute false: If the host shows an increase of more than 1000 bytes sent. There will be an answer if the host shows this
increase in 60 seconds. absolute="false”
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from, to, port_from, port, to, protocol, sensor,Username, password, filename, userdata1, userdata2, userdatag3,
userdata4, userdata5, userdata6, userdata7, userdata8, userdata9

In monitor type rules, these fields are not used to define a condition that must be matched by the events arriving to the the
AlienVault server. These fields will be used to send information to the collector in order to be used in the query that is done
through a monitor plugin.

For this reason it does not makes sense to use values such as HOME_NET or ANY. You will need to write the value that has
to be send to the build the query of the monitor plugin: Eg: from=""192.168.2.2” or use a relative value such as
from="1:SRC_IP” to send to the monitor plugin the ip address that matched as source ip in the previous correlation level.
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—urther reading and Information

Reporting a bug with all required information will reduce the time required by the developer to fix it. When reporting a bug
keep this in mind:

o Be precise
e Be clear

Report every possible bugs, as small bugs may hide bigger bugs

Read the documentation to make sure it is not the expected behavior
e Read what you wrote

You should always make sure that your are using the latest version available before filling the Bug Report. It will also be very
helpful if you were including hardware information and a quick note about how is your deployment: Eg: Server only in one
box and three remote Sensors).

Bugs must be filled in in the following Web Site: https://www. mbla.com -sim ticket

Website
The website http://www.AlienVault.com contains information of AlienVault, the company, as well as information about the

AlienVault product, in both Professional and Open Source edition.

Forums

AlienVault forums are the perfect place to exchange experiences with AlienVault user community.

AlienVault forums can be accessed using the following URL: https://www.AlienVault.com/forum/

IRC
The AlienVault IRC channel is a dedicated chat room ideal for getting real-time help from other users community users. The

channel name is #AlienVault on irc.freenode.net
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