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On April 23rd, NIST released Version 1.1 of the NIST Cyber Security Framework (CSF).  The 
original NIST CSF has gained significant traction since its release in early 2014 – within its 
first two years Gartner estimated that 30% of organizations had already adopted some 
elements of the framework. Version 1.1 adds important new elements and clarifies original 
elements to help companies continue to advance their cybersecurity practices.  This guide 
and the accompanying case study provide a roadmap to using the CSF to drive greater 
cybersecurity maturity in control systems.
Visit the URL for this White Paper at VerveIndustrial.com/white-paper.







The rapid assessment should provide input on the cybersecurity baseline on people, processes & 
policies, and technology.  It will typically encompass components:

• Agreement on the “Profiles” or levels that your company will establish for different stages of
maturity. (An example is provided above).

• Brief surveys (Less than 50 questions) to key personnel in the organization
• Targeted interviews by people with experience in NIST CSF to round out the quantitative survey

results

Together, these three components should be sufficient to build an initial assessment to help define 
the maturity roadmap.

Cybersecurity maturity is not a destination, but a journey.  Each day attackers create new attack 
vectors, vendors find new vulnerabilities, and defenders identify new protective and detective measures.  
Companies cannot implement all controls day one.  So, how do you begin and proceed logically along that 
maturity journey? What does the program look like?  The below 5 step guide provides a road map to both 
rapid significant maturity increases as well as long term continuous improvement of maturity levels.

Step 1: Rapid Assessment
It’s hard to know where to go if you don’t know where you are.  The first step in following the NIST CSF is to 
establish a robust – but rapid – assessment of your current status.  “Assessment” is a vague term, however.  
Many customers get stuck before the journey begins under the weight of an assessment process that turns 
into a months-long exercise in surveys, network diagram reviews, penetration tests, etc.  The key to gaining 
momentum is to conduct a rapid assessment within 60 – 90 days across the organization.  This rapid 
assessment process provides enough detail to build an initial maturity roadmap and to enable the 
company to begin to make progress.  It is not intended to diagnose every threat pathway or end-point 
vulnerability.
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