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SECTION 25 10 10

UTI LI TY MONI TORI NG AND CONTROL SYSTEM (UMCS) FRONT END AND | NTEGRATI ON

02/19

NOTE: This gui de specification covers the

requi renents for a Utility Mnitoring and Contr ol
System (UMCS) Front End using Open protocols
(LonWor ks, BACnet, Modbus, DNP and OPC), a UMCS
using the Niagara Franmework, and the integration of
field control systens.

This specification includes tailoring options to
sel ect the protocol (s) required to be supported at
the Monitoring and Controls Software (Front-end).
Not e that unsel ected protocols can be integrated

t hrough the use of a gateway.

Thi s gui de specification also includes tailoring
options for service-specific requirenments for the
Air Force, Army and Navy as well as a "Service
Generic" tailoring option for use on ot her

projects. In order for this specification to be
properly tailored one (and only one) of the services
tailoring options (Air Force, Arny, Navy, Service
Generic) nust be sel ected.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renmove information and requirements not required in
the specific project, whether or not brackets are
present.

Conment s, suggestions and reconmmended changes for
this gui de specification are wel cone and shoul d be
submtted as a Criteria Change Request (CCR). CCRs
for this specification can be subnmitted through the
Whol e Buil di ng Design Guide page for this section

SECTION 25 10 10 Page 7
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PART 1 GENERAL

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Use of this UFGS, and the UMCS design, nust be
in accordance with UFC 3-470-01 Uility Monitoring
and Control System (UMCS) Front End and

Integration. The release process for UFCs is |onger
than for UFGS. Once released UFC 3-470-01 will be
avai l abl e online at

http://www.whdg.org/

Note that the previous (outdated) version of the UFC
contains "LonWorks" in the title and should not be
used.

Tenpl ate Points Schedules in electronic format for
use with this section are available online at the
Whol e Buil di ng Design Guide page for this section:
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10

*% *% *% *% * *% *% *% *% *% *% *% *%%

NOTE: NOTE ON THE USE OF THI S SECTI ON W TH OTHER
SECTI ON.  When using this Section on the sane
project with specifications for building control
systens (Section 23 09 00 | NSTRUVENTATI ON AND
CONTROL FOR HVAC, 23 09 23.01 LONWORKS DI RECT

DI d TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTRCL
SYSTEMS, 23 09 23. 02 BACNET DI RECT DI G TAL CONTROL
FOR HVAC AND OTHER BUI LDI NG CONTRCL SYSTEMS) there
may requirenents that appear at first to be
conflicting but which are actually designed to be
complementary.

For exanple, Section 23 09 00 | NSTRUVENTATI ON AND
CONTROL FOR HVAC excludes a front end while this

section (Section 25 10 10) requires a front end -
this is to avoid getting nmultiple front ends.

*% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: This specification makes use of Specslntact
Tailoring Options. This note describes these
options and how to use them

"TAI LORI NG OPTI ON NOTES" Tail oring Option

Each time tailoring options are used there is an
acconpanyi ng desi gner note describing the text that
is tailored. As this Section makes heavy use of
tailoring options there are nmany of these notes and
they can distract from desi gner notes descri bing

ot her decisions. The designer notes descri bing
tailoring options are all in a "TAILOR NG OPTI ON
NOTES" tailoring option which can be hidden (in
Specslntact select View Tailoring Options and then

SECTION 25 10 10 Page 8



desel ect "TAI LORI NG OPTI ON NOTES") once this section
is tailored and the tailoring option notes are no
| onger needed.

Protocol Tailoring Options
This specification includes tailoring options for
sel ection of protocol, and whether the N agara
Framework is required. There are five tailoring
options:
1) BACNET: A (non-N agara Franmewor k) BACnet
front end (using a BACnet B-AW5)

2) LONWORKS: A LonWirks front end using LNS

3) NI AGARA FRAMEWCORK: A N agara Framewor k
front end

4) MODBUS: The front end nust al so support the
MODBUS pr ot ocol

5) OPC. The front end nust al so support OPC.

In general, it is recommended that only one of
BACNET, LONWORKS or N AGARA FRAMEWORK be sel ect ed.
It is also reconmended neither MODBUS and OPC be
sel ected with BACNET.

You have currently selected the foll ow ng options:
BACNET

LONWORKS

NI AGARA FRAMEWORK

MODBUS

OPC

If you don't see any text between dashes above, you
have desel ected all of the protocol tailoring
options and this specification is not valid. Select
at least one of the tailoring options.

If you see nore than one line of text between the
dashes above you have left multiple tailoring
options related to protocol selected. This may
result in conflicting requirements. See UFC
3-470-01 UTILITY MONI TORI NG AND CONTROL SYSTEM
(UMCS) FRONT END AND | NTEGRATION to deternine if one
or nore tailoring options should be desel ect ed.

Service Tailoring Option

This specification also includes tailoring options
for the Service (Air Force, Arny, Navy) the
specification is used for. There is a "Service
Generic" tailoring option that can al so be used.
Only ONE of the four tailoring options related to
the services should be used. You have currently
sel ected the follow ng options:

SECTION 25 10 10 Page 9



ARMY

NAVY

SERVI CE GENERI C
If nore than one item appears between the dashes
above you have left nore than one services tailoring
options selected and need to deselect all but one of
them.

*%*

*

*

*kkkkkkkkhkhkk

*%

NOTE: WARNI NG - The BACNET tailoring option has

been sel ected wi th anot her

pr ot ocol

tailoring option

(LONWORY,

MODBU, N AGARA FRANMVEWVORK) .

As descri bed

in UFC 3-470-01, many of the Monitoring and Control

Sof t war e packages whi ch support
BACnet, so the inclusion of other

BACnet support ONL)

protocol tailoring

options may unnecessarily lint the nunber of

vendors able to provide the UMCS.

The need for

supporting nmultiple protocols at the Mnitoring and

Control
project site.

i ntegration of systens using that

Sof tware shoul d be verified/ checked with the
Not e t hat any protocol
integrated to the UMCS with the use of a gateway,
omtting a tailoring option does not

can be

so
prohi bit the
pr ot ocol .

See UFC 3-470-01 for

nore i nformation.

*%*

*

*k%

*kkk

*k%

*kkk

*k%

*kkk

*k%k

*%*

*

*k%

*

*

*k%

*%

NOTE: WARNI NG - The NI AGARA FRAMEWORK tail oring
option has been selected with the LONWORKS tailoring
option. As described in UFC 3-470-01, LNS-based
LonWorks (required by the LONWORKS tailoring option)
is generally not conpatible with the N agara
Framework.

*

kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhhkkkkkxkx

SUMMARY

*%

*%

*%

*%%

NOTE:

Desi gner

nmust add | ocati on

and site specific

requirements.

*

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkxkx

*%

Thi s subpart

*%

uses tailoring options:

*% *%%

NOTE:

The sentence referring to only UFGS 23 09 23.01 will
be included if the LONWVORKS tailoring options is
selected.

The sentence referring to only UFGS 23 09 23.02 will
be included if the BACNET tailoring option is
selected.

The sentence referring to both UFGS 23 09 23.01 and
UFGS 23 09 23.02 will be included if the N AGARA

SECTION 25 10 10 Page 10



FRAVEWORK tailoring option is selected.
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Provide a UWility Mnitoring and Control System (UMCS) which performs
supervi sory nonitoring and supervisory control of base-w de building
control
CEA-709.1-D (LonWorks) with LonWbrks Network Services (LNS), ASHRAE 135

(BACnet),

systens and utility control systens using one or nore of:

MODBUS Pr ot ocol, MODBUS TCP/I P, OPC DA, or the Ni agara Franmework

with Fox protocol as indicated and shown. Integrate CEA-709.1-D field
control
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS into the UMCS as
specified and maintain the LNS database(s) for the entire network at the
UMCS Front End. Integrate field control systens installed per Section

23 09 23.01 LONWORKS DI RECT DI G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG
CONTRCL SYSTEMS or Section 23 09 23.02 BACNET DI RECT DI G TAL CONTROL FOR
HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS to the UMCS via N agara Franmewor k
Supervi sory Gateways as specified. Integrate ASHRAE 135 (BACnet) field
control
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS as speci fi ed.

1.1.

1

systens installed per Section 23 09 23.01 LONWORKS DI RECT DI G TAL

systens installed per Section 23 09 23.02 BACNET DI RECT DI A TAL

Syst em Requi renent s

*%

*%

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: Select the appropriate text in the type

speci fic comuni cation systemrequirenments to

i ndi cate whether or not the IP network will be
Government furnished. |If the IP network is *not*
Government furni shed be sure to include conplete
requirenents for the IP network in the contract
package. This specification does not provide
sufficient requirenments for the procurenent of an IP
network.

Use "[an | P network as specified in [ ] and 1"
only if the contractor is expected to install an IP
network. In this case provide the information on
the specification for the IP network in the

"1 1" provided.

For Army, coordinate with the installation (DPWand
NEC) but the default selection will be "[the
Government furnished I P network]"

*%

*%

*% *% *% *% *% *% *% *% *% *% *%%

Provide a UMCS as specified and indicated, and in accordance with the
foll owi ng characteristics:

1.1.1.1

a.

General System Requirenents

The system perforns supervisory nonitoring and control functions
including but not linmted to Scheduling, Al arm Handling, Trendi ng,
Overrides, Report Ceneration, and Electrical Demand Limiting as
specified.

The systemincludes a Graphical User Interface which allows for
graphi cal navi gati on between systens, graphical representations of
systems, access to real-time data for systens, ability to override
points in a system and access to all supervisory nonitoring and
control functions.

SECTION 25 10 10 Page 11



Al software used by the UMCS and all software used to install and
configure the UMCS is licensed to and delivered to the installation

Al'l necessary docunentation, configuration information, configuration
tools, programs, drivers, and other software is |icensed to and
otherwi se remains with the Government such that the Governnent or their
agents are able to repair, replace, upgrade, and expand the system

wi t hout subsequent or future dependence on the Contractor. Software
licenses must not require periodic fees and nust be valid in perpetuity.

Provi de sufficient docunmentation and data, including rights to
docunent ati on and data, such that the Governnment or their agents can
execute work to repair, replace, upgrade, and expand the system without
subsequent or future dependence on the Contractor

The UMCS interfaces directly to ASHRAE 135, CEA-709.1-D , MODBUS Prot ocol ,
MODBUS TCP/ I P, OPC DA, and N agara Franmework field control systens as
specified and may interface to field control systems using other
protocols via an M&C Software protocol driver or a Gateway.

For UMCS systenms with Monitoring and Control Software functionality
i npl enented in Mnitoring and Control (M&C) Controller Hardware,
provide sufficient additional controller hardware to support the ful
capacity requirements as specified.

kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkkhhkhhkkkkkkkkkkkkkhkhhhhkkkkkx

NOTE: The following TWD |ist paragraphs are
i ncl uded only when the NI AGARA FRAVMEWORK tail oring
option is selected.

*% *% *% *% *% *% *% *% *% *% *% *%%

Al'l Ni agara Framework conponents have an unrestricted interoperability
license with a Niagara Conpatibility Statement (N CS) follow ng the
Tridi um Open Ni CS Specification and have a value of "ALL" for "Station
Conpatibility In", "Station Conpatibility Qut", "Tool Conpatibility In"
and "Tool Conpatibility Qut". Note that this will result in the
following entries in the license.dat file:

accept.station.in="*"

accept.station.out="*"

accept.wh.in="*"

accept. wb. out ="*"

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkk

NOTE: Sel ect the required version of the Niagara
Framework. This choice nust be carefully
coordinated with the project site.

Ni agara Franmework is currently (2015) in a
transiti on between two rel eases: "AX'" and "Version
4" . A Version 4 UMCS front end (e.g. as specified
in Section 25 10 10) will work with either an AX or
Version 4 N agara Framewor k Supervi sory Gateway, but
an AX front end will ONLY work with an AX N agara
Franmewor k Supervi sory Gat eway.

If this Section is being used to procure a new front

end AND sufficient [ocal support for Version 4
exi st, keep the bracketed text to require Version
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4., Oherwise, if this section is being used for
integration ORif there is insufficient Iocal
support to allow requiring Version 4 renove the
bracketed text allow either Version 4 or AX

*% *% *% *% *% *% *% *% *% *% *% *%

*%%

[ i. The version of N agara Framework used on this project nust be Version
4.0 or later.]

1.1.1.2 LonWor ks Requi renents

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only included when the
LONWORKS tailoring option is selected.

*kkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkhkkrkkxk

*k%

a. The UMCS nust conmuni cate usi ng CEA-709.1-D over [the Governnent
furnished I P network] [an | P network as specified in [ ] and ] [the
Navy PSNet] in accordance with CEA-852-C as specified and nust

interface to CEA-709.1-D building control networks using LonWrks/IP
Rout ers as specified.

b. Al conmunication between the UMCS and LonWrks field control networks

nmust be via the CEA-709.1-D protocol over the IP network in accordance
with CEA-852-C.

c. Except for conmunication for device conm ssioning, configuration, and

programming, all conmunication between the M&C Software and the field
control system devices nust be via SNVT.

1.1.1.3 BACnet Requirenents

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: This subpart is only included when t he BACNET
tailoring option is selected.

In addition, the reference to the Navy PSNet is
i ncl uded only when the NAVY tailoring option is
selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhkhkhkhkkkxk

*k%

a. The UMCS nust conmuni cate usi ng ASHRAE 135 Annex J over [the Governnent
furnished I P network][an I P network as specified in | ] and ] [the
Navy PSNet] as specified.

b. Al conmunication between the UMCS and ASHRAE 135 field control
networ ks must be via the ASHRAE 135 protocol over the |P network.

c. Al communication between the M&C Software and the field control system
devi ces must be via standard ASHRAE 135 services other than
PrivateTransfer and ConfirnedPrivateTransfer except as foll ows:

(1) PrivateTransfer and ConfirmedPrivateTransfer may be used for
devi ce configuration and device progranm ng.

(2) PrivateTransfer and ConfirmedPrivateTransfer may be used for
conmuni cati on between the M&C Software and the field control
systemif and only if both the M&C Software and the field control
system devi ces automatically (wi thout requiring reconfiguration)
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1.1.1.

revert to the use of other standard ASHRAE 135 services when one
of the conponents is nodified or replaced.

4 Modbus Requi renents

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is included only when the MODBUS
tailoring option is selected.

In addition, the reference to the Navy PSNet is
i ncl uded only when the NAVY tailoring option is
selected.

*%

The

Government furnished IP network] [an I P network as specified in [

*% *% *% *% *% *% *% *% *% *% *% *%%

UMCS must conmuni cate using MODBUS Protocol, MODBUS TCP/IP over [the

][the Navy PSNet] as specified.

Modbus communi cations nust support all of the followi ng Mddbus data types:

kkkkkkkkkkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkkx

NOTE: FYl - the four standard data types in Mdbus

are:
1) Discrete Input - a single bit (read only)
2) Coil - a single bit

3) Input Register - 16 bit (read only)
4) Hol ding Register - 16 bit

The Modbus standard does not define how the data is
interpreted. For exanple it does not say if the 16
bits froma Holding register are 16 different binary
flags, or an integer, or two ASCI| characters or
sonmet hing el se entirely. The bel ow requirenents
specify how to format data for some conmon data
types.

*%

*% *% *% *% *% *% *% *% *% *% *%%

The four standard data types defined by MODBUS Protocol, MODBUS TCP/IP:
Di screte Inputs, Coils, Input Registers, and Hol ding Registers. (Note
that these four data types are included in the MODBUS Protocol

MODBUS TCP/ I P standard. The remaining data types indicated in this
Section are not included in the MODBUS Protocol, MODBUS TCP/I|P standard
but are defined by this Section to provide a standard for conmunication
bet ween systens.)

Character: Character data using a single Input Register or single
Hol di ng Regi ster where that Mddbus register is interpreted as two 8 bit
| SO 8859-1 characters, with the Iow order bits representing the

ri ght-hand character.

Fl oating Point: Floating point data using two consecutive | nput

Regi sters or two consecutive Hol ding Registers where the resulting 32
bits are interpreted as a Binary32 (Single Precision Floating point)
nunber as specified in |EEE 754. Use the first Register for the higher
16 bits, and the second Register for the |lower 16 bits.

Integer Date: Date data using three consecutive |Input Registers or

t hree consecutive Hol ding Regi sters where the resulting 48 bits are
interpreted as a 48-bit unsigned big-endian integer. The value is the
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nunber of milliseconds, not including | eap seconds, from

1970- 01- 01T0O: 00: 00. 000 (12AM January 1, 1970). Use the first

Regi ster for the highest 16 bits and the third Register for the | owest
16 bits.

e. Character Date: Date data using the format specified in | SO 8601 of
"YYYY- MMt DDTHH: MM SS. SSS", where the individual characters are
formatted as specified for character data.

1.1.1.5 OPC Requi renent s

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is included only when the OPC
tailoring option is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

The UMCS nust comuni cate using OPC DA over [the Governnent furnished IP
network] [an I P network as specified in | ] and ][the Navy PSNet] as
shown and specifi ed.

1.1.1.6 Ni agara Framework Requirenents

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is included only when the
NI AGARA FRAMEWORK tailoring option is selected.

In addition, this subpart used services tailoring
options:

1) the reference to the Navy PSNet is included only
when the NAVY tailoring option is sel ected.

2) The HITP requirenment is bracketed when the AIR
FORCE, ARMY or SERVICE GENERIC tailoring options are
selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkk

NOTE: For the Navy, keep the bracketed text "and
HTTP".

For other services keep the bracketed text "and
HTTP" if the N agara Franework Supervisory Gateways
will be pernitted to serve web pages. Renove the
bracketed text "and HTTP" ot herwi se.

In general, for the Arnmy renove the "and HTTP" text.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkk

The UMCS nust use the Niagara Framework and nust conmunicate with

Ni agara Framework field control systens using the Fox protocol[ and HTTP]
over [the Governnment furnished IP network] [an I P network as specified in
[ ] and ][the Navy PSNet] as indicated and specified.

[1.1.2 General Cybersecurity Requirenents

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options so

i nclude the Air Force docunent reference only when
the AIR FORCE tailoring option is selected and the
Arnmy docunent reference when the ARMW tailoring
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option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhhkhkkkkkkkkkkk

NOTE: The foll owi ng paragraph provides a place to
i ncl ude general system|evel Cybersecurity

requi renents above and beyond the requirenents

al ready incorporated into the Product and Execution
parts of this specification. This paragraph may or
may not be required dependi ng on how I nformation
Assurance i s being addressed for the project and
site.

Provi de specific requirenents for Cybersecurity -
sinply incorporating the references through the use
of the default test is generally NOT sufficient.

Cybersecurity requirenents for Arny systens should
be coordinated with the UMCS MCX

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkhhkkkkkkkkkkkkhkhkhhkkkkkkkkx * *kkkkk

Address cybersecurity in accordance with [AF ETL 11-1][ DA AR 25-2] .

]1.1.3 Synbol s, Definition and Abbreviations

1.

Use synbols, definitions, and engineering unit abbreviations indicated in
the contract draw ngs for displays, submittals and reports. For synbols,
definitions and abbreviations not in the contract draw ngs use terns
conformng at a minimumto | EEE Stds Dictionary and the ASHRAE FUN Sl
ASHRAE FUN | P, as appli cabl e.

.1.4 System Units and Accuracy

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Accuracy of calcul ati ons and precision and
resol ution of displays for the UMCS is specified in
terns of the accuracy of the sensors used in the
buil ding controls connected to the UMCS. Edit the
brackets to indicate a reference to UFGS 23 09 00

| NSTRUMENTATI ON AND CONTROL FOR HVAC to reference a
di fferent specification, or to include accuracy
requirements.

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

Use [netric (SI)] [English (inch-pound)] units for displays, print-outs and
calculations. Performcalculations with an accuracy of at |east three
significant figures. For displays and printouts present values to at |east
three significant figures.

1.5 Dat a Packages/ Submittal s Requirenents

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate the review of all subnmittals with
the project site. The site may have a System
Integrator or other individual/office that should
review all submittals before acceptance of the
system.
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1

The acquisition of all technical data, data bases
and conputer software itens that are identified
herein will be acconplished strictly in accordance
with the Federal Acquisition Regulation (FAR) and

t he Def ense Acqui sition Regul ati on Suppl enent
(DFARS). Those regulations as well as the Services
i mpl enent ati ons thereof should al so be consulted to
ensure that a delivery of critical itens of
technical data is not inadvertently |ost.

Speci fically, DFARS 252.227-7013 Rights in Technica
Data - Noncommercial Itens as well as any requisite
software |icensing agreenents will be nade a part of
t he CONTRACT CLAUSES or SPECI AL CONTRACT
REQUIREMENTS.

In addition, the appropriate DD Form 1423 Contract
Data Requirenents List, will be filled out for each
di stinct deliverable data itemand nade a part of
the contract. Were necessary, a DD Form 1664, Data
Item Description, will be used to explain and nore
fully identify the data itenms |isted on the DD Form
1423. It is to be noted that all of these clauses
and forns are required to ensure the delivery of the
data in question and that such data is obtained with
the requisite rights to use by the Governnent.

Include with the request for proposals a conpleted
DD Form 1423, Contract Data Requirements List. This
formis essential to obtain delivery of al
docunentation. Each deliverable will be clearly
specified, both description and quantity being
required.

Techni ca

specifically identified
in other specifications

*%*

*

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkk

dat a packages consisting of conputer software and technica
(meani ng technical data which relates to conputer software) which are

dat a

in this project and which may be defined/required
must be delivered strictly in accordance with the

CONTRACT CLAUSES and in accordance with the Contract Data Requirenents
Li st, DD Form 1423.

Data delivered nust be identified by reference to the

particul ar specification paragraph against which it

is furnished.

submittals not specified as technica
dr awi ngs under the Federa

unrestricted rights.

2

REFERENCES

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard's Check Reference feature

when you add a RID (Reference I D) outside of the
Section's Reference Article to automatically place
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the reference in the Reference Article. Also use
the Reference Wzard's Check Reference feature to
update the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci ficati on when you choose to reconcile
references in the publish print process.
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The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

AVERI CAN NATI ONAL STANDARDS | NSTI TUTE ( ANSI)
ANSI INCI TS 154 (1988; R 2004) O fice Machines and
Supplies - Al phanuneric Machi nes -

Keyboard Arrangenent

AVERI CAN SOCI ETY OF HEATI NG, REFRI GERATI NG AND Al R- CONDI TI ONI NG
ENG NEERS ( ASHRAE)

ASHRAE 135 (2016) BACnet —A Dat a Conmuni cati on
Protocol for Building Autonation and
Control Networks

ASHRAE FUN | P (2017) Fundanental s Handbook, I-P Edition

ASHRAE FUN SI (2017) Fundanental s Handbook, SI Edition

CONSUMER ELECTRONI CS ASSOC!I ATI ON ( CEA)

CEA-709.1-D (2014) Control Network Protoco
Specification
CEA-709.3 (1999; R 2015) Free-Topol ogy Twi sted-Pair

Channel Specification

CEA-852-C (2014) Tunneling Device Area Network
Prot ocol s Over Internet Protocol Channels

| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGQ NEERS ( | EEE)

| EEE 1815 (2015; CORR 2016) Exchangi ng I nformation
Bet ween Networks | nplenmenting | EC 61850
and | EEE Std 1815 [Distributed Network
Pr ot ocol (DNP3)]

| EEE 754 (2008) Floating-Point Arithnetic - |EEE
Conput er Soci ety

| EEE 802. 11 (2016; Al 2017; AJ 2018; AK 2018; AQ 2018)
I nf ormati on Technol ogy- Tel econmuni cati ons
and I nformati on Exchange Between Systens
Local and Metropolitan Area
Net wor ks- Speci fic Requirenments Part 11
Wrel ess LAN Medi um Access Control (MAC)
and Physical Layer (PHY) Specifications
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| EEE C62. 41 (1991; R 1995) Recommended Practice on
Surge Vol tages in Low Vol tage AC Power
Circuits

| EEE Stds Dictionary (2009) | EEE Standards Dictionary: d ossary
of Terns & Definitions

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (1 SO
| SO 8601 (2004) Data El enents and I nterchange
Formats - Information Interchange -
Representation of Dates and Ti nmes
| SO 8859-1 (1998) Information Technol ogy - 8-Bit
Si ngl e-Byte Coded G aphic Character Sets -
Part 1. Latin Al phabet No. 1
| NTERNET ENG NEERI NG TASK FORCE (| ETF)
| ETF RFC 4361 (2006) Node-specific Cient Identifiers
for Dynanmic Host Configuration Protocol
Ver si on Four (DHCPv4)
| ETF RFC 7465 (2015) Prohibiting RC4 Cipher Suites
RFC 821 (2001) Sinmple Mail Transfer Protocol (SMIP)
LONVARK | NTERNATI ONAL ( LonMar k)
LonMark Interoperability Guide (2005) LonMark Application-Layer
Interoperability Quide and LonMark Layer
1-6 Interoperability Guide; Version 3.4
LonMar k SNVT Li st (2014) LonMark SNVT Master List; Version 15

LonMark Xl F CQui de (2001) LonMark External Interface File
Ref erence Cuide; Revision 4.402

MODBUS CORGANI ZATI ON, | NC ( MODBUS)

MODBUS Pr ot ocol (2012) Mbdbus Application Protocol
Speci fication; Version 1.1b3

MODBUS TCP/ | P (2006) Mbdbus Messaging on TCP/IP
| mpl enent ati on CGui de; Version V1.0b

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMA 250 (2018) Enclosures for Electrical Equiprent
(1000 Volts Maxi num

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)
NFPA 262 (2019) Standard Met hod of Test for Flane
Travel and Snmoke of Wres and Cabl es for
Use in Air-Handling Spaces

NFPA 70 (2017; ERTA 1-2 2017; TIA 17-1; TIA 17-2;
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TIA 17-3; TIA 17-4; TIA 17-5; TIA 17-6;
TIA 17-7; TIA 17-8; TIA 17-9; TIA 17-10;
TIA 17-11; TIA 17-12; TIA 17-13; TIA
17-14; TIA 17-15; TIA 17-16; TIA 17-17 )
Nat i onal El ectrical Code

OPC FOUNDATI ON ( OPC)
OPC DA (Ver 3.0; Errata) OPC Data Access (DA)

TELECOVMUNI CATI ONS | NDUSTRY ASSOCI ATI ON (Tl A)

TIA-568-C.1 (2009; Add 2 2011; Add 1 2012) Conmerci al
Bui | di ng Tel econmuni cati ons Cabling
Standard

TIA-606 (2017c) Adnministration Standard for the

Tel econmuni cations Infrastructure
TIA-607 (2015c; Addendum 1 2017) Generic
Tel econmuni cati ons Bondi ng and G oundi ng
(Earthing) for Custoner Premnises
TRIDIUM | NC (TRI DI UM
Ni agara Framewor k (2012) Ni agaraAX User's Guide

Tri di um Open Ni CS (2005) Understandi ng t he Ni agaraAX
Conpatibility Statement (N CS)

U S. AR FORCE (USAF)

AF ETL 11-1 (2011) Givil Engineer Industrial Control
System I nformation Assurance Conpliance

U S. ARWY (DA)
DA AR 25-2 (2007; RAR 2009) Information Assurance
U. S. FEDERAL COVMUNI CATI ONS COWM SSI ON ( FCC)

FCC EMC (2002) FCC El ectronagnetic Conpliance
Requirements

FCC Part 15 Radi o Frequency Devices (47 CFR 15)
UNDERWRI TERS LABORATORI ES (UL)

UL 1778 (2014; Reprint Sep 2017) UL Standard for
Safety Uninterruptible Power Systens

UL 60950 (2000; Reprint Cct 2007) Safety of
I nformati on Technol ogy Equi prent

.3 DEFINITIONS
The following list of definitions may contain ternms not found el sewhere in

this Section but are included here for conpleteness. Sone terns are
followed with a protocol reference in parenthesis indicating to which
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protocol the termand definition applies. Inclusion of protocol-specific
definitions does not create a requirenent to support that protocol, nor
does it relax any requirenents to support specific protocols as indicated
el sewhere in this section.

.3.1 Al arm Gener ati on

The process of conparing a point value (the point being alarmed) with a
pre-defined alarmcondition (e.g. a High Linit) and perform ng some action
based on the result of the conparison.

. 3.2 Al arm Handl i ng
see Al arm Routing
.3.3 Al arm Rout i ng

Alarmrouting is M&C software functionality that starts with a notification
that an alarmexists (typically as the output of an Al arm Generation
process) and sends a specific nessage to a specific alarmrecipient or
device.

. 3.4 Application Generic Controller (AGC (LonWrks)

A device that is furnished with a (Iimted) pre-established application
that also has the capability of being programmed. Further, the Program D
and XIF file of the device are fixed. The progranmi ng capability of an AGC
may be less flexible than that of a General Purpose Programuable Controller
(GPPC).

.3.5 Application Specific Controller (ASC) (LonWrKks)

A device that is furnished with a pre-established built in application that
is configurable but not re-progranmable. An ASC has a fixed
factory-installed application program (i.e Program|D) wi th configurable
settings.

.3.6 BACnet (BACnet)

The term BACnet is used in two ways. First meaning the BACnet Protocol
Standard - the communi cation requirenents as defined by ASHRAE 135
including all annexes and addenda. The second to refer to the overall
technology related to the ASHRAE 135 protocol.

.3.7 BACnet Advanced Application Controller (B-AAC) (BACnhet)

A hardware device BTL Listed as a B-AAC. A control device which contains
BI BBs in support of scheduling and alarm ng but otherwi se has linited
resources relative to a B-BC. It may be intended for specific applications
and supports some degree of programability.

.3.8 BACnet Advanced Operator Wrkstation (B-AWS) (BACnet)

Monitoring and Control (M&C) Software BTL Listed as an Advanced Operator
Workstation and includes the ability to manage scheduling, alarm ng and
trending in an open manner. The B-AWS is the advanced operator's w ndow
into a BACnet system It is primarily used to nonitor the performance of a
system and to nodify paraneters that affect the operation of a system
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3.9 BACnet Application Specific Controller (B-ASC) (BACnet)

A hardware device BTL Listed as a B-ASC. A controller with limted
resources relative to a B-AAC. It is intended for use in a specific
application and supports limted programmability.

.3.10 BACnet Buil ding Controller (B-BC)(BACnet)

A hardware device BTL Listed as a B-BC. A general -purpose,

fiel d- programmabl e devi ce capable of carrying out a variety of building
aut omati on and control tasks including control and nonitoring via direct
digital control (DDC) of specific systens and data storage for trend
information, tine schedules, and alarmdata. Like the other BTL Listed
controller types (B-AAC, B-ASC etc.) a B-BC device is required to support
the server ("B") side of the ReadProperty and WiteProperty services, but
unlike the other controller types it is also required to support the client
("A") side of these services. Communication between controllers requires
that one of them support the client side and the other support the server
side, so a B-BC is often used when comuni cati on between controllers is
needed.

.3.11 BACnet | nternetwork (BACnet)

Two or nore BACnet networks connected with BACnet routers. |n a BACnet
Internetwork, there exists only one nessage path between devi ces.

.3.12 BACnet Interoperability Building Blocks (BIBBs) (BACnet)

A BIBB is a collection of one or nore BACnet services intended to define a
hi gher level of interoperability. BIBBs are conbined to build the BACnet
functional requirenments for a device in a specification. Sone BlIBBs define
addi tional requirenments (beyond requiring support for specific services) in
order to achieve a level of interoperability. For exanple, the BIBB DS-V-A
(Data Sharing-ViewA), which would typically be used by an M&C client, not
only requires the client to support the ReadProperty Service, but also
provides a list of data types (Object / Properties) which the client nust
be able to interpret and display for the user.

.3.13 BACnet COperator Display (B-0OD)(BACnhet)

A hardware device BTL Listed as a B-OD. A basic operator interface with
limted capabilities relative to a BBOA5. It is not intended to perform
direct digital control. The B-OD profile could be used for wall-nounted
LCD devi ces, displays affixed to BACnet devices; hand-held termnals or
ot her very sinple user interfaces.

.3.14 BACnet Operator Wrkstation (B-OAB) (BACnet)

Monitoring and Control (M&C) Software BTL Listed as a B-OA5. An operator
interface with linited capabilities relative to a B-AWs. The B-OA5 is used
for monitoring and basic control of a system but differs froma B-AW5 in
that it does not support configuration activities, nor does it provide
advanced troubl eshooting capabilities.

.3.15 BACnet Snart Actuator (B-SA)(BACnet)

A hardware device BTL Listed as a B-SA. A sinple control output device with
limted resources; it is intended for specific applications.
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.3.16 BACnet Snmart Sensor (B-SS)(BACnet)

A hardware device BTL Listed as a B-SS. A sinple sensing device with very
limted resources.

.3.17 BACnet Testing Laboratories (BTL)(BACnet)

Establ i shed by BACnet International to support conpliance testing and
interoperability testing activities and consists of BTL Manager and the BTL
Working G oup (BTL-WE). BTL al so publishes | nplenmentation Quidelines.

.3.18 BACnet Testing Laboratories (BTL) Listed (BACnet)

A device that has been certified by BACnet® Testing Laboratory. Devices
may be certified to a specific device profile, in which case the
certification indicates that the device supports the required capabilities
for that profile, or may be certified as "other".

.3.19 Binary

A two-state systemor signal; for exanple one where an "ON' condition is
represented by a high signal level and an "OFF" condition is represented by
a lowsignal level. 'Digital' is sonetines used interchangeably wth
'binary'.

.3.20 Bi ndi ng (LonWr ks)

The act of establishing comunications between CEA-709.1-D devi ces by
associating the output of a device to the input of another so that
information is automatically (and regularly) sent w thout being requested
by the recipient.

.3.21 Broadcast

Unl i ke nost nessages, which are intended for a specific recipient device, a
broadcast nessage is intended for all devices on the network.

.3.22 Bui | di ng Control Network (BCN)

The network used by the Building Control System Typically the BCNis a
BACnet ASHRAE 135 or LonWorks CEA-709.1-D network installed by the building
control system contractor.

.3.23 Bui | di ng Control System (BCS)

One type of Field Control System A control systemfor building electrical
and nechani cal systens, typically HVAC (including central plants) and
lighting. A BCS generally uses Direct Digital Control (DDC) Hardware and
generally does NOT include its own |ocal front end.

.3.24 Bui | di ng Poi nt of Connection (BPQOC)

A FPCC for a Building Control System (This termis being phased out of
use in preference for FPOC but is still used in sone specifications and
criteria. Wien it was used, it typically referred to a piece of control
hardware. The current FPOC definition typically refers instead to IT
hardware)
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1.3.25 Channel (LonWorks)

A portion of the control network consisting of one or nore segnents
connected by repeaters. Channels are separated by routers. The device
quantity limtation is dependent on the topol ogy/ media and devi ce type.

For exanple, a TP/ FT-10 network with locally powered devices is limted to
128 devi ces per channel

1.3.26 Commandabl e ( BACnet)

A point (Qoject) is commandable if its Present Value Property is witable
and it supports the optional Priority Array Property. This functionality
is useful for Overrides.

1.3.27 Configuration Property (LonWrks)

Control |l er paraneter used by the application which is usually set during
installation/testing and sel dom changed. For exanple, the P and | settings
of a P-1 control loop. Also see 'Standard Configuration Property Type
(SCPT)'

1.3.28 Control Logic Di agram

A graphical representation of control logic for nultiple processes that
make up a system

1.3.29 Devi ce (bj ect (BACnet)

Every BACnet device requires one Device (hject, whose properties represent
the network visible properties of that device. Every Device Object
requires a unique Object Identifier nunber on the BACnet I nternetwork.
This nunber is often referred to as the device instance or device ID

1.3.30 Explicit Messagi ng (LonWrks)

A non-standard and often vendor (application) specific nethod of
communi cati on between devi ces.

1.3.31 External Interface File (XIF) (LonWrks)

A file which docunments a device's external interface, specifically the
nunber and types of LonMark objects, the nunber, types, directions, and
connection attributes of network variables, and the nunber of nessage tags.

1.3.32 Field Point O Connection (FPQOC)

The FPOC is part of the UMCS | P network and acts as the point of connection
between the UMCS | P Network and the field control IP network. The FPCC is
an | T device such as a switch, IP router, or firewall, typically nanaged by
the site IT staff. (Note that the field control IP network nmay consist of a
single I P device, or that integration may require installation of a field
control network | P device.)

1.3.33 Field Control Network

The network used by a field control system
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1.3.34 Field Control System (FCS)
A building control systemor utility control system
1.3.35 Fox Protocol (N agara Franmework)

The protocol used for comuni cati on between conponents in the N agara
Framework. By default, Fox uses TCP port 1911

1.3.36 Functional Profile (LonWrks)

A standard description, defined by LonMark International, of a LonMark
oj ect used to classify and certify devices.

1.3.37 Gateway
A device that translates fromone protocol to another. Devices that change
only the transport nechani smof the protocol - "translating"” from LonWrks
over TP/ FT-10 to LonWorks over |IP for exanple - are not gateways as the
underlying protocol (data format) does not change. Gateways are al so
cal l ed Conmuni cations Bridges or Protocol Translators.

1.3.38 General Purpose Programmbl e Controller (GPPC) (LonWrks)
Unli ke an ASC or AGC, a GPPC is not furnished with a fixed application
program and does not have a fixed Programi D or XIF file. A GPPC can be
(re-)programed, usually using vendor-supplied software. Wen a change to
the program affects the external interface (and the XIF file) the Program D
wi || change.

1.3.39 I nt er networ k ( BACnet)
See BACnet | nternetwork.

1.3.40 JACE (Ni agara Franmewor k)
Java Application Control Engine. See Niagara Framework Supervisory Gateway

1.3.41 LonMark Obj ect (LonWrks)
A collection of network variables, configuration properties, and associ ated
behavi or defined by LonMark International and described by a Functiona
Profile. It defines howinformation is exchanged between devices on a
network (inputs fromand outputs to the network).

1.3.42 LNS Pl ug-i n (LonWrks)
Sof tware which runs in an LNS conpatible software tool, typically a network
configuration tool. Device configuration plug-ins provide a 'user
friendly' method to edit a device's configuration properties.

1.3.43 LonMar k (LonWor ks)

See LonMark International. Also, a certification issued by LonMark
International to CEA-709.1-D devi ces.

1.3.44 LonMark International (LonWrks)

St andards comm ttee consisting of independent product devel opers, system
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integrators and end users dedicated to deternining and nai ntaining the
interoperability guidelines for LonWwbrks. Maintains guidelines for the
interoperability of CEA-709.1-D devices and issues the LonMark
Certification for CEA-709.1-D devi ces.

.3.45 LonWor ks (LonWr ks)

The termused to refer to the overall technology related to the CEA-709.1-D
protocol (sonetinmes called "LonTal k"), including the protocol itself,
net wor k managemnent, interoperability guidelines and products.

.3.46 LonWor ks Network Services (LNS) (LonWrks)

A networ k managenent and dat abase standard for CEA-709.1-D devi ces.
.3.47 LonWbr ks Network Services (LNS) Database (LonWrks)

The standard dat abase created and used by LonWrks Network Services (LNS)
conpati ble tools, such as LNS Network Configuration tools.

.3.48 Modbus

A basic protocol for control network commruni cations generally used in
utility control systens. The Mddbus protocol standard is nmintained by The
Modbus Organi zati on.

.3.49 Mast er - Sl ave/ Token Passi ng (Ms/ TP) ( BACnet)

Data |ink protocol as defined by the BACnet standard. Miltiple speeds
(data rates) are permtted by the BACnet Ms/ TP st andard.

.3.50 Monitoring and Control (M&C) Software

The UMCS 'front end' software which performs supervisory functions such as
al arm handl i ng, scheduling and data | oggi ng and provides a user interface
for monitoring the system and configuring these functions.

.3.51 Net wor k ( BACnet)

In BACnet, a portion of the control internetwork consisting of one or nore
segnents of the sane nmedi a connected by repeaters. Networks are separated
by routers.

.3.52 Net wor k Vari abl e (LonWbrks)

See ' Standard Network Variable Type (SNVT)'.

.3.53 Net wor k Configuration Tool (LonWrks)

The software used to configure the control network and set device
configuration properties. This software creates and nodifies the contro
net wor k dat abase (LNS Dat abase).

.3.54 Ni agara Framewor k

A set of hardware and software specifications for building and utility
control owned by TridiumlInc. and licensed to nultiple vendors. The

Framewor k consists of front end (M&C) software, web based clients, field
| evel control hardware, and engineering tools. \While the N agara Franmework
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is not adopted by a recogni zed standards body and does not use an open
licensing nodel, it is sufficiently well-supported by nultiple HVAC vendors
to be considered a de-facto Open Standard.

.3.55 Ni agara Franework Supervisory Gateway (N agara Franework)

DDC Har dwar e conponent of the N agara Framework. A typical N agara
architecture has Niagara specific supervisory gateways at the IP |level and
ot her (non-Niagara specific) controllers on field networks (TP/FT-10,

M5/ TP, etc.) beneath the N agara supervisory gateways. The N agara
specific controllers function as a gateway between the N agara franmework
protocol (Fox) and the field network beneath. These supervisory gateways
may al so be used as general purpose controllers and al so have the
capability to provide a web-browser based user interface

Note that different vendors refer to this conponent by different nanes.
The nost common nane is "JACE'; other nanes include "EC BOS", "FX-40", and
"UNC".

.3.56 Node (LonWorks)

A devi ce that communi cates using the CEA-709.1-D protocol and is connected
to a CEA-709.1-D network.

.3.57 Node Address (LonWorKks)

The | ogi cal address of a node on the network, consisting of a Domain
nunmber, Subnet nunber and Node nunber. Note that the "Node number” portion
of the address is the nunber assigned to the device during installation and
is unique within a subnet. This is not the factory-set unique Node ID (see
Node 1D).

.3.58 Node | D (LonWrks)

A unique 48-bit identifier assigned (at the factory) to each CEA-709.1-D
devi ce. Sonetines called the Neuron |D.

.3.59 hj ect (BACnet)

A BACnet (bject. The concept of organizing BACnet information into
standard conponents with various associated Properties. Exanples include
Anal og | nput objects and Bi nary Qutput objects.

.3.60 Override

To change the value of a point outside of the normal sequence of operation
where this change has priority over the sequence. An override can be
acconplished in one of two ways: the point itself may be Conmandabl e and
witten to with a priority or there may be a separate point on the
controller for the express purpose of inplenenting the override.

Typically this override is fromthe UWility Mnitoring and Control System
(UMCS) Monitoring and Control (M&C) Software. Note that this definition is
not standard throughout industry.

.3.61 Poi nt, Cal cul at ed

A value within the M&C Software that is not a network point but has been
calculated by logic within the software based on the val ue of network
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poi nts or other calculated points. Calculated points are sonetines called
virtual points or internal points.

.3.62 Poi nt, Network

A value that the M&C Software reads fromor wites to a field contro
network.

.3.63 Polling

A requested transm ssion of data between devices, rather than an
unrequested transm ssi on such as Change- Of - Val ue (COV) or Binding where
data is automatically transmtted under certain conditions.

.3.64 Program I D (LonWor ks)

An identifier (nunber) stored in the device (usually EEPROM that
identifies the node manufacturer, functionality of device (application &
sequence), transceiver used, and intended devi ce usage.

.3.65 Property (BACnet)

A BACnet Property - a data elenment associated with an Cbject. Different

oj ects have different Properties, for exanple an Anal og | nput bject has a
Present Val ue Property (which provides the value of the underlying hardware
anal og input), a Hgh_Limt Property (which contains a high lint for
alarming), as well as other properties.

.3.66 Protocol |nplenentation Conformance Statenent (PlICS)(BACnet)

A docunent, created by the nmanufacturer of a device, which describes which
potions of the BACnet standard are inplemented by a given device.

. 3. 67 Repeater

A device that connects two control network segnents and retransmts al
i nformati on received on one side onto the other

.3.68 Rout er (LonWor ks)

A device that connects two channels and controls traffic between the
channel s by retransmtting signals received fromone subnet onto the other
based on the signal destination. Routers are used to subdivide a contro
network and to control bandw dth usage.

.3.69 Rout er ( BACnet)

A device that connects two or nore BACnet networks and controls traffic
bet ween the networks by retransnitting signals received fromone network
ont o anot her based on the signal destination. Routers are used to

subdi vide an internetwork and to control bandw dth usage.

.3.70 Segment

A 'single'" section of a control network that contains no repeaters or
routers. There is generally a limt on the nunber of devices on a segnent,
and this limt is dependent on the topol ogy/ nmedia and device type. For
exanple, a TP/ FT-10 segnment with locally powered devices is limted to 64
devi ces, and a BACnet MS/ TP segnent is limted to 32 devices.

SECTION 25 10 10 Page 28



1.3.71 Servi ce (BACnet)

A BACnet Service. A defined nethod for sending a specific type of data
bet ween devices. Services are always defined in a Cient-Server nmanner
with a dient initiating a Service request and a Server Executing the
Service. Sone exanples are ReadProperty (a client requests a data val ue
froma server), WiteProperty (a client wites a data value to a server),
and Createject (a client requests that a server create a new object
within the server device).

1.3.72 Service Pin (LonWrks)

A hardware push-button on a device which causes the device to broadcast a
message containing its Node ID and Program I D. This broadcast can al so be
initiated via software.

1.3.73 St andard BACnet bj ect/Property/ Service (BACnet)

BACnet (Objects, Properties, or Services that are standard bjects,
Properties, or Services enunerated and defined in ASHRAE 135. C ause 23 of
ASHRAE 135 defines nethods to extend ASHRAE 135 to non-standard or
proprietary information. Standard BACnet (bjects/Properties/ Services
specifically exclude any vendor specific extensions.

1.3.74 Standard Configuration Property Type (SCPT) (LonWrks)
Pronounced 'skip-it'. A standard format type (maintai ned by LonMark
International) for Configuration Properties.

1.3.75 Standard Network Variable Type (SNVT) (LonWorKks)

Pronounced 'snivet'. A standard format type (maintained by LonMark
International) used to define data information transnmitted and recei ved by
the individual nodes. The term SNVT is used in two ways. Technically it
is the acronym for Standard Network Variable Type, and is sometines used in
this manner. However, it is often used to indicate the network variabl e
itself (i.e. it can mean "a network variable of a standard network variable
type"). In general, the intended neaning should be clear fromthe context.

1.3.76 Subnet (LonWorks)

Consi sts of a logical grouping of up to 127 nodes, where the | ogical
grouping is defined by node addressing. Each subnet is assignhed a nunber
which is unique within the Domain. See al so Node Address.

1.3.77 Supervi sory Controller

A controller inplenenting a conbination of supervisory |ogic (globa

control strategies or optim zation strategies), scheduling, alarmnng, event
managenent, trending, web services or network nanagement. Note this is
defined by use; many supervisory controllers have the capability to also
directly control equipnent.

1.3.78 Supervi sory Gat eway
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NOTE: This subpart uses tailoring options: The

phrase ", such as a Ni agara Franework Supervisory
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Gat eway" is only included when the NI AGARA FRAVEWORK
tailoring option is selectedT
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A device that is both a supervisory controller and a gateway, such as a
Ni agara Framewor k Supervi sory Gat eway.

1.3.79 TP/ FT-10 (LonWrks)

A Free Topol ogy Twi sted Pair network (at 78 kbps) defined by CEA-709.3 .
This is the nost comon nedia type for a CEA-709.1-D control network.

1.3.80 TP/ XF- 1250 (LonWor ks)

A high speed (1.25 Mips) twisted pair, doubly-term nated bus network
defined by the LonMark Interoperability Guidelines. This nediais
typically used only as a backbone nedia to connect nmultiple TP/ FT-10
networks.

1.3.81 UMCS Net wor k

An | P network connecting multiple field control systens to the Mnitoring
and Control Software using one or nore of: LonWrks (CEA-709.1-D and
CEA-852-C), BACnet (ASHRAE 135 Annex J), MODBUS Protocol, MODBUS TCP/IP or
OPC DA.

1.3.82 User - defi ned Configuration Property Type (UCPT) (LonWrks)

Pronounced 'u-keep-it'. A Configuration Property fornmat type that is
defined by the device nanufacturer.

1.3.83 User - defi ned Network Variable Type (UNVT) (LonWbrks)

A network variable format defined by the device manufacturer. Note that
UNVTs create non-standard communi cations (other vendor's devices nmay not
correctly interpret it) and may close the system and therefore are not
permtted by this specification.

1.3.84 Uility Control System (UCS)

One type of field control system Used for control of utility systens such
as an electrical substation, sanitary sewer |ift station, water punp
station, etc. Building controls are excluded froma UCS, however it is
possible to have a Utility Control Systemand a Building Control Systemin
the sane facility, and for those systenms to share conponents such as the
FPOC. A UCS may include its own |ocal front-end.

1.4 SUBMITTALS
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NOTE: Review subnittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the submittals
required for the project. Submittals should be kept
to the mininmumrequired for adequate quality control.

A “G following a subnmittal itemindicates that the

subm ttal requires Government approval. Sone
submittals are already marked with a “G'. Only
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delete an existing “G" if the subnmittal itemis not
conpl ex and can be reviewed through the Contractor’s
Quality Control system Only add a “G if the
submttal is sufficiently inportant or conplex in
context of the project.

For submittals requiring Governnent approval on Arny
projects, a code of up to three characters within
the subnmittal tags nmay be used following the "G'
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenment System (RMB) are: "AE" for
Architect-Engineer; "DO'" for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO" for Area Ofice; "RO for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Army projects.

*% *% *% *% *% *% *% *%%

NOTE: Coordinate the review of all submittals with
the project site. The site may have a Buil ding

Aut ormat i on System (BAS) Manager or ot her

i ndividual /office that should review all submttals
bef ore acceptance of the system

*% *% *% *% *% *% *% *% *% *% *% *% *%%

CGovernment approval is required for subnmittals with a "G' designation;
submittals not having a "G' designation are for [Contractor Quality Control
approval .] [information only. Wen used, a designation followi ng the "G
designation identifies the office that will review the submittal for the
Government.] Submittals with an "S" are for inclusion in the

Sustai nability eNotebook, in conformance to Section 01 33 29 SUSTAI NABI LI TY
REPORTI NG. Submit the following in accordance with Section 01 33 00

SUBM TTAL PROCEDURES and TABLE 1: PRQIECT SEQUENCI NG

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The submittals included in this guide
specification are critical and require Governnent
review. Any added subnmittals normally should be for
i nformation only and reviewed through the Contractor

Quality Control system

*% *% *% *% *% *% *% *% *% *% *% *%%

SD- 02 Shop Dr awi ngs
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NOTE: Either indicate drawing size, or |eave both
options to allow the contractor to decide.

Wien selecting format for el ectronic draw ngs
coordinate with the project site. Be sure to
require drawings in a format that is usable by the
site mmintenance staff. This may require including
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nmultiple format requirenents here.

I ndi cate quantities for submittals.
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UMCS Contractor Design Drawings; C[, [ 1]

UMCS Contractor Design Drawi ngs as a single conplete package:
[ ] hard copies and [ ] copies on CDROM Subnit hardcopy
drawi ngs on [1SO Al 841 by 594 mm 34 by 22 inches][or][ A3 420 by
297 mm 17 by 11 inches] sheets, and el ectronic draw ngs in both
PDF and [ Aut oCAD] [M crostation][Bentley BIM V8] [ Aut odesk Revit
2013] fornat.

Draft As-Built Drawings; ¢, [___ 11

Draft As-Built Drawi ngs as a single conplete package: [ ]
hard copies and | ] copies on CDROM Submit hardcopy draw ngs
nmust on [1SO Al 841 by 594 mm 34 by 22 inches][or][A3 420 by 297 nm

17 by 11 inches] sheets, and electronic drawi ngs in both PDF and
[ Aut oCAD] [ M crostation][Bentley BIM V8] [ Aut odesk Revit 2013]
format.

Final As-Built Drawings; ¢, [___ 1]

Final As-Built Drawi ngs as a single conplete package: [ ]
hard copi es and | ] copies on CDROM Submit hardcopy draw ngs
on [I1SO Al 841 by 594 nm 34 by 22 inches][or][A3 420 by 297 mm 17
by 11 inches] sheets, and el ectronic drawi ngs in both PDF and
[ Aut oCAD] [M crostation][Bentley BI M V8] [ Aut odesk Revit 2013]
format.

SD- 03 Product Data
Product Data Sheets; C[, | 11
Conputer Software; C[, [ 11
The nost recent versions of all conputer software provi ded under
this specification delivered as a Techni cal Data Package. Submit
the user nmanuals for all software delivered for this project with
t he software.

Encl osure Keys

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Certificate of Networthiness Docunentation is
only required for Arny projects and is only included
when the ARMY tailoring options is selected.
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Certificate of Networthiness Docunentation; d, [_ 11
Docunent ati on of existing Certificates of Networthiness or
conpleted Certificate of Networthiness "Application Checklist"

[via e-mail and ]Jon optical disc.

SD- 05 Design Data
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UMCS | P Network Bandwi dt h Usage Estinmate; C[, | 1]

[ Four 1] ] copies of the UMCS I P Networ k Bandwi dth Usage
Estimate.

SD-06 Test Reports

Pre-Construction QC Checklist; ¢, [___ 1]

[Four] [____ ] copies of the Pre-Constructi on QC Checkli st.
Post - Construction QC Checklist; ¢, [___ 1]

[Four] [____ ] copies of the Post-Construction QC Checklist.
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NOTE: If not requiring a Factory Test in PART 3
EXECUTI ON, renove the subnmittal requirenents for
Factory Test Procedures and Factory Test Report
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Factory Test Procedures; C[, [ 11

[Four] | ] copies of the Factory Test Procedures. The
Factory Test Procedures nay be subnmitted as a Technical Data
Package.

Factory Test Report

[Four] | ] copies of the Factory Test Report. The Factory
Test Report may be subnitted as a Technical Data Package.
Exi sting Conditions Report; C[, [ 11

[Four] | ] copies of the Existing Conditions Report.
Start-Up and Start-Up Testing Report; C[, | 1]

[Four] [ ] copies of the Start-Up and Start-Up Testing

Report. The Start-Up and Testing report may be subnitted as a
Techni cal Data Package.

PVT Phase | Procedures; (¢, | 1]

[Four] [ ] copies of the PVT Phase | Procedures. The PVT
Procedures nay be submitted as a Techni cal Data Package.
PVT Phase | Report; C[, [ 1]

[Four] | ] copies of the PVT Phase | Report. The PVT Phase
| Report may be subnitted as a Techni cal Data Package.
PVT Phase |l Report; C[, | 1]

[Four] | ] copies of the PVT Phase Il Report. The PVT Phase

Il Report may be submitted as a Technical Data Package.
SD- 10 Operation and Mii ntenance Data

Qperation and Mai ntenance (O&M Instructions; C[, | 1]
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[Four] [ ] bound O&M I nstructions[ and | ] copies of the
Instructions in PDF format on optical disc]. |Index and tab bound
instructions.[ Submit instructions in PDF formas a single PDF
file, or as multiple PDF files with a PDF file table of contents
containing links to the other files.] Q&M Instructions nay be
submitted as a Technical Data Package.

Preventive Miintenance Wrk Plan; C[, | 11

[Four] | ] copies of the Preventive Miintenance Wrk Pl an
The Preventive Maintenance Wirk Plan may be subnmitted as a
Techni cal Data Package.

Basi ¢ Trai ning Docunentation; C[, [ 11

Trai ning manual s for Basic Training delivered for each trainee
on the Course Attendance List with [two] [ ] additional copies
delivered for archival at the project site. Submt [two] | ]
copi es of the Course Attendance List with the archival copies.

The Basi c Trai ni ng Docunmentation may be subnitted as a Technica
Dat a Package.

Advanced Trai ni ng Docunentation; ¢, | 11

One set of training nmanual s delivered for each trainee on the
Course Attendance List with [two] | ] additional copies
delivered for archival at the project site. Submt [two] | ]

copi es of the Course Attendance List with the archival copies.
The Advanced Trai ning Docunentation nmay be submtted as a
Techni cal Data Package.

Ref resher Traini ng Docurmentation; C[, | 11

One set of training nmanuals delivered for each trai nee on the
Course Attendance List with [two] | ] additional copies
delivered for archival at the project site. Submt [two] |
copi es of the Course Attendance List with the archival copies.
The Refresher Training Docunmentation may be subnmitted as a
Techni cal Data Package.

]

SD-11 C oseout Submittals

Closeout QC Checklist; ¢, [___ 1]

[Four] [ ] copies of the C oseout QC Checklist.

1.5 PROQJIECT SEQUENCI NG
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NOTE: Table |I provides bracketed text in which the
nunber of days between itens may be specified. In
many cases this information will be specified

el sewhere. When project schedule is specified

el sewhere renove bracketed text and Table | wll
provi de sequencing but not specific intervals. |f
tinme intervals are to be specified here keep the
bracketed text and enter the nunber of days in the
space provided.
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TABLE |: PROJECT SEQUENCI NG specifies the sequencing of subnittals as
specified in paragraph SUBM TTALS (denoted by an 'S in the ' TYPE col um)
and activities as specified in PART 3 EXECUTION (denoted by an '"E' in the
"TYPE' colum).

.5.1 Sequencing for Subnittals

The sequencing specified for submittals is the deadline by which the
submittal nust be initially subnmtted to the Governnment. Fol | owi ng

submi ssion there will be a Governnment review period as specified in Section
01 33 00 SUBM TTAL PROCEDURES. |If the submittal is not accepted by the
CGovernment, revise the submittal and resubnit it to the Governnent within
[14] [ ] days of notification that the subnittal has been rejected.
Upon re-submittal there will be an additional Governnent review period. |If
the submittal is not accepted the process repeats until the submittal is
accepted by the Governnent.

.5.2 Sequencing for Activities

The sequencing specified for activities indicates the earliest the activity
may begi n.

.5.3 Abbreviations

In TABLE | the abbreviation AAOis used for '"after approval of' and ' ACO
is used for "after conpletion of'.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE:

If requiring a Factory Test in PART 3 EXECUTI ON
keep "Acceptance of Factory Test Report" in the
DESCRI PTION colum for item1. |[If NOT requiring a
factory test keep "Notice to proceed" or edit to

i ndi cate other starting condition.

Conpl ete TABLE | by entering the appropriate nunber
of days in the spaces provided in the SEQUENCI NG
column.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: If this project includes work to be perforned
under Section 23 09 00 | NSTRUMENTATI ON AND CONTRCL
FOR HVAC, that work will need to be coordi nated
with, and in nmany cases will need to be conpl eted
before, work specified in this Section under
paragraph "Integration of Field Control Systens".
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NOTE: This subpart uses tailoring options:

The Certificate of Networthiness Docunentation is
only required for Army projects and is only included
when the ARMY tailoring options is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkk
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TABLE |. PRQIECT SEQUENCI NG

ITEM TYPE DESCRIPTION SEQUENCING
(START OF ACTIVITY or
DEADLI NE FOR SUBM TTAL)

1 [ Accept ance of Factory Test

Report][Notice to proceed] [ ___ ]
2 S Existing Conditions Report [ ] days after #1
3 S Design Draw ngs [ ] days after #1
4 S Product Data Sheets and Certificate [___ ] days after #1

of Networthi ness Docunentation

5 S UMCS I P Network Bandw dth Usage [ ] days after #1
Estimate
6 S Pre-construction QC Checkli st [ ] days after #1
7 E Install UMCS AAO #2 thru #6
8 E Start-Up and Start-Up Testing ACO #7
9 S Post-Construction QC Checkli st [ ] days ACO #8
10 S Conputer Software [ ] days ACO #8
11 S Start-Up and Start-Up Testing Report [__ ] days ACO #8
12 S Draft As-Built Draw ngs [ ] days ACO #8
13 S PVT Phase | Procedures [ ] days before schedul ed start

of #14 and AAO #11

14 E PVT Phase | AAO #13 and #12

15 S PVT Phase | Report [ ] days ACO #14
16 S Preventive Mi ntenance Wrk Pl an AAO #11

17 S &M Instructions AAO #11
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TABLE |. PRQIECT SEQUENCI NG

ITEM TYPE DESCRIPTION SEQUENCING
(START OF ACTIVITY or
DEADLI NE FOR SUBM TTAL)

18 S Basic Training Docunent ation AAO #11 and [_ ] days before
schedul ed start of #19

19 E Basic Training (PVT Phase I1) AAO #16, #17 and #18
20 S PVT Phase || Report [ ] days ACO #19
21 S Final As-Built Draw ngs [ ] days AAO #20
22 S Advanced Trai ni ng Docunentation [ ] days before schedul e start

of #23 and AAO #18

23 E Advanced Trai ning ACO #19, [___ ] days AAO #22, and
no later than [60] days ACO #19

24 S Refresher Training Documentation [ ] days before #25 and AAO #18
and #22
25 E Refresher Training between [ ] and [____ ] days ACO

#19 and AAO #24

26 S Jdoseout QC Checkli st ACO #23

1.6  QUALI TY CONTROL (QC) CHECKLI STS

The Contractor's Chief Quality Control (QC) Representative nust conplete
the QC Checklist in APPENDI X A, and nust submit the Pre-Construction QC
Checklist, Post-Construction QC Checklist and O oseout QC Checklist as
specified. The QC Representative nust verify each itemin the Checkli st
and initial in the provided area to indicate that the requirement has been
met. The QC Representative nust sign and date the Checklist prior to
subni ssion to the Government. |

The APPENDI X A QC Checklist is available as an editable file at
http://iwww.whbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10

1.7 OPERATI ON AND MAI NTENANCE (O&M | NSTRUCTI ONS
Provi de UMCS Operati on and Mai ntenance Instructions which include:
a. Procedures for the UMCS system start-up, operation and shut-down.
b. Final As-Built draw ngs.

c. Routine nmaintenance checklist, arranged in a columar format: The
first colum listing all installed devices, the second colum stating
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the mai ntenance activity or stating that no mai ntenance required, the
third colum stating the frequency of the maintenance activity, and the
fourth colum providing any additional comrents or reference.

d. Qualified service organization list including points of contact with
phone nunbers.

e. Start-Up and Start-Up Testing Report.

f. Performance Verification Test (PVT) Procedures and Reports.

PART 2 PRODUCTS

2.

2.

2.

1 EQUI PVMENT REQUI REMENTS
1.1 Product Certifications
For conputing devices, as defined in FCC Part 15, supplied as part of the

UMCS provi de devices which are certified to conply with the requirenents of
Cl ass B conputing devices.

1.2 Product Sour ci ng

For units of the same type of equipnent, provide products of a single

manuf acturer. For each nmjor conponent of equi prment provide equi pnment with
the manufacturer's nane and the nodel and serial number in a conspicuous

pl ace. For materials and equi pnent, provide new standard unnodified
products of a manufacturer regularly engaged in the manufacturing of such
products.

. 1.3 CGeneral Requirenents

Provi de conponents that neet the follow ng requirenents:

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: In particularly hot or cold environnents,
i ncrease the tenperature range requirenents for
equi prent i n unconditioned space
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*

a. Portions of the data comuni cati ons equi pment systeminstalled in
uncondi ti oned spaces nust operate properly in an environnent with
anbi ent tenperatures between [0 and 49] | ] degrees C [32 and 120]
[ ] degrees F and anbient relative hunmidity between 10 percent and
90 percent noncondensi ng.

b. Conponents nust accept 100 to 125 volts AC (Vac), 60 Hz, single phase,
three wire with a three-pronged, dedicated circuit outlet or be
provided with a transfornmer to neet the conponent's power requirenents.

c. The equi pment must neet the requirements of NFPA 70, UL 60950, NFPA 262,
FCC EMC, and FCC Part 15.

1.4 Nameplates
Provi de nanepl ates of |am nated plastic identifying the function, network
address, if applicable, and identifier of the device. Lami nated plastic

must be at least 3 mm 0.125 inch thick, white with black center core.
Nanepl ates nust be a minimumof 25 by 75 mnm 1 by 3 inch with mininmum6 nmm
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2.

0. 25 inch high engraved bl ock lettering.

1.5 Product Data Sheets

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options: The
sentence containing the PICS requirenment is only
i ncl uded when the BACNET tailoring option is
selected.
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For all products (equipnent) specified in PART 2 and supplied under this
contract, submt copies of all manufacturer catalog cuts and specification
sheets to indicate conformance to product requirements. For Mnitoring and
Control (M&C) Software also include the PICS verifying BTL Listing as a
B-AWS.

.2 CONTROL HARDWARE
.2.1 Control Protocol Routers

.2.1.1 LonWbr ks/ | P Rout er

Provi de LonWorks/|I P Routers which performlayer 3 routing of CEA-709.1-D
packets over an | P network in accordance with CEA-852-C. The router nust
provi de the appropriate connection to the I P network and connections to the
CEA-709.3 TP/ FT-10 or TP/ XF-1250 network. LonWrks/IP Routers nust support
the Dynami c Host Configuration Protocol (DHCP; |ETF RFC 4361) for IP
configuration and the use of an CEA-852-C Configuration Server (for
CEA-852-C configuration), but nust not rely on these services for
configuration. LonWrks/IP Routers nust be capabl e of manual configuration
via a consol e RS-232 port.

.2.1.2 BACnet /| P Rout er

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Include the bracketed text "[, or other
ASHRAE 135]" as needed to allow for integration to
non- M5/ TP net wor ks.
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Provi de BACnet/I P Routers which performlayer 3 routing of ASHRAE 135
packets over an I P network in accordance with ASHRAE 135 Annex J and C ause
6. The router nust provide the appropriate connection to the |IP network
and connections to a ASHRAE 135 MS/ TP[, or other ASHRAE 135] networKk.

Devi ces used as BACnet/IP Routers nust be BTL Listed and must support the
Net wor k Managenent - Rout er Configurati on-B (NwM RC-B) BI BB.

.2.1.3 Modbus/ | P Rout er

Provi de Modbus/I P Routers which performlayer 3 routing of MODBUS Protocol/
MODBUS TCP/ | P packets over an | P network in accordance with MODBUS Protocol/
MODBUS TCP/ I P. The router nust provide the appropriate connection to the

I P network and connections to a non-I1P MODBUS Protocol / MODBUS TCP/ | P
networ k. Moddbus/IP Routers nust support the Dynam ¢ Host Configuration
Protocol (DHCP; | ETF RFC 4361) for IP configuration but nust not rely on
this service for configuration. Mdbus/IP Routers nust be capabl e of

di sabling the capability for renote configurati on of Mbdbus routing
information fromthe | P network.
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2.2.2 Monitoring and Control (M&C) Controller Hardware
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NOTE: This subpart uses tailoring options: "a

Ni agara Franmework Supervisory Gateway" is only

i ncl uded when the NI AGARA FRAMEWORK tail oring option
i s selected.
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Provide Mnitoring and Control (M&C) Controller Hardware which is a N agara
Framewor k Supervi sory Gateway or a mcroprocessor-based direct digital

control hardware and whi ch comuni cates over the UMCS | P network using one
of:

a. CEA-709.1-D in accordance with CEA-852-C and using only Standard Network
Vari abl e Types (SNVTs) as defined by the LonMark SNVT List.

b. ASHRAE 135 in accordance with ASHRAE 135 Annex J and using only Standard
ASHRAE 135 servi ces.

Monitoring and Control (M&C) Controller Hardware must either nmeet the
requirenents of the LonMark Interoperability Guide or be BTL Listed.

2.2.3 BACnet Supervisory Controller Hardware

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: This subpart only applies to BACnet systens
and is only included when the BACNET tail oring
option is only included when the BACNET tailoring
option is selected.
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Provi de BACnet Supervisory Controller Hardware which is direct digital
control hardware and whi ch:

a. is BTL Listed

b. comunicates using ASHRAE 135 over an IP network in accordance with
ASHRAE 135 Annex J

c. has a configurable Object Name Property
d. supports the follow ng Bl BBS

(1) DS-RP-B (Data Sharing—Read Property-B) BIBB for Objects requiring
read access fromthe M&C Sof tware

(2) DS-WP-B (Data Sharing-Wite Property—B) BIBB for bjects requiring
wite access fromthe M&C Sof tware.

(3) SCHED- E-B (Schedul i ng- Ext er nal - B)
(4) AE-N-1-B (Alarm and Event-Notification Internal-B)
(5) AE-ACK-B (Al arm and Event - ACK- B)

(6) T-VMI-1-B (Trending-Viewi ng and Mddi fying Trends-1nternal -B)
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2.

(7) T-ATR-B (Trendi ng- Automated Trend Retri eval - B)
e. has a Witable Recipient_List Property of the Notification Cass Object

2.4 Control Protocol Gateways

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: FYl: Except for the use of N agara Franework
Supervi sory Gateways with N agara Framework MC
Sof t ware, Gateways should be used only for the

i ntegration of |egacy building control systens
(HVAC, lighting etc) or for the integration of new
or legacy utility control systens. Gateways shoul d
not be used to pernit the installation of new
bui l di ng control systems which do not use, CEA-709.1-D
or ASHRAE 135.

Indicate if additional capability may be required.
Note that since the Legacy system should not change
this requirenment shouldn't be needed, and when used
will normally be intended to cover the case of
'forgotten' points (when the mapping requirenents
fromthe | egacy system have not been fully/properly
identified). Requiring excess capacity nmay add cost.

*% *% *% *% *% *% *% *% *%%
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NOTE: This subpart uses tailoring options. Fox
Protocol is included in the protocol list only when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * * * *%%

Provi de Control Protocol Gateways which perform bi-directional protocol
transl ati on between two of the follow ng protocols, or between one of the
foll owi ng protocol s and anot her protocol: CEA-709.1-D , ASHRAE 135,

MODBUS Pr ot ocol, MODBUS TCP/I P, Fox protocol, and OPC DA. Provide Contro
Prot ocol Gateways which al so neet the follow ng requirenents.

a. Gateways nmust have two or nore separate network connections, each
appropriate for the protocol and nedia used. A single network
connection rmust not be used for both protocols.

b. Gateways nust be capable of being installed, configured and progranmed
t hrough the use of instructions in the manual supplied by the
Contractor.

c. Provide and license to the Government all software required for gateway
configuration.

d. Gateways nust retain their configuration after a power [oss of an
indefinite time, and must automatically return to their pre-power |o0ss
state once power is restored.

e. Gateways nust provide capacity for mapping all required points as
i ndi cated][ plus an additional [10 percent]] ]] between the two
protocols it uses.

f. Cateways nust, in addition, nmeet all requirements specified (in the
fol |l owi ng subparagraphs) for each of the two protocols it translates.
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2.2.4.1 Gateway for CEA-709.1

For a gateways using CEA-709.1-D provi de gateways which neet the follow ng
requirenents in addition to the requirenments for all gateways:

a.

g.

It nust allow bi-directional napping of data in the Gateway to Standard
Net wor k Vari abl e Types (SNVTs) according to the LonMark SNVT List.

Gat eways comuni cati ng CEA-709.1-D over an | P network nust conmmuni cate
in accordance with CEA-852-C.

It nust allow of its standard network variabl es (SNVTs) and support
transmitting data using the "min, nmax, and delta" (throttling and
heart beat) net hodol ogy.

It nust provide the ability to | abel SNVTs.

It nust supply a LonMark external interface file (XIF) as defined in
the LonMark XIF Guide for use with LNS tools and utilities.

It nmust have a "service pin" which, when pressed, will cause the
Gateway to broadcast its 48-bit Nodel D and Program D over the network.

It nust provide a configurable self-docunenting string.

2.2.4.2 Gat eway for ASHRAE 135

For gateways using ASHRAE 135 provi de gateways which neets the foll ow ng
requirenents in addition to the requirenments for all gateways:

a.

It nust allow bi-directional nmapping of data in the Gateway to Standard
hj ects as defined in ASHRAE 135.

Al'l ASHRAE 135 (hjects nust have a configurable Object Name Property.
It nmust be BTL Listed.

Gat eways comuni cati ng ASHRAE 135 over an | P network nust communicate
in accordance with ASHRAE 135 Annex J.

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The following 2 requirenents cover 2 ways in
whi ch the gateway can be used:

1) The gateway comunicates with a BACnet buil ding
control system In this case the gateway has to be
able to read fromand wite to devices in the BACnet
buil ding control system

2) The gateway communi cates with a BACnet front-end
(M&C Software). In this case the gateway must be
able to be read fromand be witten to by the M&C
Software. |In addition, the gateway nust provide
scheduling, alarmng and trending for the building
system.

Note that it would be possible to have a
BACnet - BACnet gateway that is used in both of these
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ways at the sanme tine.
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e. Gateways conmuni cati ng ASHRAE 135 to a field control systens mnust
support the DS-RP-A (Data Sharing—Read Property—A) BI BB and the DS-WP- A
(Data Sharing-Wite Property-A) BIBB.

f. CGateways communi cati ng ASHRAE 135 to the M&C Software or to a BACnet
Supervi sory Controller must support the DS-RP-B (Data Shari ng—Read
Property-B) BIBB for Objects requiring read access fromthe MC
Software and the DS-WP-B (Data Sharing-Wite Property-B) BIBB for
hjects requiring wite access fromthe M&C Software

2.2.4.3 Gat eway for Mdbus
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NOTE: This subpart uses tailoring options.
Requirements for the presentation of data in
accordance with the MODBUS REQUI REMENTS paragraph is
only included when the MODBUS tailoring option is
selected.
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For gateways that use MODBUS Protocol / MODBUS TCP/ I P provi de gateways that
meet the requirenents specified for all gateways and which allow

bi -directional mapping of data in the Gateway to MODBUS Protocol/

MODBUS TCP/ I P regi sters using the four standard Mddbus register types
(Discrete Input, Coil, Input Register,and Hol ding Register). Gateways
communicating  MODBUS Pr ot ocol / MODBUS TCP/ I P to the M&C Software nust
conmuni cate via MODBUS Protocol / MODBUS TCP/ I P over TCP/IP and nust present
floating point values, character val ues, and date val ues using the
appropriate data type as specified in paragraph MODBUS REQUI REMENTS.

2.2.4.4 Gat eway for OPC

For gateways that use OPC DA, provide gateways that neet the requirenents
specified for all gateways and which allow bi-directional mappi ng of data
in the Gateway using OPC DA tags and which communi cate over an | P network
i n accordance with OPC DA.

2.2.4.5 Gat eway for DNP3

For gateways that use DNP3, provide gateways that nmeet the requirenents
specified for all gateways and which allow bi-directional mappi ng of data
in the Gateway to DNP3 object groups and variations as defined by | EEE 1815.
Gat eways comuni cating DNP3 over an |IP network must conmunicate in
accordance with the LAN WAN Net wor ki ng vol une of | EEE 1815.

2.2.4.6 Ni agara Franmewor k Supervi sory Gat eway
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NOTE: This subpart is only required for Ni agara
Franewor k systenms, or for Navy Projects and is only
i ncl uded when the N AGARA FRAMEWORK or NAVY
tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk
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NOTE: FYlI - The N agara Framewor k Supervisory
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Gateway i s known by nany names within industry, and
this specification uses the name "Niagara Franework
Supervi sory Gateway" in order to remain vendor
neutral. Probably the nbst comopn term used for
this device in industry is a "Java Application
Control Engine", or JACE

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

Ni agara Framework Supervi sory Gateway Hardware nust:

a.

b.

be direct digital control hardware.

have an unrestricted interoperability license and a Ni agara
Conpatibility Statement (NiCS) that follows the Tridi um Open Ni CS
Specification.

manage comuni cations between a field control network and the Niagara
Franework Monitoring and Control Software and between itself and ot her
Ni agara Franework Supervisory Gateways. N agara Franmework Supervisory
Gat eway Hardware nust use Fox protocol for comunication wth other

Ni agara Framework Conponents.

be fully programmbl e using the N agara Framewor k Engi neeri ng Tool and
support the foll ow ng:

(1) Time synchronization, Calendar, and Scheduling using N agara
Schedul i ng Obj ects

(2) Alarm generation and routing using the N agara Al arm Service

(3) Trending using the Niagara History Service and Niagara Trend Log
Objects

(4) Integration of field control networks using the Niagara Franework
Engi neeri ng Tool

(5) Configuration of integrated field control systemusing the N agara
Framewor k Engi neering Tool when supported by the field control
system

nmeet the follow ng nmninmum hardware requirenents:

(1) [Oneg][ Twa 10/100/1000 Mops Ethernet Ports

(2) One port conpatible with the field control systemto be integrated
using this product. |

(3) Central Processing Unit of 600 Mhz or higher.]]
(4) Enbedded operating system]

provide access to field control network data and supervisory functions
via web interface and support a m ni nrumof 16 sinultaneous users

COVPUTER HARDWARE
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NOTE: Coordinate with the project site to detern ne
if the server(s) will be contractor supplied or
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Gover nnment Furnished. |f Government Furnished

renove the follow ng bracketed text.
For comput er hardware furnished under this specification provide standard
products of a single manufacturer which advertises service in all 48
contiguous states, and provide only nodel currently in production. Except
for PCl-E cards installed into expansion slots provided in a desktop or
server conputer in order to neet the requirements of this specification, do
not nodify conputer hardware fromthe manufacturer configuration.

2.3.1 Server Hardware

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate with the project site to detern ne
if the server(s) will be contractor supplied or
Gover nment Fur ni shed.

If contractor supplied, coordinate with the Project
Site's NEC (I T group) and include the sites
'standard' server redundancy requirements.

Not e that conputer technol ogy changes quickly and

t hese requirements should be edited to reflect
current products. Default requirenents (current as
of 2012) have been provided in brackets.
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Conput er Server Hardware (server) [will be furnished by the Governnent]
[ must be a desktop or server conputer neeting the foll owi ng m ni nrum
requirements:]

[2.3.1.1 Processor
[ ][ Quad-core processor designed for server applications. Processor
speed nust be at |east 50 percent of the speed of the fastest Intel server
processor commercially avail abl e].

2.3.1.2 Random Access Menory (RAM

[ ][ 300 percent of the recommended requirenents of the software to be
installed on the server[and no | ess than 24GB]. ]

2.3.1.3 Conmmuni cati ons Ports
[ ][ Four USB ports.]
2.3.1.4 Hard Drives
2.3.1.4.1 Internal Hard Drives
[ ]J[Hard drives with SATA-3 Controller providing at least [2TB][___ ]
usabl e di sk space. Hard drives nmust use RAI D (Redundant Array of
I nexpensive Disks) at levels 1 or 5 (RAID-1 or RAID-5).]
2.3.1.4.2 External Hard Drive

[ J[[4TB][___] disk space with a USB 3.0 interface.]
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2.3.1.5 Optical Drive
[ 1[Blueray burner drive.]
2.3.1.6 Vi deo Qut put

[ 1[32-bit color at a mnimumresolution of 1920 by 1080 at a m ni mum
refresh rate of 70 Hz and a DVI or display port output.]

2.3.1.7 Net work Interface
[ J[[Two] integrated 1000Base-T Ethernet with RJ45 connector.]

2.3.1.8 Monitor
[ ]J[Wdescreen flat panel LCD nonitor sized as indicated but no | ess
than 24 inch nomnal with a mninumresolution of 1600 by 1050 pixels and a
mnimumrefresh rate of 70Hz.]

2.3.1.9 Keyboard
[ 1[2101 key wired USB keyboard having a m ni num 64 character standard
ASCI | character set based on ANSI INCI TS 154 and an integral smart card
reader conpatible with a Departnent of Defense Commobn Access Card (CAC).]

2.3.1.10 Mouse

[ ][2-button wired USB optical scroll mouse with a mnimumresolution of
400 dots per inch.]

2.3.1.11 Power Suppli es
[ ][Hot-swappabl e redundant power supplies.]

12.3.2 Wor kst ati on Hardware (Desktop and Lapt op)

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate with the project site to deterni ne
if the workstation(s) will be contractor supplied or
Gover nment Furni shed, or a m x where sone

wor kst ations are Gov't furnished and others are
contractor supplied:

"Repl ace Brackets" instructions
1) Government furnished only : Keep first bracketed
text and renove the [as indicated].

2) Contractor supplied only: Keep the second
bracketed text.

3) Conbi nation of Government furnished and
Contractor supplied: Keep all bracketed text.

When keepi ng bracketed text (Contractor supplied or
conbi nati on of Governnent and Contactor supplied)
note that conputer technol ogy changes quickly and

t hese requirenments should be edited to reflect
current products. Default requirenents (current as
of 2012) have been provided in brackets.
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[ The Governnment will provide the] [Provide a standard desktop conputer or a
| aptop neeting the follow ng mninumrequirenents for the] Conputer
Wor kst ati on Hardware (workstation) [as indicated].

[2.3.2.1 Processor

2.3.2.1.1 Desktop

Quad-core processor designed for desktop applications. Processor speed
must be at least 75 percent of the speed of the fastest Intel desktop
processor commercially avail abl e.

.3.2.1.2 Laptop

Quad-core processor designed for |aptop applications. Processor speed nust
be at |east 50 percent of the speed of the fastest Intel |aptop processor
commercially avail abl e.

.3.2.2 Random Access Menory (RAM

[ ][300 percent of the recommended requirenents of the software to be
installed on the server[ and no |l ess than 8GH].]

.3.2.3 Conmmuni cations Ports
.3.2.3.1 Desktop

[ ]J[Six USB ports.]
.3.2.3.2 Laptop

[ ][Two USB ports, plus a PCMCI A card slot or an additional USB port,
plus an integral RS-232 serial port or an additional USB port and a USB to
RS- 232 serial adapter.]
.3.2.4 Hard Drive and Controller
.3.2.4.1 Desktop

[ J[[1.5TB]J[____] or larger with a SATA-3 controller.]

.3.2.4.2 Laptop

[ J[[250GB][____] or larger solid state drive.]

.3.2.5 Optical Drive

[ ][ DVD-RWdrive]

.3.2.6 Vi deo CQut put

.3.2.6.1 Desktop

[ 1[32-bit color with dual nonitor support mnimmumresolutions of 1920

by 1080 at ninimumrefresh rates of 70 Hz and dual DVI or display port
outputs.]
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2.3.2.6.2 Laptop

[ 1[32-bit color with a minimmresolution of 1920 by 1080 at ni ni mum
refresh rates of 70 Hz and VGA or HDM out put. ]

2.3.2.7 Network I nterface

2.3.2.7.1 Desktop
[ J[Integrated 1000Base-T Ethernet with RJ45 connector. ]

2.3.2.7.2 Laptop
[ J[Integrated 1000Base-T Ethernet with RJ45 connector and an integrated
| EEE 802.11b/g/n wireless interface. The Laptop nust have a physi cal
switch for activation and deactivation of the wireless interface.]

2.3.2.8 Monitor

2.3.2.8.1 Desktop
[ ][Dual wi descreen flat panel LCD nonitors sized as indicated but no
| ess than600 mm 24 inch nom nal with mninmmresolutions of 1920 by 1080
pixels and a mninumrefresh rate of 70Hz.]

2.3.2.8.2 Laptop
[ ]J[LCD Screen sized as indicated but no |l ess than 325 mm 13 i nch
nom nal with a nmaxi mum supported resolution of no |l ess than 1600 by 900
pixels.]

2.3.2.9 Keyboard and Smart Card Reader

2.3.2.9.1 Desktop
[ ][201 key wired USB keyboard having a mni num 64 character standard
ASCI | character set based on ANSI INCI TS 154 and an integral smart card
reader conpatible with a Departnent of Defense Commpn Access Card (CAC).]

2.3.2.9.2 Laptop

[ J[Standard | aptop keyboard. Internal smart card reader conpatible
with a Departnent of Defense Commbn Access Card (CAQ).]

2.3.2.10 Mouse
2.3.2.10.1 Desktop

[ ]J[2-button wired USB optical scroll nmouse with a mninmumresol ution of
400 dots per inch.]

2.3.2.10.2 Laptop

[ J[Integrated touch-pad plus a 2-button wired USB optical scroll nouse
with a mininmumresolution of 400 dots per inch.]

12.3.3 Printers

Provide local or network printers as indicated. Provide |ocal printers
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whi ch have a USB interface. Provide network printers which have a
100Base-T or faster interface with an RJ45 connection and a firmware print
spool er conpatible with the Operating System print spooler.

2.3.3.1 Alarm Printer

Provide alarmprinters which use sprocket-fed fanfold paper with adjustable
sprockets for paper width up to 280 mm 11 inches. Alrmprinters must have
programuabl e control of top-of-form [Provide floor stands wth paper
racks for alarmprinters.]

2.3.3.2 Laser Printer

Provide laser printers as indicated neeting the follow ng mini nrum
requirements:

Resolution 600 by 600 dots per inch

Printing Tine 10 pages per nminute

Data Buffer Size 16 Megabyt es

Medi a Type Paper and transparency film

Medi a Size ANSI A( 216 by 279 mm 8.5 by 11 inches)
and ot her sizes as indicated

Paper Cassette 250 sheet capacity

2.4 COVMPUTER SOFTWARE

2.4.1 Operating System (QOS)

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate with the project site to deterni ne
if the OS license will be contractor supplied or
Gover nment Fur ni shed.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options to
i ndi cate the Gold Master version to use.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkk

Provide the | atest version of the Army [ DISA]| |] Gold Master W ndows
Qperating System The Operating Systemnedia will be furnished by the
Government. [Provide ][ The Government will provide] the Operating System
license.

2.4.2 O fice Autonmati on Software

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate with the project site to detern ne
if the OFfice Autonation Software will be contractor
supplied or Governnent Furnished.

*% *% *% *% *% *% *% *% *% *%%
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[Provide OFfice Automati on Software consisting of the [e-mail,] spreadsheet
and word processing portions of the project site's standard office
automation software.] [Office Automation Software will be furnished by the
Government.]

2.4.3 Virus Protection Software

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: Coordinate with the project site to detern ne
if the Virus Protection Software will be contractor
suppl i ed or Governnment Furni shed.

*% *% *% *% *% *% *% *% *% *%%

[Provide Virus Protection Software consisting of the project site's
standard virus protection software conplete with a virus definition update
subscription] [Virus Protection Software will be furnished by the
Government].

2.4. 4 Di sk I magi ng (Backup) Software

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: Coordinate with the project site to detern ne
if the Disk Inaging (Backup) Software will be
contractor supplied or Governnent Furnished.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

[ Provide Disk imaging (backup) software capable of performing a bare-netal
restore (imaging and restoring to a new blank hard drive such that
restoration of the inmage is sufficient to restore systemoperation to the
i mged state without the need for re-installation of software).] [Provide
Di sk i magi ng (backup) software consisting of the project site's standard
di sk imagi ng software.] [Di sk imagi ng (backup) software will be furnished
by the Governnent.]

2.4.5 M&C Control | er Hardware Configuration Software
Provi de M&C Control |l er Hardware Configuration Software consisting of the
software required to configure, program or configure and program each
Monitoring and Control (M&C) Controller Hardware provided for the functions
it perforns.

2.4.6 CEA- 852-C Configuration Server

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: This subpart only applies to LonWwrks systens
and is only included when the LONWORKS tail oring
option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provide CEA-852-C configuration server software nmeeting the requirenents of
CEA-852-C .

2.4.7 CEA-709. 1- D Network Configuration Tool

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: This subpart only applies to LonWwrks systens
and is only included when the LONWORKS tailoring
option is selected..
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Provi de a network configuration tool software which:

a.

.4.8

Sol el y uses LonWbrks Network Services (LNS) for all network
configurati on and managenent of CEA-709.1-D devi ces.

I s capabl e of executing LNS plug-ins.

| s capabl e of performing network database reconstruction of an
CEA-709.1-D control network, such that if connected to an existing
CEA-709.1-D network it has the ability to query the network and create
an LNS dat abase for that network.

Al'l ows configuration of the network while off-1ine such that an
operator may set up changes to the network while di sconnected fromthe
network, and then execute all of them once connected.

I ncludes the standard LNS Report Generator and is capable of generating
and printing the follow ng reports:

(1) A table containing domain/subnet/node address and node identifier
for the entire network or any subset thereof, selected by the user.

(2) A table containing Standard Network Variable (SNVT) input and
out put details for any CEA-709.1-D device on the network.

(3) Atable containing Standard and User-Defined Configuration
Properties (SCPTs and UCPTs) for any CEA-709.1-D device on the
network.

I s capable of merging two existing standard LNS dat abases into a single
standard LNS dat abase.

BACnet Net wor k Browser

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart only applies to BACnet systens
and is only included when the BACNET tail oring
option is selected.

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

Provi de a BACnet Network Browser software that:

a.

Can performfull discovery of a ASHRAE 135 system i ncl udi ng but not
limted to discovery of all ASHRAE 135 devices, the ASHRAE 135 (bjects
and Properties of each device, and the standard ASHRAE 135 services
supported by each devi ce.

Can read any ASHRAE 135 Property of any Qbject in any device.
Proprietary Properties may be presented as read w thout further
interpretation.

Can wite any Standard ASHRAE 135 Property of any Cbject in any device.
Supports segnentati on.

Supports all of the foll owi ng BIBBs:
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(1) DV ANMt A (Devi ce Managenent - Aut omati ¢ Networ k Managenent - A)
(2) Dwvt ADM A (Devi ce Managemnent - Aut omati ¢ Devi ce Managenent - A)
(3) Dwvt DDB- A (Devi ce Managenent - Dynani ¢ Devi ce Bi ndi ng-A)

(4) DW DOB- A (Devi ce Managenent-Dynani c Obj ect Bi ndi ng-A)

(5) DS-RP-A (Data Sharing-Read Property-A)

(6) DS-RPMA (Data Sharing-Read Property Miltiple-A)

(7) DS-WP-A (Data Sharing-Wite Property-A)

2.4.9 Ni agara Franmewor k Engi neering Too

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart only applies to N agara
Franework systems and is only included when the
NI AGARA FRAMEWORK tailoring option is selected

*kkkkkkkkkkkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkkhkkk

Provi de Ni agara Wor kbench or an equival ent N agara Franmework engi neering
tool software which:

a. has unrestricted interoperability license and a Ni agara Conpatibility
Statenment (Ni CS) which follows the Tridium Open Ni CS Specification

b. is capable of perform ng network configuration for N agara Franmework
Supervi sory Gateways and Ni agara Franework Mnitoring and Control
Software.

c. 1is capable of programmi ng and configuring N agara Framework Supervisory

Gat eways and N agara Framework Monitoring and Control Software.

d. is capable of discovery of N agara Franmework Supervisory Gateways and
all points mapped into each Niagara Franmework Supervisory Gateway and
maki ng these points accessible to Ni agara Framework Mnitoring and
Control Software.

2.4.10 Monitoring and Control (MRC) Software

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Designer should choose the mnini nrum nunber of
points and clients the M&C software is required to
acconmodat e based on the project site's master
plan. The initial nunber of points to be
accommodat ed shoul d be chosen such that it is
sufficient to cover all current and known future
projects. The total system expansion requirenent
shoul d be based on potential/anticipated future
proj ects.

It's a good idea to obtain pricing for severa
price-points between the current specified
points/clients and the future nunmber of
points/clients. Depending on the vendor the cost
i ncrease for system expansion may be drastically
different.
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For non- Ni agara Franework systems, points neans
"points that the M&C software can read/wite on the
network". In general, points will be SNVTs for
LonWorks and the Present Val ue Property of (bjects
for BACnet. O her exanples of Points are other
BACnet Properties or LonWrks configuration
properties/configurati on network variables. For
Modbus, a point will generally be a Mdbus register.
For OPC, a point will be an OPC "tag".

For the Niagara Franmework, point licensing only
applies to points directly integrated to the Wb
Supervi sor without first being brought into a

Ni agara Franmework Supervisory Gateway. Discuss with
the installation whether integration will generally
be acconplished via N agara Franmework Supervisory
Gateways (this is the nornal nethod) or not before
determ ning a point licensing requirenment Wen
integration will "always" be through a Niagara
Framewor k Supervi sory Gateway change the nunber of
network points required below to zero or a very
smal | nunber. Wen requiring network points

i ndicate in the space provided the protocol drivers
required and network points required to be licensed
by each.

This UFGS requires the use of Wb based clients
(previous versions of this UFGS did not, but nost
vendors support web-browser based clients and this
no | onger overly restricts conpetition.)

FYl: The foll owi ng paragraphs/ pages (the MC
software requirenents) specify functionality that is
required for the M&C Software but that nay not be
achi evabl e due to | ack of data/support at the
building level. In order to neet future needs these
requi renents should be kept. It is expected that
they are usually part of the 'standard' capabilities

of this type of software.

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options to

i ndi cate requirenents for the M&C software in the
first paragraph. Only requirenents related to
selected tailoring options are included.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provi de nonitoring and control (M&C) software which is a client-server

sof tware package with a graphical user interface (GUI) using web-browser
based clients. Provide N agara Framework Web Supervisor or equival ent

Ni agara Framework nonitoring and control software which communicates with

Ni agara Framework field control systens using the Fox protocol. Provide M&C
Sof t war e whi ch communi cates via CEA-709.1-D , and ASHRAE 135, and

MODBUS Pr ot ocol / MODBUS TCP/ | P, and OPC DA. The M&C Software may support
other field control protocols. Provide M&C Sof tware which i s BACnet
Testing Laboratories Certified ("Listed") as a B- AW
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Provi de a single software package which inplenments the Scheduling,

Al arm ng, Trendi ng, G aphical System Display, and System Di splay Editor
functionality. Oher specified M&C functionality nmay be inplenmented in the
sane software package or in additional software packages. As specified in
PART 3 EXECUTI ON, the M&C Software nust operate on Server hardware, except
that software for Point Calculations and Demand Liniting may operate on MC
Control | er Hardware

.4.10.1 M&C Sof tware License

Li cense the M&C Software as specified. Use of nultiple copies of M&C
Server software working in coordination and sharing data between them such
that they function as, and appear to an operator as, a single M&C Server is
permitted to neet these requirenents.

.4.10.1.1 Net wor k Poi nt s

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options:

1) The sentence referring to N agara Framework
systenms is included only when the N AGARA FRAMVEWORK
tailoring option is selected.

2) The sentence referring to Wb Supervi sor M&C
Software is only included when the NI AGARA FRAVEWORK
tailoring option is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

For Ni agara Franmework systens, a network point is a point brought directly
into the Web Supervi sor M&C Software through a protocol other than the Fox
Protocol and via a N agara Franmewor k Supervi sory Gateway. Provide M&C
Software and |licensing to support no less than than [__ ] network points,
and to be capabl e of expansion to support no less than [50,000] [__ ]
network points. [Provide Wb Supervisor M&C Sof tware which includes the
followi ng drivers, each of whish is licensed for a nunber of network points
as follows: [ ].]

.4.10.1.2 Wb dients

Provi de MRC Software and licensing to support no less than [10] [__ ]
simul taneous web clients with no limt on the total nunber of web clients.
M&C Software nust be capabl e of expansion to support no |l ess than [30]
[ ] simultaneous web clients.

.4.10.1.3 Calculations

Provi de MB&C Software and licensing to support no | ess than one cal cul ated
point for every ten network points (see "Network Points" above).

.4.10.1. 4 O her Points

For installations using M&C Software installed on M&C Control |l er Hardware
(as opposed to Server hardware), provide additional |icensing to support
addi tional network points for the conmmunicati ons between portions of the
M&C Software installed on different hardware. For exanple, if the

Cal cul ations requirenent is performed by M&C Software installed on
Controll er hardware, the M&C Software nust be |licensed for additiona
network points to cover the network points required for comunication

bet ween the Controller hardware and the Server hardware
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2.4.10.1.5

Alarming

*

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkhhhhhkhkkkkkkkkkik

NOTE: This subpart uses tailoring options:

1) the phrase "al arm generation and" and the work
"points" is included if the LONWORKS, MODBUS or OPC
tailoring option is selected.

2) the phrase "ASHRAE 135 Al arm Event Notifications"
is included if the BACNET tailoring option is
selected.

*%

*%

*% *% *% *% *% *% *% *% *% *% *%%

Provi de MRC Software and |icensing to support alarm generation and the

handling (routing) of alarms for no | ess than [10,000] [

ASHRAE 135 Al arm Event Notificati ons.

2.4.10.1.6

Provi de M&C Software and licensing to support a mininum of [8,000]

Trending

si mul t aneous trends.

[2.4.10.1.7

Scheduling

*

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkk

NOTE: This subpart only applies to LonWrks,
Modbus, or OPC systenms and is only included when the

LONWORKS, MODBUS or OPC tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkk

NOTE: When LonWrks tailoring is selected, this

par agraph appears in brackets. This is due to
changes in the requirenents for LonWrks field
control systens. Until recently LonWrks did not
support an open neans of configuring schedules in
field control systems, so all scheduling was done at
the M&C Software. The Sinple Schedul e Functi onal
Profil e now provides a standard neans for schedul e

configuration in the field control systens, and is a

requirenent in Section 23 09 23.01 LONWORKS DI RECT
DI d TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTRCL
SYSTENS.

Keep the bracketed text for Mdbus or OPC, or to

mai ntain conpatibility with LonWrks systens which
do not enploy the Sinple Schedul er and thus require
scheduling at the M&C Software. |f Mdbus and OPC
are not required and all LonWrks field control
systems will use the Sinple Schedul er, the bracketed
text can be renoved.

When uncertain, keep the bracketed text as nobst MC
Software can support this requirenent and keeping
the ability to performscheduling at the M&C
Software will support a wi der range of field control
systems.

*%

*% *% *% *% *% *% *% *% *% *% *%%
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Provi de M&C Sof tware and |icensing to support a minimmof [200] [___ ]
user - def i nabl e schedul es.

12.4.10.1.8 Ni agara Franework Open License

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart only applies to Ni agara
Framewor k systens and is only included when the
NI AGARA FRAMEWORK tailoring option is sel ected.

*% *% *% *% *% *% *% *% *% *% *%%

Provide M&C Software with an unrestricted interoperability license and a
Ni agara Conpatibility Statement (N CS) which follows the Tridium Qpen N CS
Specification.

2.4.10.2 M&C Sof tware Update Licensing

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The installation nmay procure its own software
update licensing or contract and thus need | ess than
5 years. Alternatively the installation may require
| onger than five years (although this will likely

i ncrease the costs significantly). Coordinate with
the installation to determne if they have any
specific requirenment; if they don't then keep the 5
year requirement.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

In addition to all other licensing requirenents, provide M&C Software
| icensing which includes licensing of the follow ng software updates for a
period [of no less than 5 years][___ 1]:

a. Security and bug-fix patches issued by the M&C Sof t ware manufacturer.
b. Security patches to address any vulnerability identified in the

Nati onal Vul nerability Database at http:/nvd.nist.gov with a Conmon
Vul nerability Scoring System (CVSS) severity rating of MEDI UM or higher.

2.4.10.3 Supported Field Control Protocols

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: FYl: one of the integration nethods for

| egacy systens is to use a protocol driver (a
"software gateway') in the M&C software to integrate
the | egacy system and these requirenments permt the
M&C Software to support protocols other than those
specifically required in this specification.

*% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: WARNI NG - The BACnet tailoring option has
been sel ected with another protocol tailoring option
(LonWorks, Modbus, OP(). As described in UFC
3-470-01, many of the Mnitoring and Control

Sof twar e packages which support BACnet support ONL)
BACnet, so the inclusion of other protocol tailoring
options may unnecessarily linit the nunber of
vendors able to provide the UMCS. The need for
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supporting multiple protocols at the Mnitoring and
Control Software should be verified/checked with the
project site. Note that any protocol can be
integrated to the UMCS with the use of a gateway, so
omtting a tailoring option does not prohibit the

i ntegration of systens using that protocol.

See UFC 3-470-01 for nore infornmation.

kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkkx

NOTE: WARNI NG - The Niagara Franework tailoring
option has been selected with the LonWsrks tailoring
option. As described in UFC 3-470-01, LNS-based
LonWrks (required by the LonWrks tailoring option)
is generally not conpatible with the N agara
Framework.

See UFC 3-470-01 for nore information.

kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhkhkkkkkkx

Provi de M&C Software which supports field control protocols as follows:

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Due to the use of tailoring options in the
following Iist of requirenents not all requirenents
will be included in all projects and itens may
requi re renunbering.

*% *% *% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhhkhkkkkkk

NOTE: The following Iist paragraph is included only
when the LONWORKS tailoring option is selected.

*% *% *% *% *% *% *% *%

The M&C Software nust include a driver to LNS, or a driver to an OPC

a.
interface to LNS, or a driver to CEA-852-C, and nmust be capabl e of
readi ng and writing any SNVT on the CEA-852-C network. Software with a
driver to LNS or a driver to an OPC interface to LNS nust communicate
with field control systens via LNS using this driver. Software with a
driver to CEA-852-C nust obtain all conmmunication information (such as
devi ce addresses and network variable indices) fromLNS and nust
automatically update this informati on whenever the LNS Dat abase changes.
NOTE: The following |ist paragraph is included only
when the BACNET tailoring option is selected.
b. The M&C Software must include a driver to ASHRAE 135 over IP in
accordance with ASHRAE 135 Annex J.
NOTE: The following |ist paragraph is included only
when the MODBUS tailoring option is selected.
C.

The M&C Software nust include a driver to MODBUS Protocol / MODBUS TCP/ I P
over TCP/IP. The M&C Software nust be capable of reading and witing
t he Modbus data types as defined in paragraph MODBUS REQUI REMENTS and

SECTION 25 10 10 Page 57



nmust, in addition, be capable of manipulating and presenting arbitrary
data formats derived fromthe four standard Mddbus data types.

NOTE: The following |ist paragraph is included only
when the OPC tailoring option is selected.
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d. The M&C Software nmust be an OPC DA client.

NOTE: The following |ist paragraph is included only
when the NI AGARA FRAMEWORK tailoring option is
selected.
e. The Software nust use the N agara Franework and must communicate with
Ni agara Franework Supervisory Gateways using the Fox protocol.

f. The M&C Software may, in addition, include drivers to other protocols.
Provi de M&C Software capabl e of reading values fromand witing values to
points via any supported field protocol, and capabl e of reading values from
one field protocol and witing themto another. All points obtained from
any field protocol nust be available to all M&C Software functionality.
.4.10.4  Supported Enterprise Protocols

Provi de M&C Software which supports oBlI X, BACnet Wb Services or OPC as an
enterprise protocol and which neets the follow ng requirenents:

a. It is able to read values fromany point or collection of points
(network point, internal point, trend |log or schedule) and transmit
t hese val ues via the enterprise protocol.

b. It is able to receive data via the enterprise protocol and use this
data to change the value of any point.

c. License the enterprise protocol interface to the project site and
docunent he interface such that any system capabl e of conmunicating
with that protocol can be used to read and wite data fromthe MC
Software.

.4.10.5 Poi nt I nformation

Every point, both network and internal, in the M&C Software nust contain
the following fields:

.4.10.5.1 Name

A configurable nane used for identification of the point within the M&C
Software.

.4.10.5.2 Description

A configurable description of no | ess than 80 al pha-numeric characters.
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2.4.10.5.3 Value

A field containing the current point val ue.
2.4.10.5.4 Units

A field containing the engineering units.
2.4.10.5.5 Source

A field identifying the source of the point. For network points, this is
generally the address or identification of the field device (for exanple,
t he Domai n- Subnet - Node address for LonWrks field control devices or the
Devi cel D for BACnet devices).

2.4.10.6 Poi nt Cal cul ati ons

Provi de M&C software capabl e of perform ng cal cul ations and conputing the
val ue of a cal cul ated point based on the values of two or nore network

poi nts and cal cul ated points. Mathematical operators nust include:

addi tion, subtraction, nultiplication, division, exponentiation (y”"Xx,
power), square root, reciprocal, natural logarithm sin, cos, tan, arcsin,
arccos, arctan, and parenthesis. Pi and e nust be avail able as constants
for use in calcul ations.

2.4.10.7 Browser - Based Graphi cal User Interface (GU)
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NOTE: The contractor will require a certificate for
the MRC Wb Server (in order to use HTTPS as
required here). Coordinate with the project site IT
organization (NEC) to obtain this certificate
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Provi de M&C Software which includes a web-browser based (client-server)
graphi cal user interface through which all M&C Software functionality,
except for the Graphics Editor, System Display Editor, report
configuration, point calculation configuration, and enterprise protoco
configuration, is accessible.

Provi de graphical user interface web server and web clients neeting the
foll owi ng requirenents:

a. The web server must use HITPS based on the Transport Layer Security
(TLS) Protocol in accordance with | ETF RFC 7465 using a
Gover nent - f ur ni shed certificate.

b. The graphical user interface nust be Cormbn Access Card (CAC) enabl ed:
It nust support web client authentication using certificates obtained
froma Department of Defense Common Access Card (CAC) Smart Card

c. The web client nust operate on any version of Wndows currently
supported by Mcrosoft.

d. The web client nust function in the nost recent three version of
Internet Explorer [and [the nbst recent three versions of

Firefox] 11

e. The web client nmust not require a connection to any server other than
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t he M&C Server.

f. The web client nust function in a browser with Java, Shockwave,
Silverlight, and Flash installed. The client nay require a downl oad of
nobi |l e code fromthe M&C Server, but nust not require the downl oad of
addi ti onal browser plug-ins or add-ins and there nmust be no limt on
t he nunber of downl oads. The client nust not require ActiveX

2.4.10.8 Passwords

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Designer nust choose if password nmanagenent
for MB&C software is perforned

a) by the Cs
b) by the M&C software itself
c) if the decisionis left to the Contractor.

The password requirements here provide a sinple
basis for user authentication. Mre conplex
password schenes may be required by the
installation. Coordinate with the installation and
if they have nore detailed or conpl ex password
requi renents enter themin the space provided.

O herwi se keep the bracketed defaults.
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Provi de M&C software with user-based access control to M&C functionality.
The MBC Software nust recognize at least [100] [__ ] separate users and
have [at least 4] [___ ] levels of user permissions. User pernission
levels (fromnost restrictive to nost permnissive) nust include:[

a. Pernission Level 1: Viewonly access to the graphical user interface.

b. Perm ssion Level 2: Permission Level 1 plus acknow edge al arms and set
up (configure) trends and reports.

c. Pernission Level 3: Permssion Level 2 plus override points and set up
(configure) alarnms, schedules and denmand |imting.

d. Pernission Level 4: Permssion Level 3 plus create and nodify G aphical
System Di spl ays using the System Di splay Editor.]

Passwor ds nust not be displayed and nust not be |ogged. The system nust
mai ntain a disk file on the server hardware logging all activity of the
system This file must maintain, as a mninum a record of all operators
| ogged onto the system al arm acknow edgnents, commands issued and all

dat abase nodifications. If the file format is not plain ASCI| text, provide
a means to export or convert the file to plain ASCII text. Provide a
mechani smfor archiving the log files for long termrecord storage.

2.4.10.9 Graphi cal System Di spl ays
Provi de graphical displays consisting of building system (air handl er
units, VAV boxes, chillers, cooling towers, boilers, etc.) graphic

di splays. Data associated with an active display nust be updated at | east
once every 5 seconds.
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2.4.10.9.1 Navi gati on Schene

Syst em graphi ¢ di splays of building systens and points nmust be hierarchica
di spl ays using a buil ding-to-equi prent point-and-click navigation schene
whi ch all ows navigation froma garrison-w de display, through a

bui | di ng-wi de display to the individual units. Each display nust show the
bui | di ng name and nunber. Each display nmust show system wi de data such as
outside air tenperature and humdity in the case of an HVAC system
application

a. For each Building or Building Sub-Area display, show the building foot
print and basic floor plan, and clearly show and di stingui sh between
t he individual zones and the equi pment serving each zone and space.
Show al | space sensor and status readings, as applicable, for the
i ndi vi dual zones such as space tenperature, humidity, occupancy status,
etc. Show the locations of individual pieces of nonitored and
control | ed equi prent.
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NOTE: Coordinate with the project site and sel ect
the style of representation for equipnent.

When nmaking this selection consider the effect that
det ai |l ed graphics have on the performance of the
user interface; the nore conplex the graphic, the
longer it will take for the page to | oad.
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b. For each equi pnent display show a [one-line diagram control
schemati c] [ 3-di nensional] representation of the individual pieces of
equi prent using the synbols and M&C point data types as specified. Use
different colors and textures to indicate various conmponents and rea
tinme data. Use consistent color and texture neanings across al
displays.

c. Provide displays which clearly distinguish between the foll ow ng point
data types and infornation

(1) Real -tinme data.

(2) O her user-entered data.

(3) Devices in alarm (unacknow edged) .

(4) CQut-of-range, bad, or mnissing data.

(5) Points which are overridden

2.4.10.9.2 Navi gat i on Commands

Provi de system di spl ays which support English | anguage operator commands
via point-and-click nouse or keyboard entry for defining and sel ecting
poi nts, paraneters, graphics, report generation, and all other functions

associated with operation. The operator commands nmust be usable from any
operator workstation with individual operator passwords as specified.
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2.4.10.10 Graphic Editor

Provide a fully featured graphics editor and capabl e of creating custom
graphi cs and graphic synbols for use by the System Di splay Editor

2.4.10.11 System Di spl ay Editor

Provide a systemdisplay editor which allows the user to create, nodify,

and del ete graphic displays. The display editor may have a separate user
interface and is not required to be accessible via the web browser
interface. Provide a display editor which includes the follow ng functions:

a. Create and save displays. Save an existing or nodified display as a
new display (i.e. "save as")

b. G oup and ungroup graphics, where graphics include both al phanuneric
and graphic synbols, and where a grouped graphic is mani pulated as a
si ngl e graphic.

c. Place, locate, resize, nove, renove, reposition, rotate and nmrror a
graphic on a display.

d. Overlay graphics over other graphics and assign depths such that when
there are coincident graphics the one on top is visible.

e. Modify graphic properties based on the value of network points and
create conditions governing the display of a graphics such that
di fferent graphics are visible based on the value of network points or
cal cul ated points

f. Integrate real-time data with the display.

g. Establish connecting lines.

h. Establish sources of |atest data and | ocation of readouts.

i. Display anal og val ues as specified.

j. Assign conditions which automatically initiate a system di spl ay.

k. Include library of display synbols which include: Punmp, Mdtor, Two- and
Three-way Val ves, Flow Sensing El enment, Point and Averagi ng Tenperature
Sensors, Pressure Sensor, Hum dity Sensor, Single and Double Deck Air
Handling Unit, Fan, Chiller, Boiler, Air Conpressor, Chilled Vater
Pi pi ng, Steam Piping, Hot Water Piping, Ductwork, Unit Heater, Pressure
Reduci ng Val ve, Danper, Electric Meter, Linmt Switch, Flow Switch
H gh- and Low Point and Averagi ng Tenperature Sw tches, Hi gh- and Low
Pressure Switches, Coil, Solenoid Valve, Filter, Condensing Unit,

Cool ing Tower, Variable Frequency Drive (VFD), Heat Exchanger, Current
Sensi ng Rel ays, Generator, Circuit Breaker, Transformer, Tank. Synbols
must at a mni mum conformto ASHRAE FUN SI ASHRAE FUN | P where

applicable.

2.4.10.12 Scheduling
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NOTE: FYl: For BACnet systems it is expected that
there will be Scheduling Cbjects in the field
control systemand the M&C Software will edit
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(configure) these schedul es.

For LonWrks the M&C software will be the primary
met hod of schedul ing; building systens have ' backup'
scheduling capability in the event of a |oss of
comuni cation with the M&C Software Server.

For N agara Framework systens it is expected that
there will be Niagara Framework Schedul ing Objects
in the N agara Franework Supervisory Gateway(s) and
the MBC Software will edit (configure) these
schedules.

In general it is expected that Modbus and OPC will

be used for the integration of utility control
systens which will likely have their own scheduling
capability. In this case scheduling fromthe MC
Software will be for secondary/supervisory functions.

Due to the use of tailoring options in the follow ng
list of requirenents not all requirenents will be
included in all projects and itens may require
renumbering.
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NOTE: The following TWO |ist paragraph is included
only when the LONWORKS, MODBUS or OPC tailoring
option is selected.
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Provi de M&C software capabl e of changi ng the value of any network point
according to a schedule. The M&C Software nust be capabl e of
scheduling points to any value, including a "null" or invalid value if
one is defined for the data type of the point.

The specified scheduling functions nust be operator accessible and
adjustable via the graphical user interface. Each schedul e nust be
abl e to change the value of nultiple points. The M&C software mnust
reinforce all schedules by transmtting the schedul ed value no | ess
than once every 30 m nutes.

NOTE: The following |ist paragraph is included only
when the BACNET tailoring option is selected.
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The M&C software nust be capable of perfornming tine synchronization and
configuring Schedul e Cbjects in ASHRAE 135 field devices in accordance
with the DM MIS- A (Devi ce Managenent - Manual Tinme Synchronization-A).
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NOTE: The following Iist paragraph is included only
when the NI AGARA FRAMEWCRK tailoring option is
selected.
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*% *% *% *% *% *% *% *% *% *% *% *%%

The M&C software nust be capable of performing tinme synchronization and
configuring Ni agara Framework Schedul e Cbjects in N agara Franmework
Supervi sory Gat eways.

The MBC Software nust include a scheduling graphic display, accessible
via the graphical user interface, with the following fields and
functions:

(1) Current date and tine.

(2) Systemidentifier(s) and nane(s), including location information
such as Buil di ng name(s) and nunber(s).

(3) System group. Systens grouped by the user to performaccording to
a conmon schedul e.

(4) Weekly schedul es. For each system a weekly schedul e based on a
seven day per week schedule with independent schedul es for each
day of the week including no |l ess than 6 val ue changes per day.

(5) Holiday and special event schedules. Support for holiday and
speci al event cal endar schedul es i ndependent of the daily
schedul e. Special event schedul es include one-tinme events and
recurring events. Scheduling of one-tine events include the
begi nni ng and endi ng dates and tines of the event. Holiday and
speci al event schedul es nust have precedence over device weekly
schedules.

2.4.10. 13 Alarms

Provi de M&C Software meeting the follow ng mininumrequirenments for alarns:
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NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "generating alarns by conparing the value of any
poi nt from any connected systemto user-configurable
[imts" is included when the LONWORKS, MODBUS or OPC
tailoring option is selected

2) "configuring alarns in ASHRAE 135 field devices
in accordance with the B-AWS BIBBs" is included when
the BACNET tailoring option is selected.

3) "configuring alarns in N agara Framework
Supervi sory Gateways using the Niagara Al arm
Service" is included when the N AGARA FRAMEWORK
tailoring option is selected.

The MBC software nmust be capabl e of generating alarns by conparing the
val ue of any point fromany connected systemto user-configurable limts,
and configuring alarns in ASHRAE 135 field devices in accordance with
the B-AWS BI BBs, and configuring alarns in N agara FrameworKk

Supervi sory Gateways using the Niagara Al arm Servi ce.
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NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "alarms generated by the M&C Software" is

i ncl uded when the LONWORKS, MODBUS or OPC tailoring
option is selected

2) "alarnms received as an ASHRAE 135 Al arm Event
Notifications" is included when the BACNET tail oring
option is selected.

3) "alarns received froma Ni agara Franework
Supervi sory Gateway" is included when the N AGARA
FRAVEWORK tailoring option is selected.
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The MBC software nust be capable of handling (routing) alarns generated
by the MGC Software, and alarns received as an ASHRAE 135 Al arm Event
Notifications , and alarns received froma Ni agara Franmework Supervisory
Gateway .
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NOTE: The following |ist paragraph is included only
when the NI AGARA FRAMEWORK tailoring option is
selected.

The M&C software must support N agara Framework Al arm O asses.

The MBC software nust support at |least two alarmpriority |evels:
critical and informational. Critical alarms nust remain in alarmuntil
acknow edged by an operator and the alarmcondition no |onger exists;

i nformati onal alarnms nmust remain in alarmuntil the alarmcondition no
| onger exists or until the alarmis acknow edged.

The creation, nodification, and handling (routing) of alarms nust be
fully accessible and fully adjustable fromthe graphical user interface.

Alarm Data. Alarmdata to be displayed and stored nust include:

(1) Identification of alarmincluding building, system (or
sub-systen), and devi ce nane.

(2) Date and tine to the nearest second of occurrence.

(3) Alarmtype:
(a) Unreliable: Indicates that the source device has fail ed due
to the sensing device or alarm paraneter being out-of-range or bad
data.
(b) Hgh Alarm
(c) Low Alarm

(4) Current value or status of the alarm point, including engineering
units

(5) Alarmlinits, including engineering units.
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(6) Alarmpriority.

(7) Alarm Message: A unique nessage with a field of at |east 60
characters. Assignment of nmessages to an al arm nust be an
operator editable function.

(8) Acknow edgenent status of the alarmincluding the time, date and
user of acknow edgenent.
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NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "ASHRAE 135 event notification" is included when
the BACNET tailoring option is selected.

2) "network variable of type SNVT_al arm or
SNVT _alarm 2" is included when the LONWORKS
tailoring option is selected

3) "OPC alarnmt is included when the OPC tail oring
option is selected

4) "or upon generation of an alarnt is included when
the LONWORKS, MODBUS or OPC tailoring option is
selected.

Alarm Notification and Routing: The M&C software nust be capabl e of
performng alarmnotification and routing functions. Upon receipt of
ASHRAE 135 event notification, network variable of type SNVT al arm or
SNVT_alarm_2, OPC alarm or upon generation of an alarm the MC
software nust i mediately performalarmnotification and routing
according to an assigned routing for that alarm The M&C software nust
support at least 100 alarmroutes, where an alarmroute is a unique
conbi nation of any of the follow ng activities:

(1) Cenerate a pop-up up active clients. The pop-up display nust
include the Alarm Data. Alarnms nmust be capabl e of being
acknow edged fromthe pop-up display by operators with sufficient
perm ssions. Pop-up nust be displayed until acknow edged.

(2) Send an e-nmmil nessage via sinple mail transfer protocol (SMIP;
RFC 821). The e-mmil must contain a configurable nessage and all
alarmdata. The e-mail recipient and scripted nmessage nmust be
user configurable for each alarmroute.

(3) Print alarnms to designated alarmprinters. The printed nessage
nmust be the sanme as the pop-up nessage.

Al arm Di spl ay and Acknow edgenent. The M&C software nust include an
alarmdisplay. Alarnms nust be available for display at each

wor kstation as shown, along with all associated alarmdata. Al arns nust
be capabl e of being acknow edged fromthis display. Miltiple alarns
nmust be capabl e of bei ng acknow edged using a single conmand. QOperator
acknow edgnent of one alarm nmust not automatically be considered as
acknow edgnent of any other alarmnor nmay it inhibit reporting of
subsequent al ar ns.
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i. Alarm Storage and Reports: The M&C software nmust store each al arm and
its associated alarmdata to hard disk and retain this information
after the alarmno | onger exists. The stored data nust be sortable,
searchabl e, and printable.

2.4.10.14 Trending
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NOTE: Designer should deternine required nunber of
points M&C software is capable of trending based on
the project site's naster plan.

*% *% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: The followi ng Iist paragraph uses tailoring
options:

1) "of creating, nodifying, uploading and archiving
ASHRAE 135 Trend Objects in field devices in
accordance with the B-AWS BIBBs" is included when
the BACNET tailoring option is selected.

2) "of performing real-time trending with a m ni mum

trending rate of 100 points per second " is included
when the LONWORKS, MODBUS or OPC tailoring option is
selected.

2) "of using the N agara history service to create,

nodi fy, upload and archive trend | og objects in

Ni agara Franmework Supervisory Gateways" is included

when the NI AGARA FRAMEWORK tailoring option is

selected
Provi de M&C software capabl e of creating, nodifying, uploading and
archiving ASHRAE 135 Trend hjects in field devices in accordance with the
B- AWS BI BBs and of performing real-time trending with a mninumtrendi ng
rate of 100 points per second and of using the Niagara history service to
create, nodify, upload and archive trend | og objects in N agara Franework
Supervi sory Gat eways.

a. The M&C Software nust include a graphical display for trend
configuration, creation and del etion accessi ble through the graphical
user interface. Each trend nust be user-configurable for:

(1) Point to trend.
(2) Sanpling interval: adjustable between 1 second and 1 hour.

(3) Start and Stop Tinme of Trend: Start and stop tinmes determ ned by
one or nore of the follow ng nethods:

(a) Start tinme and stop tine
(b) Start tinme and duration
(c) Start tinme and nunber of sanples
b. The M&C software nust be capable of displaying and printing a graphical

representation of each trend, and of multiple trended points on the
sanme graph. The software nust be capable of saving trend logs to a
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file. If the file format is not plain ASCII text in a
Conma- Separ at ed- Val ue (CSV) format, provide a neans to export or
convert the file to plain ASCII text in a CSV fornat.

2.4.10.15 El ectrical Power Demand Limting

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The critical alarmfor actual denand
exceeding the Electrical Demand Target (EDT) should
be routed such that it is received as soon as
possible.

Desi gner nust decide if actual demand exceedi ng EDT
causes the EDT to be reset to a higher val ue.

The billing structure should be obtained fromthe
utility supplying electrical service in order to
coordi nate equi prent demand Iimt priorities with
the project site's Energy Manager.

If real-time pricing is a part of the billing
structure it will require coordination with the
demand limting program Also, real-tine pricing
will require a connection to the Internet to obtain
the pricing information fromthe utility. This
connection may not exist and may be difficult or

i npossible to obtain due to Information Assurance
requirements.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provi de M&C software which includes demand limting functionality capable
of performing electrical demand linmting such that it can change the
occupancy node or setpoint of field control system hardware via a network
poi nt based on a projected demand in order to maintain denand bel ow a
configured target.[ The demand target nust incorporate real-tine pricing
data.] The demand limting algorithm nust incorporate priority levels such
that low priority equiprment is adjusted before high-priority equi pnent.

The demand limiting algorithmnust generate a critical alarmwhen it begins
to inmpact the systemand a critical alarmif the demand target is exceeded.

2.4.10.16 Report Generation

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The list of standard reports should be edited
by the designer to renmpve any reports or sub-itens
of individual reports not required by the project.

*% *% *% *% *% *% *% *% *% *% *%%

Provi de M&C Software capabl e of generating, saving and printing reports
Dynami ¢ operation of the systemmust not be interrupted to generate a
report. The report nust contain the time and date when the sanpl es were
taken, and the time and date when the report was generated. The software
nmust be capabl e of saving reports to a PDF file and to a file conpatible
with the provided Ofice Automation Software.

The software nmust allow for automatic and nanual generation of reports.
For automatic reports an operator nust be able to specify the tinme the
initial report is to be generated, the tine interval between reports, end
of period, and the output format for the report. Manual report generation
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must allow for the operator to request at any tinme the output of any report.
.4.10. 17 Cust om Report Ceneration

Provi de M&C software capabl e of generating customreports, including but
not limted to the follow ng standard reports:

.4.10.17.1 El ectrical Power Usage Report

An el ectrical power Usage sumary, operator selectable for substations,
meters, or transducers, individual nmeters and transducers, any group of
meters and transducers, and all neters for an operator selected tine
period. The report nust include the voltage, current, power factor,

el ectrical demand, electrical power consunption, reactive power (Kvar) for
each substation, facility, systemor equiprment as selected by the
operator. The report nust be automatically printed at the end of each
sunmary period and incl ude:

a. Total period consunption.

b. Demand interval peak for the period, with tine of occurrence.

c. Energy consunption (kW) over each denmand interval

d. Tinme-of-use peak, sem -peak, off-peak, or baseline total kW
consumption.

e. Reactive power during each denmand interval

f. Power factor during each demand interval.

g. OQutside air (OA) tenperature and relative humdity (RH) taken at the
maxi mum and m ni mum of QA tenperature of the report period with the
time and dates of occurrence. At the installation's peak demand
interval, the OA tenperature and RH nust al so be recorded

h. Cal cul ated heating and cooling degree days based on a 18.3 degrees C 65
degrees F bal ance point.

.4.10.17.2 El ectrical Peak Demand Prediction Report

A report based on the denand |imting program which includes:

a. Electrical Dermand Target (EDT).

b. Actual peak and predicted peak for each demand interval for that day.
c. Predicted demand for the next demand interval.
.4.10.17.3 Ener gy usage Report

An energy usage summary, operator selectable, for a unit, building, area,
installation, and the entire UMCS. The report nust be divided by utility,
and nust be capable of reporting on at |east four separate utilities. The
report nust include the follow ng infornmation

a. Beginning and endi ng dates and tines.

b. Total energy usage for each utility for the current and previ ous day.
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c. Total energy usage for each utility for the current and previous nonth.

d. Maximum 15-minute interval average rate of consunption for each utility
for the current and previous day and current and previous nonth.

e. Qutside air (OA) tenperature and QA humidity for current and previous
nonth and current and previous day:

(1) Average tenperature and hum dity.

(2) Tenperature and hunmidity at maxi rum and m ni num QA tenperature
with time and date of occurrence.

(3) Tenperature and hunmidity at maxi mum and mini num hunmidity with
time and date of occurrence.

(4) Tenperature and humdity at the installation's peak demand
interval with the tine and date of occurrence

f. Calcul ated degree days. Reports which include humdity rmust be
configurable to report either dewpoint or relative humdity.

2.4.10.17.4 Wat er Usage Report
A wat er usage summary, operator selectable, for a unit, building, area,
installation, and the entire UMCS. The report nust include the follow ng
information:
a. Beginning and endi ng dates and tinmes.
b. Total energy water usage for the current and previ ous day.
c. Total water usage for the current and previous nonth.
2.4.10.17.5 Al ar m Report
Qut standi ng al arnms by building or unit, including time of occurrence.

2.4.10.17.6 M&C Software Override Report

Poi nts overridden by the M&C Software, including tinme overridden, and
identification of operator overriding the point.

2.4.10.17.7 Run Ti me Reports
A report totalizing the accunulated run tine of individual pieces of
equi pnent. The operator nust be able to define equipnent groupings and to
generate reports based on these groupings.
2.4.10.17.8 Cooling Tower Profiles
A cooling tower profile for each cooling tower as indicated, including:
a. Total daily and nonthly on-tinme (each fan).

b. Nunmber of on and off transitions (each fan).

c. Maximum and mni num daily condenser water tenperature and the tinme of
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occurrence for the current and previous nonths.
d. Total daily and nonthly nakeup water consunption
2.4.10.17.9 Chill er usage Report
A report of the operation of each chiller as shown on a daily and nonthly
basis, for each of at least 10 discrete loading levels. The report nust
include:
a. Average power for the nonth at each level in kW
b. Total nonthly energy use in kW at each | evel
c. Total monthly energy use in kWh for the chiller (all Ievels)
d. Total daily run hours at each |eve

e. Total Monthly run hours at each |eve

2.4.10.17.10 Device O fline Report

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is included when the BACNET
LONWORKS or NI AGARA FRAMEWORK tailoring option is
sel ected and uses tailoring options:

1)"CEA-709.1-D" is included if the LONWORKS
tailoring option is selected

2) "ASHRAE 135" is included if the BACNET tailoring
option is selected.

3) "all offline N agara Franework Supervisory
Gat eways" is included if the N AGARA FRAMEWORK
tailoring option is selected

A report listing all offline devices in all CEA-709.1-D or ASHRAE 135
buil ding control systens integrated to the M&C Software and all offline
Ni agara Framewor k Supervi sory Gat eways

2.5 UNI NTERRUPTI BLE POVER SUPPLY ( UPS)

Provi de uninterruptible power supplies (UPS) as self contained devices
suitable for installation and operation at the |location of Server and

Wor kst ation hardware and sized to provide a mnimumof 20 m nutes of
operation of the connected hardware. Equi pnent connected to the UPS nust
not be affected in any manner by a power outage of a duration less than the
rated capacity of the UPS. Provide the UPS conplete with all necessary
power supplies, transfornmers, batteries, and accessories. Provide UPS
whi ch include visual indication of normal power operation, UPS operation
abnornmal operation and visual and audi bl e indication of AC input |oss and
| ow battery power. Provide UL 1778 approved UPS. UPS powering Server
Hardware nmust notify the server via USB interface of inpending battery
failure.
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2.

6 RACKS AND ENCLOSURES

6.1 Enclosures

NOTE: NOTE: In outdoor applications specify Type 3
unl ess hosedown of the enclosure is anticipated, in
whi ch case specify Type 4.

For retrofit projects in older mechanical roonms or
where hosedown of the enclosure is anticipated
specify Type 4 enclosures. Type 4 provides a
greater degree of protection in dirty and wet

envi ronnents than does Type 2.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

Encl osures supplied as an integral (pre-packaged) part of another product

are acceptable. Provide two Encl osure Keys for each | ockabl e encl osure on
a single ring per enclosure with a tag identifying the enclosure the keys

operate. Provide enclosures neeting the follow ng mnimumrequirenents:

.6.1.1 Outdoors

For encl osures | ocated outdoors, provide enclosures neeting NEMA 250 [ Type
3] [ Type 4] requirenents.

.6.1.2 Mechani cal and El ectrical Roons

For encl osures |located in nechanical or electrical roons, provide
encl osures neeting NEMA 250 [ Type 2][ Type 4] requirenents.

.6.1.3 O her Locations

For enclosures in other |ocations including but not Iimted to occupied
spaces, above ceilings, and in plenumreturns, provide encl osures neeting
NEMA 250 Type 1 requirenents.

.6.2 Equi pnrent Racks

Provi de standard 482 nm 19 i nch equi prent racks conpatible with the

el ectroni c equi pnment provided. Racks nust be either alum numor steel with
bolted or welded construction. Steel equipnent racks nust be painted with

a flanme-retardant paint. Quard rails nust be included with each equi pnent

rack and have a copper grounding bar installed and grounded to the earth.

PART 3 EXECUTI ON

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Determine the applicability and need for a
Factory Test and renove the Factory Test
requi renents if a Factory Test is not needed.

For Army projects, contact the UMCS MCX (Huntsville
Center) for a list of systens which have already
been t hrough a Factory Test.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk
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[3.1 FACTORY TEST

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Include the reference to section 25 08 10
UTI LI TY MONI TORI NG AND CONTROL SYSTEM TESTI NG i f
appropriate. Qherw se indicate another basis for
the Factory Test Procedures.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

Performfactory testing of the UMCS as specified. The Contractor is
responsi bl e for providi ng personnel, equipnent, instrunentation, and
suppl i es necessary to performrequired testing. Provide witten
notification of planned testing to the Governnent at |east 21 days prior to
testing, and do not give this notice until after receiving witten

Gover nment approval of the specific Factory Test Procedures. Provide
Factory Test Procedures which define the tests required to ensure that the
system neets technical, operational, and performance specifications. Wthin
the Procedures define location of tests, mlestones for the tests, and
identify sinmulation prograns, equipnent, personnel, facilities, and
supplies required. Provide procedures which test all capabilities and
functions specified and indicated. Develop Procedures fromthe design
docunentation and in accordance with [Section 25 08 10 UTILITY MONI TORI NG
AND CONTROL SYSTEM TESTING|[___ ]. Performthe Factory Test using

equi pnent and software of the sane manufacturer, nodel and revision as wll
be used for the specified project. Include detailed instructions for test
setup, execution, and evaluation of test results in the Procedures. Upon
completion of the test, prepare a Factory Test Report, docunenting the
results of the Test, and subnmit it as specified.

Performthe Factory Test and provide Factory Test Subnmittals as shown in
TABLE I1. FACTORY TEST SEQUENCI NG

TABLE I1. FACTORY TEST SEQUENCI NG
SEQUENCING
(START OF ACTIVITY or

| TEM # DESCRIPTION DEADLI NE FOR SUBM TTAL)

1 Submit Factory Test Procedures [[___ ] days after notice to

proceed]
2 Perform Factory Test After Approval O #1
3 Submit Factory Test Report [ ] days After Conmpletion O #2

13.2 EXI STI NG CONDI TI ONS SURVEY

Performa field survey, including but not Iimted to testing and inspection
of equiprment to be part of the UMCS, and submit an Existing Conditions
Report docunenting the current status and its inpact on the Contractor's
ability to meet this specification. For field control systems to be
integrated to the UMCS which are not already connected to the UMCS I P
network, verify the availability of the building network backbone at the
FPOC | ocation, and verify that FPOCs shown as existing are installed at the
FPCC | ocati on.
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3 DRAW NGS AND CALCULATI ONS
3.1 UMCS | P Networ k Bandwi dt h Usage Estinate

Provide a UMCS | P Network Bandw dth Usage Estimate for a small, medium or

| arge systens. |In this estimate account for field control systenms using
all M&C required protocols and the integration of field control systemvia
gateways. Define all assunptions used to create the estimate, including
but not linmted to: trending, fast trends for comm ssioning, schedules,

al arns, display of system graphics and | oad sheddi ng.

.3.2 Certificate of Networthi ness Docunentation

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: This subpart is only required for Arny
projects and is only included when the ARW
tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: Include a copy of a blank Certificate of

Net wor t hi ness (CoN) "Application Checklist" in the

contract package. This docunent is avail able at
https://army.deps.mil/netcom/sites/nw/CoNApproval/Lists/Networthiness%20Data/NWPublicView.aspx
(Note that this page may require CAC | ogin)

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

For all software provided, provide docunentation that an Enterprise
Certificate of Networthiness exists, that a Limted Certificate of

Net wort hi ness applicable to the project site exists, or provide a conpleted
Certificate of Networthiness "Application Checklist".

.3.3 UMCS Contractor Design Draw ngs

Revi se and update the Contract Drawings to include details of the system
design and all hardware conponents, including contractor provided and

Gover nment furni shed conponents. Details to be shown on the Design Draw ng
include:

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "BACnet Supervisory Controller" is included only
if the BACNET tailoring option is selected

2) "N agara Framewor k Supervisory Gateway" is
included only if the NIl AGARA FRAMEWORK tail oring
option is selected.
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a. The logical structure of the network, including but not linmted to the
| ocation of all Control Hardware (including but not limted to each
BACnet Supervisory Controller, Control Protocol Gateway, Control
Protocol Router, N agara Framework Supervisory Gateway and NMonitoring
and Control (M&C) Controller).

b. Manufacturer and nodel numnber for each piece of Conputer Hardware and
Cont rol Har dwar e
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c. Physical location for each piece of Conmputer Hardware and Control
Hardware.

d. Version and service pack nunber for all software and for all Control
Har dware firnmware.

3.4 As-Built Draw ngs
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NOTE: The Points Schedule is a submittal from
Section 23 09 00 | NSTRUMENTATI ON AND CONTROL FOR
HVAC contracts and is a contract drawing for this
Section. The Contractor updates the Points Schedul e
and subnits it as an as-built.

Where projects require integration to systens not

i nstalled under Section 23 09 00 | NSTRUMENTATI ON AND
CONTROL FOR HVAC, or where the Points Schedul es for
the system are not available, create Points

Schedul es for inclusion in the Contract Draw ngs.
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Prepare draft as-built drawi ngs consisting of Points Schedul e drawi ngs for
the entire UMCS, including Points Schedul es for each Gateway, and an

updat ed Design Drawi ng including details of the actual installed system as
it is at the conclusion of Start-Up and Start-Up Testing. Provide As-Built
Drawi ngs whi ch include details of all hardware conponents, including
contractor provided and Governnent furnished conponents. |In addition to
the details shown in the design drawings, the as-built draw ng nust incl ude:
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NOTE: The foll owi ng paragraph uses tailoring
options:

1) "BACnet Supervisory Controller" is included only
when the BACNET tailoring option is selected.

2) "Niagara Framework Supervisory Gateway" is

i ncl uded only when the NI AGARA FRAMEWORK tail oring
option is selected.

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

a. |P address(es) and Ethernet MAC address(es) as applicable for each
pi ece of Control Hardware (including but not linited to each BACnet
Supervi sory Controller, N agara Framework Supervisory Gateway, Control
Prot ocol Gateway, Control Protocol Router, and Mnitoring and Control
(M&C) Controller).

b. [P address and Ethernet MAC address for each conputer server,
wor kst ati on, and networked printer.

c. Network identifier (nane) for each printer, conputer server and
conput er wor kstati on.

d. List of ports, protocols and network services for each device connected
to an | P network.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: The foll owi ng paragraph uses tailoring
options for BACNET, LONWORKS, MODBUS and NI AGARA
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FRAVEWORK and i ncl udes requirenments only when the
associated tailoring option is sel ected.
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e. Network Addresses: CEA-709.1-D address (donmin, subnet, node address)
for all Control Hardware using CEA-709.1-D . ASHRAE 135 address and
hject _ID of the Device Obhject for all Control Hardware usi ng ASHRAE 135.

MODBUS Pr ot ocol / MODBUS TCP/ | P address for all Control Hardware using
MODBUS Pr ot ocol / MODBUS TCP/ I P. Ni agara Franework Station ID for all
Ni agara Framework conponents including but not linited to Ni agara
Franewor k Supervi sory Gateways and the Wb Supervi sor.

Prepare Draft As-Built Drawi ngs upon the conpletion of Start-Up and
Start-Up Testing and Final As-Built Draw ngs upon conpl etion of PVT Phase
Il.

.4 | NSTALLATI ON REQUI REMENTS

4.1 General

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Indicate the | ocation of telecomunications
cl osets on the contract draw ngs.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Install system components as shown and specified and in accordance with the
manuf acturer's instructions and provide necessary interconnections,
services, and adjustments required for a conplete and operabl e system
Install comruni cation equi pnent and cabl e groundi ng as necessary to

precl ude ground | oops, noise, and surges from adversely affecting system
operation. Install Fiber Optic cables and wiring in exposed areas,
including | ow voltage wiring but not including network cable in

tel econmuni cation closets, in netallic raceways or EMI conduit as specified
in Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM Do not install equi pnent
in any space which experiences tenperatures or hunidity outside of the
rated operating range of the equi pnent.

. 4.2 I sol ation, Building Penetrations and Equi pnent C earance

Provide dielectric isolation where dissinmlar netals are used for
connection and support. Make all penetrations through and nounting hol es
in the building exteriors watertight. Drill or core drill holes in
concrete, brick, steel and wood walls with proper equiprment. Seal conduits
installed through openings with materials which are conpatible with
existing materials. Seal openings with materials which neet the

requi renents of NFPA 70 and SECTI ON 07 84 00 FI RESTOPPI NG

. 4.3 Nameplates

Provi de Naneplates for all Control Hardware and all Conputer Hardware.
Attach Namepl ates to the device in a conspicuous |ocation.

.5 | NSTALLATI ON OF EQUI PMENT
.5.1 Wre and Cable Installation
Install system conponents and appurtenances in accordance with NFPA 70,

manuf acturer's instructions and as indicated. Provide necessary
i nterconnections, services, and adjustnents required for a conplete and
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3.

operabl e signal distribution system Label conponents in accordance with
TIA-606 . Firestop Penetrations in fire-rated construction in accordance
with Section 07 84 00 FIRESTOPPING Install conduits, outlets and raceways
in accordance with Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM I nst al
wiring in accordance with TIA-568-C.1 and as specified in Section 26 20 00
I NTERI OR DI STRI BUTI ON SYSTEM Mark wiring term nal bl ocks and outlets in
accordance with TIA-606 . Do not install non-fiber-optic cables in the sane
cable tray, utility pole conpartnent, or floor trench conpartnent with
power cables. Properly secure and install neat in appearance cabl es not
installed in conduit or raceways.

.5.2 Grounding

Install signal distribution systemground in accordance with TIA-607 and
Section 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM  Connect equi pnent racks to
the electrical safety ground.

.5.3 Power - Li ne Surge Protection

Prot ect equi pnent connected to ac circuits nust be protected agai nst or
wi t hst and power-|ine surges. Provide equi pnment protection which nmeets the
requi renents of | EEE C62.41. Do not use fuses for surge protection

5.4 | P Addr esses
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NOTE: Sel ect the appropriate option to do one of
the foll ow ng:

1) require the contractor to coordinate | P Addresses
with  NEC (the I T group)

2) require the contractor use |IP addresses froma
list of supplied I P addresses. In this case,
include a list of |IP addresses.

3) (not applicable to Air Force) require the
contractor to configure control hardware to obtain
| P addresses froma DHCP server.

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

For all Control Hardware requiring an | P address on the UMCS | P Net work,
[coordinate with the [NEC] [__ ] to obtain I P addresses] [use the
followi ng | P addresses:| ]][obtain static I P addresses from a DHCP
server]

5.5 Conputer Hardware and Software

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: |If conputer hardware is Governnent installed
renmove the bracketed text requiring hardware
installation.
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[3.5.5.1 Hardware Installation

Install Conputer Hardware as specified and indicated. Power Conputer
Servers through a UPS, and install and configure them such that the server
automati cally undergoes a cl ean shutdown upon | ow battery signal fromthe
UPS.
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13.5.5.2 Software Installation

Install software as foll ows:

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Due to tailoring options the nunbering of the
following itenms may be incorrect and require editing.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: The following TWD | ist paragraphs are included
only if the LONWORKS tailoring option is sel ected
a. CEA-852-C Configuration Server: Install and configure one CEA-852-C
Configuration Server. Install the he CEA-852-C Configuration Server on
Server Hardware or on an CEA-709.1-D TP/ FT-10 to |IP Router.

b. CEA-709.1-D Network Configuration Tool: Install the CEA-709.1-D Network
Configuration Tool software as shown. Install the CEA-709.1-D Network
Configuration Tool on workstation or server hardware.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng designer note and |ist paragraph
are included only if the BACNET tailoring option is
selected
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NOTE: The BACnet Network Browser nay or may not be
needed by the installation. The M&C Software
already has this functionality, but in general a
copy of a BACnet Network Browser installed on a

| aptop is beneficial for the installation for O&M
t roubl eshooti ng and conmi ssi oni ng.

Keep the bracketed opti on and show t he BACnhet
Net wor k Browser on the drawings to require it.
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[ c. BACnet Network Browser: |Install the BACnet Network Browser software as
indicated. Install the BACnet Network Browser on workstation hardware.]

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: The fol |l owi ng designer note and |ist paragraph
are included only if the NI AGARA FRAVEWORK
tailoring option is selected

*% *% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: The Ni agara Framework Engi neering Tool rmust
be installed on the Wb Supervisor. It nmay or nay
not need to be installed on nore than the Wb
Supervi sor server.

Keep the bracketed opti on and show t he Ni agara

Framewor k Engi neering Tool on the drawi ngs to
require it to be installed on nore the Wb
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Supervi sor server.
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d. Niagara Franmework Engineering Tool: Install the N agara Franework

Engi neering Tool on the Wb Supervisor Server[ and as indicated.
Install the N agara Franmework Engi neering Tool on workstation hardware].
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NOTE: The followi ng |ist paragraph uses tailoring
options.

The sentence "Install MC Software in a manner
consistent with its B-AWS |isting such that it
provides all functionality of a B-AW5. " is included
only if the BACNET tailoring option is selected

kkkkkkhkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkxk *

Monitoring and Control Software: Install the nonitoring and control
(M&C) sof tware as shown. Except for M&C Software perform ng Point

Cal cul ations or Electrical Peak Demand Liniting, install MC Software
on server hardware. Install MC Software perform ng Point Calcul ations
or Electrical Peak Demand Liniting on either server hardware or
Monitoring and Control (M&C) Controller Hardware. Install MC Software
in a nmanner consistent with its B-AW5 listing such that it provides
all functionality of a B-AWS.

Provi de sufficient conputer hardware and M&C Controll er Hardware and
install M&C Software to support the number of points required in PART 2
(PRODUCTS), regardless of the nunber of points integrated under this
project specification. Note that neeting this requirenent may entai
the installation of unused hardware or spare point |icenses to
accommodate the full nunber of required points in order to allow for
integration of future field control systenmns.

M&C Control | er Hardware Configuration Software: Install the M&C
Control |l er Hardware Configuration Software on server hardware

kkkkkkkkkkkkkkkkkkkkkkhhkhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhkhkkkkkk

NOTE: Renpve the bracketed text if the software is
Government installed. Coordinate with the project
site and project site IT organization to deternine
whi ch software will be Governnent installed, and to
determne the information required to conplete the
brackets.

Note that if sone software is Governnent installed
but others are required the itens may need to be
renumbered.

If the Operating Systemis installed by the
contractor provide a point of contact for user nanes
and passwor ds.

If the Virus Protection Software is installed by the
contractor indicate whether an update server is
avai |l abl e and provide server information or a POC to
obtain server information.

SECTION 25 10 10 Page 79



ILh.

Ii.

i

Operating system Install the OS on each Server and Wrkstation and
configure user names and passwords. Coordinate with [ ] for user
nanes and passwords.

O fice Automati on Software: Install the office automati on software on
each server and workstation

Virus Protection software: Install the virus protection software on
each server and workstati on and configure weekly virus scans.
[Configure the virus protection software to update virus definitions
automatically [fromthe update server at [ ]][. Coordinate with
[the NEC] [ ] to obtain update server information.]]

Di sk 1 magi ng (Backup) Software: Install the disk imaging (backup)
software on each server and configure for imaging the internal hard
drive to external hard drive.]

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Indicate who to coordinate with to get
connections outside of the UMCS. Note that
connections to non-government servers are not
required by the UMCS and shoul d not be permtted.

*% *% *% *% *% *% *%

Where software requires connection to an |IP device outside of the UMCS
coordinate with [the project site NEC|[[___ ] to obtain access to a

Gover nrent - f ur ni shed server to provide the needed functionality. Do not
connect to any device outside of the UMCS without explicit perm ssion from
[the project site NEC] .

3.5.5.

3 Monitoring and Control (M&C) Software Configuration

Configure the Mnitoring and Control (M&C) Software as specified, as
i ndicated and as foll ows:

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Indicate who to coordi nate user accounts wth.

If in the product section you selected that the M&C
sof tware uses Wndows for user authentication then
renove the bracketed text (3 places) concerning
passwords. O herwi se keep the bracketed text
concer ni ng passwords.

kkkkkkkkkkkkkkkkkkkkkkhhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhhkhkkkkkkx

Set up M&C Software user accounts[ and passwords]. Coordinate user
accounts[, passwords] and perm ssions with [the [Controls] [HVAC
[Electrical] shop supervisor]] ].

Change the default password on all accounts. Renove or disable any
accounts which do not require authentication (such as guest accounts).

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Either provide SMIP (e-mmil) server
information or a POCC for the contractor to obtain
this information.

kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkkhkhhkhkkkkkxkx
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c. Configure e-mail capability to use [the governnment furnished SMIP
server using the follow ng server information| ].1[a Governnent
furni shed SMIP server. Coordinate with [the project site NEC]| [for
SMIP server information.]

d. Disable all ports, protocols, and network services other than those
required or specifically permtted by this Section. Services to be
di sabl ed include but are not limted to: FTP, Telnet and SSH

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: Indicate where contractor should obtain
certificate.
e. Install web server certificate. Cbtain certificate from[the project
site NEC| .

3.5.5.4 Control Hardware Installation

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkhkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Select if Control Hardware nust be installed
in an enclosure. Hardware in tel econmunication
closets will generally not require an enclosure

unl ess necessary to secure the Hardware (i.e. a

| ocked encl osure).

FYI - the requirements for which (if any) Contro
Hardware to install and where to install it is
covered below in the integration requirenents.

If permtting N agara Franmework Supervisory Gateways
to serve web pages, keep the bracketed text all ow ng
HTTP from Ni agara Franework Supervi sory Gateways.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkk

Install Control Hardware [in an enclosure] [in a | ockable enclosure] and as
specified. Configure Control Hardware as specified, as required to neet the
functions for which the hardware is used and as foll ows:

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: The followi ng |ist paragraph uses tailoring
options.

The text "[ except for HTTP originating in Niagara
Framewor k Supervisory Gateways]" is included only if
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *% *% *%%

a. Disable all ports, protocols, and network services other than those
required or specifically pernmitted by this Section. Services to be
di sabl ed include but are not linmted to: FTP, Telnet, SSH and HITP[
except for HITP originating in N agara Franmework Supervisory CGateways].
When di sabling of ports, protocols and services is not supported by a
product, obtain an exception fromthis requirenment prior to using the
product and docunent non-conpliance on the Product Data Sheets and
As-Bui It drawi ngs.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkk

NOTE: Indicate who the contractor shoul d coordinate
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with to determ ne passwords.

*kkkkkkkkk

*

*%k%

*kkk

kkkkkkkkkkkkkkkkkkkkkkhkhhhkkkkkkkkkkkkkhkhkhhkkkkkxkx

b. Change the default passwords in all Control Hardware which have
passwor ds.
[Electrical] shop supervisor]] ].

Coordi nate new passwords with [the [Controls] [HVAC

3.6 | NTEGRATI ON OF FI ELD CONTROL SYSTEMS

*%k%

*kkk

kkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhkhhhkhkkkkxkx

NOTE: For conplete integration the contract package
nmust include the foll ow ng:
1. Points Schedul e - make sure Points Schedul e
includes:
- points to be displayed by the M&C
Sof t war e
- points that can be overridden by the M&C
Sof t war e

- trend points.
- Alarmrouting (also nake sure to include the
Al arm Routi ng Schedul e)

2. Alarm Routing Schedul e draw ngs.
Identify and assign priorities, e-nail
addresses (for e-mail and text notification),
and alarnms to be printed.

3. Demand Limt schedul e draw ng.
Make sure it includes system nane, |oad shed
priority and point needed for shut-down or
set poi nt reset.

4. Control System Schematics for each field
control system (This nmay be an as-built
drawing fromthe field control system
specification - such as Section 23 09 00

| NSTRUVENTATI ON AND CONTROL FOR HVAQ)

5. Cccupancy Schedul es for each field control
system (This may be an as-built draw ng
fromthe field control system specification -
such as Section 23 09 00 | NSTRUVENTATI ON AND

CONTROL FOR HVAC)

While integration *nmay* be able to be perfornmed

wi t hout the other drawi ngs, the Points Schedule is
required for successful integration of any system
and nust be provided.

Note that the necessary Points Schedul e draw ng
shoul d be part of the as-built submittal for

buil ding control systems - particularly those
installed using Section 23 09 00 | NSTRUVENTATI ON AND
CONTROL FOR HVAC. If a points schedule for the
systemis not avail able one nmust be created and
included in the contract package. Alternatively, a
requi renment can be manual |y added here (along with
appropriate edits to the submttals and project
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sequenci ng paragraphs) to include a site survey of
the systemprior to integration, the results of

whi ch the Governnent nust then use to provide actua
i ntegration requirements such as identifying points
to be di splayed, overridden, trended etc (thus
creating a Points Schedule as part of the project).

*% *% *% *% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: Contract drawi ngs mnust indicate the FPOC
| ocation or FPCC | ocation nust be provided in the
enpty bracket.

Coordinate with the project site to ensure there is
an FPCC avai |l abl e for connection of the building
control network to the UMCS | P Network. .

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Fully integrate the field control systens in accordance with the follow ng
three step sequence and as specified and shown.

STEP 1: Install and configure Control Hardware as necessary to connect the
field control systemto the FPOC, which is part of the UMCS | P network,
and to provide control protocol translation and supervisory
functionality.

STEP 2: Add Field Control Systemto M&C Software: Perform system
di scovery, system database nmerges, or any other actions necessary to
all ow M&C Software access to the field control system

STEP 3: Configure M&C Software to provide nonitoring and control of the
field control system including but not linited to the creation of
system di spl ays and the configuration of scheduling, alarmng, and
trending.

.6.1 Integration Step 1: Install Control Hardware

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: Step 1 requires connecting to the FPCC, which
is typically nanaged by the project site IT staff.
Provi de a POC for naking this connection.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Install Control Hardware as specified at the FPOC | ocation [as

shown][ ] to connect the field control systemto the UMCS | P network
via the FPCC and, if necessary, to provide control protocol translation and
supervisory functionality. Coordinate all connections and other activities
related to an FPOC with [ ]. Depending on the field control system nedia
and protocol this nust be acconplished through one of the follow ng:

a. Connect the existing field control network hardware at the FPOC
| ocation to the FPCC

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng |ist paragraph uses tailoring
options.

1) "Control Protocol Gateway" is included if the
BACNET, LONWORKS, MODBUS or OPC tailoring option is
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selected.

2) "Niagara Framework Supervisory Gateway" is
included if the NI AGARA FRAMEWORK tail oring option
is selected.

3) The "either" and "or" are included if the N AGARA
FRAMEWORK tail oring option AND any of the other 4
protocol tailoring options are sel ected.

*% *% *% *% *% *% *% *% *% *% *%%

b. Install either a Control Protocol Gateway or Ni agara Framework
Supervi sory Gateway connected to both the field control network and the
FPOC.
NOTE: The following TWD | i st paragraphs are included
if the BACNET, LONWORKS, MODBUS or OPC tailoring
option is selected.
c. Install a Control Protocol Router connected to both the field control
network and the FPCC.
d.

Install a Control Protocol Gateway connected to the field control
network. Then install a Control Protocol Router connected to both the
Control Protocol Gateway and the FPCC.

NOTE: The follow ng paragraph is included if the
BACNET tailoring option is selected.

*kkkkk

*kkk

kkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhhkkkkkkkkkkkkkhkhkhkx

In addition, for integration of field control systems via ASHRAE 135, also
i nstall

alarmng and trending in the field control system The BACnet supervisory
controller may be the same device as the control protocol gateway or router

3.6. 1.

1

a BACnet Supervisory Controller as needed to inplenent scheduling,

Installation of Control Protocol Gateway

*%

*%

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is included only if the BACNET,
LONWORKS, MODBUS or OPC tailoring option is selected

This subpart also uses tailoring options to:
1) include the references to the protocol only if
the corresponding tailoring option is sel ected

2) include the protocol routers only when the
corresponding tailoring option is selected

*%*

*

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkkhkkkkkkkkkkkkhkhkhkk

If the field control systemuses a protocol which is not supported by the
M&C Software, install a gateway to convert the field control system
pr ot ocol

MODBUS TCP/IP, or to OPC DA. Install additional field control system
networ k medi a and hardware as needed to connect the Gateway to the field

cont

r ol

to ASHRAE 135, or to CEA-709.1-D , or to MODBUS Protocol/

system Connect the Gateway according to one of the two follow ng
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methods:

a. Connect the Gateway to the field control network and to the FPOC

b. Connect the Gateway to the field control network and to a BACnet/IP

Router , or to a Lonwrks/I P Router, or to a Mddbus/IP Router installed
as specified.

Create and configure points and establish network comruni cati on between the
Control Protocol Gateway and the field control systemto provide points
fromthe field control systemto the M&C software

3.6.1.2 Installation of Niagara Framework Supervisory Gateway

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

NOTE: This subpart only applies to Ni agara
Franework systems and is only included when the
NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% *% *%

*% *% *%%

Install Niagara Framework Supervisory Gateway hardware to connect the field
control network to the FPOC. Install additional field control system
networ k nmedi a and hardware as needed to connect the Niagara Franmework
Supervisory Gateway to the field control system

3.6.1.3 Install ati on of Control Protocol Router

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: This subpart is included only if the BACNET,
LONWORKS, MODBUS or OPC tailoring option is selected

This subpart uses tailoring options to include the
protocol routers only when the correspondi ng
tailoring option is selected

*% *% *% *% *% *% *% *% *% *%

*% *% *%%

If there is not an existing connection between the FPOC and the field
control network, install a BACnet/IP Router, or a LonWwrks/IP Router, or a
Modbus/ I P Router to connect the field control network to the FPOC. |Instal
additional field control system network nedia as needed to connect the
Router to the field control system

3.6.1.4 Installati on of BACnet Supervisory Controller

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: This subpart only applies to BACnet systens
and is only included when the BACNET tail oring
option is selected.

*% *% *% *% *% *% *% *% *% *%

*% *% *%%

If required for inplenmentation of scheduling, alarning and trending,
install a BACnet Supervisory Controller connected to the building contro
system | P network and configure it to provide scheduling, alarm ng and
trending functions for the field control system \Wen the BACnet
Supervisory Controller is the sane device as a control protocol router or
gateway, install it in accordance with the installation requirenments for a
router or gateway.
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3.6.2 Integration Step 2: Add Field Control Systemto M&C Software
Perform system di scovery, system database nerges, or any other actions
necessary to all ow M&C Software access to points and data in the field
control system

3.6.2.1 Integration of Field Control Systens Via ANSI-709.1-C

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: This subpart only applies to integration via
LonWworks and is only included when the LONWORKS
tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

a. Wen a LNS Database of the field control systemis not avail able, use
t he Network Configuration Tool software to discover the field control
system and create an LNS Database for the field control system

b. When the UMCS does not already contain an LNS Server, provide an LNS
Server to support the UMCS LNS Dat abase.

c. Wen there is no existing UMCS LNS Dat abase, use the field control
syst em dat abase as the UMCS Dat abase.

d. Wen there is an existing UMCS LNS Dat abase, nerge the field control
systemw th the UMCS LNS dat abase.

3.6.2.2 Integration of Field Control Systems Via ASHRAE 135

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart only applies to integration via
BACnet and is only included when the BACNET
tailoring option is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkk

Use the MBC Software to fully discover the field control system Ful

di scovery of a field control systemincludes but is not limted to

di scovery of all ASHRAE 135 devices, all standard ASHRAE 135 (bjects and
Properties of each device, and all standard ASHRAE 135 services supported
by each device

3.6.2.3 Integration of Field Control Systens Via Ni agara Franework

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

NOTE: This subpart only applies to integration via
Ni agara Framework and is only included when the
NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

For each N agara Framework Supervisory Gateway installed in integration
step 1 for this project do both of the follow ng:

a. Use the Niagara Framework Engi neering Tool to fully discover the field
control systemand make all field control systeminfornation avail able
to the N agara Framewor k Supervi sory Gateway.

b. Create and configure points and establish network comuni cati on between

the Ni agara Framework Supervisory Gateway and the field control system
to provide points fromthe field control systemto the M&C software and
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to provide support for supervisory functions, including but
to schedul e objects, trend | ogs and al arm ng

not limted

For each N agara Framewor k Supervisory Gateway to be integrated as part of
this project, make all information in the N agara Framework Supervisory
Gat eway available to the M&C Software

3.6.2. 4

Integration of Field Control Systems Via Mdbus

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhhhkhkkkkkkkkkik

NOTE: This subpart only applies to integration via
Modbus and is only included when the MODBUS
tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkk
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NOTE: Detail ed docunentation will be required for
the integration of Mdbus systens as there is no
standard database (like there is in LonWrks) or no
standard neans for device discovery (like there is
i n BACnet).

Keep the first large set of bracketed text if this
point information does not exist and the contractor
nmust survey the building to determ ne the
appropriate point information. When using this
option, consider providing a POC at the project site
who can assist the contractor with this survey.

Keep the second | arge set of bracketed text if this
point information is available, and indicate the
source of this point information

Use [contract document Points Schedule] if the
Poi nts Schedul e exists and will be included in the
contract package

Use [field control system docunmentation Points
Schedules] if the integrating contractor is also
provi di ng the Mbdbus system at the same tine.

Use | ] to indicate other ways this information
i s being conveyed.

If the points required by the M&C Software (for

di splay, trends, alarms etc) are shown on a Points
Schedul e keep [ as shown on the Points Schedul e],
otherwi se renpve this bracketed text to require al
poi nts be avail abl e.

[Survey the field control systemto create Points Schedules. Using these
Poi nts Schedul es J[Using the [contract docunent Points Schedule][field

contr ol

system docunent ation Points Schedules][___ ],] make al
shown on the Points Schedule] fromthe field contro

t he M&C Sof t war e.
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3.6.2.5 Integration of Field Control Systens Via OPC DA

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: This subpart only applies to integration via
OPC and is only included when the OPC tailoring
option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: |If the points required by the M&C Software
(for display, trends, alarns etc) are shown on a
Poi nts Schedul e keep [ as shown on the Points
Schedul e], otherw se renpve this bracketed text to
require all points be avail able.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

Establ i sh a connection between the M&C Software OPC DA client and the field
control system OPC DA server and nake all points[ as shown on the Points
Schedule] fromthe field control systemavailable in the M&C Software.

3.6.2.6 [Enter Appropriate Subpart Title Here]lntegration of Field Control
Systens Via Qther (non-Ni agara Framework (Fox Protocol), non- ASHRAE 135,
non-CEA-709.1-D , non-Modbus , non- OPC DA) Protocols

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: |If the points required by the M&C Software
(for display, trends, alarns etc) are shown on a
Poi nts Schedul e keep [ as shown on the Points
Schedul e], otherw se renpve this bracketed text to
require all points be avail able.

The requirenent here for making points available to
the M&C Software are broad since it is not possible
to specify how performthese tasks without details
about the field control system and M&C Software.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Performall actions necessary to make all points[ as shown on the Points
Schedule] fromthe field control systemavailable in the M&C Software.

3.6.3 Integration Step 3: Configure M&C Software
Configure M&C Software to provide nonitoring and control of the field
control system including but not limted to the creation of system
di spl ays and the configuration of scheduling, alarm ng, and trending.

3.6.3.1 Configure M&C Sof tware Conmuni cation

Create and configure points and establish network comrmuni cati on between M&C
Software and Field Control Systens as specified to support MC Software
functionality:

a. Update points on currently active displays via polling as necessary to
meet MBC Software di splay refresh requirenents.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: The followi ng Iist paragraph uses tailoring
options.
1) LonWorks requirenents are included only when the
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LONWORKS tailoring option is sel ected.
2) BACnet requirenments are included only when the
BACNET tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhhkhhkhkkkkkkkkkk

b. Send points used for overrides to the device receiving the override as
shown on the Points Schedule. For LonWrks systens, for points used
for overrides use the network variable and SNVT type indicated on the
Poi nts Schedule. For SNVTs for overriding schedules (via the Sinple
Schedul er) use SNVT type SNVT_occupancy and support the foll ow ng
val ues: OC_OCCUPI ED, OC_UNOCCUPI ED, OC _STANDBY and OC_NUL. For SNVTs
used to override schedules or setpoints for Demand Limting functions
use the acknow edged service. For BACnet systens wite operator
overrides with a priority of 8 and demand linmiting overrides with a
priority of 10.

NOTE: The followi ng |ist paragraph uses tailoring
options.

1) BACnet requirenments are included only when the
BACNET tailoring option is selected.

2) LonWirks requirenents are included only when the
LONWORKS tailoring option is sel ected.

3) MODBUS requirenents are included only when the
MODBUS tailoring option is sel ected.

4) OPC requirenents are included only when the OPC
tailoring option is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

c. For Notification Oass Objects used for Alarnms, configure the
Reci pi ent _List Property to point to the appropriate MXC Software
process. Use the ConfirmedEvent Notification service for events from
ASHRAE 135 field control systems used for alarms. Bind points from
CEA-709.1-D field control systens used using acknow edged service or
poll the point at 5 minute intervals. Poll points from MODBUS Protocol /
MODBUS TCP/IP field control systens used for alarnms at 5 mnute
intervals. For points from OPC DA field control systens used for al arns
use a subscription or poll the point at 5 minute intervals.

NOTE: The following TWD |ist paragraphs are
i ncl uded only when the LONWORKS, MODBUS or OPC
tailoring option is selected.

Requirenments for LonWorks field control systemare
only included when the LONWORKS tailoring option is
selected.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

d. Update points used for currently active trends via polling as necessary
to neet trend interval requirenents.

e. Send points used for scheduling to the field control systemwith a
maxi mum ti ne between subsequent transmi ssions of the point of 30
minutes. For LonWorks field control systens, send points used for
scheduling to the appropriate System Schedul er usi ng SNVTs of type
SNVT_occupancy whi ch support the followi ng values: OC _OCCUPI ED,

SECTION 25 10 10 Page 89



OC_UNOCCUPI ED and OC_STANDBY.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Future upward reporting to an enterprise
systemwi |l likely require that Real Property Uni que
IDs (18 digits nuneric) be included when point
information is transmitted to the enterprise. The
following requires that the contractor include the
Real Property Unique IDs (RPU D) in a description
field of the M&C Software point when performn ng
integration. Coordinate with the project site to
determ ne whether to include this requirenent. |If
including this requirement show the RPUI D on the
Poi nts Schedul e.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

[ Edit the Description field of each point to include the Real Property
Unique IDs (RPU D) associated with that point as shown on the Points
Schedule

13.6.3.2 Configure M&C Software Functionality

Fully configure MB&C Software functionality using the M&C Software
capabilities specified in PART 2 of this Section

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: Indicate if the installation has sanple
graphi ¢ pages. |Indicate how points on graphic pages
shoul d be | abel ed. Coordinate with the project site
to determine if they have a nanmi ng convention

I ndi cate who the contractor should coordinate with
for user pernissions.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkk

a. Create System Displays [using the [project site] sanple displays,
]including overrides, as shown on the Points Schedul e and as
specified. Label all points on displays with [full English |anguage
descriptions][the point name as shown on the Points Schedul e][the point
description as shown on the Points Schedul e] [ ]. Configure user
perm ssions for access to and executions of action using graphic
pages. Coordinate user permssions with [the [Controls] [HVAC
[Electrical] shop supervisor]] ]

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: The followi ng Iist paragraph uses tailoring
options:

1) the phrase "al arm generation and" is included
only when the LONWORKS, MODBUS or OPC tailoring
option is selected.

2) The requirenents for configuring alarnmng in
BACnet ("Create and configure... and all others as
critical.") are included only when the BACNET
tailoring option is selected

*% *% *% *% *% *% *% *% *% *% *% *% *%%

b. Configure alarmgeneration and al arm handling as shown on the Points
Schedul e, as shown on the Al arm Routing Schedul e, and as specified.
Create and configure bjects in BACnet Supervisory Controllers and in

SECTION 25 10 10 Page 90



the field control systemto support alarnm ng as shown on the Points
Schedul e and as specified. Alarmevents with priority 112 are critica
and events with priority 224 are non-critical. For alarmevents with
other priorities, treat events with priorities of 200 or above as
non-critical, and all others as critical. For alarns requiring
notification via text message or e-mail, configure the alarm
notification to use the specified Governnent furnished SMIP server to
send the alarmnotification.

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhkhkkkkkk

NOTE: The following 2 |ist paragraphs use tailoring
options to include requirenents for the sel ected
protocol tailoring options only.
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Configure scheduling as indicated and as shown on the points schedul e.
Configure MB&C Software scheduling functionality to schedul e Modbus
systems andOPC systens. Configure M&C Software scheduling functionality
for LonWworks field control systens which do not use the Sinple
Schedul er Cbject. For LonWrks field control systens which do use the
Si npl e Schedul er Obj ect, configure the Sinple Scheduler Objects in the
field control system Create and configure Schedul e Cbjects in BACnhet
Supervisory Controllers or in the field control system

Create and configure displays for configuration of M&C Software

schedules and Sinple Scheduler Cbjects in the field control system and
Schedul e bjects in the field control systenm. Label schedul es and
schedul ed points with full English-Ianguage descriptors. Provide a
separate configuration capability for each schedule. A single
configuration display may be used to configured nmultiple schedul es,
provi ded that each schedule is separately configurable fromthe display.

kkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkhkhhkkkkrkkkx

NOTE: The followi ng Iist paragraphs uses tailoring
options:

1) "Create M&C Software trends for required points
as shown on the Points Schedul e and as specified."

i s included when the LONWORKS, MODBUS or OPC
tailoring option is selected.

2) "Create and configure Trend Cbjects in BACnet
Supervisory Controllers and in the field control
system as shown on the Points Schedul e and as
specified" is included only when the BACNET
tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *% *%%

Create MBC Software trends for required points as shown on the Points
Schedul e and as specified. Create and configure Trend Objects in BACnet
Supervi sory Controllers and in the field control systemas shown on the
Poi nts Schedul e and as specified. Trend points at [15] | ] mnute
intervals.

Create and configure displays for creation and configuration of trends
and for display of all trended points.

Configure Demand Liniting as shown on the Demand Linit Schedul e and
Poi nts Schedul e and as specified.
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3.

3.

3.

f. Configure M&C Software standard reports.
7  START-UP AND START- UP TESTI NG

Test all equipnent and performall other tests necessary to ensure the
systemis installed and functioning as specified. Prepare a Start-Up and
Start-Up Testing Report docunenting all tests performed and their results
and certifying that the system neets the requirenents specified in the
contract documents.

8 PERFORMANCE VERI FI CATI ON TEST ( PVT)

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: A set of Field Test Procedures are being
devel oped by an A/ E under contract with Huntsville
Center. Once conplete, these Test Procedures will
be included or referenced here.

Brief interimguidance is provided here.
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8.1 PVT Phase | Procedures
Provi de PVT Procedures which include:.

a. Network bandw dth usage and avail abl e bandwi dt h (throughput)
nmeasurenents. Network bandw dth usage nust reference the normal usage
net wor k Bandwi dt h Cal cul ati ons.

b. Test System Reaction during PVT: The total systemresponse tine from
initiation of a control action comand fromthe workstation, to display
of the resulting status change on the workstation nust not exceed 20
seconds under system nornmal heavy | oad conditions assunming a zero
response tine for operation of the node's control device.

c. Verification of IP Connectivity.

d. Verification of configuration of M&C Software functionality.

.8.2 PVT Phase

Denonstrate conpliance of the control systemw th the contract docunents.
Using test plans and procedures previously approved by the CGovernnent,
denonstrate all physical and functional requirenments of the project. Upon
compl etion of PVT Phase | and as specified, prepare and subnit the PVT
Phase | Report documenting all tests perforned during the PVT and their
results. 1In the PVT report, include all tests in the PVT Procedures and
any other testing perforned during the PVI. Docunent failures and repairs
with test results.

.8.3 PVT Phase |

I nclude Basic Training as part of PVT Phase Il. Failures or deficiencies
of the UMCS during Basic Training are considered PVT failures. Upon
conpl etion of PVT Phase |II, and as specified, prepare and subnit the PVT
Phase Il Report docunenting any failures which occurred and repairs
performed during PVT Phase |1

SECTION 25 10 10 Page 92



3.

9 MAI NTENANCE AND SERVI CE

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: The nmai ntenance and service to be provided by
the Contractor for the duration of the ID Q or

mai nt enance contract is specified in this

par agraph. The Mai ntenance and Service nmay need to
be a separate bid item funded by O&M funds.

Sone/ many of these Mai ntenance and Service

requi renents nay not apply if the UMCS networking
equi pnment and supporting infrastructure is

Gover nment furni shed equi pmrent and nai ntai ned by the
Government . The requi renents here generally assune
that the contractor is permitted access to the
system and equi pnent, but the applicability of this

assunption will vary site-by-site. It's critical to
coordinate with the project site to determne to
what extent the contractor will be responsible for

system and equi pnent mai nt enance. Sone notes have
been included with bracketed text to provi de genera
gui dance, but careful editing of this entire subpart
i s needed.

Requi rements shoul d be coordi nated with "WARRANTY
MANAGEMENT" in Section 01 78 00 CLOSEQUT SUBM TTALS

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkk kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhhkkkkxk

Perform i nspection, testing, cleaning, and part or conponent replacenent as
specified and as required to maintain the warranty. Wrk includes
provi di ng necessary preventive and unschedul ed mai ntenance and repairs to
keep the UMCS operating as specified, and accepted by the CGovernnent, and
ot her services as specified. Performwork in conpliance with

manuf acturer's recomendati ons and i ndustry standards. Provide technica
support via tel ephone during regul ar working hours.

.9.1 Wor k Coordi nati on

Schedul e and arrange work to cause the least interference with the nornal
Government busi ness and mission. |In those cases where sone interference
may be essentially unavoi dable, coordinate with the Government to mnimze
the inpact of the interference, inconvenience, equipnment downtine,
interrupted service and personnel disconfort.

.9.2 Work Contro

Upon conpl etion of work on a system or piece of equipnent, that systemor

pi ece of equi pment nust be free of m ssing conponents or defects which
woul d prevent it fromfunctioning as originally intended and desi gned.

Repl acenments nust conformto the same specifications as the origina

equi prrent. During and at conpletion of work, do not allow debris to spread
unnecessarily into adjacent areas nor accurulate in the work area itself.

. 9.3 Wor ki ng Hours

Worki ng hours are from[7:30 AM] [__ ] to[4:00 PM] [___ ] loca
ti me Mondays through Fridays except Federal holidays.
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[3.9.4 Equi pnent Repairs
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NOTE: Coordinate with the project site to deternine
i f equi pment (conputers and control hardware) repair
wi |l be done by the contractor or by local staff,
and to what extent. |If the equipnent is Governnment
furni shed then the contractor nay not be all owed
access to sonme/all of the equipnent for repair.
Address Information Assurance (lIA) or other

equi pnent access requirenments in "Access To UMCS
Equi pnent " bel ow.

Select repair tinmes bel ow.
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Initiate and conplete equi pnent repairs within the follow ng time periods,
where tine periods are neasured as actual elapsed tinme fromfirst
notification, including working and non-worki ng hours:

a. for non-redundant conputer server hardware, initiate within [4] [ ]
hours and conplete within [8] [ ] hours.

b. for non-redundant conputer workstation hardware, initiate within [4]

[ ] hours and conplete within [8] [ ] hours.

c. for redundant conputer server hardware, initiate within [36] | ]
hours and conplete within [5] | ] days.

d. for redundant conputer workstation hardware, initiate within [2]
[ ] days and conplete within [5] | ] days.

e. for active (powered) control hardware, initiate within [4] | ]
hours and conplete within [6] [ ] hours.

f. for cabling and other passive network hardware, initiate within [16]
[ ] hours and conplete within [5] [ ] days.

Repair is the restoration of a piece of equipnment, a system or a facility
to such condition that it my be effectively used for its designated

pur poses. Repair may be overhaul, reprocessing, or replacenent of
nonfunctional parts or materials or replacenent of the entire unit or
system.

13.9.5 Repl acerment, Mbderni zati on, Renovation

3.

The Governnent may replace, renovate, or install new equi pnent as part of
the UMCS at Governnent expense and by neans not associated with this
contract without voiding the systemwarranty. Replaced, inproved, updated,
nmoder ni zed, or renovated systens and equi pment interfaced to the system nay
be added to the Contractor's nmi ntenance and service effort as a

modification.

9.6 Access To UMCS Equi pnment
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NOTE: Coordinate with the project site to detern ne
any additional access requirenments. Specifically,
conputer and/or control hardware access will likely
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3.

require nmeeting certain Informati on Assurance (1A)
requirements.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

Access to UMCS equi pnent nust be in accordance with the foll ow ng:

a. Coordinate access to facilities and arrange that they be opened and
cl osed during and after the acconplishnent of the work effort. For
access to a controlled facility contact the Government for assistance.

b. The Governnent nmay provide keys for access to UMCS equi pnent where the
CGover nment determ nes such key issuance is appropriate. Establish and
i mpl enent net hods of ensuring that keys issued by the Governnent are
not |lost or msplaced, are not used by unauthorized persons, and are
not dupli cat ed.

c. The CGovernnent may provi de passwords or issue Conmon Access Cards (CAQ
for access to UMCS conputer equi pment where the Governnent deternines
such issuance is appropriate. Establish and inplenent nethods of
ensuring that passwords and Common Access Cards issued by the
Government are not used by unauthorized persons.

9.7 Records, Logs, and Progress Reports

Keep records and | ogs of each task, and organi ze cumul ati ve chronol ogi ca
records for each major conponent, and for the conplete system Mintain a
continuous log for the UMCS. Keep conplete | ogs and be available for

i nspection on site, denonstrating that planned and systematic adjustments
and repairs have been acconplished for the UMCS

.9.8 Preventive M ntenance Requirenents

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: |If the contractor will not be responsible for
Preventive Mii ntenance keep only the bracketed text
requiring a plan "detailing" preventive nmintenance
(note this may include software nmi ntenance as well
as hardware nmai ntenance). O herw se renove
"[detailing]" and keep the other bracketed text.

Delete the requirenent for witten requests to
reschedul e mai ntenance if not required by the
project site.
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[ Perform mai nt enance procedures as descri bed below, or nore often if
required by the equi pnrent manufacturer.] [Prepare a Preventive M ntenance
Work Plan as specified.]

.9.8.1 Preventi ve Mai ntenance Work Pl an

Prepare a Preventive Miintenance Wrk Plan [to schedule] [detailing] all
required preventive mai ntenance. Obtain Governnent approval of the Work

Pl an as specified in paragraph PROIECT SEQUENCING [ Strictly adhere to the
approved work plan to facilitate Governnent verification of work.]J[ If it

i s necessary to reschedul e nmai ntenance, nmake a witten request to the
CGovernment detailing the reasons for the proposed change at |east five days
prior to the originally schedul ed date. Schedul ed dates will be changed
only with the prior witten approval of the Governnent.]
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[3.9.8.2 Seni annual Mai nt enance
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NOTE: Coordinate with the project site to detern ne
whet her or not to include the requirenents for

Sem annual Mai ntenance. See al so above notes
regardi ng mai nt enance of Governnent furnished

equi prent and access requirenents.
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Performthe followi ng Sem annual Mai ntenance as specified:

Per f orm data backups on all Server Hardware.

Run system di agnostics and correct di agnosed probl ens.

Perform fan checks and filter changes for UMCS hardware.

Performall necessary adjustments on printers.

Resol ve all outstandi ng problens.

Install new ribbons, ink cartridges and toner cartridges into printers,

and ensure that there is at |east one spare ribbon or cartridge |ocated
at each printer.

I 3.9.8.3 Mai nt enance Procedures

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Coordinate with the project site to detern ne
whet her or not to include the Mintenance Procedures
requi rement (in whole or in part). See also above
not es regardi ng mai ntenance of Government furni shed
equi pnent and access requirenents.

Sel ect whether notice nust be given for maintenance
that will result in downtine (off-line) or for any
mai nt enance that MAY result in downtinme. A
selection of "will' is reconmended unl ess the
project site requests otherw se.

Sel ect appropriate down-tines and notice tines.
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3.9.8.3.1 Mai nt enance Coor di nati on

Coor di nate any schedul ed mai ntenance event that [will][may] result in
conmponent downtinme with the Governnent as follows, where tine periods are
measured as actual el apsed tinme from begi nning of equi pnent off-1ine
period, including working and non-wor ki ng hours:

a.

For non-redundant conputer server hardware, provide [14] | ] days
noti ce, conponents nust be off-line for no nore than [8] [ ] hours.
For non-redundant conputer workstation hardware, provide [7] [ ]
days notice, conponents rust be off-line for no nmore than [8] [ ]
hours.
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c. for redundant conputer server hardware, provide [7] | ] days

noti ce, conponents nust be off-line for no nore than [36] [ ] hours.
d. For redundant conputer workstation hardware, provide [4] | ] days

noti ce, conponents nust be off-line for no nmore than [48] | ] hours.
e. For active (powered) control hardware, provide [14] | ] days

noti ce, conponents nust be off-line for no nore than [6] [ ] hours.
f. For cabling and ot her passive network hardware, provide [21] [ ]

days notice, conponents nust be off-line for no nmore than [12] | ]

hours.

3.9.8.3.2 Software/Firmware

Sof twar e/ firnware maintenance includes [___ ] [operating systens,
]Japplication prograns, and files required for the proper operation of the
UMCS regardl ess of storage nedium User (project site) devel oped software
is not covered by this contract, except that the UMCS software/firnmware
must be mmintained to allow user creation, nodification, deletion, and
proper execution of such user-devel oped software as specified. Perform

di agnostics and corrective reprogranming as required to maintain total UMCS
operations as specified. Back up software before perform ng any conputer
hardware and software nmi ntenance. Do not nodify any paranmeters without
approval fromthe Government. Properly document any approved changes and
addi tions, and update the appropriate nanual s.

[3.9.8.3.3 Network

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Network mai nt enance should only be required
for Contractor furnished networks. |f using a
Governnent furnished network delete the requirenent.
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Net wor k mai ntenance includes testing transm ssion nedia and equi pnent to
verify signal levels, systemdata rates, errors and overall system
performance.

113.9.9 Service Call Reception

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Designer should coordinate with the project
site to determine if they want the Contractor to be
responsi bl e for answering service calls only during
wor ki ng hours or 24-7.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

a. A Governnent representative will advise the Contractor by phone or in
person of all maintenance and service requests, as well as the
classification of each based on the definitions specified. A
description of the problemor requested work, date and time notified,
| ocation, classification, and other appropriate information will be
pl aced on a Service Call Wrk Authorization Formby the Governnent.

b. Submt procedures for receiving and responding to service calls [24
hours per day, seven days a week, including weekends and hol i days]
[during regul ar working hours]. Provide a single tel ephone nunber for
recei pt of service calls during regular working hours; service calls
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are to be considered received at the tinme and date the tel ephone cal
is placed by the authorized Governnent representative.

c. Separately record each service call request, as received on the Service
Call Work Authorization formand conplete the Service Call Wrk
Aut hori zation formfor each service call. Include the follow ng
information in the conpleted form the serial nunber identifying the
conponent involved, its location, date and time the call was received,
nature of trouble, nanes of the service personnel assigned to the task,
i nstructions describing what has to be done, the amount and nature of
the materials to be used, the time and date work started, and the tine
and date of conpletion.

d. Respond to each service call request within [two] [ ] working
hours. Provide the status of any itemof work within [four] [ ]
hours of the inquiry during regular working hours, and within [16]

[ ] hours after regular working hours or as needed to neet the
Equi pnent Repair requirenents as specified.

3.9.10 Service Call Wrk Warranty

Provide a [1 year] [___ ] unconditional warranty on service call work

whi ch includes |abor and nmaterial necessary to restore the equi pnent
involved in the initial service call to a fully operable condition. |In the
event that service call work causes danage to additional equi pnent, restore
the systemto full operation wi thout cost to the Governnment. Provide
response tines for service call warranty work equivalent to the response
times required by the initial service call.

.9.11 System Modi fications

Make recommendations for systemnodification in witing to the Government.
Do not make system nodifications w thout prior approval of the Government.
I ncorporate any nodifications made to the systeminto the Operations and
Mai nt enance I nstructions, and any other docunentation affected. Make

avail able to the Governnment software updates for all software furnished
under this specification during the life of this contract. Schedule at

| east one update near the end of the contract period, at which tine make
avail abl e the | atest rel eased version of all software provided under this
specification, and install and validate it upon approval by the Governnent.

.10 TRAINING
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NOTE: Training duration and content shoul d be
nodified to fit the requirenents of the specific
job. For exanple, if this specificationis to be
used to add to an existing UMCS or to replace a
portion of an existing UMCS the training

requi rements shoul d be rel axed.
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Conduct training courses for designated personnel in the maintenance,
service, and operation of the system as specified, including specified
hardware and software. The training nust be oriented to the specific
system provi ded under this contract. Provide audiovisual equipnment and
other training material and supplies required for the training. Wen
training is conducted at Government facilities, the Governnent reserves the
right to record the training sessions for later use. A training day is

SECTION 25 10 10 Page 98



defined as 8 hours of classroominstruction, excluding |lunchtime, Mnday
through Friday, during the daytine shift in effect at the training
facility. For guidance in planning the required instruction, the
Contractor should assune that attendees will be tradesnen such as

el ectricians or boiler operators. Obtain approval of the training schedule
fromthe Governnment at least [30] | ] days prior to the first day of
training.

.10.1 Trai ni ng Docurent ati on

Prepare and submt one set of Training nanuals for each of Basic Training
Docunent ati on, Advanced Trai ni ng Docunentati on, and Refresher Training
Docunent ati on, where each set of documentation consists of:

.10.1.1 Course Attendance List

Course Attendance List devel oped in coordination with and signed by the
[Controls] [HVAC] [Electrical] shop supervisor

.10.1.2 Trai ni ng Manual s

I ncl ude an agenda, defined objectives for each | esson, and a detailed
description of the subject matter for each lesson in the traini ng manual s.
Where portions of the course material are presented by audiovisual s,

i nclude copies of those audiovisuals as a part of the printed training
manuals.

.10.2 Basi ¢ Trai ni ng

Conduct a Basic Training course at the project site on the installed system
for a period of no less than [5] [__ ] training days during Phase 2 of
the PVT. A maxinmumof [ten] [__ ] personnel will attend this course
Design training targeted towards training personnel in the day-to-day
operation and basic maintenance of the system Upon conpletion of this
course, each student, using appropriate docunentation, should be able to
start the system operate the system recover the systemafter a failure,
performroutine nai ntenance and describe the specific hardware architecture
and operation of the system Include the follow ng topics at a mini mum

a. GCeneral systemarchitecture.

b. Functional operation of the system including workstations and system
navigation.

c. Systemstart-up procedures.

d. Failure recovery procedures.

e. Schedul e configuration

f. Trend configuration.

g. Perform point overrides and override rel ease.
h. Reports generation

i. Alarmreporting and acknow edgenents.

j. Diagnostics.
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k. Historical files.
. Maintenance procedures:
(1) Physical |ayout of each piece of hardware.
(2) Troubl eshooting and di agnosti c procedures.
(3) Preventive mai ntenance procedures and schedul es.

3.10.3 Advanced Trai ni ng
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NOTE: This subpart uses tailoring options to

i nclude requirenents for selected protocols only.

1) CEA-709.1-D Network Configuration Tool is

i ncluded only when the LONWORKS tailoring option is
selected.

2) BACnet Network Browser is included only when the
BACNET tailoring option is selected.

3) N agara Franmewor k Engi neering Tool is included
only when the NI AGARA FRAVMEWORK tailoring option is
selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: Coordinate with the project site to sel ect
the | ocation of the Advanced Training (or |leave it
up to the Contractor). Select the duration of the
training and the nunber of attendees.
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Conduct an Advanced Operator Training course [at the project site]

[of f-site or at the project site] for a period of not less then [five]
[ ] days. A nmaximumof [ten] [__ ] personnel will attend this
course. Structure the course to consist of "hands-on" training under the

constant nmonitoring of the instructor. Include training on the M&C Sof t war e,
and the CEA-709.1-D Network Configuration Tool , and the BACnet Network
Browser , and the N agara Franmework Engi neering Tool. Upon conpletion of

this course, the students should be fully proficient in the operation and
managenent of all system operations and nmust be able to performall tasks
required to integrate a field control systeminto the UMCS. Report the
skill level of each student at the end of this course. Include the
follow ng topics at a mi ninmum

a. Areviewof all topics in Basic Training

b. Using the CEA-709.1-D Network Configuration Tool for Network Managenent
and using the BACnet Network Browser for network discovery

c. MC Software configuration, including but not linmted to: creating and
editing systemdi splays, alarns, schedules, trends, denand |imting and
calculations.

3.10. 4 Refresher Traini ng
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NOTE: Refresher Training should be tined to take
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pl ace near the end of the 1l-year warranty peri od.

If the UMCS is contracted out via an | DI Q process,

it may be desirable to repeat the Refresher Training
periodically.

*% *% *% *%

*% *% *% *% *% *% *% *%%

Conduct a Refresher Training course at the project site for a period of
[two] [__ ] training days when approved by the Government and as
specified in paragraph PROIECT SEQUENCI NG A maxi mumof [ten] [__ ]
personnel will attend the course. Structure the course to address specific
topics that the students need to discuss and to answer questions concerning
the operation of the system Upon conpletion of the course, the students
should be fully proficient in system operation and have no unanswer ed
questions regardi ng operation of the installed UMCS. Correct any system
failures discovered during the Refresher Training at no cost to the

Government.
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NOTE: The QC Checklist table may not display
properly in Specsintact. |If it appears enpty
right-click on the table and select "Make Al Rows
Sanme Height" to make the entire table appear and

t hen adjust row heights as needed (such as reducing
row height for rows with |less text).
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QC CHECKLI ST
This checklist is not all-inclusive of the requirements of this specification and
shoul d not be interpreted as such.
This checklist is for (check one:)
Pre-Construction QC Checklist Subnmittal (ltens 1-2) ()
Post - Constructi on QC Checklist Submittal (ltens 1-6) ()
Cl ose-out QC Checklist Submittal (ltems 1-14) ()
Instructions: Initial each itemin the space provided (|___ |) verifying t|hat t he

requi rement has been net.

Verify the following items for Pre-Construction, Post-Construction and C oseout QC
Checklist Submittals:

1 |Contractor Design Drawing Riser D agramincludes |ocation and types | |
of all Control Hardware and Conputer Hardware.

2 |[M&C Software supports the N agara Framework, and ASHRAE 135, and | |
CEA-709.1-D , and MODBUS Prot ocol / MODBUS TCP/ I P, and OPC DA. M&C
Software is BTL Listed as a B-AW5. M&C Software is LonWorks Network

Servi ces (LNS) based.

Verify the following itens for Post-Construction and Cl oseout QC Checklist Subnittal:
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QC CHECKLI ST

3 [Communi cati on between the M&C Software and N agara Framework field | |
control systems uses only Fox protocol. Comunication between the M&C
Sof tware and ASHRAE 135 field control systens uses only ASHRAE 135.
Communi cati on between the M&C Software and CEA-709.1-D field control
systens uses only CEA-709.1-D . Communi cati on between the M&C Sof tware
and MODBUS Prot ocol /MODBUS TCP/ I P field control systens uses only
MODBUS Pr ot ocol / MODBUS TCP/ | P. Cormmuni cati on between the M&C Sof tware
and OPC DA field control systenms uses only OPC DA.
4 |Connections to field control systenms are via N agara Franmework | |
Supervi sory Gat eways.
[The following is NOT permitted when Niagara Framework i s used and
therefore I'S NOT PERM TTED for this project:
Connections to non- ASHRAE 135, non-CEA-709.1-D , non-Modbus , non-OPC
DA field control systens are via a Gateway fromthe field control
systemto ASHRAE 135, or to CEA-709.1-D , or to Modbus, or to OPC DA,
or via a UMCS supported protocol without the use of a hardware
Gateway. |
5 [Conput er workstations and servers are installed as shown on the UMCS | |
Ri ser Di agram
6 |Trai ni ng schedul e and course attendee |ists have been devel oped and |
coordi nated with shops and subnitted.
Verify the following itens for C oseout QC Checklists Submittal:

LNS Dat abase is up-to-date and accurately represents the final
installed system Al points in field control systens have been
discovered using the Ni agara Franmework Engi neering Tool and are
avail abl e at the M&C Sof t war e.

Al'l software has been licensed to the Governnent.
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QC CHECKLI ST

9 [M&C software nonitoring displays have been created for all building | |
systens, including all override and display points indicated on
Poi nts Schedul e drawi ngs.

10|Final As-built Drawi ngs accurately represent the final installed | |
system.

11|Default trends have been set up (per Points Schedul e draw ngs). | |

12|Schedul i ng has been configured at the M&C Software (per Cccupancy | |
Schedul e drawi ng).

13|C&M I nstructions have been conpleted and submitted. | |

14|Basi ¢ Operator and Advanced Trai ni ng courses have been conpl et ed. | |

(QC Representative Signature) (Date)

-- End of Section --
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