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Havex RAT

Malware: Havex RAT
Threat Actor: Dragonfly / Energetic Bear / Crouching Yeti
CrowdStrike:

"ENERGETIC BEAR is an adversary [...] with a primary focus on
the energy sector.”

"ENERGETIC BEAR is operating out of Russia, or at least on
behalf of Russia—based interests, and it is possible that their
operations are carried out with the sponsorship or

knowledge of the Russian state." \
\\w

CROWDSTRIKE

www.netresec.com Twitter: @netresec
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Havex RAT

Malware: Havex RAT
Threat Actor: Dragonfly / Energetic Bear / Crouching Yeti
Kaspersky:

"The Crouching Yeti actor performed a massive surveillance
operation targeting strategic victims"”

Targeted sectors include:
* Industrial/machinery

. KAJPERKY2

* Pharmaceutical

e [...]
"Energetic Bear/Crouching Yeti is an actor involved in several
Advanced Persistent Threat (APT) campaigns”

www.netresec.com Twitter: @netresec
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Trojanized ICS Installers

Symantec:

f Syma

tapmmter

ntec Security Response

V' Symantec. Official Blog

1 oo o] @] oro | [EDERN IR 55 @[3 e 55

Dragonfly: Western Energy Companies Under Sabotage Threat
Created: 20 Jun 2014 12:58:04 GMT - Updated: 30 Jun 2014 19:04:46 GMT - Translations available: Frangais, Deutsch, |talianc, B
M, Portugués, Pyccual, Espafiol, Tirkge
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www.hetresec.com

"Three different ICS
equipment providers
were targeted and
malware was inserted
into the software
bundles they had made
available for download
on their websites."

Twitter: @netresec
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If the names of the vendors
that unwittingly spread
Havex were made public,
the wide coverage would
likely reach most of the
affected asset owners.

Dale Peterson
= Smart ICS Security guy, former NSA geek
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Havex Trojan #1

 Symantec: "a product used to provide VPN access
to programmable logic controller (PLC) type
devices."

* Their site was compromised for ten days
beginning in January 2014 when approximately
250 copies of the malicious software were
downloaded

www.netresec.com Twitter: @netresec
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Havex Trojan #1

Product: £ Setup - eCatcher
Talk2M eCatcher i g e g
cicome to e eLaucner >ewup
4.0.0.13073 i
CO m pany: : ' Qﬁpu‘:iﬂé:smll eCatcher version eCatcher 4.0.0.13073 on your
eWO N It is recommended that you dose all other applications before
continuing.
MDS5: Click Mext to continue, or Cancel to exit Setup.
ebOdacdc8b346f44
c8c370408bad4306
SHA256:
70103¢c1078d6eb?28
b665a89ad0b3dllc
1cbca61a05al18f87
f6al16c79b501dfa9
| next> | | cancel

www.hetresec.com Twitter: @netresec
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Havex Trojan #2

 Symantec: "European manufacturer of specialist
PLC type devices."

* "the Trojanized software was available for

download for at least six weeks in June and July
2013."

www.hetresec.com Twitter: @netresec
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Havex Trojan #2

Product:
Swiss Ranger
1.0.14.706
(libMesaSR)

Company:
MESA Imaging

MD5:
e027d4395d9ac9cc
980d6a91122d2d83

SHA256:

398a69b8be2ea2b4
ab6ed23a55459e046
9f657e6c7703871f
63da63fb04cefe90

www.hetresec.com

ﬂ libMesaSR 1.0.14,706 Setup

g

SR4k/SR3k/ SR

Welcome to the libMesaSR
1.0.14.706 Setup Wizard

This wizard will guide you through the installation of
ibMesask 1.0, 14,7086,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat your
computer,

Click Mext to continue.

Twitter: @netresec
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Havex Trojan #3

 Symantec: "European company which develops
systems to manage wind turbines, biogas plants,
and other energy infrastructure.”

* Trojan available during ten days in April 2014

www.hetresec.com Twitter: @netresec
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Havex Trojan #3.1

Product:
mbCONFTOOL
v1.0.1

Company: MB
Connect Line GmbH

MDS5:
0a9ae7fdcd9a9fel
d8c5c106e8940701

SHA256:

c32277fba70c82b?2
37a86e9b542ebllb
2b49e4995817b7c?2
da3ef67f6a971d4a

www.hetresec.com

Setup

(o)

mbCONFTOOL

R

Welcome to the mbCONFTOOL
Setup Wizard
This will install mbCOMFTOOL % 1.0, 1 on your computer.

It iz recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Twitter: @netresec
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Havex Trojan #3.2

Product:
mbCHECK
vl.1.1

Company: MB
Connect Line GmbH

MD5:
1d6b11f85debdda?
7e873662e721289e¢

SHA256:

0b74282d9c03affb
25bbecf28d5155c¢5
82e246f0ce2l1be2?
b75504f1779707f5

www.hetresec.com

€. mbcheck ¥1.1.1

Program Settings

‘ wﬁtart Checkup J

Cancel Checkup

Repart J

(=

MB CONNECT LINE
remote maintenance solutions

Twitter: @netresec
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Havex Trojan #3.3

Product:

VCOM_LANZ2

<unknown version> {EE;M covr
P 1921680100 [verbunden

Company: MB Fort 7001
Connect Line GmbH |—B__qti3r!.

E:mpfahgaﬁ[!.}-fﬁ'-l‘-l'?"'-.flc:m:\fl]: 0 B_l,i_tE;'
Senden [¥COM > LAN) 0 Bytes

MD5:

<unknown hash> ~COMZ
VEOM cove
P 1821680100 [verbunden
SHA256: B e
<unknown hash> rﬁw
Empfangen [LAN » YCOM): 0 Bytes
Senden [¥COM > LAN) 0 Bytes

o Ok |

www.netresec.com Twitter: @netresec
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" We don't know how
many other SCADA
systems have been
compromised because
they don't really have
cyber forensics.

(Joe Weiss, 2012)

Joe Welss
Very important Control System Security gu

Dol L



Cyber Forensics
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Digital Forensics

Disk Forensics Memory Forensics | Network Forensics

Data at Rest Data in Use Data in Transit

www.hetresec.com Twitter: @netresec
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Memory Forensics

F:\>winpmem 1.6.0.exe ramdump.raw
Will generate a RAW image
CR3: 0x0000122000
3 memory ranges:
Start 0x00001000 - Length 0x0009D00O0
Start 0x00100000 - Length 0x(
Start 0x03C00000 - Length O0x’
Acquitision mode \\.\Physical
Padding from 0x00000000 to O:
00% 0x00001000
Padding from 0x0009E000 to O:
00% 0x00100000
02% 0x03300000
Padding from 0x03A04000 to O:
92% 0x74400000
94% 0x77600000
97% 0x7A800000
99% 0x7DA00000

F:\>

www.netresec.com

Twitter:

@netresec
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Network Forensics

& NetworkMiner 1.6.1 EEEE

File Toocls Help

— Select a network adapter in the list — | [ b Stz | [@ stop |
Case Panel

| Parameters (22) | Keywords | Cleartext | Anomalies |
Hosts (14) | Frames (24} | Files (3) | Images | Messages (4) | Credentials (1) | Sessions (6) [ DNS (3} | Flename ~ MD5
evidenc... d187d7..

Sort Hosts On: | IP Address (ascending) »|[  SotandRefresh |

8 152.168.1.157 [HEREIVORE] -
- % 192.168.1.158 (Linuw)
El#I 152.168.1.155 [N-DEEETATDIDEZ54] (Windows)
----- IP: 152.168.1.155
----- r MAC: 002170404FAE (Dell Inc)
----- Hostname: M-DEEE7ATI0EZEL —
- 4% 0S: Windows
----- TTL: 128 [distance: )
----- Open TCP Ports:
[+~ Sent: B9 packets (6 341 Bytes), 0,00 % cleartest (0 of 0 Bytes)
- €3 Received: 76 packets (47 341 Bytes), 0,00 % cleartext (0 of 0 Bytes)
----- Incoming sessions: 0
- £1 Outgoing sessions: 4
=] Host Details
‘. Queried IP Addresses : 192.163.1.10 -
CQueried NetBIOS names : WORKGROUP<1E:=
Guered DMS names : at atwola.com
Web Browser User-Agent 1 : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; — h lI' :
4| 1 | b

m

=1

=1

Live Sniffing Buffer Usage: | |

www.hetresec.com Twitter: @netresec


http://www.netresec.com/

[ICS Server]

------- +--------{Enterprise Network}

[Firewall]
[TAP]--->[sniffer]

{Process Info Network}?

[TAP]--->[sniffer]
{Plant Network}

[TAP]--->[sniffer]

=== p-—————— +————- +-————- {Basic Control}

|
[PLC] [PLC]
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Network TAP?

Dual Port Apgregator Tap 24
Wit p By
e

1l e 0 (nEm il MR w1l LMK -
Wi Far Bl £ 6 10D ACT - mmi0l ACT = mmi00 ACT = 100 ACT -

www.hetresec.com Twitter: @netresec
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Penguin + Bull = Sniffer

netsniff-ng

the packet sniffing beast
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[ICS Server]

------- +--------{Enterprise Network}

[Firewall]
[TAP]--->[sniffer]

{Process Info Network}?

[TAP]--->[sniffer]
{Plant Network}

[TAP]--->[sniffer]

=== p-—————— +————- +-————- {Basic Control}

|
[PLC] [PLC]
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Protocol: IEC-104

IEC 60870-5-104 (aka IEC-104)

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

www.netresec.com Twitter: @netresec
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$ tshark -R "104asdu.float" -Eoccurrence=f -T fields -e frame.number
-e ip.src -e ip.dst -e 104asdu.causetx -e 1l04asdu.ioa -e 104asdu.float
-r 1ecl04.pcap

18 192.168.45.33  192.168.45.251 20 3002

20 192.168.45.33  192.168.45.251 20 3005

30 192.168.45.33  192.168.45.251 20 3002

405 192.168.45.33  192.168.45.251 20 3002

407 192.168.45.33  192.168.45.251 20 3004

419 192.168.45.33  192.168.45.251 20 3002

421 192.168.45.33  192.168.45.251 20 3004

460 192.168.45.33 192.168.45.251 3 3002 119,633
462 192.168.45.33 192.168.45.251 3 3002 480,819
464 192.168.45.33  192.168.45.251 3008 391,858
468 192.168.45.33  192.168.45.251 3002 1701,86
471 192.168.45.33  192.168.45.251 3008 1703,7

473 192.168.45.33  192.168.45.251 3002 1931, 82
475 192.168.45.33  192.168.45.251 3008 1934,11

[...



http://www.netresec.com/

IEC-104 1n NetworkMiner

&3 NetworkMiner 1.6.2 SIS
File  Tools Help
— Select a network adapter in the list — =| [ b Stz | [ Stop |
: “fd"‘l oo I all&a| Case Panel
Hosts (2) | Frames (10of) | Files | Images | Messages | Credentials | Sessions (1) | DNS | Parameters (672) |_ Filename
iec104,
Faram... Parametervalue Frame.. Source host Destination host Details = = pesp
115,6326 (No .. 152.168.45.33 (Lnux) 192168 45251 (Windows)  |EC 6DE7
00z 4808191 (No ... 462 152168 45,33 (Lnw<) 152168 45.251 (Windows)  |EC 6087
3008 35918577 (No ... 464 152168 45,33 (Linwx) 152168 45251 Windows)  |EC 6087
00z 1701865 (No ... 488 152.168.45.33 (Lnux)  1592.168 45251 (Windows)  |EC 6087
3008 1703696 (No ... 471 152168 45,33 (Lnw<) 152168 45.251 (Windows)  |EC 6087
00z 1931822 (No ... 473 152168 45,33 (Lnwed) 152168 45251 (Windows)  |EC 6087
008 1934 11 (N Q... 475 152.168.45.33 (Linux) 192168 45251 Windows)  |EC E'I]E?'D
3008 8453301 (No ... 485 152168 45,33 (Lnw<) 152168 45.251 (Windows)  |EC 6087
3008 0 (No Overflow... 488 152168 45,33 (Lnwed) 152168 45251 (Windows)  |EC 6087
3004 33228 % (No ... 450 152.168.45.33 (Lnux)  1592.168 45251 (Windows)  |EC 6087
004 3BT L (No ... 452 152168 45,33 (Lnw<) 152168 45.251 (Windows)  |EC 6087
0 Station intemog... 456 152 168 45.2571 (Win... 152.168 45.33 (Linux) |[EC 6087
0 Station intemag... 498 152.168.45.33 (Lnux)  1592.168 45251 (Windows)  |EC 6087
1001 OFF (Mot Block... 500 152168 45,33 (Lnw<) 152168 45.251 (Windows)  |EC 6087
1002 CM (Mot Block... 500 152168 45 33 (Linee) 152168 45251 Windows)  |EC 6087 - : D s
< | * || [ Reead ]

Live Sniffing Buffer Usage: |

www.hetresec.com

Twitter:

@netresec
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Protocol: OPC

OPC = OLE for Process Control

FO0O UNUDATIT ON


http://www.netresec.com/

& = ¢ |[ thehackernews.com/2014/07/new-variant-of-havex-malware-scans-for.htm iy

(«x3The Hacker News

Security 1n a serious way

New Variant of Havex Malware Scans for OPC Servers at
SCADA Systems

& Friday, July 18, 2014 & Swati Khandelwal

Tweet 151 2 Reddit < 1| [[}J Share




+----[OPC Server]
| (scanned)
[OPC Client]----[TAP]---+

(infected) |
+--—-[INetSim]
(simulated Internet)

V
[Sniffer]
(full content packet capture)
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$ tshark -nr havex_6bfc42f7cb1364efObfd749776ac6d38.pcap -R dcerpc.cn_bind_to_uuid -T
fields -e ip.src -e ip.dst -e dcerpc.cn_bind_to_uuid -Eoccurrence=f -Eheader=y

ip.src ip.dst dcerpc.cn_bind_to_uuid

192.168.0.111  192.168.0.112 000001a0-0000-0000-c000-000000000046

192.168.0.111 192.168.0.112 9ddOb56c-ad9e-43ee-8305-487f3188bf7a <- OPC Server List 2
192.168.0.111 192.168.0.112 55c382c8-21c7-4e88-96cl-becfble3f483 <- OPC Enum GUID
192.168.0.111  192.168.0.112 00000143-0000-0000-c000-000000000046

192.168.0.111  192.168.0.112 00000143-0000-0000-c000-000000000046

192.168.0.111 192.168.0.112 39c13a4d-011e-11d0-9675-0020afd8adb3 <- OPC Server
192.168.0.111  192.168.0.112 39227004-a18f-4b57-8b0a-5235670f4468 <- OPC Browse
$
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Havex C&C Trattic

192.168.0.111 rapidecharge.gigfa.com POST
/blogs/wp-content/plugins/buddypress/bp-settings/bp-
settings-src.php?1d=84651193834787196090098FD80-

c8a7af419640516616c342bl3efab
&v1=043&v2=170393861&q=45474bca5c3al0c8e94e56543c2bd

Twitter: @netresec

www.netresec.com
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Havex IDS Signature

Emerging Threats IDS signature 2018251: =l EMERGING

#alert tcp $HOME_NET any -> $EXTERNAL_NET
$HTTP_PORTS (msg:"ET DELETED Havex Rat Check-1n
URI Struct"; flow:established,to_server;
content:"POST"; http_method; content:!"Referer|3a
20|"; content:".php?1d"; http_uri;
content:"&v1="; http_uri; content:"&v2=";
http_uri; content:"&g="; http_uri; pcre:"/\.php\?
1d=[A-FO0-9]+\-[A-FO-9]+&v1=[A-FO0-9]+&Vv2=[A-FO-
9]+&g=[A-F0-9]+$/U";
reference:md5,6557d6518c3f6bcb8blb2de77165c962;
classtype:trojan-activity; si1d:2018251; rev:1;)

www.netresec.com Twitter: @netresec
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[ICS Server]

------- +--------{Enterprise Network}

[Firewall]
[TAP]--->[sniffer]

{Process Info Network}?

[TAP]--->[sniffer]
{Plant Network}

[TAP]--->[sniffer]

=== p-—————— +————- +-————- {Basic Control}

|
[PLC] [PLC]
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More ICS in NetworkMiner

DNP3

ICCP

IEC 61850
Modbus/TCP
OPC

Profinet
Siemens S7
etc...

WWWWWWWWWWWWWWWW

Twitter:



http://www.netresec.com/

CONTACT INFO
E-mail: erik.hjelmvik [at] netresec.com
Twitter: @netresec

www.netresec.com

) ETRESEC

\

www.netresec.com Twitter: @netresec


http://www.netresec.com/

