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About ENISA

The European Network and Information Security Agency (ENISA) is a centre of network and
information security expertise for the EU, its member states, the private sector and Europe’s
citizens. ENISA works with these groups to develop advice and recommendations on good
practice in information security. It assists EU member states in implementing relevant EU
legislation and works to improve the resilience of Europe’s critical information infrastructure
and networks. ENISA seeks to enhance existing expertise in EU member states by supporting
the development of cross-border communities committed to improving network and
information security throughout the EU. More information about ENISA and its work can be
found at www.enisa.europa.eu.

Contact details

For contacting ENISA or for general enquiries on CIIP & Resilience, please use the following
details:

e E-mail: resilience@enis.europa.eu
e Internet: http://www.enisa.europa.eu

For questions related to industrial control systems’ security, please use the following details:

e E-mail: Evangelos.Ouzounis@enisa.europa.eu

Legal notice

Notice must be taken that this publication represents the views and interpretations of the
authors and editors, unless stated otherwise. This publication should not be construed to be a
legal action of ENISA or the ENISA bodies unless adopted pursuant to the ENISA Regulation (EC)
No 460/2004 as lastly amended by Regulation (EU) No 580/2011. This publication does not
necessarily represent state-of the-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the
external sources including external websites referenced in this publication.

This publication is intended for information purposes only. It must be accessible free of charge.
Neither ENISA nor any person acting on its behalf is responsible for the use that might be made
of the information contained in this publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2011
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1 Survey and Interview Analysis

This chapter presents to the reader an analysis of the raw data coming from the survey and
the interviews. What is presented here is not the raw data itself, but a processed summary
of the most relevant aspects of it. The chapter is divided into the following five sections or
topics:

1. Organisational and policy aspects

2. Standards, guidelines and regulations
3. Economic and financial factors

4. Technical

5. Dissemination and awareness

Each one of these sections contains different concepts that are related to the topic of that
section. However, interrelationships among concepts belonging to different sections can be
highlighted. Key Findings presented in the main report are derived directly from this
analysis.

1.1 Organisational and Policy Aspects

1.1.1 Cyber security challenges

All different stakeholders were asked about the main cyber security challenges in their area.
The given answers covered a wide spectrum of subjects from many perspectives. Some of
the most relevant ones were:

e Gap between cyber security and other kinds of security, including physical security,
environmental security, and process safety. This statement is one of the most
repeated ones. Many experts expressed the difficulty in making a valid Risk
Assessment, and some stated the necessity of integrating cyber and physical security
by using a holistic approach.

e Lack of common/standard regulations. Many experts consider that there is a lack of
common regulations to follow in ICS. This is especially an issue when operators have
different Cls in different countries, since they may have to deal with different
regulations. As some interviewees expressed, ICS security managers in Europe need
a trustworthy source of useful information to follow. However, this position is not
equally supported by all stakeholders, since there are some discrepancies among
them (see below).

e Cyber attacks. In particular, there is a concern with regard to the advent of targeted
attacks often performed by the so called Adaptive Persistent Adversaries (The 451
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Group, 2010). Additionally, many respondents showed concern about the possibility
of having malicious insiders or the difficulty to protect remote devices such as
FDADs, RTUs or PLCs, especially if they include wireless technologies.

Not enough involvement of senior management or even an attitude of “we are
doing enough” that is not always shared by the security staff.

Legacy issues and other technical issues. Many different technical issues have been
described, most of them related to security issues deriving from legacy equipment
and the increasing presence of IT in ICS environments. Furthermore, several experts
mentioned that security providers, coming from the IT market have a poor
understanding of ICS systems and their security needs. Other technical issues are
related to systemic dependencies and the difficulties to provide solutions where
there are many different proprietary protocols.

Looking at the results from a “stakeholder” perspective, there are also some differences:

Most ICS Security Products and Service Providers used to give technical answers,
often related to the products and services they are familiar with, including also the
presumable following steps in their evolution.

Some experts, especially from Academia or R&D, also consider problematic the
perception amongst some Operators’ or Manufacturers’ experts who still consider
security-by-obscurity a valid approach.

1.1.2 Most effective mechanisms to address the challenges

All stakeholders were asked about the most effective way to address the challenges
mentioned before. The answers given are shown in Figure 1 below:
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Figure 1: Most effective ways to address the challenges based on the opinion
of stakeholders

From a global perspective:

e The most effective mechanisms are considered to be Good Practices (37%), followed

by Standards (17%). Public-Private Partnerships (7%) and Regulations (4%) were the
least supported mechanisms.

e More than 31% of respondents answered “Other” solutions, for which the experts
suggested a variety of topics which often included aspects such as:

o The combination of several of the aforementioned options. One of them
might be the driver, but it will always be insufficient to address all issues.

o Dissemination and Awareness as one of the most effective mechanisms.

o Risk analysis and audits.

o Considering security as a financial risk, so that ICS security would be
considered important and be addressed by senior management.

Considering the different stakeholders it is interesting to see that:

e Manufacturers and Operators do not believe in regulations, only Security Tools and
Service Providers and Academia have expressed direct support for it.

e Manufacturers, Security Tools and Service Providers and Standardization Bodies are
not so interested in National or European PPP. There is a contrast between this and
Operators, Academia and Public Bodies opinion.
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1.1.3 Degree of adoption of Security Good Practices

All but Standardization Bodies answered about the degree of adoption of Good Practices on
industrial devices and SCADA applications. Considering that 1 is a low level, and 5 is a high
level of adoption, the respondents provided the following answers (Figure 2):

3

2,5

0,5 -

Manufacturers & Sec tools & services Operators Academia and R&D Public bodies
Integrators providers

Figure 2: Degree of adoption of Good Practices per stakeholder (0-None, 1-
Low, 2-Medium low, 3-Medium, 4-Medium High, 5- High)

The average level of adoption provided by stakeholders is, in every case, between low-
medium and medium. There are no big discrepancies, but it is interesting to see that
Operators consider themselves closer to medium adoption, while Security Tools and Service
Providers consider that they are below that level.

It is important to state that manufacturers showed great discrepancies; a few considered
themselves highly involved while most of them just medium-low. On the other hand
Operators provided answers in the whole range of the proposed levels of adoption.

When asked about the most widely adopted ones, most respondents answered with
examples on standards, good practices and regulatory documents (this topic will be covered
further at point 1.2.2 Standards adoption status). Some US and international standards or
regulatory documents such as NERC-CIP, ISA-99 or 1SO27002 are among the most followed
ones.

1.1.4 Participation in exchange platforms/national PPP

All stakeholders were asked about their participation in information exchange platforms and
national Public-Private Partnerships (PPP) as well as their opinion on their effectiveness
(Figure 3).
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Figure 3: Participation in information exchange platforms/national PPP.

Despite the high interest which most stakeholders have shown in this kind of initiative in
other parts of the study, less than half (47%) was actually participating in them. The fact
that Manufacturers are so weakly involved in these initiatives (14%) may be surprising,
especially in comparison with the other on-field stakeholders. They did not even provide the
reasons for their reluctance.

The effectiveness of exchange platforms and PPP is, however, discussed. There were many
spontaneous comments, regarding their interest and positive aspects, but some of them
think it is difficult to provide real or long-lasting improvements in security through this type
of cooperation.

Several vendors involved with the UK-CPNI were satisfied with the colour-code classification
of the information shared. This provided them confidence on how this knowledge will be
shared. But, apparently, the more restrictive the information is (i.e. red: just for members)
the more difficult to use it effectively.

Some US interlocutors also showed their concerns about too big sharing initiatives, with
excessive formalism, where many companies participate just to defend their economic
interests. Different respondents consider that the info-sharing initiatives are more effective
when they focus on specific business needs and not just in better ICS security technologies.
The same technologies may be adapted for several functionalities, but specific issues come
from productivity and business objectives.

1.1.5 Collaboration agreements within organizations

On average, a majority of stakeholders has collaboration agreements with other
organizations (56%), but again, Manufacturers and Integrators are highly below the average
(28%). Operators, in this case, are not so collaborative (40%) but all other stakeholder types
are over the 60%.



* x
*

x
* *
Protecting Industrial Control Systems x enisa
European Network
. x and Information
Recommendations for Europe and Member States K * " Sccuriy Agency
100%
80%
60%
40%
20%
0% T T T T T 1
Manufacturers  Sec tools & Operators  Academia and Public bodies Standardisation
& Integrators services R&D bodies
providers
BWYes ENo M Noanswer

Figure 4: Collaboration agreements within organisations.

When asked about the areas covered in such agreements the most common ones were: risk
assessment and management, particular technical issues and dissemination and awareness
initiatives.

It is interesting to see that stakeholders, especially Operators, are often interested in
sharing information with their peers (e.g. Operators with Operators) and that, sometimes,
they lack support from public institutions to join them in associations, or organisms. Some
experts informed that bilateral approaches are often stronger and more effective than
multilateral agreements.

1.1.6 Relations among stakeholder types
Survey participants from each group of stakeholders were asked to evaluate how necessary

it was to cooperate with other types of stakeholder.

In the following graph the global interests of each stakeholder type is displayed. The lowest
punctuation was 0 (no interest) and the highest was 3 (highly interested).

Results are represented in two graphs. In the following Figure 5, each stakeholder shows
their interests in cooperation with other stakeholder types.
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Figure 5: Interest by Stakeholder

On the other hand, the graph displayed in Figure 6 shows a complementary view of that
information, displaying how much interest the other stakeholder types have in working with
them.

Analysing the results (see Figure 5) it is easy to see that the average interest to cooperate
among stakeholders is medium. Being Standardization Bodies, ICS Security Tools and
Services Providers and Academia the ones showing the highest interest (more than 2’3)),
and Manufacturers and Integrators the lowest (1’9). Operators, Public and Standardization
Bodies are all very close or equal to 2.

Taking a look by stakeholder type:

e ICS Manufacturers are mainly interested in working with Operators and
Standardization Bodies. They show medium-low interest in working with any other.
But checking Figure 6 it is clear to see that most stakeholders are more interested in
working with them.

e Security Tools and Service Providers have one of the highest scores for interest in
cooperation, but they get just medium attention from most other stakeholders. Only
academia shows a high interest in cooperation with them.

e Operators have special interest in working with Public & Standardization Bodies and
Manufacturers, and the interest is mutual as shown in Figure 6. In fact, they are the
stakeholder most in demand.
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e Academia and R&D have the highest interest in cooperation, with Public Bodies and
Security Tools and Service Providers getting the top scores. However, they are not
very appealing to other stakeholder types (with the exception of ICS Security Tools
and Services providers, which show a medium interest level).

e Public Bodies focus their attention on Operators, while Academia is the stakeholder
type that gets a higher score when rating how necessary it is that Academia
collaborates with them.

e Standardization Bodies have a high interest in working with any other stakeholder
type, except Public Bodies. It is interesting to notice that public bodies don’t show a
very high interest in collaborating with standardisation bodies either.
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Cross-Interests in Cooperation with Stakeholders
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Figure 6: Cross-interest in cooperation. (Note: Graph represents the interest other stakeholders have in working with the one on the X axis).
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1.1.7 Interest in creating a common test bed

All stakeholders were asked about their interest in the existence of a common test bed to
validate and verify (i.e. certify) security aspects and functionalities of control equipment,
industrial systems and applications.

As shown in Figure 7 there was a very high level of consensus in favour to the existence of
such a test bed. Just 12% of Manufacturers and 20% of the Public Bodies were unsupportive
of the idea.

100%
90%
80%
70%
60%
50%
40% H no
30% H yes
20%
10%
0% T T T T )

Manufacturers Sec tools & Operators  Academia and Public bodies
& Integrators services R&D
providers

Figure 7 Interest in the existence of a test bed for the verification of security
functionality of ICS equipment and applications

Regarding how it should be founded, a high majority of stakeholders (81%) believe that this
should be done on a public-private basis. Only a minority of the respondents, but
corresponding to a significant 33% within Manufacturers, think that it should be completely
public. Furthermore, there is almost no agreement for the private alternative.
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Figure 8 The basis in which the test bed should be founded: public, public-
private, private

As shown in Figure 9, there is also wide agreement in providing this test bed at a European
level, as an alternative to having multiple national initiatives. Only among Security Tools and
Services Providers and Public Bodies could there be some debate: 25%-33% of the
respondents of these two types of stakeholders are for the “national” alternative.

100%
90%
80%
70%
60%
50%
40% M european
30% M national
20%
10%
0% . . .

Manufacturers  Sec tools & Operators Academia and Public bodies
& Integrators services R&D
providers

Figure 9 About the scope of the test bed. Two options are provided: European
or national

During the interviews, the topic was discussed further with some interlocutors. One of the
experts shared with us a reason why such test beds would be very appreciated by operators.
He argued that simple Windows patches, applied in a few days on IT platforms, may take 2
years to apply to an ICS network because of the great need for caution to prevent outages or
disasters. A test bed could greatly compress that timeframe. Some other experts think that it
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is unlikely to create an efficient test bed, able to check all relevant technologies. Furthermore,
they provided possible alternatives to such a test bed:

e define a security model or framework such as Common Criteria or FIPS, adapted for

ICS,

e make existing national certifying organisms in all member states or at European level,
follow this criteria to certify any product;

e acompetent public authority, to force operators to use certified systems or
applications.

Academia was specifically asked whether and how they would like to contribute to this test
bed. With 93% positive answers, they think they can provide:

e A deeper view into some technical aspects, and also be more general and complete as
they would be presumably more business agnostic, independent and objective.

e Some of them have experience at developing test beds.

e Tests could be designed in cooperation with operators to provide real data and
procedures.

e They could help identifying relevant technologies to aid ICS players.

Some experts also pointed out the fact that some programs as ESCoRTS, VIKING or ASTROM
are paving the way to such a structure.

1.1.8 The challenges of introducing the Smart Grid

Manufacturers were asked about their challenges and concerns regarding the Smart Grid.
There were a variety of opinions:

e The technical challenge was commonly related to the deployment of secure smart
meters. The remote control of these devices, together with a higher number of
interdependencies and a distribution of control are considered factors that might
increase the probability of weak points and cascade effects.

e Thereis a debate about the suitability of developing European security standards and
certifications. Some consider this necessary, while others think that homogeneous
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solutions are less preferable for security and they also mistrust political interferences
and their consequences’.

e Some experts have the impression that companies do not show a high interest in cyber
security.

o Afew experts expressed their concern about compromising end customer privacy.

1.1.9 Operators’ independency in Security Controls implementation

Operators were asked about who was in charge of the implementation of security controls
that affect ICS. They had four possible answers to choose:

e todoitall on their own,
e to require external expertise only for very specific purposes,

e to assume only some high-level security controls, such as the definition of security
policies,

e to ask for advice for all security controls.

As seen in Figure 10 most operators are completely or mostly independent regarding security
controls, although half of them require some support. It is interesting to point out that it is
not common to depend on external experts for most or all controls.

To a certain extent, the answers given to this question could show the attitude of Operators
towards the security of their ICS. ICS are behind the most critical parts of their core business,
and therefore they might not be willing to subcontract their protection (i.e. not to reveal
critical information to third-party companies). However, this might also be interpreted as a
measure of the maturity level of ICS protection. As will be showed later in this chapter (see
section 1.1.10), Operators are still in the first stages of implementing ICS security controls:
performing a risk analysis, defining security plans, or starting to implement some of the
projects of the plan.

! Such as compulsory backdoors to be created and shared with governments.
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Figure 10: About who is in charge of implementing security controls for ICS

protection

1.1.10 Operators current status in implementation of Security Good Practices

Operators were asked about their current status with regard to the implementation of
security good practices and policies affecting their control and supervisory systems. They were
offered four predefined levels and an open text box to describe their situation.

As seen in Figure 11, the biggest group of operators (36%) is now at the early stage of
performing a Risk Analysis. 27% have finished it and now have a security roadmap. Only 18%
are currently undertaking security projects regarding a strategic security roadmap.

)
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Figure 11 Operators’ current status with regard to the implementation of
security good practices and policies

When they had the opportunity to explain their situation, several expressed the difficulties in
developing an agreed plan between different management boards, states or sectors.

1.1.11 Security Management in Organizations

Operators, Public and Standardization bodies were asked about several issues related to ICS
security management.

Regarding whether the same person should be in charge of logical and physical security, a
strong disagreement was found between them. Most Operators (70%) believe that they
should be different people, while Public Bodies think it should be the same person (80%).
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Figure 12 Operators and Public bodies opinion with regard to whether the same
person should be in charge of logical and physical security

There were also discrepancies about to who the ICS Security Manager should report to. The
given options were the Chief Information Security Officer (CISO) or the highest level of
Management. All public Bodies respondents chose Top Management, opinion shared by less
than a half of Operators.

100%
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50%
40%
30%
20%
10%

0%

Operators

B ICT Manager(CISO)
B Highest management
level

Public bodies

Figure 13 About who the ICS Security Manager should report to

When asked about how much commitment operations staff should have on specific ICS
security issues, a great majority thinks that they should be highly committed periodically
participating in IT security courses and being aware of the general ICT security policy and of
the specific control systems' security policy.
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Figure 14 About the commitment of Operations staff with regard to ICS security

Then they were asked if each operator would need to define their own operator and/or
infrastructure level security plan. Within the answers:

e All respondents think that there should be security plans defined for each operator.

e Most think it would be useful to have a general template or guiding document with
local variations.

e This was agreed especially by electric operators, where interdependencies are strong.

e Among the Spanish experts, there were various positive comments regarding the
Spanish Law for the Protection of Critical Infrastructures (LPIC) and the regulation to
articulate it (RDPIC) as a way to provide order, homogeneity and a reference
framework, raising the importance of logical security in Cls.

In relation to which aspects should be addressed in such security plans, both Operators and
Public Bodies showed a high level of agreement. All Operational, Physical Security, and
Technical issues are widely supported, and just some (33%) believe other aspects should be
included. Within the answers several interviewees expressed there must be one security plan,
with a holistic approach addressing all security aspects: safety, cyber security, physical
security, environmental security, etc.
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Figure 15 Aspects to be addressed in security plans

Other interesting points to address in security plans were (in order of the frequency with
which they are mentioned):

Education and awareness, especially within Top Management

Security governance, roles and responsibilities
Business impact and trying to present security as a Business Driver

Crisis management and communication

Audits

1.1.12 Cyber security perception within operators

Operators were asked whether cyber security was considered a burden for the normal activity
of the control systems.
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Figure 16 On the perception of security as a burden by ICS Operators

Just a minority of them (18%) have this perception, while 72% of them consider cyber security
as an inherent part of the normal activity of the control systems. The main obstacles to deal
with are:

e Awareness at all levels of people not involved in security, from board management to
final users and staff not committed to ICS security (including ICT), was the biggest
problem for most of them.

o A few of them signalled the high costs of security pointing out the difficulty in
explaining this (and justifying the investments) to Top Management.

1.1.13 Other Organizational Aspects from the interviews

Some other topics arose during the interviews. The most relevant ones were:

e Regarding the recent recommendation in the US to consider sabotage attacks against
Cl as an act of war, and whether something similar is needed in Europe:

o Most refer to the existence of common criminal laws that protect these assets
in the same way as any other. They also state that in the US this area is more
developed, but not all of them think this is better, arguing that this process has
been carried out “too fast”.

o Some think that current criminal laws are not very tightly related, but this
might become useful over time.

o Some think that a similar code for the EU is interesting, but that it may not be
applicable since the current state of the art in forensic techniques does not
allow for gathering the strong evidence needed to be 100% sure to start a war.

e About convergence of physical and logical security:
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o Most think that it should be unified, as they both influence each other.
Furthermore, the boundaries are fading as some attacks (and risks) that
needed physical action years ago may be perpetrated in cyber space nowadays.

o Many experts think that there should be one security responsible person
supported by two separate branches, or even three (safety, physical protection
and logical security).

o Some consider it is too soon for this convergence.

e Some experts warn that there are still designs created under the conception that
security can be and add-o layer to be placed later. They express that this is an error
stating that security must be built in from the very beginning of the design phase.

e Itisimportant to be aware of the fact that there is a difference between being secure
and being compliant. If Top Management feels secure through being compliant, there
is a reason to worry. Not all funding has to be spent on, and just on, being compliant.

1.2 Standards, guidelines and regulations

1.2.1 Familiarity with ICS security standards, guidelines and regulations

With regards to this, a comprehensive check on the standards and regulations2 known and
used by the different stakeholder was performeds. Standards proposed were those with a
worldwide influence from standardisation organisations like IEEE, IEC, or ISO. Some others
from the USA were also included since they are considered by many a reference in ICS
security.

2 In the following they will all be called “standards” for simplicity even if they are Guidelines or regulations

3 . . .
Standardization bodies were removed, as there was only one respondent.
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H 'No'

H 'Yes'

Figure 17 Average familiarity level with a number of standards, guidelines and
regulatory documents

By analysing the results for each standard, independently of the stakeholder type (Figure 17)*:
e ltisseen (as it was presumed) that the generic 1ISO-27002 is the standard most
stakeholders are familiar with.

e NIST 800-82 guideline, regarding the ICS protection, is also well known.

e Many other US documents coming from the NIST are closely followed. Even a brand
new one such as the NISTIR 7628 that just concerns Smart Grids.

e |t might be surprising that experts are familiar with some regulations, such as NERC-
CIP, when they only apply in the US. This is remarkable for Operators (see Figure 18).

e US Standards such as AGA 12 or API 1164 only affect certain sectors. Therefore their
low grades can be considered logical.

e Regarding IEC 62351 it is interesting to point out that Manufacturers and Operators
are pretty familiarised with it while ICS Security Tools and Service Providers and Public
Bodies are not.

* In Figure 18 there is a more detailed graph of these results by stakeholder type.
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Figure 18 Familiarity level by stakeholder type
1.2.2 Standards adoption status

ICS Manufacturers and integrators, ICS Security Tools and Services Providers, as well as
Operators were asked on the degree of adoption regarding the implementation of the
standards already presented. Several options were given: discarded, observed,
implementation in progress, and implemented.

The answers to this question are summarised in the following figure:

M 'Discarded’ M 'Observed' M 'Implementation in progress’ M 'Implemented’

100% -
90%
80%
70% -
60% -
50% -
40% -
30% -
20% -

10% -

0% -

Figure 19 About the implementation of ICS related security standards
From the graph above some interesting results are inferred:

e Standard ISO 27002 is the most adopted and the least discarded. Almost 90% of the
respondents have at least observed it, and over 20% have already implemented it.

e Surprisingly, NERC-CIP is highly adopted, even if most respondents are from European
countries. NIST 800-53 and SP 800-82 are also widely observed and even implemented
in some cases.

e Inthe case of ISA99 none of the interviewees are currently in the process of
implementing it. Some have already accomplished it (20%) and many are thinking
about it. This might reflect hesitation from stakeholders due to its difficulty in
adoption and that there are still missing parts to be published.

e Others, like IEC 62351, IEEE 1686-2007 or NISTIR 7628 are being widely observed, and
some stakeholders are trying to implement them even if no one has yet completed.
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This might be a consequence of their recentness (NISTIR 7628) or a difficulty in their
application.

e AGA 12 and API 1164 are not interesting for our respondents, as shown before.

1.2.3 Most valuable aspects of security standards

The overall impression that Manufacturers and Security Tools and Service Providers have on
security standards is positive. They consider that:

e Security and Risk Management are the most important aspects which should be
addressed by standards.

e A holistic approach to security is also welcome.

e Some experts warn about the danger in providing possible attack clues to attackers
when they get too technical.

e Thereis a disagreement between those that believe that security through obscurity is
convenient and those who believe in the advantage of open standards and other
measures such as host bastionning (hardening) and vulnerability management.

100% -
90% -
80%
70%
60% -
50%
40% -
30%
20%
10% -+

0% -

B 'Comprehensive’ B 'Appropriate’ M 'Straightforward'

Figure 20 Classification of ICS security standards based on their contents

However it was also observed that there is some frustration regarding them. For instance an
expert shared his opinion on utilities that have invaded standardization groups to ensure that
the standards are not too expensive to comply with. As a result, lots of standards are diluted
before they are accepted by the entire body.

15
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Stakeholders were asked to classify the different standards as Comprehensive®, Appropriate6

or Straightforward’. Even if those values are not mutually exclusive, it was requested to state
their most valuable characteristic.

e ltisinteresting to see that most adopted standards (such as 1ISO27002, NERC CIP or
ISA99) are the ones that make the greatest variety of impressions.

e Those perceived as valuable to business are adopted.

e Standards mostly perceived as “comprehensive” are, in general, the same ones that
were not being implemented (see point 1.2.2)

1.2.4 Manufacturers attitude towards standards

Manufacturers were asked about their degree of involvement to help their clients to be
compliant with the standards presented. Five different options were presented: negative
attitude, indifference, interested, working on it, and high priority.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

M 'Negative' M 'Indifferencie’ M 'Interested’ M 'Working' M 'High priority'

Figure 21 Manufacturers’ attitude towards ICS security standards

Manufacturers’ attitude towards the standards is displayed in Figure 21. From the results it is
easy to see that:

® The concepts being presented cover the most important security aspects and with an appropriate level.
® The standard/guideline is necessary and adds value to the business.

" The concepts being presented are well defined and clearly oriented.
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Manufacturers show very little interest in the selected standards. They have, mainly, a
negative or indifferent attitude towards most standards.

None of them is considering these standards a high priority. No one was working on
helping their clients be compliant, either.

There is some interest (always less than 50%) in only six out of 14 standards (IEC
61850, IEC 62351, ISO 27002, NISCC GP, NIST 800-53 and NIST 800-82).

IEC 61850 has the peculiarity of being the most problematic one. It raises 50% of
interest and 50% of negative attitude.

Developing European security Good Practices for the industry

Most respondents think it will be necessary that best security practices and security standards
for the Industry (manufacturers, operators, providers, etc.) are developed in Europe. This
means to develop pan-European standards first, then each member state could use those as a
basis for their own standards or as a direct reference.

64% of Operators think that it would be useful, even if a significant part of them (27%)
have some reservations. They do not want certification per se if it does not provide
real security in their systems.

III

Many think that it is not necessary to “reinvent the wheel” but instead just to work in
cooperation with the USA, Asia or Australia, trying to clarify the links between the
already too numerous existing documents. One of the experts mentioned that a
conclusion of the ESCoRTS project is necessary to describe how to use existing
standards to improve security of ICS. In fact, one of the tasks deriving from the follow-
up of the ESCoRTS project was to send a proposal to DG Enterprise to obtain the

support to come forward with a document in order to bridge that gap.

Some of them would prefer not to work too closely with the USA and take more
advantage of the progress done by European Member States.

The influence of private interests also raises some distrust within stakeholders.
Objectiveness must be guaranteed by Public or Academic entities.

Public Bodies showed interest in developing good practices even if most have never
participated in such an initiative.

During the interviews, some experts pointed at ENISA and Euro-SCSIE as driving forces
in this initiative.

17
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1.2.6 Public Bodies perception on EPCIP

A majority of respondents (75%) consider that the work done in the European Programme for
Critical Infrastructure Protection (EPCIP) and the deriving National Critical Infrastructure
Programmes have been effective in fostering the adoption of security Good practices. During
the interviews, it was stated that the Stuxnet phenomenon, appearing in general media, has
also fostered the adoption of security good practices.

1.2.7 Market impact of security standards

Security Tools and Service Providers and Operators were asked if service or products are
specifically demanded to fulfil compliance requirements. 61% of respondents said that it is, in
fact, one of the buying reasons.

Some interesting opinions about this topic were given:

e |CT Security vendors have started to focus on ICS security compliance during the last
two years, but the impression is that they are only superficially adapting technologies,
and not providing real ICS security.

e There are still many operators that do not need to be compliant with ICS security
regulation. Extra budget to be compliant with regulations from outside Europe is hard
to justify.

e Several Operators are making efforts to implement security controls following good
practices or regulatory documents even if compliance with them is not compulsory.

e During the interviews, a few experts stated that since vendors are global companies,
they are not strongly influenced by unilateral efforts and suggested that a joint
European approach could be useful. ENISA was pointed out as an appropriate
organism to do so.

1.2.8 Regulation enforcement by penalties

As NERC-CIP has been implanted in the US by charging fines to non-compliant Operators, the
suitability of the idea was discussed with Operators and Public Bodies. The most interesting
aspects of this discussion are described below:

e There is a strong debate. About 60% do not like the approach since companies may
focus on not being fined instead of being secure. Good practices and standards,
supported by Public Bodies (at national or European level) are preferred.
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e During the interviews various interlocutors warned about the fact that NERC-CIP
allowed operators to decide on which are their own “critical assets”. This allows
operators to pass the compliance audits without being secure.

e On the other hand, many think that this is an effective way to proceed, as
inexperienced management could see the impact of not being secure in their
economic balance sheet.

e A Public Body expert stated that the experience with Operators is that they don’t want
to be regulated (with the nuclear sector the only exception) but when they understand
the cascading effects to their networks when another Operator has a severe failure
they normally change their point of view.

e An expert explains that in the USA the experience is that utilities most often react to
standards such as NERC CIP, which can carry fines for non-compliance. He considers
that there is a tremendous amount of work that could be done to better secure
control systems, but it may not happen unless there is either (1) more standards that
have financial consequences or (2) a terrorist attack that scares everybody senseless.

Other interesting aspects regarding this topic that arose during the interviews are:

=  Sometimes governments require compliance for regulations in which operators have
not participated. This can cause many problems due to unrealistic demands.

= Public Guidelines often arrive late, causing inefficiencies. For example, if a problem has
to be solved but there are no guidelines, the operator would have to solve it on their
own, requiring greater effort. Later, when there is a public guideline, it is very likely
(almost certain) that some changes would have to be made.

= A few experts think that some exemptions to liability could be promoted for
companies that implement security requirements.

1.2.9 Need for Smart Grid Security Guidelines at a European level

Operators were asked about the usefulness of creating a standard such as NISTIR 7628 at the
European level and none gave a negative answer. They do believe that it is a good idea to use
the efforts made in the US, improving and adapting it to the EU reality.

Operators from outside the electric sector believe that this type of guide would also be
welcome for other industries.
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1.3 Economic and financial factors

1.3.1 Economic impact of implementing Good Practices, Standards or Regulations

This concept included two different concepts that could be related based on an economic
point of view.

The first concept was about the economic impact of implementing good practices, standards
or regulatory obligations. Manufacturers, Security Tools and Services Providers, and Operators
were asked with respect to their own businesses and under the umbrella of ICS security. On
the other hand, public bodies and standardisation bodies were asked on how they consider
these three categories of stakeholders face this issue.

Answers to these questions are summarised in the figure below:

100%
oo |
80%
70%
60% M Not affordable
50% H Very expensive
40% W Expensive
0,
3Of B Acceptable
20%
10% B No cost
0%
Manufacturers &  Sec tools & Operators Public bodies Standardisation
Integrators services bodies
providers

Figure 22 Economic impact of implementing good practices, standards or
regulatory obligations

From the figure above, it can be concluded that:

= Manufacturers and integrators are the ones for which implementing standards,
guidelines and regulatory documents is considered to be most expensive. Almost 30%
consider it very expensive or even prohibitively expensive. Only 42% consider it
acceptable.

= Most Security Tools and Service Providers (70%) consider those costs acceptable, even
if some (less than a 10%) consider them very expensive.

= |tisinteresting to see that most Operators (68%) consider the cost more than
acceptable, while the rest think it is just expensive. Based on the answers provided by
experts, this could be explained by Operators’ regular practices of putting new ICS
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systems out to tender where security requirements are included together with other
functional requirements. Vendors usually lower prices to win the contract and
Operators get what they want at a reasonable cost.

During the interviews, several experts from Public and Standardisation Bodies
expressed the opinion that costs should be considered as acceptable as they represent
“minimum requirements” that can result in money savings if considered as a part of
the PDCA? cycle.

The second concept about which stakeholders were asked is on the degree of involvement of
the Management staff of their own companies in addressing cyber security issues related to
ICS security. An overview on the answers provided by the experts that participated in the
survey is shown in the next figure.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Manufacturers & Integrators  Sec tools & services providers Operators

m1-Noanswer M2-lLow m3-Medium ™4-High

Figure 23 Degree of involvement of the Management staff on ICS security issues

From the figure above, it can be concluded that:

There is a correlation between the involvement and cost. Stakeholders that rated the
involvement of their Management on ICS cyber security issues higher are also the
same ones that consider security more expensive.

Manufacturers and Integrators managers are the ones most involved. 57% of
interviewees considered that they are highly involved, while the rest rate this
involvement as medium. There is a contrast between these answers and the

8 plan-Do-Check-Act
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perception that many interviewees have about how security is implemented in ICS
environments, in which devices are not designed taking into account security at the
design phase. This might be because nowadays ICS vendors are in fact already
considering security requirements at the design phaseg, or due to a disagreement on
the necessary level of security perceived by different stakeholders.

= Security Tools and Services Providers have the impression that their Management is
less involved with ICS security issues.

= And what is worse, less than the 20% of Operators consider that Management is highly
involved. About a half of them rated this involvement as medium and some (15%)
think that their involvement is low.

1.3.2 Participation in National or European funded programmes to develop security
devices or architectures

When asked if they were participating in National or European funded programmes to
develop security devices or architectures, the participants answered as follows.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0% T T T T T T

Manufacturers Sec tools & Operators  Academia and Public bodies Standardisation
& Integrators services R&D bodies
providers
B Yes ENo

Figure 24 Participation in National or European funded programmes

* From a global point of view, there is a small majority of stakeholders (54%) involved in
this kind of programme.

Yitis important to remember the issue about legacy components in ICS networks.
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= Comparing these results with the ones presented in section 1.3.1, we see that
stakeholders that associate security with high costs are the ones that are less involved
in this class of initiatives.

= Academia and R&D companies are the most involved stakeholder types in this kind of
initiative.

= Surprisingly, Security Tools and Services Providers and, specially, Manufacturers are
not very involved.

= When analysing the initiatives examples provided by the experts it could be concluded
that:

o Most of these initiatives were technical R&D focused, with a high impact from
FP7 programme.

o The few Manufacturers involved in funded programmes were always focused in
the Smart Grids area.

o Some programmes focusing on the development of Good Practices, and
Education were mentioned. Especially the ones related with the CPNI in the UK
and the Netherlands.

=  Most experts from Manufacturers, Security Tools and Services Providers, and
Operators expressed that these kinds of programmes are interesting, and necessary.
However, a few of them considered that they are too theoretical (such as FP7). More
practical programmes, such as test beds, and information sharing initiatives were
demanded. A few of them think that this test bed should even be mandatory.

= Manufacturers were more reluctant to these kinds of programmes than any other
group of experts:

o Some of the respondents were not comfortable with the idea of public bodies
getting involved in technical developments, even though public funding would
help them develop technologies faster.

o They consider themselves as having enough money and prefer not to ask for
public funding. Thus avoiding having to deal with Governments asking them to
include “backdoors” to bypass their security measures.

o Moreover, they mentioned that Public Bodies’ role must be developing
standards, guidelines, legislation and education.
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1.3.3 Information for ICS Security programmes

Experts were asked whether they consider that there is enough information on public funded
programmes. In the following figure it is shown that answers are equally divided between the
“yes” and the “no”.

W Yes

H No

Figure 25 Stakeholders asked whether there is enough information on public funded
security programmes

Half of the respondents were not aware of this kind of programs. When asked about how to
improve it the following two proposals arose:

= Some experts think that a web-based resource including these kinds of initiatives will
be helpful.

= Others think that some marketing effort to show programmes objectives and results
would help increase their visibility.

1.3.4 Usefulness of Public Funded projects and initiatives and other related issues

ICS Security Products and Services providers were asked specifically about the usefulness of
these programmes. A big majority, 80%, believed so, even if they expressed some criticisms
and problems when asked further.

W Yes

® No

Figure 26 About the usefulness of public funded security initiatives
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The main reasons to consider them useful were:

= The advantages of information sharing and collaboration amongst partners (i.e.
acquiring and providing specific expertise and tools).

= The possibility of creating integrated solutions with a broader scope.
= They help raise awareness on specific issues.

= Public support can help long term R&D funding, which is not always a priority for
companies, usually looking for short-term results.

But there were also several critics and proposals on how to improve:

= For a few experts, these programmes could be better articulated to take advantage of
the results.

o They need to be planned to solve concrete problems, but to do so participating
companies should already have a profound knowledge of the achievable results
or include an initial phase for such a study.

o However, current programs do not usually allow for doing so. They lack the
time or resources to acquire enough knowledge about the “state of the art”.

o Therefore, FP7 and similar (e.g. national level funding schemes) should be
supported with more funding to make long term research activities for private
companies more attractive.

o Moreover, projects should be more flexible in terms of deadlines and
objectives, since R&D can lead you through very different paths to what was
initially planned.

= There has not been much interest in ICS security during recent years. There is normally
more interest in “embryonic” areas.

= A few experts believe that security products should not be made for the public.
Therefore, there is still a debate in this area about the security-through-obscurity
approach.

On the other hand, Public Bodies were asked about the upcoming new funding initiatives
being planned by the public sector to improve protection, resiliency and security capabilities
of ICS behind Critical Infrastructure. The few answers received stated that they are normally
part of public-private initiatives and sometimes in cooperation with non-EU states.
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An interesting case to point out here was the one in which initiatives in the security field can
also be done with no public funding, on a voluntary basis, where private companies
participate for other reasons, such as Market positioning. This was the case of the new
regulatory schema for Cl protection in Spain. In this case, the representatives of the private
sector work collaboratively on a voluntary basis to develop reference security plans for Cls. A
public body is the driving factor (i.e. facilitator and instigator).

1.3.5 Public-private cooperation for Operators

Operators were asked if public organisms should help privately owned companies by means of
public funded programmes to improve the security of their ICS. A large majority of
respondents (91%) agreed saying “yes”.

W Yes

®No

Figure 27 Operators point of view with regard to the necessity of public bodies to help
them improve ICS security by means of public funded programmes

The main reasons they gave to support this opinion are:

= Those are matters of public interest. Independent of ownership, governments should
help companies and not only ask them to carry out their ICS protection duties.

= Governments have strategic and economic interests in ICS-Cl. Private companies have
an economic interest, which is also related to reputation and trustworthiness. So, even
if they have different perspectives they also share objectives.

=  Without a public body acting as a facilitator it is unlikely that companies will work
together. In fact, various operators working under UK-CPNI influence consider this an
example of success.
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1.4 Technical

1.4.1 Current and future threats in ICS protection

All stakeholders were asked about their opinion on the current trends in the threat
environment of Industrial Control Systems and what would they be in the future. There was a
variety of answers for the current panorama, but most experts pointed out at least one of the
following current trends:

e Virus and malware. The Stuxnet case'® has drawn lots of attention.
e Anincreasing interest in hacking ICS systems by potential attackers.

e Low interest in security or the (wrong) feeling that their systems are secure enough by
those responsible.

e Practical difficulties in patching and vulnerability management.
e Human errors. From configuration mistakes to wrong device uses.

When asked about the threats coming up in the near future, experts have emphasized:

e External targeted attacks. Respondents think that the attacks against ICS systems will
occur more often with terrorists, enemy countries or hacking-for-profit backed by
criminal organizations. A few stated that it might even be used to generate mistrust
within competitors, as sabotage or business war.

e Internal threats. Just disgruntled employees or malicious staff members or contractors
motivated by any of the reasons mentioned above.

e More difficulties in vulnerability management, as a consequence of distributed
intelligence, virtualization, public networks and cloud computing.

e Privacy issues specially related with Smart Grid capabilities and privacy laws in the EU.

Then experts were asked about which of those threat trends, both present and future, are the
most challenging ones. They stated:

e Targeted attacks are considered the biggest problem, because they are difficult to
predict, and can be tailored to harm an organization.

° some experts defined it as a “Military Project” more than a virus.
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e Legacy equipment. As ICS systems have a very long lifecycle, during the years it would
be more complicated to manage their vulnerabilities, or cover security needs.

e Human factor. Targeted attacks might take advantage of this. It is really challenging to
build and design systems to avoid human errors (e.g. involuntary infections). For
example, USB removable storage devices were specifically pointed out many times
during the interviews.

Manufacturers & Integrators, ICS Security Tools and Services Providers, and Operators were
asked about the more probable logical and physical threats and to rate the degree of impact
of these threats. Considering 1 as low impact, 2 as medium, 3 as high and 4 as critical, the
average impact of the most common answers is displayed in Figure 28.
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Figure 28 Impact of the most relevant threats identified by the respondents

From this figure, and also considering each stakeholder’s answers, it is possible to interpret
that:

e Security Tools and Service Providers consider several menaces regarding
communications (such as those deriving from the use of wireless technology, Internet
connections, etc) as critical. On a second level they think that access control to
applications and equipment are important.

e QOperators consider threats against availability as the most important ones, including
device or communication manipulation. They are also the most concerned about the
“human factor” threat, highlighting accidental errors or malicious activity.

e Most manufacturers consider as a critical threat the existence of insecure equipment
(legacy or just untrustworthy because of backdoors and similar) in secure networks, as
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well as non reliable (often proprietary) protocols. There are experts who are afraid
that firmware backdoors that can bypass all security software protections are already
being included into new embedded devices and ICS software.

e Additionally, during the interviews several specialists specifically highlighted their
concerns about the security issues originating in insecure equipment. Some of the
most interesting comments made by the experts were:

o During years isolation was considered as a security layer, but this is no longer
true as remote control technologies evolve.

o This has advantages for control, patching and update, but it may lead to
security flaws.

o There are backdoors in this equipment. Some promoted by governments, some
because of vendors.

o The security-by-obscurity approach was brought back again at this point, with
experts claiming for transparency.

o Several experts stated that built-in security in those devices would be good, but
this implies reducing the expected lifecycle of current networks which might be
too expensive.

o Compensating security flaws with a multi-layer security approach, and
assuming that some components will change is the current method.

o An expert also stated the need for Memory Foot Prints, already existent in
some Smart Grid devices, during the whole device lifecycle to take better
decisions.

1.4.2 Future research lines in ICS Security

Academia, Public Bodies and Standardisation Bodies were asked about future research lines to
improve the different aspects of ICS security. Some of the experts also mentioned current
research lines which in fact enriched the question.

In fact, regarding tools and technologies for ICS security they are currently working on, the
experts signalled:

e New testing methodologies and tools for system interdependencies

e New security and functionality metrics
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e Better access controls for devices

e Security in Wireless networks™!

e Vulnerability analysis

e Intrusion Detection Systems

e Study and test performance of current Smart Grid installations
e Smart Grid standards and effectiveness measures.

Regarding the trends of future research in ICS security, the more common ones were:

e More robust and flexible architectures.

e Early anomaly detection by means of Network Behaviour Analysis and Security
Information and Event Management systems.

e Contextualisation: correlation between security data and business-processes data
e Patching and updating equipment without service disruption.

e Tools and methodologies to integrate and manage logical and physical threats.

1.4.3 Challenges of ICS security to classic ICT security

As ICT technologies presence in the ICS world increases, new challenges appear. Stakeholders
were asked about the most challenging issues when bringing cyber security capabilities and
adapting regular ICT security products to the control systems world. The most relevant
challenges are summarized below:

e The security culture differences between the two worlds. ICT security has always been
studied as Confidentiality-Integrity-Availability, while in ICS priorities are Safety-
Reliability-Availability. This has deep implications, and as a result conventional ICT
security products cannot be directly applied to ICS networks without a proper
understanding of these differences. Many experts believe that this issue needs to be
rethought and some point to Academia researchers as the ones who can provide
solutions. Some examples of these implications were given by experts, affecting to
different processes:

™ In section 1.4.4 there is additional information about the real adoption by these technologies.
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o The difficulties of making an ICT technician understand that a true 24*7 ICS
device can never stop. Not even for Risk Analysis, updates, or penetration tests.

o The dramatic consequences that excessive traffic or regular fingerprinting
practices (e.g. TCP/UDP port fingerprinting) can have in an ICS Network.

o ICS security staff are not always aware of security risks and practices in the ICT
world.

o ICT security vendors try to get into the ICS market without understanding the
differences.

o Some ICS technologies are not covered by ICT security products, such as
specific protocols or systems.

o Each world has its own standards (ISO 2700X versus ISA 99x and IEC 62443).

e Another relevant issue that was mentioned once again is that current ICS components
will remain operative for, at least, another decade, so the only way to improve security
is to go for a multi-layer security approach. In any case, several experts also stated that
new products are becoming more prepared for security and this will improve in the
near future.

1.4.4 Security technologies in use or to be implemented

ICS Security Tools and Service Providers were asked about the security products and
technologies that industrial customers were asking for. At the same time, Operators were
asked about the products and technologies that they were planning to buy in the near term.
Moreover, Academia was asked about which security technology would be urgent to
implement in order to reduce current risks for ICS. A closed set of technologies was provided.

The following figure shows an aggregated summary of the different solutions that represents
the most popular technologies today for ICS protection.
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Figure 29 Popular technologies for ICS protection
As seen in Figure 29:

e IDS/IPS are the most popular ones (68%), followed closely by specific DPI (59%), NAC
(53%) and VPN (51%)

e On asecond level we find wireless security (48%), conventional firewalls (42%),
Application whitelisting (38%), host bastioning (hardening) and multi-factor
authentication (both 32%) or PKI (29%).

e Some technologies that have not had success yet are Data Diodes and DLP (10%)

e 32% of respondents signalled other technologies, mostly antivirus, special DNS,
Network Behaviour Analysis or Security Information and Event Management.

If we compare the answers from each stakeholder, some interesting information can be
inferred, particularly when we compare the technologies which operators are planning to
acquire in the near term with respect to those technologies that are actually being demanded
from ICS Security Tools and Services Providers (see Figure 30):
e Operators are not implementing or planning to use the technologies that ICS Security
Operators and Providers claim to be demanded.

e This is especially evident in cases such as multi-factor authentication or DLP, in which
they have no interest at all.
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e Moreover, wireless security seems to be very important for Security Tools and Service
Providers and Academia, but Operators are not using or planning to use it in the near
future.

e DPI firewalls are not as often installed as Security Tools and Service Providers and
Academia think they should be. On the other hand, conventional firewalls are very
present.

e IDS/IPS is still considered the most interesting technology, and VPN also has a good
level of agreement.
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Figure 30 Technologies being demanded, offered or recommended by Stakeholder type
1.4.5 Cyber security built-in in ICS products

Manufacturers were asked if their clients asked them to include cyber security capabilities in
their ICS products. At the same time Operators were asked if they are asking their providers to
include cyber security mechanisms in control systems’ devices and applications. As seen in
figure 23, the answers on both sides are coherent, showing that this is the case in about 75%
of cases.
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Figure 31 About the demand/offer of cyber security capabilities in ICS components

Both stakeholder types were also asked to provide examples on this issue. As a result, the
most frequently implemented security functionalities were cryptographic keys (including PKIs)
and firmware upgrades by digitally signed patches. In terms of desirable technologies,
intrusion prevention and anti-malware capabilities are at the top. During the interviews,
several experts explained that this is considered a “plus”, but if this increases the price too
much the option is rejected.

In a different but related question, manufacturers and integrators were asked about the cyber
security capabilities they are currently providing in their devices and applications. At the same
time, ICS Security Tools and Services Providers were asked if their products were already
including specific cyber security functionality or capabilities for ICS. According to the answers,
Manufacturers usually provide encryption solutions (at communication or user/pass storage
level), built-in firewalls, redundancy or hardened OS. It is important to state that 15% of
manufacturers still do not provide any kind of functionalities. On the other hand, Security
Tools and Service Providers business is focusing on providing security on legacy systems or
solutions which are not being addressed by manufacturers directly, like encryption of legacy
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control protocols (e.g. VPN), transparent IDS/IPS, Deep Packet Inspection (DPI) for control
systems protocols, and virtualization.

1.4.6 Cooperation in developing methodologies and tools for risk or vulnerability analysis

Organisations such as Security Tools and Service Providers, Academia and Public Bodies were
asked if they have developed or fostered new methodologies or tools to analyze risks and
vulnerabilities.
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30% -
20% -
10% -
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Hno
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Sec tools & services Academia and R&D Public bodies
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Figure 32 Development of novel risk and vulnerability analysis methodologies and tools

As can be seen in Figure 32 only a minority group of them have participated in such activities.
Security Tools and Service Providers are the ones most involved in these tasks (40%) while
Public Bodies (20%) and Academia (15%) do not participate in them very often.

It is interesting to contrast these results with those in section 1.1.10 where operators mention
that they are currently undertaking risk analysis or even other projects resulting from a
previous risk analysis phase. Even if there are companies that might have performed risk and
vulnerability analysis using new tools and methodologies it is also possible that many others
are using regular ICT ones, which are not optimal for ICS environments. Moreover, it is also
interesting to highlight that risk analysis appears as one of the most demanded/desirable
security services for ICS, as can be seen in section 1.4.7.

1.4.7 ICS security services status

Operators and Security Tools and Service Providers were asked about the most demanded
security services in ICS. At the same time, Academia and Public Bodies were asked to give
their impression about the ones that they consider more desirable.
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Figure 33: Most demanded and desirable ICS security services
As seen in Figure 33,

e Cyber Security plans (72%), Penetration Test and Risk Analysis (68%) and Secure
Network Design (60%) are at the top.

e There is a big difference with respect to all other proposals, such as deployment of
security products (38%), compliance audits (32%), application whitelisting (30%) or
host bastioning/hardening (24%).

There were few significant discrepancies between stakeholder types as seen in Figure 34. Just
Security Tools and Service Providers thought that compliance audits are very much in demand
compared to other stakeholder perception (70% to 20%) and something similar happens when
referred to the deployment of security products.
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Figure 34 Most demanded and desirable ICS security services by stakeholder type

This information was compared with the real status of activity. In Figure 35 the services
currently being provided by Security Tools and Service Providers are represented and in Figure
36 the ones that have been contracted by operators.
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Figure 35: ICS security services currently provided by Security Tools and Service

Providers

From those results one could conclude that:

Operators might not actually be making use of those services that ICS Security Tools
and Service Providers are claiming they are buying.

Operators might be trusting Manufacturers for including cyber security in their ICS
systems. In turn, Manufacturers would be the ones actually demanding those services
from third-party companies like ICS Security Tools and Services Providers.

Just Penetration Testing (35%) and Secure Network Design (27%) are visible to
Operators. This means that Operators are directly buying these services from ICS
Security Tools and Services Providers.

Network (re)design figures match in both cases. However, Penetration testing is
claimed by Operators to be one of the most demanded services, while ICS Security
Tools and Services Providers consider this service as one of the less demanded ones
together with application whitelisting.

This discrepancy might be due to the fact that penetration testing could be currently
done by regular ICT security companies which are not providing specific ICS security
services and which are not participating in this Study.
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Figure 36: ICS security services actually demanded by Operators
1.4.8 Smart Grid technical challenges and other issues

Stakeholders were asked about their involvement in Smart Grid security and the issues they
considered more challenging. The three main issues described were:

e The size of the networks, including the amount of assets, data, nodes or controls
required may be overwhelming. For example, the quantity of smart meters may reach
millions, and they all provide lots and detailed information about the customers. To
track all this information is the biggest challenge.

e End customer confidentiality and the problems derived from privacy laws.
Theoretically, just the operator and the consumer should have access to this
information. Should meter readings be considered personal data?

e Trustworthiness of transmission channels, as operators rely on third parties to
operate.

Security Tools and Service Providers were also questioned about their services and solutions
in the field of Smart Grid security. They claimed that they are already providing solutions
regarding device authentication and encrypted communications between different elements
such as data concentrators and smart meters.

On the other hand, experts from Academia and R&D were asked about their interest in and
projects regarding the security of the Smart Grid. The general impression is that they are
already getting familiar or working in Smart Grid topics. Some of these topics include market
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research or technical aspects like cyber security by design, training programs and security
testing methodologies for these environments.

1.4.9 Dependencies of ICS with third party telecommunication infrastructures.

All stakeholders were asked about the implications of ICS relying on third party
communication infrastructures from a cyber security point of view. They all admitted that
interdependencies exist, and that this may lead to security failures in ICS. They emphasized:
e Operators’ lack of control and knowledge over the status of the network. Operators
cannot identify, neither solve any problem without the collaboration of the
telecommunication service provider.

e Public and private channels may be multiplexed over the same physical segments.
Many coincide to require encryption and signatures to prevent information leaks.

However, a few respondents also provided a positive analysis. They stated that it might
actually be beneficial for operators to rely on specialized companies for this kind of
services letting the operators focus on their core business. Moreover, this situation might
also make operators consider security and important issue since they will have to secure
the information being transmitted over third-party networks, either addressing this on
their own or by putting pressure onto telecommunication companies to get a secure
service.

1.4.10 About cloud computing in the ICS environment

During the interviews, several experts were asked their opinion on the cloud computing
paradigm and its applicability in ICS networks.
e Many stated that this could be promising in some aspects, such as to improve
computational capacity of ICS systems.

e However, the majority stated that cloud computing is still too immature or even not a
valid paradigm when considering stringent QoS aspects and real time operation of ICS.
They stated that Cloud Computing services are designed for IT networks and ICS has
other needs.

e Even for valid use cases, some experts warned that every detail must be crystal clear in
the contract. One of them said that standardized requirements at a European level
would foster the adoption of these technologies.
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1.5 Dissemination and awareness

1.5.1 Knowledge about and participation in forums or workgroups concerning cyber
security in ICS environments

All experts were asked if they knew any forums or work groups concerned with cyber security
aspects in Industrial Control Systems and if their organisation participated in them.

® No answer
H No

M Yes

Figure 37: Percentage of stakeholders that are aware of forums and/or workgroups
on ICS security.

As seen in Figure 37, a majority (63%) of participants are aware of some initiative of this kind.

Taking a look at Figure 38 in which the results are split by stakeholder type the most aware
stakeholders are Academia (85%) and Public Bodies (75%). Security Tools and Service
Providers (70%) and Manufacturers (60%) are also informed. It is interesting that only 50% of
operators are aware of this kind of initiative. Standardization bodies are not statistically
significant, as there was only one answer to this topic.
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Figure 38: Percentage of stakeholders that are aware of forums and/or workgroups on

ICS security by type.

Participants were then asked if they were actively taking part on any of them.

HYes
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™ No answer

Figure 39: Percentage of stakeholders participating in forums or workgroups on

ICS security.

43



* x

x *
* *
x enisa Protecting Industrial Control Systems
European N?Mork
B Recommendations for Europe and Member States

As seen on Figure 39 the participation rate is very high (52%) when compared to the data
shown in Figure 37. It means that the 82% of organizations that are aware of this kind of
initiatives are actively working on them.

These results are even more illustrative when checking stakeholders separately:

e All Operators and Academia organisms, and a high majority of Security Tools and
Service Providers (95%) that are aware of these initiatives are actually cooperating on
them.

e This is not the case for Manufacturers (66%) and Academia 66%) and Public Bodies
(33%). This may represent a lack of interest, or just that the initiatives they are aware
of are not appropriate for them.
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Figure 40: Percentage of participation in initiatives by Stakeholder type

1.5.2 Evaluation of the forums and work groups in which stakeholders are actively
participating

Only respondents that were actually working in forums and work groups on ICS security were
asked to rate them according to one of the following options:

e Indifference: Something that is obsolete or without interest.
e Qverlapping: The work done in this group overlaps with others.
e Active: This group is working hard but not much on cyber security issues.

e Interesting: This group is focused on actual cyber security risks and challenges.
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As seen in Figure 41:

e Respondents rated most groups/forums as interesting (78% of the groups/forums).
Some of the most repeated ones have been SANS EU SCADA, E-SCSIE, ESCoRTS and
diverse initiatives from ENISA, NIST, CPNI.UK and CPNI.NL.

e 16% of the groups/forums were rated as active groups.

e The number of groups that are considered overlapping is very small (2 groups, 4%).
They were ISA-99 (which was also rated as “interesting” by others) and Linked-In PCS
Security.

e There was just one group (2%) rated as without interest or obsolete by one
respondent: AMETIC.

e During the interviews some respondents expressed the opinion that this kind of
initiative should also exist divided by business more than by technology.

2%

M Indiference
M Overlaping
= Active

M interesting

Figure 41: Evaluation of forums and working groups.
1.5.3 About the number and quality of dissemination events on ICS security

Experts from Academia and from Security Tools and Service Providers believe that there
should be more events (i.e. conferences, workshops, webinars, and similar) targeting
dissemination of research results, products and solutions as well as raising awareness on
cyber security aspects of Industrial Control Systems.

Security Tools and Services Providers suggest having specific events focusing on existing
standards of ICS security, to disseminate their content and raise end user awareness. They
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also consider that many of these events have a low quality level since the quality of the
content presented is very poor.

Academia and R&D believe that current events are too theoretical and do not have enough
participation from manufacturers and integrators. Researchers believe that at this present
time there are many security-related events, but on general security problems, and with
presentations being repeated from meeting to meeting. Some consider that it would be
important that each event focused on a particular problem and try to find practical solutions
amongst them all.

It is also interesting to highlight here some of the opinions from Academia that arose during
the interviews. They considered that there are far too many conferences where it is too easy
to get a paper published, in all domains not only in the security domain. Academia needs to
have papers published somewhere in order to improve the curriculum and reviewers are not
tough or even professional. Some conferences ask to submit papers already accepted in other
conferences and will be accepted with no further analysis. It is easy to fool them (they are in
need of publications). The same happens with journals. It was also stated that, for instance,
Microsoft is ranking journals and conferences as a way to correct this. It was suggested that
there should be consensus on the convenience of continuing to publish in conferences and
journals that have made business out of low quality papers/articles.

1.5.4 About the participation in ICS security dissemination events on ICS security

Manufactures and Integrators, ICS Security Tools and Services Providers and Academia were
asked if they usually give conferences, webinars or perform any other dissemination action to
disseminate their ICS security solutions or work. At the same time, Operators and Public
bodies were asked if they attend these events.

An overview of the answers provided by the respondents is shown in Figure 42.
Based on the results, we can assure that:

e Manufacturers, Security Tools and Services Providers, and Operators are very active in
these kind of initiatives (Security Tools and Service Providers have a 70% of positive
responses; additionally, a 67% for Operators and 58% for Manufacturers)

e Operators also indicate that they regularly attend presentations given by Security
Tools and Service Providers and Manufacturers.

e Public Bodies are also present with a 40% of participation.

e However, operators and public bodies’ staff state that they attend general events
more often, which are lately more related to Smart Grids.
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Figure 42: Participation in ICS security events

Additionally, Experts were questioned about how necessary the presence of the different
actors in dissemination events is as well as on the difficulty of finding information about
security products and services specifically designed for ICS at such events.

The most interesting issues discovered are that:

Manufacturers do not think that Security Tools and Service Providers are very
necessary (just 29% support it, and there is another 29% that do not answer). The
others think that they could provide interesting real cases, but it would not be likely
that their customers will accept being described as “victims”.

100% of researchers interviewed believe that it is necessary to improve relations
between research and operators.

Some Operators consider that they do not have problems finding information about
the equipment and security solutions they need, but they miss independent
evaluations and specific tests performed in real ICS environments.

All interviewed stakeholders indicate that the issue of cyber security appears in all the
events they attend, but not as a main issue, although it is increasingly important.

However, cyber security is treated in a general way not addressing specific aspects of
ICS.
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1.5.5 Knowledge about the Smart Grid concept

Most participants were asked about their knowledge of Smart Grid technology and its security
issues. Based on the results we can state that in general they can be considered to be familiar
with it, or even experts:
e Many of the respondents said that Smart Grid security will be something to consider
in the future, but currently there are not too many funding programmes addressing
this issue.

e Some researchers have published several reports on security in Smart Grids and in
components that comprise it, but they still think that the maturity level of security
solutions available for this environment is low.

e Security Tools and Service Providers have been working on projects or have done
research on Smart Grids. Some of the solutions discussed are generic and are not
specifically developed for industrial networks. Some others are specific solutions for
Smart Grid that mainly focus on the communications protocols.

e Most Academia respondents are, or have been, working in technical research.

e Just one Public Body declared to be related to smart grids, collaborating with energy
companies to develop tests focusing on security and flexibility aspects of the
solutions.

1.5.6 Other dissemination aspects: ICS-CERT

During the interviews, several other topics related to dissemination aspects were discussed.
However, the way in which ICS vulnerabilities are discovered and disseminated in Europe was
a main topic. Actually, experts were asked about the suitability of creating an ICS-CERT at
European level:

e Almost all participants supported the idea.
e Private organizations are already doing this kind of work on their own.

e Network of Trust: It is important to classify and provide guidelines, but not to expose
real systems.

e UK CPNI has made good progress in this, as well as other country CERTs. There are
experiences of private labs in other countries (INL, Sandia...) that are also helpful.

e European ICS CERT should be a PPP and have peers in other continents or countries.
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Some consider ENISA should promote it or even support it if they have the resources
(something like an Interpol) and define a reference standard to deal with
vulnerabilities.

Some experts think that those CERTs should focus on industry sectors instead of
focusing on horizontal aspects like cyber security only. Each sector’s needs are
different, crisis management is also different, and it will be easier to involve Operators’
Top Management since it will be easier to show the business orientation.
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3 Abbreviations

ACC
AD
AGA

AMETIC

AMI
ANSI
API
API
ARECI
ARP
AV
BDEW
BGW
BW
CA

CcC
CCTv
CEN
CENELEC
CERT
CFR

Cl
CI2RCO
CIFS
CIGRE
ci
Clp
CIKR
CIP
CIWIN
CNPIC
COTS
CPNI
CRP
CRUTIAL
CSSP
DCS
DD
DDOS
DHS

American Chemistry Council

Active Directory

American Gas Association

Multi-Sector Partnership Of Companies In The Electronics, Information And
Communications Technology, Telecommunications And Digital Content
Advanced Metering Infrastructure

American National Standards Institute

Application Programming Interface

American Petroleum Institute

Availability And Robustness Of Electronic Communication Infrastructures
Address Resolution Protocol

Anti-Virus

Bundesverband Der Energie Und Wasserwirtschaft
Bundesverband Der Deutschen Gas Und Wasserwirtschaft
Band Width

Certified Authority

Common Criteria

Closed-Circuit Television

European Committee For Standardization

European Committee For Electrotechnical Standardization
Computer Emergency Response Team

Code Of Federal Regulations

Critical Infrastructure

Critical Information Infrastructure Research Coordination
Common Internet File System

Conseil International Des Grands Réseaux Electriques
Critical Information Infrastructures

Critical Information Infrastructures Protection

Critical Infrastructure And Key Resources

Critical Infrastructures Protection

Critical Infrastructure Warning Information Network
Centro Nacional Para La Proteccidon De Infraestructuras Criticas
Commercial Off-The-Shelf

Centre For The Protection Of National Infrastructures
Coordinated Research Project

Critical Utility Infrastructural Resilience

Control Systems Security Program

Distributed Control Systems

Data Diode

Distributed Denial-Of-Service Attack

Department Of Homeland Security
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DLP

DLP
DMZ
DNP
DNS
DOE
DOS

DPI

DSO

EC

ECI
ELECTRA
ENISA
EO

EPA
EPCIP
ERA
ESCORTS
E-SCSIE
EU

EXERA

FDAD
FIPS
FP
FTP
GIPIC
GP
GPS
GUI
HIPS
HMI
HSPD
HW
1&C
IAEA
IAM
IAONA
IcCP
ICS
ICSIWG
ICT
IDS

Data Loss (Or Leak) Prevention (Or Protection)
Data-Leakage Prevention
Demilitarized Zone

Distributed Network Protocol
Domain Name Server
Department Of Energy

Denial Of Service

Deep Packet Inspection
Distribution System Operator
European Commission
European Critical Infrastructure

Electrical, Electronics And Communications Trade Association.

European Network And Information Security Agency
Executive Orders

Environmental Protection Agency

European Programme For Critical Infrastructures Protection
European Research Area

Security Of Control And Real Time Systems

European Scada And Control Systems Information Exchange
European Union

Association Des Exploitants D'equipements De Mesure,

D'automatisme

Full Digital Arts Display

Federal Information Processing Standard
Framework Programme

File Transfer Protocol
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Grupo De Trabajo Informal Sobre Proteccidn De Infraestructuras Criticas

Good Practices

Global Position System

Graphical User Interface

Host Intrusion Prevention System
Human-Machine Interface

Homeland Security Presidential Directive
Hardware

Instrumentation And Control

International Atomic Energy Agency

Identity And Access Management

Industrial Automation Open Networking Association
Inter-Control Center Communications Protocol
Industrial Control Systems

Industrial Control Systems Joint Working Group
Information And Communications Technology
Intrusion Detection System
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uropean Networ

M b Recommendations for Europe and Member States
IEC International Electrotechnical Commission
IED Intelligent Electronic Devices
IEEE Institute Of Electrical And Electronics Engineers
IETF Internet Engineering Task Force
IFAC International Federation Of Automatic Control.
IFIP International Federation For Information Processing
IMG-S Integrated Management Group For Security
INL Idaho National Laboratory
INSPIRE  Increasing Security And Protection Through Infrastructure Resilience
INTER- Infrastructure For Heterogeneous, Resilient, Secure, Complex, Tightly Inter-Operating
SECTION Networks
10 Input/Output
IPS Intrusion Protection System
IPSEC Internet Protocol Security
IRBC Ict Readiness For Business Continuity Program
IRIIS Integrated Risk Reduction Of Information-Based Infrastructure Systems
ISA Instrumentation, Systems And Automation Society
ISACA Information Systems Audit And Control Association
ISBR Information Security Baseline Requirements
ISMS Information Security Management System
ISO International Organization For Standardization
IST Information Society Technologies
IT Information Technologies
JHA Justice And Home Affairs
KF Key Finding
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
LPDE Low Density Polyethyl
MAC Media Access Control
MCM Maintenance Cryptographic Modules
MIT Middleware Improved Technology
MSB Swedish Civil Contingencies Agency
MTU Master Terminal Unit
NAC Network Access Control
NBA Network Behaviour Analysis
NBA Network Behaviour Analysis
NCI National Critical Infrastructure
NCS Norwegian Continental Shelf
NCSD National Cyber Security Division
NERC North American Electric Reliability Corporation
NHO Norwegian Business And Industry
NIAC National Infrastructure Advisory Council
NIPP National Infrastructure Protection Plan
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NIS
NISCC
NIST
NISTIR
NRC
NRG
NSAC
OLF
OPC
0S
0SG
osl
OTP
PCCIP
PCD
PCN
PCS
PCSRF
PDCA
PDD
PIN
PKI
PLC
PP
PPP
QoS
R&D
RAT
RF
RSS
RTU
SANS
SCADA
SEM
SEMA
SIEM
SIM
SIMCIP
SMTP
SNMP
saL
SSH
SSID

Network And Information Security
National Infrastructure Security Co-Ordination Centre
National Institute For Standard And Technologies

National Institute Of Standards And Technology Interagency Report

Nuclear Regulatory Commission
Nuclear Regulatory Guide

National Security Advice Centre
Norwegian Oil Industry Association
Ole For Process Control

Operating System

Open Smart Grid

Open System Interconnection

One Time Password

Presidential Commission On Critical Infrastructure Protection

Process Control Domains

Process Control Networks

Process Control System

Process Control Security Requirements Forum
Plan, Do, Check, Act

Presidential Decision Directive

Personal Identification Number

Public Key Infrastructure

Programmable Logic Controllers

Protection Profiles

Public Private Partnerships

Quality Of Service

Research And Development

Remote Administration Tools

Radio Frequency

Really Simple Syndication

Remote Terminal Units

System Administration, Networking, And Security Institute
Supervisory Control And Data Acquisition
Security Event Manager

Swedish Emergency Management Agency
Security Information And Event Management
Security Information Management
Simulation For Critical Infrastructure Protection
Simple Mail Transfer Protocol

Simple Network Management Protocol
Structured Query Language

Secure Shell

Service Set Identifier
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My e Recommendations for Europe and Member States
SSL Secure Sockets Lay
SSP Sector-Specific Plan
ST Security Targets
SW Software
TCG Trusted Computing Group
TCP/IP Transmission Control Protocol/Internet Protocol
TISP The Infrastructure Security Partnership
TKIP Temporal Key Integrity Protocol
TOE Target Of Evaluation
TR Technical Report
TSWG Technical Support Working Group
UDP User Datagram Protocol
UK United Kingdom
USA United States Of America
VDI The Association Of German Engineers
VDN Verband Der Netzbetreiber

VIKING Vital Infrastructure, Networks, Information And Control Systems Management
VPN Virtual Private Network

VRE Verband Der Verbundunternehmen Und Regionalen Energieversorger In Deutschland
WAF Web Application Firewall

WAN Wide Area Network

WEP Wired Equivalent Privacy

WIB International Instruments Users' Association

WIDS Wireless Intrusion Detection System

WLAN Wireless Local Area Network

WPA Wi-Fi Protected Access

WWW World Wide Web
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