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EXECUTIVE SUMMARY

Industrial control systems (ICSs) are an integral part of critical in-
frastructures, helping to facilitate operations in vital industries such as
electricity, oil and gas, water, transportation, manufacturing, and chemical
manufacturing. The growing issue of cybersecurity and its impact on ICS
highlights fundamental risks to the Nation’s critical infrastructure. Effi-
ciently addressing ICS cybersecurity issues requires a clear understanding
of the current security challenges and specific defensive countermeasures.
A holistic approach—one that uses specific countermeasures implemented
in layers to create an aggregated, risk-based security posture—helps to
defend against cybersecurity threats and vulnerabilities that could af-
fect these systems. This approach, often referred to as Defense in Depth,
provides a flexible and useable framework for improving cybersecurity
protection when applied to control systems.

The concept of Defense in Depth is not new—many organizations
already employ many of the Defense-in-Depth measures discussed in this
document within their information technology (IT) infrastructures; how-
ever, they do not necessarily apply it to their ICS operations. In the past,
most organizations did not see a need to do so. Legacy ICSs used obscure
protocols and were largely considered “hack proof” because of their
separation from IT and because of having physical protection measures
in place. But with the convergence of IT and ICS architectures, recent
high-profile intrusions have highlighted the potential risk to control sys-
tems.

The last five years have brought a marked increase in concern regard-
ing the potential for cyber-based attacks on critical infrastructures, and the
number of cyber-based incidents across critical infrastructure sectors that
asset owners reported to ICS-CERT has risen. In response, both govern-
ment agencies and sector-specific regulatory authorities have issued cyber-
security guidance and imposed sanctions for noncompliance.

The threat of an intrusion by malicious actors on critical infrastruc-
ture using computer-based exploits has also grown. A number of recent
high-profile incidents have increased awareness of this threat and the indi-
viduals and groups who pursue it with malicious intent. The availability of
ICS-specific security solutions has not kept up with the mounting threat,
so organizations must deploy a robust Defense-in-Depth solution—making
their systems unattractive targets to would-be attackers.
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This recommended practice document provides guidance for develop-
ing mitigation strategies for specific cyber threats and direction on how to
create a Defense-in-Depth security program for control system environ-
ments. The document presents this information in four parts: 1) “Back-
ground and Overview” outlines the current state of ICS cybersecurity and
provides an overview of what defense in depth means in a control system
context; 2) “ICS Defense-in-Depth Strategies” provides strategies for
securing control system environments; 3) “Security Attacks” outlines how
threat actors could carry out attacks against critical infrastructures and
the potential impact to ICSs and networks; and 4)“Recommendations for
Securing ICS” provides resources for securing ICSs based on the current
state-of-the-art methods and lessons learned from ICS-CERT activities,
national and sector-specific standards for ICS security, and tools and ser-
vices available through ICS-CERT and others that can be used to improve
the security posture of ICS environments.

This version modernizes and improves the flagship document issued
in 2009, reflecting the evolution of control systems management, security
practices, and change management within the ICS community, as well as
addressing emerging threats to critical infrastructure. It is a living docu-
ment that provides an aggregated compendium of the current state of ICS
security practices.
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1. BACKGROUND AND OVERVIEW

Information infrastructures across many public and private industrial control system (ICS) domains
share several common attributes regarding information technology (IT) deployments and data communi-
cations. An increasing number of organizations are using networking technologies to enhance productivity
and reduce costs by increasing the integration of external, business, and control system networks. How-
ever, these integration strategies often expose mission-critical ICS to cyber threats through exploitation of
existing vulnerabilities in the connected networks, thus reducing the organization’s overall cybersecurity
posture. This recommended practice document provides guidance for developing Defense in Depth strat-
egies for organizations that use control system networks while maintaining multitier information architec-
tures that include critical ICS.

1.1 ICS Communications Technology Migration

The operational technologies that support critical infrastructure industries, such as manufacturing,
transportation, and energy, depend heavily on information systems for their monitoring and control.
Physical separation between corporate and control domains has, traditionally, provided the primary means
of protecting ICS; however, this division offers very limited means for data sharing, data acquisition,
peer-to-peer data exchange, or other business operations. In addition to physical separation, the technical
security of any given system within the control system domain relied on the fact that few, if any, under-
stood the intricate architecture or the operational mechanics of the resources on the control system local
area network (LAN). This “security through obscurity” concept generally worked well for environments
that had no external communication connections, thus allowing an organization to focus on physical
security. Modern control system architectures, business requirements, and cost control measures result in
increasing integration of corporate and ICS IT architectures. Physical separation alone no longer provides
a viable business option for managing, utilizing, or securing ICS.

“Essentially, security by obscurity relies on the fact that a given vulnerability is hidden
or secret as a security measure. Of course, if anyone or anything accidentally discovers the
vulnerability, no real protection exists to prevent exploitation.”

—Tony Bradley', Certified Information Systems Security Professional (CISSP),
Information Systems Security Architecture Professional (ISSAP)

While a high dependence on legacy ICS technology still exists, many critical infrastructure system as-
set owners are migrating to interconnected technologies. As a result, common communications protocols
and open architecture standards are replacing the diverse and disparate proprietary mechanics for ICS.
This replacement can have both positive and negative impacts.

On the positive side, the migration empowers asset owners to access new and more efficient methods
of communication as well as more robust data collection and aggregation methods, quicker time to mar-
ket, and interoperability. On the negative side, integration of control system architectures with contempo-
rary I'T-based computing and networking capabilities can introduce risks that did not previously exist with
an isolated ICS. Enterprise IT protocols, communication standards, and networking technologies may pro-
vide increased interoperability in the ICS environment; however, in many cases, the migration could also
increase risk exposure of the ICS through the application of the same technologies that threat actors have
already exploited and compromised on the Internet and corporate networking domains. Further, common
countermeasures implemented in enterprise networks to mitigate risk associated with these technologies
often do not work in ICS environments. An increasing number of ICS-focused incidents have illustrated
the interdependence of ICS such as those in the public utility sector.?

1. Tony Bradley is Editor-in-Chief of TechSpective.net, http://bradleystrategygroup.com
2. ICS-CERT Monitor, January-April 2014, https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT Moni-
tor Jan-April2014.pdf
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2. ICS DEFENSE-IN-DEPTH STRATEGIES

An organization’s cybersecurity strategy should protect the assets that it deems critical to successful
operation. Unfortunately, there are no shortcuts, simple solutions, or “silver bullet” implementations to
solve cybersecurity vulnerabilities within critical infrastructure ICS. It requires a layered approach known
as Defense in Depth.

Defense in Depth as a concept originated in military strategy to provide barriers to impede the prog-
ress of intruders from attaining their goals while monitoring their progress and developing and imple-
menting responses to the incident in order to repel them. In the cybersecurity paradigm, Defense in Depth
correlates to detective and protective measures designed to impede the progress of a cyber intruder while
enabling an organization to detect and respond to the intrusion with the goal of reducing and mitigating
the consequences of a breach.

Defense in Depth is not a one-to-one exercise, where an organization deploys specific technologies
to counter an equivalent risk. Defense in Depth employs a holistic approach to protect all assets, while
taking into consideration its interconnections and dependencies, and using an organization’s available
resources to provide effective layers of monitoring and protection based on the business’s exposure to
cybersecurity risks.

In order to apply Defense in Depth to ICS environments,® an organization must understand the rela-
tionship of intruders (threats) and vulnerabilities to the controls (standards and countermeasures) put in
place to protect the operations, personnel, and technologies that make up an ICS.

A threat-actor, through intent, capability, and/or opportunity, poses a threat to an ICS by compro-
mising an organization’s systems through its operations, personnel, and/or technology and exploiting an
existing weakness or vulnerability. Security countermeasures, based on best practices and standards, pro-
tect ICS critical assets through multiple layers of defense—thereby improving protection for operations,
personnel, and technology. Organizations must constantly adjust and refine security countermeasures to
ensure protection against known and emerging threats (see Figure 1).

3. NIST SP 800-82 provides further discussion of ICS Environments and Security Elements; http:/nvlpubs.nist.gov/
nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
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Threats
-Vulnerabilities

- Physical Controls

- Perimeter Defenses
and Monitoring

ecurity Standard - Internal Defenses
* Policies/Procedures
Countermeasures! -Training
- Situational Awareness
* Supply Chain Security

Figure 1. Defense-in-Depth planning.

Because of the complexity of ICS architectures, potential vulnerabilities and/or exploits that

introduce new and evolving categories of threats to the ICS environment can have lasting con-
sequences, and without a layered, multitier strategy could result in long-term exposure without
detection. The following intrusion methods could enable an advanced persistent threat that lies
within the system undetected for long periods of time:

Attacks directly from Internet to Internet-connected ICS devices.

- Establish direct access deep into the ICS systems.

Attacks initiated using remote access credentials stolen or hijacked from authorized ICS organization
users.

- Establish direct access deep into the ICS systems.
Attacks on the external business web interface.

- Leverage exploits to vulnerabilities existing in the web services.
- Pivot into the ICS historian that provides ICS data to the web server applications.

Attacks initiated by insertion of infected mobile media into a system component.

- Pivot deeper into the ICS network systems as threat actors find opportunity.

Threat actors use phishing email to establish a presence on enterprise user desktop or business com-
puters.

- Pivot deeper into the ICS network systems as threat actors find opportunity.

When applying Defense-in-Depth protection to ICS, one should note that several key differ-

ences exist between traditional IT environments and control system environments concerning
security. Table 1 shows some of the more prominent security topics common to an organization’s
security function and outlines how to address them in IT domains as opposed to architectures that
run ICS.



Security Topic

Anti-virus and Mobile Code

Patch Management

Technology Support Lifetime

Testing and Audit Methods

Change Management

Asset Classification

Incident Response and
Forensics

Physical and Environmental
Security

Secure Systems Development

Table 1. An organization’s security functions.

Information Technology (IT)

Very common; easily deployed and
updated. Users have control over cus-
tomization and can be asset-bhased or

enterprise-based

Control Systems (ICS)

Memory requirements can impact on

ICS; organizations can only protect leg-

acy systems with after-market solutions;

usually requires “exclusion” folders to

avoid programs quarantining critical
files

Easily defined; enterprise-wide; remote
and automated

Long timeline to successful patch
installation; 0EM-specific; may “break”
ICS functionality; asset owners required

to define acceptable risk

2-3 years; multiple vendors; ubiquitous
upgrades

10-20 years; usually same vendor over
time; product end-of-life creates new
security concerns

Use modern methods; systems usually
resilient and robust to handle assess-
ment methods

Tune testing to the system; modern
methods can he inappropriate; equip-
ment may be susceptible to failure
during testing

Regular and scheduled; aligned with
minimum-use periods

Strategic scheduling; nontrivial process
due to impact on production

Common and performed annually; results
drive expenditure

Only performed when obligated; accu-
rate inventories uncommon for nonvital
assets; disconnect hetween asset value

and appropriate countermeasures

Easily developed and deployed; some
regulatory requirements; embedded in
technology

Focused on system resumption activ-

ities; forensics procedures immature

(heyond event re-creation); requires
good IT/ICS relationships

Can range from poor (office systems to
excellent (critical IT operations systems)

Usually excellent for critical areas,
maturity varies for site facilities based
on criticality/ culture

Integral part of development process

Historically not an integral part of devel-

opment process; vendors are maturing

but at slower rate than IT; core/flagship

ICS solutions difficult to retrofit with
security

Security Compliance

Definitive regulatory oversight depending

Specific regulatory guidance depending

on sector (and not all sectors)

on sector (and not all sectors)




Defense-in-Depth strategies applied to control systems are also dependent on business realities, in-
cluding:

* The costs of securing legacy systems,

* The growing trend to connect control systems to business networks,

* The ability to provide access to business and ICS assets for remote users,

* Supply chain trust issues,

* The state of the art regarding the ability to monitor and secure ICS-specific protocols, and

* The ability to maintain up-to-date situational awareness of emerging threats to ICS.

Defense in Depth is not one thing, but a combination of people, technology, operations, and adversar-
ial awareness. Thinking and doing solves problems, and technology enables problem solving by providing
a set of tools that can reduce risk. The best technology in the world will not prevent humans from making
mistakes—whether intentional or unintentional. Organizations must constantly adjust and refine security
countermeasures to protect against known and emerging threats.

Applying Defense-in-Depth strategies to ICS environments improves security by raising the “cost”
of an intrusion while improving the probability of detection and capability to defend against a malicious
threat actor. Security countermeasures, based on best practices and standards, protect the ICS critical
assets through multiple layers of defenses, thereby improving protection for operations, personnel, and
technology.

The end goal is to reduce the opportunities for an adversary to take advantage of the ability to move
laterally through an entity’s networks/systems, and forcing the adversary to have a greater capability in
order to accomplish their goal (increasing the cost of the intrusion to the threat actor). Using multiple
layers helps prevent direct attacks against critical systems and greatly increase the difficulty of reconnais-
sance activities on ICS networks and systems while providing natural areas for the implementation of
intrusion-detection technologies.

This section discusses some of the available and recommended solutions and strategies for Defense-
in-Depth security, as outlined in Table 2. Organizations should use these solutions and strategies in combi-
nation to create layers of defenses, enabling ICS functionality while providing the most robust protection
available for critical assets.



Table 2. Defense-in-Depth strategy elements.

Defense in Depth Strategy Elements

- Identify Threats
Risk Management Program + Characterize Risk

+ Maintain Asset Inventory
- Standards/ Recommendations

Cybersecurity Architecture - Policy
* Procedures

- Field Electronics Locked Down
Physical Security - Control Center Access Controls

- Remote Site Video, Access Controls, Barriers

= Common Architectural Zones
ICS Network Architecture - Denmilitarized Zones (DMZ)

- Virtual LANs
* Firewalls/ One-Way Diodes

ICS Network Perimeter Security | - Remote Access & Authentication
* Jump Servers/ Hosts
- Patch and Vulnerability Management

Host Security - Field Devices
- Virtual Machines

* Intrusion Detection Systems
Security Monitoring - Security Audit Logging

* Security Incident and Event Monitoring

+ Supply Chain Management

Vendor Management - Managed Services/ Outsourcing
- Leveraging Cloud Services
* Policies

The Human Element - Procedures

* Training and Awareness

2.1 Risk Management and ICS

Improving cybersecurity posture by implementing an ICS Defense-in-Depth strategy starts with de-
veloping an understanding of the business risk associated with ICS cybersecurity and managing that risk
according to the overall business risk appetite. The individuals responsible for managing and maintaining
the functionality of control systems need to know the methods to assess and determine cybersecurity risk
and how to apply that knowledge to their unique environment. A clear understanding of the threats to the
business; the operational processes and technology used within the organization; and its unique functional
and technical requirements enables an organization to embed a layered approach for cybersecurity moni-
toring and defense into the day-to-day operation of their ICS.

An effective ICS security program depends on the willingness of the ICS operations staff to accept se-
curity as an enabler for all computer-oriented activities and their ability to apply security controls to their
operational technology from a standpoint of acceptable risk. Designing an effective ICS security architec-
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ture requires a risk model that maps specifically to the functional requirements for these complex systems.
A control system can affect the physical world, and as a result, the definition of risk as it applies to an

ICS must include considerations for potential real-world consequences. Individuals at all levels within an
organization should understand ICS risks and actively engage themselves in the risk management process.

2.1.1 Multitier Risk Management Integration

To integrate ICS risk management practices throughout an organization, the entity should employ a
three-tiered approach? that addresses risk at the organization level (Tier 1), the mission/business process
level (Tier 2), and the information system level (Tier 3), as illustrated in Figure 2.

TIER 1
Executive - Corporate Strategy
Organization Leadership * Policy

* Results of TIER 2 * Actionable Policy
Mission and Monitoring Business and Procedures

Business Processes - Feedback Management - Guidance and
Constraints

* Results of TIER 3
Monitoring Systems

* Feedback Management

Information Technology and
Industrial Control Systems

Figure 2. Risk management tiers.

Tier 1 addresses risk from an organizational perspective. At this level, the organization implements
the first component of risk management—risk framing—providing the context for all risk management
activities and providing the basis for risk management throughout the organization, including the opera-
tional technology (OT) space. Tier 1 activities determine:

 The techniques and methodologies used to assess information system-related security risks and other
types of risk of concern from an overall business standpoint,

* The methods and procedures used to evaluate the significance of the risks identified during risk as-
sessments,

» The types and extent of risk mitigation measures used to address identified risks,

* The level of risk the organization plans to accept ( risk tolerance),

» How the organization plans to monitor risk on an ongoing basis, and

» The degree and type of oversight to ensure that the risk management strategy is being effectively
carried out.
Tier 2 addresses risk from a mission/business process perspective informed by the risk con-

text, risk decisions, and risk activities at Tier 1. Tier 2 risk management activities include:
* Defining the core ICS functions and processes that support the organization;

* Prioritizing the ICS functions and processes with respect to the overall goals and objectives of the organi-
zation;

4. Adapted from NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information
Systems, A Security Life Cycle Approach, NIST SP 800-39, Managing Information Security Risk — Organization, Mis-
sion, and Information System View, and the NIST Framework for Improving Critical Infrastructure Cybersecurity,
http://csre.nist.gov/
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* Defining the types of information needed to successfully execute the core ICS functions and processes and
their interdependencies and information flows (information and security architecture);

* Developing an ICS information protection strategy and incorporating ICS security requirements into the
operational processes; and

* Specifying the degree of autonomy with regard to assessing, evaluating, mitigating, accepting, and moni-
toring risk.

Tier 3 implements security at the operational level and addresses risk from an information system perspec-
tive. The risk context, risk decisions, and risk activities at Tiers 1 and 2 guide activities at this level. Tier 3 risk
management activities include performing the five system-level ICS risk management functions (identify, pro-
tect, detect, respond, and recover) as part of a disciplined and structured system development life cycle process.

Applying risk management to ICS at a practical level does not depend on having all three tiers in place.
Organizations can apply risk management practices to ICS at the operational level by defining a workable risk
management process; ensuring that systems are inventoried, categorized, and security prioritized based on their
importance and impact; identifying threats and vulnerabilities and their associated mitigation strategies; and
ensuring that risk acceptance processes and approval hierarchies are defined and implemented as part of the
ICS system life cycle.

2.1.2 Risk Management Approach

The attack surface for an operation includes any and all the vectors associated with gaining
access to the systems or equipment considered critical to business operations. To implement con-
trols necessary to reduce the attack surface for critical assets, an organization must first identify the
systems and components they consider business or mission critical. Then they must determine the
criticality of the assets based on its function and importance to business operations. The business
then performs a cybersecurity risk analysis of the system to identify the current threats, vulnerabil-
ities, and risks to the system and/or operations, and the potential impact should a threat be carried
out. Figure 3 shows this process.

ICS

Operations

Figure 3. Risk Management Approach.

Organizations should apply controls at the highest security level possible while enabling uninterrupt-
ed functionality. Finally, they should monitor and adjust security controls as necessary to ensure ongoing
protection against emerging threats.



Risk Analysis
Identify the threats that face the business.

Document the system network architecture.

Identify technologies used in the business.

Identify the software applications within the operation.
Identify the human elements in the organization.
Determine assets critical to business operation.

Predict the likelihood of a threat actor carrying out a threat.

Predict methods of an intrusion executed to exploit existing critical asset or
process vulnerabilities.

Prioritize risk scenarios based on impact to the business.

2.2 Asset Inventory and Risk Characterization

For ICS security to be effective, an asset owner must first identify what needs protection. Doing so
establishes a baseline understanding among the stakeholders relative to the support infrastructure (both
IT and ICS). Asset owners must identify and prioritize process systems (including process equipment and
operations and ICS software, networks, and personnel) and analyze interconnections and dependencies
based on their business impact. Understanding the business context and the resources that support critical
functions and the related business risks enables an organization to focus and prioritize its efforts consis-
tent with its risk management strategy and business needs.

Asset identification is an important step in understanding and managing ICS risk and helps to deter-
mine the basis and priorities for applying security defenses. This is also vital in determining what spe-
cific monitoring should be considered, what countermeasures are practical, what countermeasures can
impede normal system behavior, and what compensating controls asset owners can deploy if there is no
applicable technical countermeasure. Unlike IT, managing cybersecurity within control system domains
requires consideration of unique system nuances and realistic conditions that need met for an adversary to
compromise the system and cause process impact. Identifying all assets within the control system is vital
to understanding the potential impact cyber-related intrusion. Assets can include systems, information, or
processes (operations).

Asset Characterization
What asset (information) needs protected?

Why does the asset needs protected?

Who has the responsibility for managing and protecting the asset (what are the roles,
responsibilities, accountabilities and authorities)?

If the threat actor compromised the asset, what realistic worst-case scenarios would result?
What is the value of the asset?

What is the criticality of the process or information to the business mission?

What are the protection levels for confidentiality, integrity, and availability?

What interconnections are required for the systems to perform?
What methods are currently available for user access?
What dependencies are present for system functionality?

How does the information flow through the system, and through what mechanisms?




The key is to identify the thread that defines assets from its mission (purpose) to the asset itself to
supporting infrastructure to ICS dependencies. This thread will reveal which ICS components are more
critical when applying security controls.

A current inventory that has all ICS components characterized according to their criticality to their
function provides a solid basis for applying defense measures, and helps to ensure that asset owners miss
no systems or leave no critical devices unprotected.

2.2.1 Inventory Assets

A comprehensive inventory of ICS assets develops a baseline understanding among all stakeholders
relative to the support infrastructure (both IT and ICS). Organizations should identify systems (including
hardware, software, and supporting infrastructure technologies) and analyze dependencies to understand
both the function of the asset itself and the resources required to support critical functions. Organizations
should couple technical network maps for all systems with the physical inventory and an operational-level
of understanding of the information flows, which provide a basis for determining the protection levels for
each system or subsystem and the controls to put in place to protect the system without compromising or
degrading its performance. In an ICS environment, identifying both upstream and downstream dependen-
cies is critical, as the processes involved are, many times, interdependent and potential effects subtle.

The greatest vulnerability to ICS systems occurs at any point of connection. While Internet con-
nectivity may present the greatest vulnerability, asset owners must identify any connectivity in this
step—whether currently connected or could be connected later. To leave even one potential connection
undiscovered could inadvertently leave the entire system and network vulnerable. Running a scan on the
network elements will identify only what is connected and on at the moment of the scan, so the organiza-
tion should conduct a physical inventory as well.

2.2.2 Categorize Asset Criticality

Determining asset criticality starts with identifying the information generated, processed, stored, and
disseminated on and from the ICS; the function of the ICS asset within the overall operation (keeping in
mind both upstream and downstream functional impacts); and assigning a security categorization for that
asset. Asset owners should rate the security categorizations based on the potential impact (low, moderate,
or high) on the organization should an event occur that jeopardizes its ability to accomplish its mission,
protect its assets, fulfill its legal responsibilities, maintain its day-to-day functions, and protect individu-
als. The key is to identify the thread from the function (purpose) of the asset to its supporting infrastruc-
ture and ICS dependencies. This thread will reveal which ICSs are more critical when it comes to apply-
ing security controls.

2.2.3 Identify Security Risks

In order to define and articulate the risk to ICS, organizations must identify the potential threats to the
ICS and the vulnerability of the system to those threats. This information provides the current security
risk exposure for the ICS.

Security Risks

* Insider intentional threats—disgruntled employees, vendors, system integrators or
anyone else with internal knowledge or access to the ICS;

* Internal unintentional threats—inappropriate system designs, policies, architectures
procedures, technologies or testing;

» External nontargeted threats—maliciously designed software viruses and worms; and

* Malicious actors—black hat” hackers, criminals, and nation-states.
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The individuals most technically competent to understand the potential attack vectors and system-lev-
el consequences are typically operations line managers and operators. They understand the operational
systems and the potential impact to the system should a threat actor compromise the control system. They
can also help to determine the potential consequences of a system failure to the business, which may
include the loss of information.

2.2.4 Determine Potential Impact

An organization can estimate the likelihood of a threat actor carrying out a threat or exploiting a
vulnerability by taking into account the potential channels for threat exploitation, such as whether the
system is in a higher or lower security zone on the network, its access and privilege requirements, its
security configuration, and identifying any exceptions to security policy. The potential impact of a threat
actor compromising or making an asset unavailable (for example, financial, damage to other systems or
to the public, including human safety concerns) is based on the criticality of the system or information,
the visibility of the system or the exploit, and the ability to quickly remediate any damage caused by the
compromise. This step identifies both direct and collateral impacts.

For ICS environments, the impacts can also be kinetic—that is, runaway processes or system failures
can have physical and environmental consequences, such as a dam opening and flooding downstream
areas. Asset owners should consider any impact that could present safety concerns as high impact. Figure
4 characterizes the current risk by impact and likelihood.

High Impact
Low Likelihoo

High Impact
igh Likelihood

Low Impact
Low Likelihood

Low Impact
High Likelihood

Figure 4. Simple qualitative risk analysis chart.

2.2.5 Identify and Tailor Controls

The Chief Information Security Officer or organizational equivalent usually sets baseline security
controls, with input from IT and OT operations and management personnel, and based on the overall pro-
tection level (criticality). If the system is critical to the organization’s mission (as identified in a Business
Impact Assessment) or if the ICS controls a process with potential human safety consequences, it may
require special consideration and additional controls.

11



In addition, security controls for ICS may be based on the regulatory requirements for the sector,
some of which are discussed in Section 4.3. The National Institute of Standards and Technology (NIST),
in their “Framework for Improving Critical Infrastructure Cybersecurity,” has published recommended
controls for organizations wishing to protect their ICS. Organizations should gear ICS controls toward
reducing risk while enabling functionality.®

Asset owners should tailor security controls for a particular system based on mission needs or system
functionality requirements. Control tailoring may add or subtract controls from the recommended control
set. Asset owners should base tailoring on a documented business need, assessed for risk, and approved
prior to system or application implementation or production release.

An important part of identifying and tailoring security controls is to remember that policies and pro-
cedures are critical controls as well. Organizations should review and update policies and procedures to
drive the implementation of Defense-in-Depth practices. Understand organization policies and procedures
and ensure they are current and support ICS cyber risk reduction goals. Companies often have “unwritten
policies” or rely on the expertise of their personnel to apply security controls, which leads to inconsistent
applications. Asset owners should maintain written and formalized policies and procedures and view them
as a vital part of their Defense-in-Depth strategy.

2.2.6 Implement Security Controls

Apply security controls to ICS according to priority. The most critical (high impact) and most vul-
nerable (high likelihood) systems should be the first priority for risk reduction and mitigation activities.
Pervasive vulnerabilities, such as the use of unsupported operating systems (OS), are also a good starting
point for applying security controls. Regular system updates can provide far-reaching protection and re-
duce risk across many systems. Security controls for the human aspect of security should include cyber-
security awareness training that undergoes regular review and frequent testing. This process significantly
reduces the physical business attack surface.

Asset owners should not see security controls as an “add-on” for ICS. They should integrate security
considerations and processes into existing policies and procedures and consider them an integral part of
the system life cycle. No system is 100 percent secure; however, applying security controls to the sys-
tems and environment can help reduce risk to an acceptable level. This is where organizations must apply
Defense-in-Depth practices.

ICS systems may have functional or operational properties that disallow the application of a security
control. In these cases, a variance, waiver, or exception to a control may be in order. A control variance is
a request to accept a compensating control. Compensating controls apply security protection at or above
the same level as outlined in the control requirement and usually do not raise risk to the security of the
system. Control waivers are requests to tailor the control out of the baseline for the system, because it
does not apply to the system, its implementation, or environment. Control exceptions are requests made
when the organization determines that the control applies to the system, but they will not implement them
for an established business reason. ICS environments, unlike IT environments, usually require a good
amount of control tailoring or may have many variances, waivers, or exceptions because of their special-
ized functionality, unique protocols, and specific operational requirements. When considering control ex-
ceptions, organizations should perform a risk assessment and ensure that the appropriate personnel review
and accept the risk of not implementing a security control. Organizations should consider these exceptions
temporary and review them periodically to ensure they address them in a timely manner.

5. http://www.nist.gov/cyberframework/
6. NIST 800-53 rev 4: Recommended Security Controls for Federal Information Systems; http://csrc nist.gov/publica-
tions/drafts/800-53-rev4/sp800-53-rev4-ipd.pdf
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2.2.7 Monitor and Adjust

Security for any system is never a “once and done” activity. Organizations constantly change ICS
environments—adjusting settings, replacing or upgrading older systems, implementing new capabilities,
releasing vendor patches—and the threats to ICSs and operations constantly evolve. Security monitoring
is critical to ensure ongoing system protection.

Asset owners should review or assess the implementation status for all security controls periodical-
ly throughout the system development life cycle. This provides an important indicator of whether the
controls work as intended and reduce risk. Asset owners may need additional or compensating controls
to further reduce risk, so they should revisit the control selection process and properly address identified
risks. The results of these assessments or reviews will provide the organization with a determination of
residual risk and also provide insight into areas where they need to make security control adjustments.

This document discusses some of the technical controls that provide monitoring information; howev-
er, system monitoring only works when performed diligently and when the process in place uses the infor-
mation to continually improve. Monitoring and adjustment activities such as system auditing and reviews,
assessments, configuration management and change control processes, and applying lessons learned are
an essential part of risk management practices.

2.3 Physical Security

Physical security measures reduce the risk of accidental or deliberate loss or damage to
organizational assets and the surrounding environment. The assets being safeguarded include
physical assets such as tools and plant equipment, the environment, the surrounding community,
and intellectual property including proprietary data such as process settings and customer infor-
mation. Physical security controls often must meet environmental, safety, regulatory, legal, and
other requirements, often specific to a given environment. Organizations should tailor physical
security controls, like technical controls, to the type of protection needed.

Organizations must address the physical protection of the cyber components and data asso-
ciated with the ICS as part of the overall security in the ICS environment. Security at many ICS
facilities is closely tied to plant safety with a primary goal of keeping people out of hazardous
situations without preventing them from doing their job or carrying out emergency procedures.
Physical security controls are any physical measures, either active or passive, that limit physical
access to any information assets in the ICS environment. Organizations employ these measures
to prevent undesirable system impact such as the following:

» Unauthorized physical access to sensitive locations;

* Physical modification, manipulation, theft or other removal, or destruction of existing systems, infra-
structure, communications interfaces, personnel, or physical locations;

» Unauthorized observation of sensitive information assets through visual observation, note taking,
photographs, or other means;

 Unauthorized introduction of new systems, infrastructure, communications interfaces, or other hard-
ware; and

 Unauthorized introduction of devices intentionally designed to cause hardware manipulation, com-
munications eavesdropping, or other harmful impact such as a universal serial bus (USB) memory
device, wireless access point, or Bluetooth or cellular device.
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Physical Access

Facility access controls;
ICS control and server room access;

Multifactor (for example, key card, card-and-personal identification number (PIN), or
biometric) authentication for physical access;

Facility monitoring using cameras, motion detectors;

Alerting for device manipulation such as power removal, device resets, cabling chang-
es, or the addition/use of removable media devices; and

Visitor escort requirements and procedures.

Gaining physical access to a control room or control system components often implies gaining
logical access to the process control system as well. Likewise, having logical access to systems, such as
command servers and control room computers, allows an adversary to exercise control over the physical
process. If computers are readily accessible, and they have removable media drives (for example, flop-
py disks, compact disks (CD), digital video disks (DVD), Blu-Ray drives, external hard drives) or USB
ports, organizations can fit the drives with locks or remove them from the computers and disable USB
ports. Depending on security needs and risks, asset owners might also find it prudent to disable or phys-
ically protect power buttons to prevent unauthorized use. For maximum security, place servers in locked
areas and protect authentication mechanisms (such as keys). Also, locate the network devices on the ICS
network, including switches, routers, network jacks, servers, workstations, and controllers, in a secured
area accessible only by authorized personnel. The secured area should also be compatible with the envi-
ronmental requirements of the devices.

Classic physical security considerations typically refer to a ringed architecture of layered securi-
ty measures. Creating several physical barriers—both active and passive—around buildings, facilities,
rooms, equipment, or other informational assets establishes these physical security perimeters. Physical
security controls include fences, anti-vehicle ditches, earthen mounds, walls, reinforced barricades, gates,
or other measures. Most organizations include this layered model by first preventing access to the facility
through the use of fences, guards, gates, and locked doors.

Physical access control systems should ensure that only authorized people have access to controlled
spaces. An access control system should be flexible. The need for access may depend on time (day versus
night shift), level of training, employment status, work assignment, plant status, and a myriad of other fac-
tors. A system must verify that individuals being granted access are who they say they are (usually using
something the person has, such as an access card or key; something they know, such as a PIN; or some-
thing they are, using a biometric device). Access control should be highly reliable, yet not interfere with
the routine or emergency duties of plant personnel. Integration of access control into the process system
allows a view into not only security access, but also physical and personnel asset tracking, dramatically
accelerating response time in emergencies, helping to direct individuals to safe locations, and improving
overall productivity. Limit access to network and computer cabinets to only those who have a need such
as network technicians and engineers or computer maintenance staff. Lock equipment cabinets and keep
wiring neat and within cabinets. Consider keeping all computers in secure racks and using peripheral
extender technology to connect human-machine interfaces (HMI) to the racked computers.

Access monitoring systems include still and video cameras, sensors, and various types of identifica-
tion systems. Examples of these systems include cameras that monitor parking lots, convenience stores,
or airports. These devices do not specifically prevent access to a particular location; rather, they store and
record either the physical presence or the lack of physical presence of individuals, vehicles, animals, or
other physical entities. Provide adequate lighting based on the type of access monitoring device deployed.

Access-limiting systems may employ a combination of devices to physically control or prevent access to
protected resources. Access-limiting systems include both active and passive security devices such as fences,
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doors, safes, gates, and guards. They often get coupled with identification and monitoring systems to provide
role-based access for specific individuals or groups of individuals.

Locating people and vehicles in a large installation is important for safety reasons, and, increasingly so,
for security reasons as well. Asset location technologies can track the movements of people and vehicles
within the plant to ensure that they stay in authorized areas, identify personnel needing assistance, and sup-
port emergency response.

In addressing the security needs of the system and data, always consider environmental factors. For ex-
ample, in a dusty location, place systems in a filtered environment. This is particularly important if the dust
is conductive or magnetic, as in the case of sites that process coal or iron. If vibration is likely to be a prob-
lem, mount systems on rubber bushings to prevent disk crashes and wiring connection problems. In addition,
the environments containing systems and media (for example, backup tapes and floppy disks) should have
stable temperature and humidity. An alarm to the process control system should sound when environmental
specifications, such as temperature and humidity, exceed the limits.

Heating, ventilation, and air conditioning (HVAC) systems for control rooms must support plant per-
sonnel during normal operation and emergency situations, which could include the release of toxic sub-
stances. Organizations should carefully design fire systems to avoid causing more harm than good (for
example, to avoid mixing water with incompatible products). HVAC and fire systems have significantly
increased roles in security that arise from the interdependence of process control and security, and need to be
protected against potential cyber incidents as well.

Reliable power for the ICS is essential, so organizations should have an uninterruptible power supply
(UPS). If the site has an emergency generator, the UPS battery life may only need to last for a few seconds;
however, if the site relies on external power, the UPS battery life may need to last for several hours. It should
be sized, at a minimum, so that the system can be shut down safely.

Physical security for the control center/control room will reduce the potential for many threats. Control
centers/control rooms frequently have consoles continuously logged onto the primary control server, where
speed of response and continual view of the plant is of utmost importance. These areas will often contain
the servers themselves, other critical computer nodes, and sometimes plant controllers. Asset owners should
limit access to these areas to authorized users only, using authentication methods such as smart or magnetic
identity cards or biometric devices. In extreme cases, an asset owner could consider it necessary to make the
control center/control room blast-proof, or to provide an offsite emergency control center/control room so
that control can be maintained if the primary control center/control room becomes uninhabitable.

Computers and computerized devices used for ICS functions (such as programmable logic controller
(PLC) programming) should never leave the ICS area. Laptops, portable engineering workstations, and
handhelds should be tightly secured and never used outside the ICS network.

Organizations should also address cabling design and implementation for the control network. Unshield-
ed twisted pair communications cable, while acceptable for the office environment, is generally not suitable
for the plant environment because of its susceptibility to interference from magnetic fields, radio waves,
temperature extremes, moisture, dust, and vibration. Use industrial registered jack (RJ)-45 connectors in
place of other types of twisted pair connectors to provide protection against moisture, dust, and vibration.
Fiber-optic and coaxial cables are often better network cabling choices for the control network because they
are immune to many of the typical environmental conditions, including electrical and radio frequency in-
terference found in an industrial control environment. Color code and label cables and connectors to clearly
delineate the ICS and IT networks and reduce the potential for an inadvertent cross-connect. Install cable
runs to limit access to authorized personnel only and install equipment in locked cabinets with adequate
ventilation and air filtration.
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2.4 1ICS Network Architectures

The convergence of once-isolated ICSs has helped organizations simplify the management of com-
plex environments. Connecting these networks and incorporating IT components into the ICS domain
introduces vulnerabilities that asset owners must address before issues arise. Contributing factors include:

* Insecure connectivity to internal and external networks,

» Technologies with known vulnerabilities, creating previously unseen cyber risk in the control domain,
and

» Lack of a qualified business case or understanding of requirements for ICS environments.

The former isolation from external (and historically untrusted) networks allowed the organization
to reduce the level of ICS security to those threats associated with having physical access to a facility or
a plant floor. Most data communications in the ICS information infrastructure required limited authori-
zation or security oversight because operational commands, instructions, and data acquisition occurred
in a closed environment with trusted communications. In general, when someone sends a command or
instruction via the network, they anticipate that it will arrive and perform the authorized function, because
only authorized operators have access to the system.

Merging a modern IT architecture with an isolated network that may not have any countermeasures in
place is challenging. Using simple connectivity (that is, routers and switches) provides the most obvious
way to interconnect networks; however, unauthorized access by an individual could result in unlimited
access to the ICS. The diagram shown in Figure 5 depicts an integrated architecture that includes con-
nections from external sources such as the corporate LAN, peer sites, vendor sites, and the Internet. The
model comes from the International Society of Automation and provides insight into the widely accepted
SP-99 (Purdue) Model of Control.
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