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PREFACE

The American Petroleum Ingtitute (API) and the National Petrochemical & Refiners
Association (NPRA) are pleased to make this Second Edition of this Security
Vulnerability Assessment Methodology available to members of petroleum and
petrochemical industries. The information contained herein has been developed in
cooperation with government and industry, and is intended to provide a tool to help
maintain and strengthen the security of personnel, facilities, and industry operations;
thereby enhancing the security of our nation’s energy infrastructure.

APl and NPRA wish to express sincere appreciation to the member companies who have
made personnel available to work on this document. We especially thank the Department
of Homeland Security and its Directorate of Information Analysis & Infrastructure
Protection and the Department of Energy’s Argonne National Laboratory for their
invaluable contributions. The lead consultant in developing this methodology has been
David Moore of the AcuTech Consulting Group, whose help and experience was
instrumental in developing this document. Lastly, we want to acknowledge the
contributions of the Centers for Chemical Process Safety for their initiadl work on
assessing security vulnerability in the chemical industry.

This methodology congtitutes but one approach for assessing security vulnerabilities at
petroleum and petrochemical industry facilities. However, there are several other
vulnerability assessment techniques and methods available to industry, all of which share
common risk assessment elements. Many companies, moreover, have aready assessed
their own security needs and have implemented security measures they deem appropriate.
This document is not intended to supplant measures previoudy implemented or to offer
commentary regarding the effectiveness of any individual company efforts.

The focus of this second edition was to expand the successful first edition by including
additiona examples of how the methodology can be applied to a wide range of assets and
operations. This includes petroleum refining and petrochemical  manufacturing
operations, pipeines, and transportation including truck and rail. The methodology was
originally field tested at two refinery complexes, including an interconnected tank farm,
marine terminal and lube plant before the publication of the first edition. Since then, it
has been used extensively at a wide variety of facilities involving all aspects of the
petroleum and petrochemical industries.

APl and NPRA are not undertaking to meet the duties of employers, manufacturers, or
suppliers to train and equip their employees, nor to warn any who might potentially be
exposed, concerning security risks and precautions. Ultimately, it is the responsibility of
the owner or operator to select and implement the security vulnerability assessment
method and depth of analysis that best meet the needs of a specific location.
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Security Vulnerability Assessment Methodology for
the Petroleum and Petrochemical Industries

Chapter 1 Introduction

1.1 INTRODUCTION TO SECURITY VULNERABILITY ASSESSMENT

Thefirst step in the process of managing security risksisto identify and analyze the threats and the vulnerabilities facing
afacility by conducting a Security Vulnerability Assessment (SVA). The SVA is a systematic process that evaluates the
likelihood that a threat against a facility will be successful. It considers the potential severity of conseguences to the
facility itself, to the surrounding community and on the energy supply chain.

The SVA process is a team-based approach that combines the multiple skills and knowledge of the various partici pants
to provide a complete security analysis of the facility and its operations. Depending on the type and size of the facility,
the SVA team may include individuals with knowledge of physical and cyber security, process safety, facility and
process design and operations, emergency response, management and other disciplines as necessary.

The objective of conducting a SVA is to identify security hazards, threats, and vulnerabilities facing a facility, and to
evaluate the countermeasures to provide for the protection of the public, workers, national interests, the environment, and
the company. With this information security risks can be assessed and strategies can be formed to reduce vulnerabilities
as required. SVA is atool to assist management in making decisions on the need for countermeasures to address the
threats and vulnerabilities.

1.2 OBJECTIVES, INTENDED AUDIENCE AND SCOPE OF THE GUIDANCE

This document was prepared by the American Petroleum Institute (API) and the National Petrochemical & Refiners
Association (NPRA) Security Committees to assist the petroleum and petrochemical industries in understanding security
vulnerability assessment and in conducting SVAs. The guidelines describe an approach for assessing security
vulnerabilities that is widely applicable to the types of facilities operated by the industry and the security issues they
face. During the development process it was field tested at two refineries, two tank farms, and a lube plant, which
included typical process equipment, storage tanks, marine operations, infrastructure, pipelines, and distribution terminals
for truck and rail. Since then, it has been used extensively at a wide variety of facilities involving all aspects of the
petroleum and petrochemical industry.

This methodology constitutes one approach for assessing security vulnerabilities at petroleum and petrochemical
industry facilities. However, there are severa other vulnerability assessment techniques and methods available to
industry, all of which share common risk assessment elements. Many companies, moreover, have already assessed their
own security needs and have implemented security measures they deem appropriate. This document is not intended to
supplant measures previously implemented or to offer commentary regarding the effectiveness of any individua
company efforts.

Ultimately, it is the responsibility of the owner/operator to choose the SVA method and depth of analysis that best meets
the needs of the specific location. Differences in geographic location, type of operations, and on-site quantities of
hazardous substances all play arole in determining the level of SVA and the approach taken. Independent of the SVA
method used, all techniquesinclude the following activities:

- Characterize the facility to understand what critical assets need to be secured, their importance and their
interdependencies and supporting infrastructure;

- ldentify and characterize threats against those assets and evaluate the assets in terms of attractiveness of the
targetsto each adversary and the consequences if they are damaged or stolen;

- ldentify potential security vulnerabilities that threaten the asset’ s service or integrity;

- Determine the risk represented by these events or conditions by determining the likelihood of a successful event
and the consequences of an event if it were to occur;

- Rank therisk of the event occurring and, if high risk, make recommendations for lowering the risk;

- ldentify and evaluate risk mitigation options (both net risk reduction and benefit/cost analyses) and re-assess risk
to ensure adequate countermeasures are being applied.

This guidance was developed for the industry as an adjunct to other available references which includes:

- American Petroleum Institute, “ Security Guidelines for the Petroleum Industry”, May, 2003;
- API RP 70, “ Security for Offshore Oil and Natural Gas Operations”, First Edition, April, 2003;

1



2 AMERICAN PETROLEUM INSTITUTE AND NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION

- “Guidelines for Analyzing and Managing the Security Vulnerabilities of Fixed Chemical Sites’, American
Institute of Chemical Engineers (AIChE) Center for Chemical Process Safety (CCPS’), August, 2002;

- “Vulnerability Analysis Methodology for Chemical Facilities (VAM-CF)”, Sandia National Laboratories, 2002.

APl and NPRA would like to acknowledge the contribution of the Center for Chemical Process Safety (CCPS) compiled
in their “Guidelines for Analyzing and Managing the Security of Fixed Chemical Sites.” It was thisinitial body of work
that was used as a basis for developing the first edition of the APl NPRA SVA methodology. Although similar in nature,
the SVA Method was developed for the petroleum and petrochemical industry, at both fixed and mobile systems.

Examples have been added that demonstrate applicability at various operating segments of the industry.
Owner/Operators may want to use any of the methods above, or another equivalent and appropriate methodology in

conducting their SVAs. These guidelines should also be considered in light of any applicable federal, state and local laws
and regulations.

The guidance is intended for site managers, security managers, process safety managers, and others responsible for
conducting security vulnerability analyses and managing security at petroleum and petrochemical facilities.

The method described in this guidance may be widely applicable to a full spectrum of security issues, but the key
hazards of concern are malevolent acts, such as terrorism, that have the potential for widespread casualtiesor damage.

These guidelines provide additional industry segment specific guidance to the overall security plan and SVA method
presented in Part | of the API Security Guidelines for the Petroleum Industry.

1.3 SECURITY VULNERABILITY ASSESSMENT AND SECURITY MANAGEMENT PRINCIPLES

Owner/Operators should ensure the security of facilities and the protection of the public, the environment, workers, and
the continuity of the business through the management of security risks. The premise of the guidelines is that security
risks should be managed in arisk-based, performance-oriented management process.

The foundation of the security management approach is the need to identify and analyze security threats and
vulnerabilities, and to evaluate the adequacy of the countermeasures provided to mitigate the threats. Security
Vulnerability Assessment is a management tool that can be used to assist in accomplishing this task, and to help the
owner/operator in making decisions on the need for and value of enhancements.

The need for security enhancements will be determined partly by factors such as the degree of the threat, the degree of
vulnerability, the possible consequences of an incident, and the attractiveness of the asset to adversaries. In the case of
terrorist threats, higher risk sites are those that have critical importance, are attractive targets to the adversary, have a
high level of consequences, and where the level of vulnerability and threat is high.

SVAs are not necessarily a quantitative risk assessment, but are usually performed qualitatively using the best judgment
of the SVA Team. The expected outcome is a qualitative determination of risk to provide a sound basis for rank ordering
of the security-related risks and thus establishing priorities for the application of countermeasures.

A basic premise is that all security risks cannot be completely prevented. The security objectives are to employ four
basic strategies to help minimize the risk:

1. Deter

2. Detect

3. Deday

4. Respond

Appropriate strategies for managing security can vary widely depending on the individual circumstances of the facility,
including the type of facility and the threats facing the facility. As a result, this guideline does not prescribe security
measures but instead suggests means of identifying, analyzing, and reducing vulnerabilities. The specific situations must
be evaluated individually by local management using best judgment of applicable practices. Appropriate security risk
management decisions must be made commensurate with the risks. This flexible approach recognizes that thereisn't a
uniform approach to security in the petroleum industry, and that resources are best applied to mitigate high-risk
situations primarily.

All Owner/Operators are encouraged to seek out assistance and coordinate efforts with federal, state, and local law
enforcement agencies, and with the local emergency services and Local Emergency Planning Committee.
Owner/Operators can also obtain and share intelligence, coordinate training, and tap other resources to help deter attacks
and to manage emergencies.



SECURITY VULNERABILITY ASSESSMENT METHODOLOGY FOR THE PETROLEUM AND PETROCHEMICAL INDUSTRIES 3

Chapter 2 Security Vulnerability Assessment Concepts

2.1 INTRODUCTIONTO SVA TERMS

A Security Vulnerability Assessment (SVA) is the process that includes determining the likelihood of an adversary
successfully exploiting vulnerability and estimating the resulting degree of damage or impact. Based on this assessment,
judgments can be made on degree of risk and the need for additional countermeasures. To conduct a SVA, key terms and
concepts must be understood as explained in this chapter.

2.2 RISK DEFINITION FOR SVA

For the purposes of a SVA, the definition of risk is shown in Figure 2.1. The risk that is being analyzed for the SVA is
defined as an expression of the likelihood that a defined threat will target and successfully attack a specific security
vulnerability of a particular target or combination of targets to cause a given set of consequences. The complete SVA
may evaluate one or more issues or sum the risk of the entire set of security issues. The risk variables are defined as
shown in Figure 2.2.

A high-risk event, for example, is one which is represented by a high likelihood of a successful attack against a given
critical target asset. Likelihood is determined by considering several factors including its attractiveness to the adversary,
the degree of threat, and the degree of vulnerability. Criticality is determined by the asset’ s importance or value, and the
potential consequencesif attacked. If the likelihood of a successful attack against an important asset is high, then the risk
is considered high and appropriate countermeasures would be required for acritical asset at high risk.

For the SVA, therisk of the security event is normally estimated qualitatively. It is based on the consensus judgment of a
team of knowledgeable people as to how the likelihood and conseguences of an undesired event scenario compares to
other scenarios. The assessment is based on best available information, using experience and expertise of the team to
make sound risk management decisions. The team may use a risk matrix, which is a graphical representation of the risk
factors, asatool for risk assessment decisions.

The API NPRA SVA Methodology has a two step screening process to focus attention on higher risk events. The key
variables considered in the first screening are Consequences and Target Attractiveness. If either of those are either not
sufficiently significant, the asset is screened out from further specific consideration. Later, the complete set of risk
variables shown in Figure 2.1 are used in the second screen to determine the need for additional specific
countermeasures.

Figure 2.1—Risk Definition
Security Risk isafunction of:
- Consequences of asuccessful attack against an asset and
- Likelihood of asuccessful attack against an asset.

Likelihood isafunction of:
the Attractivenessto the adversary of the asset,
the degree of Threat posed by the adversary, and
the degree of Vulnerability of the asset.

Figure 2.2—SVA Risk Variables®

Consequences Consequences are the potential adverse impactsto afacility, thelocal community and/or the
nation as aresult of a successful attack.
Likelihood Likelihood is afunction of the chance of being targeted for attack, and the conditional chance of

mounting a successful attack (both planning and executing) given the threat and existing security
measures. Thisisafunction of Threat, Vulnerability, and Target Attractiveness (see Figure 2.1).

Attractiveness Attractiveness is a surrogate measure for likelihood of attack. This factor is a composite estimate
of the perceived value of atarget to a specific adversary.
Threat Threat isafunction of an adversary’ sintent, motivation, capabilities, and known patterns of

operation. Different adversaries may pose different threats to various assets within a given
facility or to different facilities.

Vulnerability Vulnerability is any weakness that can be exploited by an adversary to gain access and damage or
steal an asset or disrupt acritical function. Thisisavariable that indicates the likelihood of a
successful attack given the intent to attack an asset.

*bid, AIChE.
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2.3 CONSEQUENCES

The severity of the consequences of a security event at afacility is generally expressed in terms of the degree of injury or
damage that would result if there were a successful attack. Malevolent acts may involve effects that are more severe than
expected with accidental risk. Some examples of relevant consequencesin a SVA include:

- Injuriesto the public or to workers.

- Environmental damage.

- Direct and indirect financial losses to the company and to suppliers and associated businesses.
- Disruption to the national economy, regional, or local operations and economy.

- Loss of reputation or business viability.

- Need to evacuate people living or working near the facility.

- Excessive media exposure and related public concern affecting people that may be far removed from the actual
event location.

The estimate of consequences may be different in magnitude or scope than is normally anticipated for accidental
releases. In the case of security events, adversaries are determined to cause maximize damage, so a worse credible

security event should be defined. Critical infrastructure especially may have dependencies and interdependencies that
need careful consideration.

In addition, theft of hazardous materials should beincluded in SVAs as applicable. Adversaries may beinterested in theft
of hazardous materials to either cause direct harm at a later date, use them for other illicit purposes such as illegal drug
manufacturing, or possibly to make chemical weapons using the stolen materials as constituents.

Consequences are used as one of the key factors in determining the criticality of the asset and the degree of security
countermeasures required. During the facility characterization step, consequences are used to screen low value assets
from further consideration. For example, terrorists are assumed to be uninterested in low consequence assets (those that
do not meet their criteriafor valuable impacts).

2.4 ASSET ATTRACTIVENESS

Not all assets are of equal value to adversaries. A basic assumption of the SVA process is that this perception of value
from an adversary’s perspective is a factor that influences the likelihood of a security event. Asset attractiveness is an
estimate of the real or perceived value of atarget to an adversary based on such factors as shown in Figure 2.3.

During the SV A, the attractiveness of each asset should be evaluated based on the adversary’s intentions or anticipated
level of interest in the target. Security strategies can be devel oped around the estimated targets and potential threats. This
factor, along with consequences, are used to screen facilities from more specific scenario analysis and from further

specific countermeasures considerations during the first screening of the methodology.

Figure 2.3—Asset Attractiveness Factors

Type of effect:
Potential for causing maximum casualties
Potential for causing maximum damage and economic loss to the facility and company
Potential for causing maximum damage and economic |oss to the geographic region
Potential for causing maximum damage and economic |oss to the national infrastructure
Type of target:
- Usefulness of the process material as a weapon or to cause collateral damage
Proximity to anational asset or landmark
Difficulty of attack including ease of access and degree of existing security measures (soft target)
High company reputation and brand exposure
Iconic or symbolic target
Chemical or biological weapons precursor chemical
Recognition of the target
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2.5 THREAT

Threat can be defined as any indication, circumstance, or event with the potential to cause loss of, or damage, to an asset.
It can also be defined as the intention and capability of an adversary to undertake actions that would be detrimental to
valued assets. Sources of threats may be categorized as:

- Terrorists (international or domestic);

- Activists, pressure groups, single-issue zealots;

- Disgruntled employees or contractors;

- Criminals (e.g., white collar, cyber hacker, organized, opportunists).

Threat information is important reference data to alow the Owner/Operator to understand the adversaries interested in
the assets of the facility, their operating history, their methods and capabilities, their possible plans, and why they are
motivated. Thisinformation should then be used to develop a design basis threat or threats.

Adversaries may be categorized as occurring from three general types:

- Insider threats
- External threats
- Insiders working as colluders with external threats

Each applicable adversary type should be evaluated against each asset as appropriate to understand vul nerabilities.

2.6 VULNERABILITY

Vulnerability is any weakness that can be exploited by an adversary to gain unauthorized access and subsequent
destruction or theft of an asset. Vulnerabilities can result from, but are not limited to, weaknesses in current management
practices, physical security, or operational security practices. In a SVA, vulnerabilities are evaluated either by broadly
considering the threat and hazards of the assets they could attack or affect, or analyzed by considering multiple potential
specific sequences of events (a scenario-based approach). For this SVA methodol ogy, each critical asset is analyzed from
at least an asset-based approach at first by considering consequences and attractiveness. If it is a specific high value
target, then it isrecommended to analyze the asset further using scenarios.

2.7 SVA APPROACH

The general approach is to apply risk assessment resources and, ultimately, special security resources primarily where
justified based on the SVA results. The SVA process involves consideration of each facility from both the general
viewpoint and specific asset viewpoint. Consideration at the general level is useful for determination of overall impacts
of loss, infrastructure and interdependencies at the facility level, and outer perimeter analysis including access control
and general physical security. For example, all facilities will maintain a minimum level of security with genera
countermeasures such as the plant access control strategy and administrative controls. Certain assets will justify a more
specific level of security, such as additional surveillance or barriers, based on their value and expected level of interest to
adversaries. The benefit of evaluating specific assets is that individual risks can be evaluated and specific
countermeasures applied where justified in addition to more general countermeasures.

This SVA methodology uses this philosophy in several ways. The method is intended to be comprehensive and
systematic in order to be thorough. First, it begins with the SVA team gaining an understanding of the entire facility, the
assets that comprise the facility, the critical functions of the facility, and the hazards and impacts if these assets or critical
functions are compromised. This results in an understanding of which assets and functions are ‘critical’ to the business
operation. Thisisillustrated in Figure 2.4.

Criticality is defined both in terms of the potential impact to the workers, community, the environment and the company,
as well as to the business importance of the asset. For example, a storage tank of a hazardous material may not be the
most critical part of the operation of a process, but if attacked, it has the greatest combined impact so it may be given a
high priority for further analysis and special security countermeasures.

Based on this first level of screening from all assets to critical assets, a critical asset list is produced. Next, the critical
assets are reviewed in light of the threats. Adversaries may have different objectives, so the critical asset list is reviewed
from each adversary’s perspective and an asset attractiveness ranking is given. This factor is a quick measure of whether
the adversary would value damaging, compromising, or stealing the asset, which serves as an indicator of the likelihood
that an adversary would want to attack this asset and why.
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If an asset is both critical (based on value and consequences) and attractive, then it is considered a “target” for purposes
of the SVA. A target may optionally receive further specific analysis, including the development of scenarios to

determine and test perceived vulnerabilities.

As shown in Figure 2.4, all assets receive at least a general security review. This is accomplished by the SVA team’s
initial consideration of assets, along with a baseline security survey. General security considerations may be found in

security references such as the countermeasures checklist provided in Appendix B.

Conduct Initial Screening to
Determine Which Facilities
Should Have SVA

:

Review All
Facility Assets to Determine
Criticality and Attractiveness

v

Select
Critical Assets for Security
Consideration

API/NPRA SVA Methodology

Overall Asset Screening Approach

Apply General

:

Select
Target Assets for Scenario
Analysis

Apply Specific

Security
Countermeasures

Security
Countermeasures

Figure 2.4—OQverall Asset Screening Approach
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All facilities should establish a security strategy. The general strategy isto protect against unauthorized access at the
facility perimeter, and to control the access of authorized persons on the facility. Certain assets will be protected with
added layers of protection, due to their attractiveness and consequences of loss. The specific security countermeasures
provided to those assets would be to deter, detect, delay, and respond to credible threats against the assets to limit the risk
toacertainlevel.

2.8 CHARACTERISTICS OF A SOUND SVA APPROACH

It is important to distinguish between a security risk management process and any given SVA methodology. Security
risk management is the management framework that includes the SVA, development and implementation of a security
plan, and the application of needed countermeasures to enhance security. SVA is the estimation of risk for the purposes
of decision-making. SVA methodologies can be very powerful analytical tools to integrate data and information, and
help understand the nature and locations of risks of a system. However, SVA methods alone should not be relied upon to
establish risk, nor solely determine decisions about how risks should be addressed. SVA methods should be used as part
of a process that involves knowledgeable and experienced personnel that critically review the input, assumptions, and
results. The SVA team should integrate the SVA output with other factors, the impact of key assumptions, and the
impact of uncertainties created by the absence of data or the variability in assessment inputs before arriving at decisions
about risk and actions to reduce risk.

A variety of different approaches to SVA have been employed in the petroleum sector as well as other industries. The
major differences among approaches are associated with:

- Therelative “mix” of knowledge, data, or logic SVA methods,
- The complexity and detail of the SV A method; and
- The nature of the output (probabilistic versus relative measures of risk).

Ultimately, it is the responsibility of the owner/operator to choose the SVA method that best meets the needs of the
company, the facilities and the agencies tasked with providing additional security in times of imminent danger.
Therefore, it is in the best interest of the owner/operator to develop a thorough understanding of the various SVA
methods in use and available, as well as the respective strengths and limitations of the different types of methods, before
selecting along-term strategy. A SV A should be:

- Risk-based—The approach should be to focus on the most significant security issues in a priority order based on
risk. Risk can also be used to judge the adequacy of existing security measures.

- Structured—The underlying methodology must be structured to provide a thorough assessment. Some
methodologies employ a more rigid structure than others. More flexible structures may be easier to use; however,
they generally require more input from subject matter experts. However, all SVA methods identify and use logic
to determine how the data considered contributes to risk in terms of affecting the likelihood and/or consequences
of potential incidents.

- Given adequate resour ces—Appropriate personnel, time, and financial resources must be allocated to fit the
detail level of the assessment.

- Experience-based—The frequency and severity of past security related events and the potential for future events
should be considered. It is important to understand and account for any actions that have been made to prevent
security related events. The SVA should consider the system-specific data and other knowledge about the system
that has been acquired by field, operations, and engineering personnel aswell as external expertise.

- Predictive—A SVA should be investigative in nature, seeking to identify recognized as well as previously
unrecognized threats to the facility service and integrity. It should make use of previous security related events,
but focus on the potential for future events, including the likelihood of scenarios that may never have happened
before.

- Based o the use of appropriate data—Some SVA decisions are judgment calls. However, relevant data and
particularly data about the system under review should affect the confidence level placed in the decisions.

- Able to provide for and identify means of feedback—SVA is an iterative process. Actual field drills, audits,
and data collection efforts from both internal and external sources should be used to validate (or invalidate)
assumptions made.
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2.9 SVA STRENGTHS AND LIMITATIONS

Each of the SVA methods commonly used has its strengths and limitations. Some approaches are well suited to
particular applications and decisions, but may not be as helpful in other situations. In selecting or applying SVA
methods, there are a number of questions that should be considered. Some of the more significant ones are summarized
below.

Does the scope of the SVA method encompass and identify significant security related events and risks of the
facility or along the system? If not, how can the risks that are not included in the SVA method be assessed and
integrated in the future?

- Will al data be assessed, as it really exists along the system? Data should be location specific so that additive
effects of the various risk variables can be determined. Can the assessment resolution be altered, e.g. station-by-
station or mile-by-mile, dependent on the eval uation needs?

- What isthelogical structure of variablesthat are evaluated to provide the qualitative and quantitative results of the
SVA? Does this provide for straightforward data assimilation and assessment?

- Does the SVA method use numerical weights and other empirical factors to derive the risk measures and
priorities? Are these weights based on the experience of the system, operator, industry, or external sources?

- Do the basic input variables of the SVA method require data that are available to the operator? Do operator data
systems and industry data updating procedures provide sufficient support to apply the SVA method effectively?
Wheat is the process for updating the SVA data to reflect changes in the system, the infrastructure, and new
security related data? How is the input data validated to ensure that the most accurate, up-to-date depiction of the
systemisreflected inthe SVA?

- Does the SVA output provide adequate support for the justification of risk-based decisions? Are the SVA results
and output documented adequately to support justification of the decisions made using this output?

- Doesthe SVA method allow for analysis of the effects of uncertainties in the data, structure, and parameter values
on the method output and decisions being supported? What sensitivity or uncertainty analysis is supported by the
SVA method?

- Does the SVA method focus exclusively on RMP-based “worst case” events or isit structured to determine “most

probable worst case” events that may at times be less severe than postulated in an RMP or include additive effects

of adjacent assetsto yield consequences more severe than postulated in the RMP?

2.10 RECOMMENDED TIMES FOR CONDUCTING AND REVIEWING THE SVA

The SVA process or SVA methods can be applied at different stages of the overall security assessment and evaluation
process. For example, it can be applied to help select, prioritize, and schedule the locations for security assessments. It
can aso be performed after the security assessment is completed to conduct a more comprehensive SVA that
incorporates more accurate information about the facility or pipeline segment.

There are six occasions when the SVA may be required, as illustrated in Figure 2.5.

2.11 VALIDATION AND PRIORITIZATION OF RISKS

Independent of the process used to perform a SVA, the owner/operator must perform a quality control review of the
output to ensure that the methodology has produced results consistent with the objectives of the assessment. This can be
achieved through a review of the SVA data and results by a knowledgeable and experienced individual or, preferably, by
a cross-functional team consisting of a mixture of personnel with skill sets and experience-based knowledge of the
systems or segments being reviewed. This validation of the SVA method should be performed to ensure that the method
has produced results that make sense to the operator. If the results are not consistent with the operator’s understanding
and expectations of system operation and risks, the operator should explore the reasons why and make appropriate
adjustments to the method, assumptions, or data. Some additional criteriato evaluate the quality of aSVA are:

- Are the data and analyses handled competently and consistently throughout the system? (Can the logic be readily
followed?)

- Isthe assessment presented in an organized and useful manner?

- Areall assumptionsidentified and explained?

- Are mgjor uncertainties identified, e.g., due to missing data?

- Do evidence, analysis, and argument adequately support conclusions and recommendations?

Once the SVA method and process has been validated, the operator has the necessary information to prioritize risks. To
determine what risk mitigation actions to take, the operator considers which systems (or segments of systems) have the
highest risks and then looks at the reasons the risks are higher for these assets. These risk factors are known as risk
driverssince they drive the risk to ahigher level for some assets than others do.
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2.12 RISK SCREENING

Security issues exist at every facility managed by the petroleum and petrochemical industry, but the threat of intentional
actsis likely to be different across the industry. This is captured by the factor known as ‘ asset attractiveness', whereby
certain assets are considered to be more attractive to adversaries than others. Based on many reported threat assessments,
intelligence reports, and actual events around the world, these factors can be used to evaluate target attractiveness.

It is likely that most facilities have no specific threat history for terrorism. As aresult, the assumption must be made that
potential malevolent acts are generally credible at each facility and this is then tempered by the site-specific factors. A
screening process may contain the following factors:

1. Target attractiveness or target value;

2. Degreeof threat;

3. Vulnerahility;

4. Potential consequences (casualties, environmental, infrastructure and economic).

These are the same factors as are used for evaluating an individual asset risk, but the difference is that thisis done at a
generalized facility level for the risk screening instead of at a target asset level. Note that target attractiveness itself
includes the factors of consequences and vulnerability. Target attractiveness is an aggregate of factors, which shows the
complexity of the process of targeting. Consequences are listed again separately since they have such importance in
targeting.

Consequence and target attractiveness are the dominant factors in determining terrorist risk. Thisis particularly truein
the target-rich environment of the United States, where the rare nature of any particular terrorist act vs. the potential
number of targets poses a major risk dilemma. Priority should first be given to the conseguence ranking, but then
consideration should be given to the attractiveness ranking when making assessments. In this way resources can be
appropriately applied to assets where they are most likely to be important. This philosophy may be adopted by a
company at an enterprise level to help determine both the need to conduct detailed (vs. simpler checklist analyses or
audits), and the priority order for the analysis.

Figure 2.5—Recommended Times for Conducting and Reviewing the SVA

=

Aninitial review of all relevant facilities and assets per a schedul e set during theinitial planning process

N

When an existing process or operation is proposed to be substantially changed and prior to implementation
(revision or rework)

When a new process or operation is proposed and prior to implementation (revision or rework)

When the threat substantially changes, at the discretion of the manager of the facility (revision or rework)

After asignificant security incident, at the discretion of the manager of the facility (revision or rework)

o|o|h~|w

Periodically to revalidate the SVA (revision or rework)

Chapter 3 Conducting the Security Vulnerability Assessment Methodology
3.1 OVERVIEW OF THE SVA METHODOLOGY

The SVA process is a risk-based and performance-based methodology. The user can choose different means of
accomplishing the general SV A method so long as the end result meets the same performance criteria. The overall 5-step
approach of the SV A methodology is described as follows:

Step 1: Asset Characterization

The asset characterization includes analyzing information that describes the technical details of facility assets as required
to support the analysis, identifying the potential critical assets, identifying the hazards and consequences of concern for
the facility and its surroundings and supporting infrastructure, and identifying existing layers of protection.

Step 2: Threat Assessment

The consideration of possible threats should include internal threats, external threats, and internally assisted threats (i.e.,
collusion between insiders and outside agents). The selection of the threats should include reasonable local, regional, or
national intelligence information, where available. This step includes determining the target attractiveness of each asset
from each adversary’ s perspective.
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Step 3: Vulnerability Analysis

The vulnerability analysis includes the relative pairing of each target asset and threat to identify potential vulnerabilities
related to process security events. This involves the identification of existing countermeasures and their level of
effectivenessin reducing those vulnerabilities.

The degree of vulnerability of each valued asset and threat pairing is evaluated by the formulation of security-related
scenarios or by an asset protection basis. If certain criteria are met, such as higher consequence and attractiveness
ranking values, then it may be useful to apply a scenario-based approach to conduct the Vulnerability Analysis. It
includes the assignment of risk rankings to the security-related scenarios developed. If the asset-based approach is used,
the determination of the asset’s consequences and attractiveness may be enough to assign a target ranking value and
protect via a standard protection set for that target level. In this case scenarios may not be developed further than the
general thought that an adversary isinterested in damaging or stealing an asset.

Step 4: Risk Assessment

The risk assessment determines the relative degree of risk to the facility in terms of the expected effect on each critical
asset as a function of consequence and probability of occurrence. Using the assets identified during Step 1 (Asset
Characterization), the risks are prioritized based on the likelihood of a successful attack. Likelihood is determined by the
team after considering the attractiveness of the targeted assets assessed under Step 2, the degree of threats assessed under
Step 2, and the degree of vulnerability identified under Step 3.

Step 5: Countermeasures Analysis

Based on the vulnerabilities identified and the risk that the layers of security are breached, appropriate enhancements to
the security countermeasures may be recommended. Countermeasure options will be identified to further reduce
vulnerability at the facility. These include improved countermeasures that follow the process security doctrines of deter,
detect, delay, respond, mitigate and possibly prevent. Some of the factorsto be considered are:

- Reduced probability of successful attack

- Degree of risk reduction by the options

- Reliability and maintainability of the options

- Capabilities and effectiveness of mitigation options
- Costs of mitigation options

- Feasibility of the options

The countermeasure options should be re-ranked to evaluate effectiveness, and prioritized to assist management decision
making for implementing security program enhancements. The recommendations should be included in a SVA report
that can be used to communicate the results of the SVA to management for appropriate action.

Once the SVA is completed, there is a need to follow-up on the recommended enhancements to the security
countermeasures so they are properly reviewed, tracked, and managed until they are resolved. Resolution may include
adoption of the SVA team’s recommendations, substitution of other improvements that achieve the same level of risk
abatement, or rejection. Rejection of a SVA recommendation and related acceptance of residual risk should be based on
valid reasons that are well documented.

This SVA process is summarized in Figure 3.1 and illustrated further in the flowcharts that follow in Figures 3.1a
through 3.1c. Section 3.2 of this chapter describes the preparation activities, such as data gathering and forming the SVA
team. Sections 3.3 through 3.8 provide details for each step in the SVA methodology. These steps and associated tasks
are also summarized in Figure 3.5.
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Figure 3.1—Security Vulnerability Assessment Methodology Steps

Step 1: Assets
Characterization

Step 2: Threat
Assessment

Step 3:
Vulnerability
Analysis

Step 4: Risk
Assessment

Step 5:
Countermeasures
Analysis

1.1 Identify critical assets and infrastructure
1.2 Evaluate existing countermeasures
1.3 Evaluate severity of impacts

2.1 Adversary identification

2.2 Adversary characterization

2.3 Target attractiveness

2.4 Select targets for further analysis

3.1 Define scenarios and eval uate specific consequences
3.2 Evaluate effectiveness of existing security measures
3.3 Identify vulnerabilities and estimate degree of vulnerability

4.1 Estimate likelihood of attack by vulnerability, threat, and
attractiveness
4.2 Evaluate risk and need for additional countermeasures

5.1 Identify and evaluate countermeasures options
5.2 Prioritize potential enhancements by cost, effectiveness, and
other factors
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Figure 3.1la—Security Vulnerability Assessment Methodology—Step 1
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Figure 3.1b—Security Vulnerability Assessment Methodology—Step 2
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Figure 3.1c—Security Vulnerability Assessment Methodology—Steps 3 — 5
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3.2 SVA PREPARATION

3.2.1 Planning for Conducting a SVA

Prior to conducting the SVA team-based sessions, there are a number of activities that must be done to ensure an
efficient and accurate analysis. There are many factors in successfully completing a SVA including the following:

- the activity should be planned well in advance;

- have the full support and authorization by management to proceed;

- the data should be verified and complete;

- the objectives and scope should be concise;

- the team should be knowledgeable of and experienced at the process they are reviewing; and,
- the team leader should be knowledgeable and experienced in the SVA process methodology.

All of the above items are controllable during the planning stage prior to conducting the SVA sessions. Most important
for these activities is the determination of SVA specific objectives and scope, and the selection and preparation of the
SVA Team.

Prerequisites to conducting the SVA include gathering study data, gathering and analyzing threat information, forming a
team, training the team on the method to be used, conducting a baseline security survey, and planning the means of
documenting the process.

Thetypical timeline for conducting a SV A isshownin Figure 3.2.
Figure 3.2—SVA Methodology Timeline

Flannin
. Training

Criantation
| SVA Sessions Fallow-Up Rapoart Implementation

l * (¢ | | I |

Baseline Security Audit

3.2.2 SVA Team

The SVA approach includes the use of a representative group of company experts plus outside experts if needed to
identify potential security related events or conditions, the consequences of these events, and the risk reduction activities
for the operator’s system. These experts draw on the years of experience, practical knowledge, and observations from
knowledgeable field operations and maintenance personnel in understanding where the security risks may reside and
what can be done to mitigate or ameliorate them.

Such a company group typically consists of representation from: company security, risk management, operations,
engineering, safety, environmental, regulatory compliance, logistics/distribution, I T and other team members as required.
This group of experts should focus on the vulnerabilities that would enhance the effectiveness of the facility security
plan. The primary goal of this group is to capture and build into the SVA method the experience of this diverse group of
individual experts so that the SVA process will capture and incorporate information that may not be available in typical
operator databases.

If the scope of the SVA includes terrorism and attacks on a process handling flammable or toxic substances, the SVA
should be conducted by a team with skills in both the security and process safety areas. This is because the team must
evaluate traditional facility security as well as process—safety related vulnerabilities and countermeasures. The final
security strategy for protection of the process assets from these events is a combination of security and process safety
strategies.

It is expected that a full time ‘core’ team is primarily responsible, and that they are led by a Team Leader. Other part-
time team members, interviewees and guests are used as required for efficiency and completeness. At a minimum, SVA
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teams should possess the knowledge and/or skills listed in Figure 3.3. Other skills that should be considered and
included, as appropriate, are included as optional or part-time team membership or as guests and persons interviewed.

The SVA Core Team istypically made up of three to five persons, but thisis dependent on the number and type of issues
to be evaluated and the expertise required to make those judgments. The Team Leader should be knowledgeable and
experienced in the SVA approach.

3.2.3 SVA Objectives and Scope

The SVA Team leader should develop an objectives and scope statement for the SVA. This helps to focus the SVA and
ensure completeness. An example SV A objectives statement is shown in Figure 3.4.

A work plan should then be developed to conduct the SVA with a goal of achieving the objectives. The work plan needs
to include the scope of the effort, which includes which physical or cyber facilities and issues will be addressed.

Given the current focus on the need to evaluate terrorist threats, the key concerns are the intentional (malevolent) misuse
of petroleum and hazardous to cause catastrophic consequences. Given this focus, the key events and consequences of
interest include the four listed in Figure 3.5. Other events may be included in the scope as determined by the SVA Team,
but it is recommended that these four primary security events be addressed first since these are the events that make the
petroleum and petrochemical industry unique from other industries.

Figure 3.3—SVA Team Members

The SVA Core Team members should have the following skill sets and experience:

- Team leader—knowledge of and experience with the SVA methodol ogy;

- Security representative—knowledge of facility security procedures, methods and systems;

- Safety representative—knowledge of potential process hazards, process safety procedures, methods, and systems
of thefacility;

- Facility representative—knowledge of the design of the facility under study including asset value, function,
criticality, and facility procedures,

- Operations representative—knowl edge of the facility process and equipment operation;

- Information systems/Automation representative (for cyber security assessment) —knowledge of information
systems technol ogies and cyber security provisions; knowledge of process control systems.

The SVA Optional/Part-time Team members may include the following skill sets and experience:

- Security specialist—knowledge of threat assessment, terrorism, weapons, targeting and insurgency/guerilla
warfare, or specialized knowledge of detection technologies or other countermeasures available;

- Cyber security specialist—knowledge of cyber security practices and technologies;

- Subject matter experts on various process or operations details such as process technol ogies, rotating equi pment,
distributed control systems, electrical systems, access control systems, etc.;

- Process specialist—knowledge of the process design and operations

- Management—knowledge of business management practices, goals, budgets, plans, and other management
systems.

Figure 3.4—Sample Objectives Statement®

To conduct an analysisto identify security hazards, threats, and vulnerabilities facing afixed facility handling hazardous
materials, and to eval uate the countermeasures to provide for the protection of the public, workers, national interests, the
environment, and the company.

’Ibid, AIChE.
8|bid, AIChE.




SECURITY VULNERABILITY ASSESSMENT METHODOLOGY FOR THE PETROLEUM AND PETROCHEMICAL INDUSTRIES 17

Figure 3.5—Security Events of Concern

Security Event Type Candidate Critical Assets
Loss of Containment, Damage, L oss of containment of process hydrocarbons or hazardous chemicals on the plant
or Injury site from intentional damage of equipment or the malicious release of process

material's, which may cause multiple casualties, severe damage, and public or
environmental impact. Also included isinjury to personnel and the public directly or

indirectly

Theft Hydrocarbon, chemical, or information theft or misuse with the intent to cause
severe harm at the facility or offsite

Contamination Contamination or spoilage of plant products or information to cause worker or
public harm on or offsite

Degradation of Assets Degradation of assets or infrastructure or the business function or value of the

facility or the entire company through destructive acts of terrorism.

3.2.4 Data Gathering, Review, and Integration

The objective of this step is to provide a systematic methodology for Owner/Operators to obtain the data needed to
manage the security of their facility. Most Owner/Operators will find that many of the data elements suggested here are
aready being collected. This section provides a systematic review of potentially useful data to support a security plan.
However, it should be recognized that all of the data elementsin this section are not necessarily applicableto all systems.

The types of data required depend on the types of risks and undesired acts that are anticipated. The operator should
consider not only the risks and acts currently suspected in the system, but also consider whether the potential exists for
other risks and acts not previously experienced in the system, e.g., bomb blast damage. This section includes lists of
many types of data elements. The following discussion is separated into four subsections that address sources of data,
identification of data, location of data, and data collection and review.

Appendix A includes alist of potentially useful datathat may be needed to conduct a SVA. Appendix B is a checklist of
countermeasures that may be used as a data collection form prior to conducting a SVA. Similarly, Appendix C is a
checklist for infrastructure and interdependencies that can be used both before and after a SVA for ensuring
compl eteness.

3.2.4.1 Data Sources

The first step in gathering data is to identify the sources of data needed for facility security management. These sources
can be divided into four different classes.

1. Facility and Right of Way Records. Facility and right of way records or experienced personnel are used to
identify the location of the facilities. This information is essential for determining areas and other facilities that
either may impact or be impacted by the facility being analyzed and for developing the plans for protecting the
facility from security risks. This information is also used to develop the potential impact zones and the
relationship of such impact zones to various potentially exposed areas surrounding the facility i.e., population
centers, and industrial and government facilities.

2. System Information. This information identifies the specific function of the various parts of the process and
their importance from a perspective of identifying the security risks and mitigations as well as understanding the
alternatives to maintaining the ability of the system to continue operations when a security threat is identified.
This information is also important from a perspective of determining those assets and resources available in-
house in developing and completing a security plan. Information is also needed on those systems in place,
which could support a security plan such as an integrity management program and I T security functions.

3. Operation Records. Operating data are used to identify the products transported and the operations as they
may pertain to security issues to facilities and pipeline segments which may be impacted by security risks. This
information is also needed to prioritize facilities and pipeline segments for security measures to protect the
system, e.g., type of product, facility type and location, and volumes transported. Included in operation records
data gathering is the need to obtain incident data to capture historical security events.

4. Outside Support and Regulatory Issues. Thisinformation is needed for each facility or pipeline segment to
determine the level of outside support that may be needed and can be expected for the security measures to be
employed at each facility or pipeline segment. Data are also needed to understand the expectation for security
preparedness and coordination from the regulatory bodies at the government, state, and local levels. Data should
also be developed on communication and other infrastructure issues as well as sources of information regarding
security threats, e.g., ISACs (Information Sharing and Analysis Centers).
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3.2.4.2 |dentifying Data Needs

The type and quantity of data to be gathered will depend on the individual facility or pipeline system, the SVA
methodology selected, and the decisions that are to be made. The data collection approach will follow the SVA path
determined by the initial expert team assembled to identify the data needed for the first pass at SVA. The size of the
facility or pipeline system to be evaluated and the resources available may prompt the SVA team to begin their work
with an overview or screening assessment of the most critical issues that impact the facility or pipeline system with the
intent of highlighting the highest risks. Therefore, the initial data collection effort will only include the limited
information necessary to support this SVA. As the SVA process evolves, the scope of the data collection will be
expanded to support more detail ed assessment of perceived areas of vulnerability.

3.2.4.3 Locating Required Data

Operator data and information are available in different forms and format. They may not all be physically stored and
updated at one location based on the current use or need for the information. The first step is to make alist of all data
required for security vulnerability assessment and locate the data. The data and information sources may include:

- Facility plot plans, equipment layouts and area maps

- Process and Instrument Drawings (P&1Ds)

- Pipeline alignment drawings

- Existing company standards and security best practices
- Product throughput and product parameters

- Emergency response procedures

- Company personnel interviews

- LEPC (Local Emergency Planning Commission) response plans
- Police agency response plans

- Historical security incident reviews

- Support infrastructure reviews

3.2.4.4 Data Collection and Review

Every effort should be made to collect good quality data. When data of suspect quality or consistency are encountered,
such data should be flagged so that during the assessment process, appropriate confidence interval weightings can be
developed to account for these concerns.

In the event that the SV A approach needs input datathat are not readily available, the operator should flag the absence of
information. The SV A team can then discuss the necessity and urgency of collecting the missing information

3.2.5 Analyzing Previous Incidents Data

Any previous security incidents relevant to the security vulnerability assessment may provide valuable insights to
potential vulnerabilities and trends. These events from the site and, as available, from other historical records and
references, should be considered in the analysis. This may include crime statistics, case histories, or intelligence relevant
tofacility.

3.2.6 Conducting a Site Inspection

Prior to conducting the SVA sessions, it is necessary for the team to conduct a site inspection to visualize the facility and
to gain valuableinsights to the layout, lighting, neighboring area conditions, and other facts that may help understand the
facility and identify vulnerabilities. The list of data requirements in Appendix A and the checklist in Appendix B may be
referenced for this purpose.

3.2.7 Gathering Threat Information

The team should gather and analyze relevant company and industry or government-provided threat information, such as
that available from the Energy ISAC, DHS, FBI, or other local law enforcement agency.

3.3 STEP 1: ASSETS CHARACTERIZATION

Characterization of the facility is a step whereby the facility assets and hazards are identified, and the potential
consequences of damage or theft to those assets is analyzed. The focus is on processes which may contain petroleum or
hazardous chemicals and key assets, with an emphasis on possible public impacts. The Asset Attractiveness, based on
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these and other factors, is included in the facility characterization. These two factors (severity of the consequences and
asset attractiveness) are used to screen the facility assets into those that require only genera vs. those that require more
specific security countermeasures.

The team produces a list of candidate critical assets that need to be considered in the analysis. Attachment 1—Step 1:
Critical Assets/Criticality Form is helpful in developing and documenting the list of critical assets. The assets may be
processes, operations, personnel, or any other asset as described in Chapter 3.

Figure 3.6 below summarizes the key steps and tasks required for Step 1.

Step 1.1—Ildentify Critical Assets

The SVA Team should identify critical assets for the site being studied. The focus is on petroleum or chemical process
assets, but any asset may be considered. For example, the process control system may be designated as critical, since
protection of it from physical and cyber attack may be important to prevent a catastrophic release or other security event
of concern. Figure 3.7 is an example list of specific assets that may be designated as critical at any given site. Assets
include the full range of both material and non-material aspectsthat enable afacility to operate.

Figure 3.6—Description of Step 1 and Substeps

Step | Task
Step 1. Assets Characterization
1.1 Identify critical assets Identify critical assets of the facility including people, equipment, systems,
chemicals, products, and information.
1.2 Identify critical functions Identify the critical functions of the facility and determine which assets perform or

support the critical functions.

1.3 Identify critical infrastructures | Identify the critical internal and external infrastructures and their

and interdependencies interdependencies (e.g., electric power, petroleum fuels, natural gas,
telecommunications, transportation, water, emergency services, computer systems,
air handling systems, fire systems, and SCADA systems) that support the critical
operations of each asset.

1.4 Evaluate existing Identify what protects and supports the critical functions and assets. Identify the
countermeasures relevant layers of existing security systemsincluding physical, cyber, operational,
administrative, and business continuity planning, and the process safety systems
that protect each asset.
1.5 Evaluateimpacts Evaluate the hazards and consequences or imp acts to the assets and the critical

functions of the facility from the disruption, damage, or loss of each of the critical
assets or functions.

1.6 Select targetsfor further Develop atarget list of critical functions and assets for further study.
analysis
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Figure 3.7—Example Candidate Critical Assets

Security Event Type Candidate Critical Assets
Loss of Containment, - Process equipment handling petroleum and hazardous materials including processes,
Damage, or Injury pipelines, storage tanks

- Marine vessels and facilities, pipelines, other transportation systems
- Employees, contractors, visitorsin high concentrations

Theft - Hydrocarbons or chemicals processed, stored, manufactured, or transported

- Metering stations, process control and inventory management systems

- Critical business information from telecommunications and information management
systemsincluding Internet accessibl e assets

Contamination - Raw material, intermediates, catalysts, products, in processes, storage tanks, pipelines
- Critical businessor process data
Degradation of Assets - Processes containing petroleum or hazardous chemicals

- Business image and community reputation

- Utilities (electric power, steam, water, natural gas, specialty gases)
- Telecommunications Systems

- Business systems

The following information should be reviewed by the SVA Team as appropriate for determination of applicability as
critical assets:

- Any applicable regulatory lists of highly hazardous chemicals, such as the Clean Air Act 112(r) list of flammable
and toxic substances for the EPA Risk Management Program (RMP) 40 CFR Part 68 or the OSHA Process Safety
Management (PSM) 29 CFR 1910.119 list of highly hazardous chemicals;
- Inhalation poisons or other chemicalsthat may be of interest to adversaries,
- Large and small scale chemical weapons precursors as based on the following lists:
— Chemical Weapons Convention list;
— FBI Community Outreach Program (FBI List) for Weapons of Mass Destruction materials and precursors,
— The Australia Group list of chemical and biological weapons

- Material destined for the food, nutrition, cosmetic or pharmaceutical chains;

- Chemicals which are susceptible to reactive chemistry.

Owner/Operators may wish to consider other categories of chemicals that may cause losses or injuries that meet the
objectives and scope of the analysis. These may include other flammables, critically important substances to the process,
explosives, radioactive materials, or other chemicals of concern.

In addition, the following personnel, equipment and information may be determined to be critical:

- Process equipment

- Critical data

- Process control systems

- Personnel

- Critical infrastructure and support utilities

Step 1.2—lIdentify Critical Functions

The SVA Team should identify the critical functions of the facility and determine which assets perform or support the
critical functions. For example, the steam power plant of arefinery may be critical since it is the sole source of steam
supply to therefinery.

Step 1.3—ldentify Critical Infrastructures and Interdependencies

The SVA team should identify the critical internal and external infrastructures and their interdependencies (e.g., electric
power, petroleum fuels, natural gas, telecommunications, transportation, water, emergency services, computer systems,
air handling systems, fire systems, and SCADA systems) that support the critical operations of each asset. For example,
the electrical substation may be the sole electrical supply to the plant, or a supplier delivers raw materia to the facility
via a single pipeline. Appendix C, Interdependencies and Infrastructure Checklist, can be used to identify and analyze
these issues. Note that some of these issues may be beyond the control of the owner/operator, but it is necessary to
understand the dependencies and interdependencies of the facility, and the result of loss of these systems on the process.
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Step 1.4—Evaluate Existing Countermeasures

The SVA team identifies and documents the existing security and process safety layers of protection. This may include
physical security, cyber security, administrative controls, and other safeguards. During this step the objective is to gather
information on the types of strategies used, their design basis, and their completeness and general effectiveness. A pre-
SVA survey is helpful to gather thisinformation. The datawill be made available to the SVA team for them to form their
opinions on the adequacy of the existing security safeguards during Step 3: Vulnerability Analysis and Step 5:

Countermeasures Analysis.

Appendix B—Countermeasures Survey Form can be used to gather information on the presence and status of existing
safeguards or another form may be more suitable. Existing records and documentation on security and process safety
systems, as well as on the critical assets themselves, can be eferenced rather than repeated in another form of
documentation.

The objective of the physical security portion of the survey is to identify measures that protect the entire facility and/or
each critical asset of the facility, and to determine the effectiveness of the protection. Appendix B contains checklists that
may be used to conduct the physical security portion of the survey.

Note that the infrastructure interdependencies portion of the survey will identify infrastructures that support the facility
and/or its critical assets (e.g., electric power, water, and telecommunications). A physical security review of these vital
infrastructures should also be conducted.

Step 1.5—Evaluate Impacts

The Impacts Analysis step includes both the determination of the hazards of the asset being compromised as well as the
specific consequences of aloss. The SVA team should consider relevant chemical use and hazard information, as well as
information about the facility. The intent is to develop a list of target assets that require further analysis partly based on
the degree of hazard and consequences. Particular consideration should be given to the hazards of fire, explosion, toxic
release, radioactive exposure, and environmental contamination.

The consequences are analyzed to understand their possible significance. The Appendix A—Attachment 1—Step 1.
Critical Assets/Criticality Form is useful to document the general consegquences for each asset. The consequences may be
generally described but consideration should be given to those listed in Figure 3.8.

Figure 3.8—Possible Consequences of Security Events

Public fatalities or injuries

Site personnel fatalities or injuries

Large-scale disruption to the national economy,
public or private operations

Large-scal e disruption to company operations
Large-scale environmental damage

Large-scale financial loss

Loss of critical data

L oss of reputation or business viability

The consequence analysis is done in a general manner. If the security event involves atoxic or flammable release to the
atmosphere, the EPA RMP offsite consequence analysis guidance can be used as a starting point. If it is credible to
involve more than the largest single vessel containing the hazardous material in a single incident, the security event may
be larger than the typical EPA RMP worst-case analysis.

A risk ranking scale can be used to rank the degree of severity. Figure 3.9 illustrates a set of consequence definitions
based on four categories of events—A. Fatalities and injuries; B. Environmental impacts; C. Property damage; and D.
Business interruption.
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Figure 3.9—Example Definitions of Consequences of the Event

DESCRIPTION RANKING

A. Possible for any offsite fatalities from large-scal e toxic or flammable release; possible for
multiple onsite fatalities

B. Major environmental impact onsite and/or offsite (e.g., large-scale toxic contamination of
public waterway) .

. Over $X property damage S5—Very High

. Very long term (> X years) business interruption/expense; Large-scal e disruption to the
national economy, public or private operations; Loss of critical data; Loss of reputation or
business viability

o0

. Possible for onsite fatalities; possible offsiteinjuries

. Very large environmental impact onsite and/or large offsite impact )
. Over $ X—$Y property damage S4—High
. Long term (X months — Y years) businessinterruption/expense

. Nofatalities or injuries anticipated offsite; possible widespread onsite seriousinjuries
. Environmental impact onsite and/or minor offsite impact )
. Over $ X -$Y property damage S3-Medium
Medium term (X months — Y months) business interruption/expense

> oowrl oow>

. Onsite injuries that are not widespread but only in the vicinity of the incident location; No
fatalities or injuries anticipated offsite

. Minor environmental impacts to immediate incident site area only S2 —Low

$ X—3$Y loss property damage

. Short term (up to X months) business interruption/expense

. Possible minor injury onsite; No fatalities or injuries anticipated offsite
. No environmental impacts

. Up to $X Property Damage S1-Very Low
. Very short term (up to X weeks) business interruption/expense

OCOW> OO W

The consequences of a security event at a facility are generally expressed in terms of the degree of acute health effects
(e.g., fatality, injury), property damage, environmental effects, etc. This definition of consequences is the same as that
used for accidental releases, and is appropriate for security-related events. The key difference is that they may involve
effects that are more severe than expected with accidental risk. This difference has been considered in the steps of the
SVA.

The SVA Team should evaluate the potential consequences of an attack using the judgment of the SVA team. If
scenarios are done, the specific consequences may be described in scenario worksheets.

Team members skilled and knowledgeable in the process technology should review any off-site consequence analysis
data previously developed for safety analysis purposes or prepared for adversarial attack analysis. The consegquence
analysis data may include awide range of release scenarios if appropriate.

Proximity to off-site population is a key factor since it is both a major influence on the person(s) selecting a target, and
on the person(s) seeking to defend that target. In terms of attractiveness to aterrorist, if the target could expose a large
number of persons, thistype of target islikely to be a high-value, high-payoff target.

Step 1.6—Select Targets for Further Analysis

For each asset identified, the criticality of each asset must be understood. Thisis a function of the value of the asset, the
hazards of the asset, and the consequences if the asset was damaged, stolen, or misused. For hazardous chemicals,
consideration may include toxic exposure to workers or the community, or potential for the misuse of the chemica to
produce aweapon or the physical properties of the chemical to contaminate a public resource.

The SVA Team develops a Target Asset List which is alist of the assets associated with the site being studied that are
more likely to be attractive targets, based on the complete list of assets and the identified consequences and targeting
issues identified in the previous steps. During Step 3: Vulnerability Analysis, the Target Asset List will be generally
paired with specific threats and eval uated against the potential types of attack that could occur.

The SVA methodology uses ranking systems that are based on a scale of 1 —s 5 where 1 is the lowest value and 5 is the
highest value. Based on the consequence ranking and criticality of the asset, the asset is tentatively designated a
candidate critical target asset. The attractiveness of the asset will later be used for further screening of important assets.
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3.4 STEP 2: THREAT ASSESSMENT

The threat assessment step involves the substeps shown in Figure 3.10.

Step 2.1—Adversary Identification

The next step is to identify specific classes of adversaries that may perpetrate the security-related events. The adversary
characterization sub-step involves developing as complete an understanding as is possible of the adversary’s history,
capabilities and intent. A threat matrix is developed to generally pair the assets with each adversary class as shown in
Attachment 1—Step 2: Threat Assessment Form.

Figure 3.10—Description of Step 2 and Substeps

Step | Task
Step 2: Threat Assessment
2.1 Adversary identification Evaluate threat information and identify threat categories and potential

adversaries. ldentify general threat categories. Consider threats posed by insiders,
external agents (outsiders), and collusion between insiders and outsiders.

2.2 Adversary characterization Evaluate each adversary and provide an overall threat assessment/ ranking for each
adversary using known or available information. Consider such factors asthe
general nature/history of threat; specific threat experience/history to the
facility/operation; known capabilities/methods/weapons; potential actions, intent/
motivation of adversary.

2.3 Analyzetarget attractiveness Conduct an evaluation of target (from assets identified in Step 1) attractiveness
from the adversary perspective.

Depending on the threat, the analyst can determine the types of potential attacks and, if specific information is available
(intelligence) on potential targets and the likelihood of an attack, specific countermeasures may be taken. Information
may be too vague to be useful, but SVA Teams should seek available information from Federal, State, and Local law
enforcement officials in analyzing threats. Absent specific threat information, the SVA can still be applied based on
assuming general capabilities and characteristics of typical hypothetical adversaries.

Threat assessment is an important part of a security management system, especially in light of the emergence of
interational terrorism in the United States. There is a need for understanding the threats facing the industry and any
given facility or operation to properly respond to those threats. This section describes a threat assessment approach as
part of the security management process. Later in Section 3.0 the use of the threat assessment in the SVA process will be
more fully explained.

A threat assessment is used to evaluate the likelihood of adversary activity against a given asset or group of assets. Itisa
decision support tool that helps to establish and prioritize security-program requirements, planning, and resource
alocations. A threat assessment identifies and evaluates each threat on the basis of various factors, including capability,
intention, and impact of an attack.

Threat assessment is a process that must be systematically done and kept current to be useful. The determination of these
threats posed by different adversaries leads to the recognition of vulnerabilities and to the evaluation of required
countermeasures to manage the threats. Without a design basis threat or situation specific threat in mind, a company
cannot effectively devel op a cost-effective security management system.

In characterizing the threat to afacility or a particular asset for afacility, a company should examine the historical record
of security events and obtains available general and location-specific threat information from government organizations
and other sources. It should then evaluate these threats in terms of company assets that represent likely targets.

Some threats are assumed continuous, whereas others are assumed to be variable. As such, this guidance follows the
Department of Homeland Security’s Homeland Security Advisory System (HSAS) and the U.S.C.G. Maritime Security
(MARSEC) security levels for management of varying threat levelsto the industry. The threat assessment determines the
estimated genera threat level, which varies as situations develop. Depending on the threat level, different security
measures over baseline measures will likely be necessary.

While threat assessments are key decision support tools, it should be recognized that, even if updated often, threat
assessments might not adequately capture emerging threats posed by some adversary groups. No matter how much we
know about potential threats, we will never know that we have identified every threat or that we have complete
information even about the threats of which we are aware. Conseguently, a threat assessment must be accompanied by a
vulnerability assessment to provide better assurance of preparedness for aterrorist or other adversary attack.
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Intelligence and law enforcement agencies assess the foreign and domestic terrorist threats to the United States. The U.S.
intelligence community—which ncludes the Central Intelligence Agency, the Defense Intelligence Agency, and the
State Department's Bureau of Intelligence and Research, among others—monitors the foreign-origin terrorist threat to the
United States. The FBI gathers information and assesses the threat posed by domestic sources of terrorism.

Threat information gathered by both the intelligence and law enforcement communities can be used to develop a
company-specific threat assessment. A company attempts to identify threats in order to decide how to manage risk in a
cost-effective manner. All companies are exposed to a multitude of threats, including terrorism or other forms of threat.

A threat assessment can take different forms, but the key components are;

1. Identification of known and potential adversaries,

2. Recognition and analysis of their intentions, motivation, operating history, methods, weapons, strengths,
weaknesses, and intelligence capabilities;

3. Assessment of the threat posed by the adversary factors mentioned above against each asset, and the assignment
of an overall criticality ranking for each adversary.

Threats need to be considered from both insiders and outsiders, or a combination of those adversaries working in
collusion. Insiders are defined as those individuals who normally have authorized access to the asset. They pose a
particularly difficult threat, due to the possibility for deceit, deception, training, knowledge of the facilities, and
unsupervised access to critical information and assets.

The threat categories to be considered are those that include intent and capability of causing major catastrophic harm to
the facilities and to the public or environment. Typical adversaries that may be included in a SVA are: international
terrorists, domestic terrorists (including disgruntled individuals’ lone wolf’ sympathizers), disgruntled employees, or
extreme activists.

All companies are encouraged to discuss threats with local and Federal law enforcement officials, and to maintain
networking with fellow industrial groups to improve the quality of applicable threat information.

The threat assessment is not necessarily based on perfect information. In fact, for most facilities, the best available
information is vague or nonspecific to the facility. A particularly frustrating part of the analysis can be the absence of
site-specific information on threats. A suggested approach is to make an assumption that international terrorism is
possible at every facility that has adequate attractiveness to that threat. Site-specific information adjuds the generic
average rankings accordingly.

To be effective, threat assessment must be considered a dynamic process, whereby the threats are continuously evaluated
for change. During any given SVA exercise, the threat assessment is referred to for guidance on general or specific
threats facing the assets. At that time the company’s threat assessment should be referred to and possibly updated as
required given additional information and analysis of vulnerabilities.

Figure 3.11 includes a five level ranking system for defining threats against an asset.

Step 2.2—Adversary Characterization

Insiders, outsiders or a combination of the two may perpetrate an attack. Insiders are personnel that have routine,
unescorted access within the facility. Outsiders do not. Gollusion between the two may be the result of monetary gain
(criminal insider/terrorist outsider), ideological sympathy, or coercion.

The adversary characterization will assist in evaluating the attack issues associated with insider, outsider, and colluding
adversary threats. The SV A team should consider each type of adversary identified as credible, and generally define their
level of capabilities, motivation, and likelihood of threat.

Step 2.3—Analyze Target Attractiveness
The team assigns the target attractiveness ranking. To facilitate this use Attachment 1—Threat Assessment: Target
Attractiveness Form can be used.

The attractiveness of the target to the adversary is a key factor in determining the likelihood of an attack. Examples of
issues that may be addressed here include:

- Proximity to asymbolic or iconic target, such as a national landmark

- Unusually high corporate profile among possible terrorists, such as a major defense contractor

- Any other variable not addressed elsewhere, when the SVA Team agrees it has an impact on the site’'s value as a
target or on the potential consequences of an attack.
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The SVA Team should use the best judgment of its subject matter experts to assess attractiveness. This is a subjective
process as are all vulnerability assessments whether qualitative or quantitative in nature.

Each asset is analyzed to determine the factors that might make it a more or less attractive target to the adversary.
Attractivenessis used to assess likelihood of the asset being involved in anincident.

Target Attractiveness is an assessment of the target’s value from the adversary’s perspective, which is one factor used as
a surrogate measure for likelihood of attack. Note that target attractiveness itself includes the other factors of
consequences and difficulty of attack/vulnerability. Target attractiveness is an aggregate of factors, which shows the
complexity of the process of targeting and anti-terrorism efforts. Arguably target attractiveness is the dominant factor in
determining terrorist risk. This is particularly true in the target-rich environment of the United States, where the rare
nature of any particular terrorist act vs. the potential number of targets poses a major risk assessment dilemma.

The attractiveness of assets varies with the aversary threat including their motivation, intent, and capabilities. For

example, the threat posed by an international terrorist and the assets they might be interested in could greatly vary from
the threat and assets of interest to aviolent activist or environmental extremist.

Figure 3.12 shows the factors that should be evaluated when evaluating target attractiveness for terrorism. The team can
use these factors and rank each asset against each adversary by the scale shown in Figure 3.13. Other adversaries may be
interested in other factors, and the user of the SVA is encouraged to understand the relevant factors and substitute them
for thosein Figure 3.12 as applicable.

3.5 SVA STEP 3: VULNERABILITY ANALYSIS

The Vulnerability Analysis step involves three steps, as shown in Figure 3.14. Once the SVA Team has determined how
an event can be induced, it should determine how an adversary could make it occur. There are two schools of thought on
methodology: the scenario-based approach and the asset-based approach. Both approaches are identical in the beginning,
but differ in the degree of detailed analysis of threat scenarios and specific countermeasures applied to a given scenario.
The assets are identified, and the consequences and target attractiveness are analyzed as per Step 2, for both approaches.
Both approaches result in a set of annotated potential targets, and both approaches may be equally successful at
evaluating security vulnerabilities and determining required protection.

Figure 3.11—Threat Rating Criteria

Threat Level Description

5—Very High | Indicatesthat acredible threat exists against the asset and that the adversary demonstrates the
capability and intent to launch an attack, and that the subject or similar assets are targeted on a

freguently recurring basis.

4 —High Indicates that a credible threat exists against the asset based on knowledge of the adversary’s
capability and intent to attack the asset or similar assets.

3— Medium Indicates that there is a possible threat to the asset based on the adversary’ s desire to compromise
similar assets.

2—Low Indicates that there is alow threat against the asset or similar assets and that few known adversaries

would pose athreat to the assets.

1-Very Low Indicates no credible evidence of capability or intent and no history of actual or planned threats
against the asset or similar assets.

Figure 3.12—Target Attractiveness Factors (for Terrorism)

Type of effect:

- Potential for causing maximum casualties

- Potential for causing maximum damage and economic loss to the facility and company

- Potential for causing maximum damage and economic 10ss to the geographic region

- Potential for causing maximum damage and economic loss to the national infrastructure

Type of target:
- Usefulness of the process material as aweapon or to cause collateral damage

- Proximity to national asset or landmark

- Difficulty of attack including ease of access and degree of existing security measures (soft target)

- High company reputation and brand exposure

- lconic or symbolic target

- Chemical or biological weapons precursor chemical

- Recognition of the target
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Figure 3.13—Attractiveness Factors Ranking Definitions (A)

Ranking L evels Adversary Ranking (1-5)
1-VeyLow Adversary would have no level of interest in the asset
2—Low Adversary would have some degree of interest in the asset
3— Medium Adversary would have a moderate degree of interest in attacking the asset
4 —High Adversary would have a high degree of interest in the asset
5—Very High Adversary would have avery high degree of interest in the asset

Figure 3.14—Description of Step 3 and Substeps

Step | Task
Step 3: Vulnerability Analysis
3.1 Define scenarios and evaluate Use scenario-analysis and/or use asset-based analysis to document the
specific consequences adversary’s potential actions against an asset.
3.2 Evaluate effectiveness of existing I dentify the existing measures intended to protect the critical assets and
security measures estimate their levels of effectivenessin reducing the vulnerabilities of each
asset to each threat or adversary.
3.3 Identify vulnerabilities and Identify the potential vulnerabilities of each critical asset to applicable threats
estimate degree of vulnerability or adversaries. Estimate the degree of vulnerability of each critical asset for
each threat-related undesirable event or incident and thus each applicable
threat or adversary.

Step 3.1—Define Scenarios and Evaluate Specific Consequences

Each asset in the list of critical target assets from Step 2 is reviewed in light of the threat assessment, and the relevant
threats and assets are paired in a matrix or other form of analysis, as shown in Attachment 1—Steps 3 — 5—Scenario
Based Vulnerability Worksheet/Risk Ranking/Countermeasures Form. The importance of this step is to develop a design
basisthreat statement for each facility.

Once the SVA Team has determined how a malevolent event can be induced, it should determine how an adversary
could execute the act.

The action in the Scenario-based approach follow the SVA method as outlined in Chapter 3. To establish an
understanding of risk, scenarios can be assessed in terms of the severity of consequences and the likelihood of
occurrence of security events. These are qualitative analyses based on the judgment and deliberation of knowledgeable
team members.

Step 3.2—Evaluate Effectiveness of Existing Security Measures

The SVA Team will identify the existing measures intended to protect the critical assets and estimate their levels of
effectiveness in reducing the vulnerabilities of each asset to each threat or adversary.

Step 3.3—ldentify Vulnerabilities and Estimate Degree of Vulnerability

Vulnerability is any weakness that can be exploited by an adversary to gain unauthorized access and the subsequent
destruction or theft of an asset. Vulnerabilities can result from, but are not limited to, weaknesses in current management
practices, physical security, or operational security practices.

For each asset, the vulnerability or difficulty of attack is considered using the definitions shown in Figure 3.15.

The Scenario-based approach is identical to the Asset-based approach in the beginning, but differs in the degree of
detailed analysis of threat scenarios. The scenario-based approach uses a more detailed analysis strategy and brainstorms
a list of scenarios to understand how the undesired event might be accomplished. The scenario-based approach begins
with an onsite inspection and interviews to gather specific information for the SV A Team to consider.

The following is a description of the approach and an explanation of the contents of each column of the worksheet in
Attachment 1—Steps 3 — 5 Scenario Based V ulnerability Worksheet/Risk Ranking/Countermeasures Form.
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Figure 3.15—Vulnerability Rating Criteria

Vulnerability Level Description
5-Very High Indicates that there are no effective protective measures currently in place to Deter, Detect,
Delay, and Respond to the threat and so an adversary would easily be capable of exploiting the
critical asset.
4 —High Indicates there are some protective measures to Deter, Detect, Delay, or Respond to the asset

but not acomplete or effective application of these security strategies and so it would be
relatively easy for the adversary to successfully attack the asset.

3— Medium Indicates that although there are some effective protective measuresin place to Deter, Detect,
Delay, and Respond, thereisn’t acomplete and effective application of these security strategies
and so the asset or the existing countermeasures could likely be compromised.

2—Low Indicates that there are effective protective measuresin place to Deter, Detect, Delay, and
Respond, however, at |east one weakness exists that an adversary would be capable of
exploiting with some effort to evade or defeat the countermeasure given substantial resources.

1-VeryLow Indicates that multiple layers of effective protective measures to Deter, Detect, Delay, and
Respond to the threat exist and the chance that the adversary would be able to exploit the asset
isvery low.

The SVA Team devises a scenario based on their perspective of the consequences that may result from undesired
security events given a postulated threat for a given asset. This is described as an event sequence including the specific
malicious act or cause and the potential consegquences, while considering the challenge to the existing countermeasures.
It is conservatively assumed that the existing countermeasures are exceeded or fail in order to achieve the most serious
consequences, in order to understand the hazard. When considering the risk, the existing countermeasures need to be
assessed as to their integrity, reliability, and ability to deter, detect, and delay.

In this column the type of malicious act is recorded. As described in Chapter 2, the four types of security eventsincluded
in the objectives of a SVA at aminimum include:

1. Theft/Diversion of material for subseguent use as aweapon or a component of aweapon

2. Causing the deliberate loss of containment of achemical present at the facility

3. Contamination of a chemical, tampering with a product, or sabotage of a system

4. Anact causing degradation of assets, infrastructure, business and/or value of acompany or an industry.

Given the information collected in Steps 1 — 3 regarding the site’s key target assets, the attractiveness of these targets,
and the existing layers and rings of protection, a description of the initiating event of a malicious act scenario may be
entered into the Undesired Event column. The SVA team brainstorms the vulnerabilities based on the information
collected in Steps 1 — 3. The SVA team should brainstorm vulnerabilities for all of the malicious act types that are
applicable at aminimum. Other scenarios may be developed as appropriate.

Completing the Wor ksheet

The next step is for the team to evaluate scenarios concerning each asset/threat pairing as appropriate. The fields in the
worksheet are completed asfollows:

1. Asset: The asset under consideration is documented. The team selects from the targeted list of assets and
considers the scenarios for each asset in turn based on priority.

2. Security Event Type: This column is used to describe the general type of malicious act under consideration. At
aminimum, the four types of acts previously mentioned should be considered as applicable.

3. Threat Category: The category of adversary including terrorist, activist, disgruntled employee, etc.

4. Type: Thetype of adversary category whether (1) — Insider, (E) — External, or (C) — Colluded threat.

5. Undesired Act: A description of the sequence of events that would have to occur to breach the existing security
measures is described in this column.

6. Conseguences. Consequences of the event are analyzed and entered into the Consequence column of the
worksheet. The conseguences should be conservatively estimated given the intent of the adversary is to
maximize their gain.

It is recognized that the severity of an individual event may vary considerably, so SVA teams are encouraged to
understand the expected consequence of a successful attack or security breach.

7. Consequences Ranking: Severity of the Consequences on a scale of 1 — 5 as shown in Figure 3.8. The severity
rankings are assigned based on a conservative assumption of a successful attack.
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8. Existing Countermeasures: The existing security countermeasures that relate to detecting, delaying, or
deterring the adversaries from exploiting the vulnerabilities may be listed in this column. The countermeasures
have to be functiona (i.e., not bypassed or removed) and sufficiently maintained as prescribed (i.e., their
ongoing integrity can be assumed to be as designed) for credit as a countermeasure.

9. Vulnerability: The specific countermeasures that would need to be circumvented or failed should be identified.

10. Vulnerability Ranking: The degree of vulnerability to the scenario rated on ascale of 1—5 as shown in Figure
3.15.

11. L(ikelihood): The likelihood of the security event is assigned a qualitative ranking in the likelihood column.
The likelihood rankings are generally assigned based on the likelihood associated with the entire scenario,
assuming that all countermeasures are functioning as designed/intended. Likelihood is a team decision and is
assigned from the Likelihood scale based on the factors of Vulnerahility, Attractiveness, and Threat for the
particular scenario considered.

12. R(isk): The severity and likelihood rankings are combined in arelational manner to yield arisk ranking.

The development of arisk-ranking scheme, including the risk ranking valuesis described in Step 4.

13. New Countermeasures. The recommendations for improved countermeasures that are developed are recorded

in the New Countermeasures column.

3.6 STEP 4: RISK ANALYSIS/RANKING

In either the Asset-based or the Scenario-based approach to Vulnerability Analysis, the next step isto determine the level
of risk of the adversary exploiting the asset given the existing security countermeasures. Figure 3.16 lists the substeps.

The scenarios are risk-ranked by the SVA Team based on a simple scale of 1 — 5. The risk matrix shown in Figure 3.17
could be used to plot each scenario based on its likelihood and consequences. The intent is to categorize the assets into
discrete levels of risk so that appropriate countermeasures can be applied to each situation.

Note: For this matrix, a Risk Ranking of “5 x 5" represents the highest severity and highest likelihood possible.

3.7 STEP 5: IDENTIFY COUNTERMEASURES:

A Countermeasures Analysis identifies shortfalls between the existing security and the desirable security where
additional recommendations may be justified to reduce risk. In assessing the need for additional countermeasures, the
team should ensure each scenario has the following countermeasures strategies employed:

- DETER an attack if possible

- DETECT an attack if it occurs

- DELAY the attacker until appropriate authorities can intervene

- RESPOND to neutralize the adversary, 1o evacuate, shelter in place, cal local authorities, control a release, or
other actions.

The SVA Team evaluates the merits of possible additional countermeasures by listing them and estimating their net
effect on the lowering of the likelihood or severity of the attack. The team attempts to lower the risk to the corporate

standard.

Figure 3.16—Description of Step 4 and Substeps

Step | Task

Step 4: Risk Assessment

4.1 Estimate risk of successful attack Asafunction of consequence and probability of occurrence, determine the
relative degree of risk to the facility in terms of the expected effect on each
critical asset (afunction of the consequences or impacts to the critical
functions of the facility from the disruption or loss of the critical asset, as
evaluated in Step 1) and the likelihood of a successful attack (afunction of the
threat or adversary, as evaluated in Step 2, and the degree of vulnerability of
the asset, as evaluated in Step 3).

4.2 Prioritize risks Prioritize the risks based on the relative degrees of risk and the likelihoods of
successful attacks.
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Figure 3.17—Risk Ranking Matrix

SEVERITY

3 2 1

Med Med
Med Med Low
Med Low Low
Low Low Low
Med Low Low Low Low
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Figure 3.18—Description of Step 5 and Substeps

Step Task

Step 5: Countermeasures Analysis

5.1 Identify and evaluate enhanced I dentify countermeasures options to further reduce the vulnerabilities
countermeasures options and thus the risks while considering such factors as:
- Reduced probability of successful attack
- The degree of risk reduction provided by the options
- Thereliability and maintainability of the options
- The capabilities and effectiveness of these mitigation options
- The costs of the mitigation options
Thefeasibility of the options
Rerank to evaluate effectiveness.

5.2 Prioritize potential enhancements Prioritize the alternatives for implementing the various options and
prepare recommendations for decision makers

3.8 FOLLOW-UP TO THE SVA
The outcome of the SVA is:

- theidentification of security vulnerahilities;
- aset of recommendations (if necessary) to reduce risk to an acceptable level.

The SV A results should include awritten report that documents:

- The date of the study;

- The study team members, their roles and expertise and experience;

- A description of the scope and objectives of the study;

- A description of or reference to the SVA methodology used for the study;
- Thecritical assetsidentified and their hazards and consequences;

- The security vulnerabilities of the facility;

- The existing countermeasures;

- A set of prioritized recommendations to reduce risk.

Once the report is released, it is necessary for a resolution management system to resolve issues in a timely manner and
to document the actual resolution of each recommended action.







Attachment 1—Example SVA Methodology Forms

The following four forms can be used to document the SVA results. Blank forms are provided, along with a sample of
how each form is to be completed. Other forms of documentation that meet the intent of the SVA guidance can be used.
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Step 1: Critical Assetg/Criticality Form

Facility Name:

Critical AssetsForm

Critical Assets

Criticality/Hazards

Asset Severity
Ranking
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Step 2: Threat Assessment Form

General
Adversary Type

Source

General
Threat
History

Site Specific
Threat
History

Potential
Actions

Adversary
Capability

Adversary
M otivation/
I ntent

Overall
Assessment

Threat
Ranking

1. Internationd
Terrorists

2. Domestic
Terrorists

3. Domestic
Disgruntled
Employee or
Contractor

4. Domestic
Activists
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Step 2: Attractiveness/Target Ranking Form

Facility Name:

Critical Assets Function/Hazards/ Asset Asset Attractiveness
Criticality Severity | Foreign/Domestic| Al Employee/ A2 Activist A3 TR
Ranking Attractiveness Contractor Attractiveness
Rationale Attractiveness Rationale
Rationale
1.
2.
3.
4,
5.
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Step 3 —5: Vulnerability Analysis/Risk Ranking/Counter measur es Form

Facility Name:

Critical Assets;

Attractiveness;

Threat Undesired

Security Event Type Category Type Act Consequences| S

Existing
Counter measur es

Vulner ability

New
Counter measur es




Glossary of Terms™

Adversary: Any individual, group, organization, or government that conducts activities, or has the intention and
capability to conduct activities detrimental to critical assets. An adversary could include intelligence services of host
nations, or third party nations, political and terrorist groups, criminals, rogue employees, and private interests.
Adversaries can include siteinsiders, site outsiders, or the two acting in collusion.

Alert levels: Describes a progressive, qualitative measure of the likelihood of terrorist actions, from negligible to
imminent, based on government or company intelligence information. Different security measures may be implemented
at each alert level based on the level of threat to the facility.

Asset: An asset is any person, environment, facility, material, information, business reputation, or activity that has a
positive value to an owner. The asset may have value to an adversary, as well as an owner, although the nature and
magnitude of those values may differ. Assets in the SVA include the community and the environment surrounding the
site.

Asset category: Assets may be categorized in many ways. Among these are:
- People
- Hazardous materials (used or produced)
- Information
- Environment
- Equipment
- Facilities
- Activities/Operations
- Company reputation

Benefit: Amount of expected risk reduction based on the overall effectiveness of countermeasures with respect to the
assessed vulnerabilities.

Capability: When assessing the capability of an adversary, two distinct categories need to be considered. The first is the
capability to obtain, damage, or destroy the asset. The second is the adversary’s capability to use the asset to achieve
their objectives once the asset is obtained, damaged, or destroyed.

Checklist: A list of items developed on the basis of past experience that is intended as a guide to assist in applying a
standard level of care for the subject activity and to assist in completing the activity in as thorough a manner.

Consequences. The amount of loss or damage that can be expected, or may be expected from a successful attack against
an asset. Loss may be monetary but may also include political, morale, operational effectiveness, or other impacts. The
impacts of security events, which should involve those that are extremely severe. Some examples of relevant
consequences in a SVA include fatality to member(s) of the public, fatality to company personnel, injuries to member(s)
of the public, injuries to company personnel, large-scale disruption to public or private operations, large-scale disruption
to company operations, large-scale environmental damage, large-scale financial loss, loss of critical data, and loss of
reputation.

Cost: Includes tangible items such as money and equipment as well as the operational costs associated with the
implementation of countermeasures. There are also intangible costs such as lost productivity, morale considerations,
political embarrassment, and a variety of others. Costs may be borne by the individuals who are affected, the
corporations they work for, or they may involve macroeconomic costs to society.

Cost-Benefit analysis: Part of the management decision-making process in which the costs and benefits of each
countermeasure alternative are compared and the most appropriate alternative is selected. Costs include the cost of the
tangible materials, and also the on-going operational costs associated with the countermeasure implementation.

Countermeasures. An action taken or a physical capability provided whose principal purpose isto reduce or eliminate
one or more vulnerabilities. The countermeasure may also affect the threat(s) (intent and/or capability) as well as the
asset’s value. The cost of a countermeasure may be monetary, but may also include non-monetary costs such as reduced
operational effectiveness, adverse publicity, unfavorable working conditions, and political consegquences.

Countermeasures analysis: A comparison of the expected effectiveness of the existing countermeasures for a given
threat against the level of effectiveness judged to be required in order to determine the need for enhanced security
measures.
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Cyber security: Protection of critical information systems including hardware, software, infrastructure, and data from
loss, corruption, theft, or damage.

Delay: A countermeasures strategy that is intended to provide various barriers to slow the progress of an adversary in
penetrating a site to prevent an attack or theft, or in leaving a restricted area to assist in apprehension and prevention of
theft.

Detection: A countermeasures strategy to that is intended to identify an adversary attempting to commit a security event
or other criminal activity in order to provide real-time observation as well as post-incident analysis of the activities and
identity of the adversary.

Deterrence: A countermeasures strategy that is intended to prevent or discourage the occurrence of a breach of security
by means of fear or doubt. Physical security systems such as warning signs, lights, uniformed guards, cameras, bars are
examples of countermeasures that provide deterrence.

Hazard: A situation with the potential for harm.

Intelligence: Information to characterize specific or general threats including the motivation, capabilities, and activities
of adversaries.

Intent: A course of action that an adversary intends to follow.

Layers of protection: A concept whereby several independent devices, systems, or actions are provided to reduce the
likelihood and severity of an undesirable event.

Likelihood of adversary success: The potential for causing a catastrophic event by defeating the countermeasures. LAS
is an estimate that the security countermeasures will thwart or withstand the attempted attack, or if the attack will
circumvent or exceed the existing security measures. This measure represents a surrogate for the conditional probability
of success of the event.

Mitigation: The act of causing a consequence to be less severe.

Physical security: Security systems and architectural features that are intended to improve protection. Examples include
fencing, doors, gates, walls, turnstiles, locks, motion detectors, vehicle barriers, and hardened glass.

Process Hazard Analysis (PHA): A hazard evaluation of broad scope that identifies and analyzes the significance of
hazardous situations associated with a process or activity.

Response: The act of reacting to detected or actual criminal activity either immediately following detection or post-
incident.

Risk: The potential for damage to or loss of an asset. Risk, in the context of process security, is the potentia for a
catastrophic outcome to be realized. Examples of the catastrophic outcomes that are typically of interest include an
intentional release of hazardous materials to the atmosphere, or the theft of hazardous materials that could later be used
as weapons, or the contamination of hazardous materials that may later harm the public, or the economic costs of the
damage or disruption of a process.

Risk assessment: Risk (R) assessment is the process of determining the likelihood of an adversary (T) successfully
exploiting vulnerability (V) and the resulting degree of consequences (C) on an asset. A risk assessment provides the
basis for rank ordering of risks and thus establishing priorities for the application of countermeasures.

Safeguard: Any device, system or action that either would likely interrupt the chain of events following an initiating
event or that would mitigate the consequences.4

Security layers of protection: Also known as concentric ‘rings of protection’, a concept of providing multiple
independent and overlapping layers of protection in depth. For security purposes, this may include various layers of
protection such as counter-surveillance, counterintelligence, physical security, and cyber security.

Security management system checklist: A checklist of desired features used by afacility to protect its assets.

Security plan: A document that describes an owner/operator’s plan to address security issues and related events,
including security assessment and mitigation options. This includes security alert levels and response measures to
security threats.

Security Vulnerability Assessment (SVA): A SVA is the process of determining the likelihood of an adversary
successfully exploiting vulnerability, and the resulting degree of damage or impact. SVAs are not a quantitative risk
analysis, but are performed qualitatively using the best judgment of security and safety professionals. The determination
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of risk (qualitatively) is the desired outcome of the SVA, so that it provides the basis for rank ordering of the security-
related risks and thus establishing priorities for the application of countermeasures.

Target attractiveness. An estimate of the value of a target to an adversary based on the factors shown below.
Experience has shown that, particularly for terrorist attacks, certain targets better accomplish the objectives of the
adversaries than do others. Since the SVA is a risk-based analytical approach, consideration must be given to these
factorsin defining the threat and in determining the need for any enhanced countermeasures.
Potential for mass casualties/fatalities

- Extensive property damage

- Proximity to national assets or landmarks

- Possible disruption or damage to critical infrastructure

- Disruption of the national, regional or local economy

- Ease of accessto target

- Mediaattention or possible interest of the media

- Company reputation and brand exposure

Technical security: Electronic systems for increased protection or for other security purposes including access control
systems, card readers, keypads, electric locks, remote control openers, alarm systems, intrusion detection equipment,
annunciating and reporting systems, central stations monitoring, video surveillance equipment, voice communications
systems, listening devices, computer security, encryption, data auditing, and scanners.

Terrorism: The FBI defines terrorism as, “the unlawful use of force or violence against persons or property to
intimidate or coerce a Government, the civilian population, or any segment thereof, in furtherance of political or social
objectives.”

Threat: Any indication, circumstance, or event with the potential to cause the loss of, or damage to an asset. Threat can
also be defined as the intention and capability of an adversary to undertake actions that would be detrimental to critical
assets.

Threat categories: Adversaries may be categorized as occurring from three general areas:
- Insiders
- Outsiders
- Insiders working in collusion with outsiders

Undesirable events. An event that results in a loss of an asset, whether it is a loss of capability, life, property, or
equipment.

Vulnerabilities: Any weakness that can be exploited by an adversary to gain access to an asset. Vulnerabilities can
include but are not limited to building characteristics, equipment properties, personnel behavior, locations of people,
equipment and buildings, or operational and personnel practices.






Abbreviations and Acronyms

A Attractiveness

ACC American Chemistry Council

AT Target attractiveness

AIChE American Institute of Chemical Engineers

API American Petroleum Institute

AWCS Accidental Worst-Case Scenario

C Consequence

CCPS’ Center for Chemical Process Safety of the American Institute of Chemical Engineers (AIChE)
CCTV Closed Circuit Television

CEPPO Chemical Emergency Preparedness and Prevention Office (USEPA)
CMP Crisis Management Plan

CSMS Chemical Security Management System

CcwW Chemical Weapons

cwcC Chemical Weapons Convention

D Difficulty of Attack

DCs Distributed Control Systems

DHS Department of Homeland Security

DOE Department of Energy

DOT U. S. Department of Transportation

EHS Environmental, Health, and Safety

EPA U. S. Environmental Protection Agency

ERP Emergency Response Process

EHS Environmental, Health, and Safety

FBI U. S. Federal Bureau of Investigation

FC Facility Characterization

HI Hazard Identification

HSAS Homeland Security Advisory System

IPL Independent Protection Layer

IT Information Technology

LA Likelihood of Adversary Attack

LAS Likelihood of Adversary Success

LOPA Layer of Protection Analysis

MARSEC Maritime Security Levels

MOC Management of Change

NPRA National Petrochemical and Refiners Association
OSHA Occupational Safety and Health Administration

PHA Process Hazard Analysis

PLC Programmable Logic Controller

PS| Process Safety Informetion

PSM Process Safety Management (Also refersto requirements of 29 CFR 1910.119)
R Risk

RMP Risk Management Process (Also refersto requirements of EPA 40 CFR Part 68)
S Severity of the Consegquences

SOCMA Synthetic Organic Chemical Manufacturers Association
SOP Standard Operating Procedure

SVA Security Vulnerability Assessment

T Threat

TSA Transportation Security Agency

\Y Vulnerability

WMD Weapons of Mass Destruction
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APPENDIX A—SVA Supporting Data Requirements

SVA Methodology Supporting Data

Categor y*

Description

A

Scaled drawings of the overall facility and the surrounding community (e.g., plot plan of facility, area
map of community up to worst case scenario radius minimum)

A

Aerial photography of the facility and surrounding community (if availabl e)

A

Information such as general process description, process flow diagrams, or block flow diagrams that
describes basic operations of the processincluding raw materials, feedstocks, intermediates, products,
utilities, and waste streams

>

Information (e.g., drawingsthat identify physical locations and routing) that describes the
infrastructures upon which the facility relies (e.g., electric power, natural gas, petroleum fuels,
telecommunications, transportation [road, rail, water, air], water/wastewater)

Previous security incident information

Description of guard force, physical security measures, electronic security measures, security policies

Threat information specific to the company (if available)

w|>|>(>

Specifications and descriptions for security related equipment and systems. Plot plan showing existing
Security countermeasures

(o8]

RMP information including registration and offsite consequence analysis (if applicable, or similar
information)

M ost up-to-date PHA reports for processes considered targets

® |

Emergency response plans and procedures (site, community response, and corporate contingency
plans)

Information on material physical and hazard properties (MSDS)

Crisis management plans and procedures (site and corporate)

||

Complete a SVA chemicals checklist to determine whether the site handles any chemicals on the
following lists:

EPA Risk Management Program (RMP) 40 CFR Part 68;

OSHA Process Safety Management (PSM) 29 CFR 1910.119;

Chemical Weapons Convention, Schedule 2 and specifically listed Schedule 3 chemicals;

FBI Community Outreach Program (FBI List) for WMD precursors;

The Australia Group list of chemical and biological weapons.

Design basis for the processes (as required)

Unit plot plans of the processes

[elielielielielielielie)

Process flow diagrams (PFDs) and piping and instrument diagrams (P& IDs) for process streams with
hazardous materials

Safety systems including fire protection, detection, spill suppression systems

Process saf ety systemsincluding safety instrumented systems (SIS), PLC’s, process control systems

ellelle

Operating procedures for start-up, shutdown, and emergency (operators may provide general overview
of thisinformation, with written information available as required)

M echanical equipment drawings for critical equipment containing highly hazardous chemicals

Electrical one-line diagrams

Control system logic diagrams

Equipment datainformation

Information on materials of construction and their properties

Information on utilities used in the process

O1010]10|0|0]|0

Test and maintenance procedures for security related equipment and systems

*Categories: A = Documentation to be provided to SVA team as much in advance as possible before arrival for

familiarization;

B = Documentation to be gathered for use in SVA team meetings on site;
C = Documentation that should be readily available on an as-needed basis.
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APPENDIX B—SVA Countermeasures Checklist
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SVA Countermeasur es Survey
The objective of the physical security portion of the survey is to identify measures that protect the entire facility and/or

each critical asset of the facility, and to determine the effectiveness of the protection. This attachment contains checklists
that are used to conduct the physical security portion of the survey. The Security Program Management Checklist is used

toidentify physical security measures that may be present to protect the entire facility or acritical asset at the facility.

The remaining checklists are used to specifically evaluate the individual elements of the physical security system that are

present. The conclusion of whether a particular element provides adequate protection is to be reported as part of the
findingsin the body of the SVA. A “set” of checklists should be completed for the facility as awhole and if appropriate,
for each of the critical assets within the facility.

Note that the infrastructure interdependencies portion of the survey will identify infrastructures that support the facility
and/or itscritical assets (e.g., electric power, water, and telecommunications). A physical security review of these vital
infrastructures should also be conducted.

IDENTIFICATION OF PHYSICAL SECURITY SYSTEMS

Date [MONTH XX, 2002] Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

Instructions: This checklist identifies the physical security el ements that may be used to protect the entire
facility and/or a critical asset. Identify which elements are present for the facility or the critical asset listed
above. Once physical security elements are identified, they can be reviewed by using the applicable
checklists. At the completion of the reviews, the effectiveness of the elementsis to be documented in the
body of the survey report.

Physical Security | Element Present
System Element Yes No COMMENTS

Perimeter Barriers

Building Barriers

Intrusion Detection

Access Controls

Security Force

IDENTIFICATION OF PROCESS SAFETY SYSTEMS

Date [MONTH XX, 2002 [ Facility: [FACILITY]

This checklist appliesto [the entire facility/ ASSET]

Instructions: This checklist identifies the process safety elements that may be used to protect the entire
facility and/or a critical asset. Identify which elements are present for the facility or the critical asset listed
above. Once physical security elements are identified, they can be reviewed by using the applicable
checklists. At the completion of the reviews, the effectiveness of the elements is to be documented in the
body of the survey report.

Process Safety Element Present
System Element Yes No COMMENTS

Hardening Processes

Emergency
Response

Chemical Detection

Fire Detection

Fire Suppression
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SECURITY PROGRAM MANAGEMENT

Dae [MONTH XX, 2002] [ Facility: [FACILITY]

COMMENTS

(a) Security Organization

1. Isthere asenior level security working group with
representatives from each major office or department to
establish security policies (including physical security,
operations security, and infrastructure
interdependencies security) and integrate them across
all elements of the organization?

- If thereisasenior level security working group,
describe the membership, the lines of communication,
and any scheduled periodic meetings to resolve
security issues.

- If thereis not such a group, how are security policies
established?

2. Isthere a security office that is responsible for
implementing security policies and procedures
(including physical security, operations security, and
infrastructure interdependencies security)?

- If thereis a security office, where doesit report in the
organization, how many people are in the office, and
are resources adequate? Also describe any training
received.

- If thereis not such an office, how are security policies
implemented?

(b) Security Plans and Policies

3. Isthere amission statement describing the physical
security, operations security, and infrastructure security
programs?

4. |sthere aformal security plan and statement of security
policies? If thereis, describe it including how it is
communicated to employees.

5. Isthere aformal threat definition and assessment
statement? If there is, describe it including how it is
communi cated to employees.

(c) Security Resour ces

1. Aretheresources (budget and staffing) applied to
security (including physical security, operations
security, and infrastructure i nterdependencies security)
considered adequate?

2. Do security personnel feel that they have adequate
training to accomplish their functions?

(d) Senior Management Security

1. Isthere an executive protection program for senior
executives/managers? If there is such a program,
describeit.

2. Is public information on senior executives/managers
controlled? If it is, describe how it is controlled.

(e) Security Audits

1. Isthere aregular security assessment or audit? If there
is, describe how it is done, by whom, and how
frequently.
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2. Has the most recent audit indicated any weaknesses?
Summarize the results of the audit, particularly any
weaknesses identified.

3. Have any corrective measures been implemented
recently? Describe them.

(f) Handling of Sensitive Information

1. How is sensitive information identified and marked?

2. Who has access to sensitive security information?

3. How is sensitive information protected, stored,
accessed, transmitted, and destroyed?

4. How do senior executives/managers protect sensitive
security information?

(9) Internal Communications

1. How does management provide security information to
employees at thesite?

2. Describe the process for obtaining feedback from
employees on security related i ssues.
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THREAT DETECTION AND EVALUATION CAPABILITIES

Dae [MONTH XX, 2002] [ Facility: [FACILITY]

This checklist applies to the entire facility

COMMENTS

(@) Threat Analysis Working Group

1. Isthe organization a member of alocal threat
analysis working group? Describe the group

2. If the organization is a member of such agroup,
list the organizations that participate in the
working group (e.g., local, county, state, and
federal agencies, the military).

3. Arethere other industry partners participating in
the working group? Describe them.

4. Are active efforts being made to recruit other
meaningful participantsinto the working group?
Describe the efforts.

5. Do the participants in the working group have
management support, requirements, and funding
to participate? Describe the situation.

6. Are the members of the working group willing
participants and do they work against bureaucratic
obstacles that may prevent the success of the
group? Describe the situation.

7. Do the members of the working group have the
authority to share information with other members
of the group? Describe the situation.

8. Have the members of the working group been
given appropriate U.S. government clearances to
sharein threat information? Describe the situation.

9. Do the members of the working group have access
to the National Infrastructure Protection Center
(NIPC), Analytical Services, Inc., (ANSER), FBI-
sponsored InfraGuard, Carnegie Mellon
University’s CERT", and other information system
security warning notices? List the threat
information systems they use.

10. Indicate the frequency and regularity of the
working group meetings.

11. Do the members of the working group have
processes in place to obtain real-time information
from thefield (e.g., on-duty offices, civilian
neighborhood watch programs, local businesses,
other working groupsin the area)? Describe these
processes.

12. Do members of the working group have the
ability to initiate information-gathering requests
back into the field environment? Describe the
capability.

13. Arethethreat statements developed by the
working group specific to the organization or the
industry, versus general nationwide warnings?
Describe the process for gathering these
statements.
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14. Do some members of the working group conduct
scheduled meetings with the public to discuss
concerns and observations? Describe these
interactions.

15. Do the members of the working group know
what the critical assets of the organization are?
Describe the extent of their knowledge.

16. Do the members of the working group
understand industry interdependencies and work
with other industry members to address these
potential concerns?Describe the extent of these
interactions.

17. What are the roles and responsihilities of the
working group members during response and
recovery activities?

(b) Organization’s Response to Threat Updates

1. Does senior management support and/or
participate in the threat analysis working group?
Describe the extent of the support/participation.

2. Does the organization receive as-needed threat
briefings from local, state, and federal agencies?
Describe the nature and extent of the briefings.

3. Doesthe organization have the ability to
distribute organization-specific threat warnings
in real time? Describe the process.

4. Does the organization have the ability to
augment security programs based on threat
updates? Describe the process.

5. Does the organization conduct historical trending
analysis for security events (both planned and
actual) and implement security activatesto
mitigate them? Describe the analysis.

6. Does the organization create possible threat
scenarios based on input from the threat analysis
working group and conduct related security
exercises? Describe the exercises.
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PERIMETER BARRIERS—FENCES, GATES

Date [MONTH XX, 2002] [ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

COMMENTS

(a) Fences

1. Characterize fence construction and rate the level
of security it provides as low, moderate to high, or
other (specify).

- Low: no fence or only a 6-foot chain-link fence.

- Moderate to high: 8-foot chain-link fence with
outriggers, 10 to 12-foot chain-link fence, or
over 12-foot chain-link fence with outriggers.

2. Characterize fence signage as no signs, posted
“No Trespassing,” or other (specify).

3. Characterize the fence alarm system as no alarms,
fence sensors (taut wire, vibration, strain, electric
field, or multiple sensors), or other (specify).

4. Fence area

- Isthe fence within 2 inches of firm hard ground?

- Isthefenceline clear of vegetation, trash,
equipment, and other objects that could impede
observation?

- Isthe areafree of objectsthat would aid in
traversing the fence?

- Isphysical protection installed for all points
where utilities (e.g., electric power lines, natural
gas pipelines, telecommunication lines, water
supply, storm sewers, drainage swells) intersect
the fence perimeter?

5. How is the fence protected from vehicles (aircraft
cable, concrete barriers or median, guard rails,
steel posts, aditch, crash I-beams, train barrier, or
other [specify])?

6. Fence illumination:
- Isthere security lighting for the fences?
Describe the security lighting system.
- Do alarmsor infrared detectors trigger the
lighting? Describe the triggering process.

(b) Gates

1. Characterize the gates as no gate closure, vehicle
bar, chain-link fence, or other (specify).

2. Characterize the gate locks as no lock, lock not
used, gate unlocked, gate attended by personnel
when unlocked, 1D actuated lock, padlock, or
other (specify).

3. How is access to gate keys controlled?

4. Gate lighting:
- Describe the security lighting for the gates.
- Do alarms or infrared detectors trigger the
lighting? Describe the triggering process.

(c) VehicleBarriers

1. Characterize vehicle barriers as none, avehicle
bar, blocked by vehicle when gate open, hydraulic
wedge, or other (specify).
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BUILDING BARRIERS—WALLS, ROOF/CEILING, WINDOWS, DOORS

Date [MONTH XX, 2002]

[ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

COMMENTS

(a) Walls

2. Characterize wall construction and rate the level
of security wall provide as low, moderate, or
hlgh

Low: chain-link mesh, 16-gauge metal, wood
studs and dry wall, wood studs and plywood,
or other (specify).

- Moderate: clay block, 8inch hollow block, 8
inch filled block, or other (specify).

- High: 8-inch filled rebar block, 12-inch filled
rebar block, 2-inch precast concrete tees, 4-
inch reinforced concrete, 8-inch reinforced
concrete, 12-inch reinforced concrete, 24-inch
reinforced concrete, or other (specify).

3. Do the walls extend from the floor to the
structural ceiling?

(b) Roof/Celiling

1. Characterize the roof material and rate the level

of security it provides as low, moderate, or high.

Low: 20-gauge metal with insulation, %>-inch
wood or other (specify).

- Moderate: 20-gauge metal built-up roof,
concrete built-up roof with T-beams, or other
(specify).

- High: 5-%-inch concrete roof, 8-inch concrete
roof, 3-foot earth cover, 3-foot
soil/cement/earth cover, or other (specify).

2. Doesthe interior drop ceiling extend beyond the
structural walls?

(c) Windows

1. Characterize the window materials and rate the
level of security they provide as low or
moderate.

- Low: standard windows or other (specify).

- Moderate: 9-gauge expanded mesh, ¥2-inch
diameter x 1-Y2-inch quarry screen, ¥2-inch
diameter bars with 6-inch spacing, %1einch x
2-%-inch grating, or other (specify).

2. Characterize the window alarms (for windows
that would be accessible by foot or ladder) as
none, vibration sensor, glass breakage sensor,
conducting tape, grid mesh, multiple sensors, or
other (specify).
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(d) Doors

1. Characterize door materials and rate the level of

secunty they provide as low, moderate, or high.

Low: wood, 9-gauge wire mesh, hollow-core
metal, no lock/hinge, or other (specify).

- Moderate: hollow-core metal, tempered-glass
panel, security-glass panel, half-height
turnstile, or other (specify).

- High security: ¥2-inch steel plate, turnstile —
aluminum, ClassV or VI vault, or other
(specify).

2. Characterize the door locks and rate the level of
securlty they provide aslow, moderate, or high.
Low: none, lock not used, or other (specify).

- Moderate: door unlocked, attended by
personnel when unlocked, 1D actuated lock,
padlock, keyed cylinder lock, combination
lock, mechanically coded lock, or other
(specify).

- High: electronically coded lock, two-person
rule lock system, lock inaccessible from the
door exterior, or other (specify).

3. How is access to the keys for the door locks
controlled?

4. Door Alarms:
- Isdoor position monitored?
- Indicate the type of door penetration sensor
(vibration, glass breakage, conducting tape,
grid mesh, or other [specify]).
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INTRUSION DETECTION

Dae [MONTH XX, 2002] [ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

COMMENTS

(&) Intrusion Sensors (If Applicable)

1. Characterize the exterior intrusion sensors as
seismic buried cable, electric field, infrared,
microwave, video motion, or other (specify).

2. Characterize the interior intrusion sensors as
sonic, capacitance, video motion, infrared,
ultrasonic, microwave, or other (specify).

(b) Intrusion Alarm Deployment (If Applicable)

1. Characterize intrusions alarm deployment in

terms such as:

- continuously monitored,

- positioned to prevent gapsin coverage,

- detection zone kept clear of obstructions (e.g.,
dips, equipment, snow, ice, grass, debris),

- tamper and system problem indicators
provided,

- compensatory measures employed when alarms
are not operating,

- backup power provided, and

- other (specify).

(¢) Intrusion Alarm Assessment

1. Characterize the assessment of intrusion alarms
as not assessed, closed circuit TV, automatic
deployment of protective force, or other (specify).

CLOSED CIRCUIT TELEVISION

Dae [MONTH XX, 2002] [ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

Note: Different access pointsto the facility and/or to critical assets may have different access controls. The comments
should clearly distinguish whether the evaluation applies to all access points or to specific access points.

COMMENTS

(@) CCTV

1. Describe the current CCTV system in use at the
site.

2. Characterize cameras in use and what asset(s) the
cameras cover (PTZ, Autodometype, Fixed,
Day/Night)

3. Who monitors the CCTV cameras (Operations
and/or Security) and what are the protocols for
cameraoperation?

4. Describe the policy for review of information
recorded on CCTV system.

5. Describe the preventive maintenance program for
the CCTV system.
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ACCESSCONTROL

Date [MONTH XX, 2002]

[ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

points.

Note: Different access points to the facility and/or to critical assets may have different access controls. The
comments should clearly distinguish whether the evaluation applies to all access points or to specific access

COMMENTS

(@) Personnd Access

1. Characterize access point control as unmanned,
unarmed guard, armed guard, or other (specify).

2. Characterize the identification check process as
none in place, casual recognition, credential check
(e.g., driverslicense, passport, state D), picture
badge, PIN, exchange badge, retinal scan, hand
geometry, speech pattern, signature dynamics,
fingerprint, or other (specify).

3. Characterize the organization’ s badging policy in
terms such as no badging policy, visitor badges
required, badge issuance and control proceduresin
place (describe), and badges show permission to
access specific areas (describe).

(b) Vehicle Access

1. Characterize vehicle access point controls as
unmanned, unarmed guard, armed guard, or other

(specify).

2. Characterize the vehicle access identification
process as nonein place, vehicle stickers, vehicle
stickers with personnel identification, automated
system (describe), or other (specify).

3. Describe the vetting process for incoming/outgoing
bulk shipments of items by vehicle. Are deliveries
scheduled or areisalist of drivers provided prior
to delivery.

(c) Contraband Detection

1. Characterize item and vehicle search procedures as
none, cursory, or detailed

2. Isthere a policy for incoming/outgoing drivers that
report the possession of weapons? If so describe
the policy/procedure.

(d) Access Poaint Illumination

1. Access Point [llumination:
- Isthere security lighting for the access points?
Describe the security lighting system.
- Do alarmsor infrared detectors trigger the
lighting? Describe the triggering process.
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SECURITY FORCE

Date [MONTH XX, 2002]

[ Facility: [FACILITY]

This checklist applies to [the entire facility/ASSET]

COMMENTS

(a) Protective Force

1. Specify the size of the protective forcein
terms or total number and the number on duty
during working hours, non-working hours, and
weekends/holidays.

2. Specify the equipment available to the
protective force such as uniforms; vehicles
(specify number); weapons (describe);
communications devices (describe); and other
equipment (describe).

3. Describe the training of the protective force.
Specifically, describe the initial training, any
continuing training (e.g., on-the-job), and
drills and exercises.

4. Describe the organization of the protective
force. Specifically, describe the command
structure, their mission as defined, any
established policies and procedures, and
established emergency response plans.

5. Arethere provisions for a back-up force (e.g.,
recalling off-duty personnel)? Describe the
provisionsin place.

6. Protective Force Command Center:
- Isthere a protective force command and
control center? Describeit.
- Isthere a backup center? Describeit.

7. Are protective force operations disguised to
prevent intelligence about the facility from
being inadvertently released? Describe how
thisis done.

8. Describe protective force procedures for
responding to alarms.

9. Does the protective force provide security
escort for visitors? Describe the nature of the
escort.

(b) Local Law Enforcement Agencies

1. Describe the interaction of the protective force
with local law enforcement agenciesin terms
of memoranda of agreement or other
agreements in place (describe), protection
responsibilities defined (describe),
communi cation procedures devel oped
(describe), and participation in drillsand
EXErcises.

2. What is the approximate response time for
local law enforcement personnel ?
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INFORMATION, COMPUTER, NETWORK, and INTELLECTUAL PROPERTY SECURITY

Date [MONTH XX, 2002]

[ Fadlity: [FACILITY]

This checklist applies to [the entire facility/ASSET]

COMMENTS

(a) Information, Computer, Network, and Intellectual Property Security

1. Have steps been taken to protect technical and
business information that could be of useto
potential adversaries (sometimes referred to as
operational security or OPSEC)?

2. Have the documentation/computer files that
need to be protected for confidentiality been
systematically identified and regularly backed-
up?

3. Issensitive information in research and
development and laboratory areas safeguarded
against inadvertent disclosure?

4. |s sensitive information in maintenance areas
saf eguarded against inadvertent disclosure?

5. Are computers as well as disks, tapes, and
other media adequately secured physically
from theft?

6. Are procedures followed to reduce the
likelihood that spoken information (in face-to-
face conversations, phone calls, and radio
communications) could be picked up by
adversaries?

7. If the content of radio communications cannot
be restricted for operational reasons, have they
been voice-encrypted?

8. Are user authorizations granted on the basis of
“need to know,” “least access,” and
“separation of functions” rather than position
or precedent (note: this has to be balanced
against the process saf ety concepts of
employee access to process safety information
and empl oyee participation)?

9. Are appropriate procedures followed for
protecting and destroying sensitive documents
that could provide key information on critical
process operation or vulnerabilities?

10. Isthe computer/server room secured?

11. Isthe computer/server room on the second
floor (to protect it from flooding and to
reduce the likelihood of theft), and away
from outside walls?

12. Isthe computer/server room equipped with
adeguate communi cations capability ?

13. Is access to the computer/server room limited
to only authorized personnel who need entry?

14. Are appropriate hardware, software, and
procedural techniques used for protecting
computers and networks, such as:

a. Firewalls?

b. User ID?
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¢. Password controls, including the regular
changing of passwords?

d. Encryption?

15. Virus protection?

16. Are computer transaction histories
periodically analyzed to look for irregularities
that might indicate security breaches?

17. IsInternet access disabled in all application
software or operating systemsthat are pre-
packaged?

18. Are measures in place to control accessto or
otherwise secure process-specific operating
information (e.g., including diagrams,
procedures, control 10op/DCS information),
both electronic and hardcopy versions?

19. Are process control systems protected from
external manipulation (e.g., hacking into
control system to operate equipment or delete
or alter software codes)?

20. Is access to process control systemsviathe
Internet or Intranet been restricted? If access
isallowed, isthe access allowed only to the
absol ute minimum number of personnel
necessary, using user 1D, password, separate
authentication, and encryption controls as
appropriate?

21. Aretemporary passwords restricted from use
except for new employees, or when a
password isforgotten or isinactive?

22. Are vendor-supplied passwords changed
immediately after installation?

23. Do users have screen saver with password
available and in use when leaving computers
on and unattended?
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PREVENTING AND CONTROLLING RELEASESOF HAZARDOUSMATERIALS

Date [MONTH XX, 2002]

[ Facility: [FACILITY]

This checklist appliesto [t

he entire facility/ASSET]

COMMENTS

(a) Hardening Processes

1. Have existing security countermeasures been

designed using the concept of rings of
protection? Are the critical assets that may
qualify as attractive targets at the center of
concentric rings of layered protective features?

. Have process and systems been designed using

the concept of layers of protection? Are there
adequate independent protective layers that
would detect, prevent, or mitigate a release of
hazardous materials?

. Arecritical process areas and equipment

protected with traffic barriers, bollards, dikes,
or other measures (e.g., diversionary structures
that prevent vehicles from accelerating along a
clear path to the process/equipment) to prevent
ramming with vehicles?

. Are process “ unit roads or streets’ (i.e.,

roadways that provide access into specific
process areas) provided with gates and, if so,
are they securely closed when not in use (these
gates may help limit direct vehicular accessto
critical equipment)?

5. Are vehicles (except necessary material

transport vehicles and/or authorized plant
vehicles) prohibited from parking near critical
process equipment (300 feet is considered a
minimum distance)?

. Arefull tank trailers or rail cars containing

highly hazardous materials (i.e., those
materialsthat could be targeted by terrorists)
stored away from fence lines or perimeter
areas to reduce their vulnerability to attack?

. Arefull tank trailersor rail cars containing

flammable or explosive materials stored away
from critical process areas and equipment to
prevent propagation of effectsto critical
processes?

. Arecritical processes or equipment, such as

tanks storing highly hazardous materials,
protected from explosion or fire at adjacent
processes (e.g., blast walls)?

. Is good housekeeping practiced in critical

process areas and are trash dumpsters or
receptacles located away from critical
processes and equipment (trash dumpsters and
poor housekeeping may make it easier to hide
abomb)?

10. Aredoorsto interior buildings (e.g., process

buildings) and control rooms locked or
otherwise secured, where appropriate?
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11. Are hinge pins on doorsto critical process
areas on the inside of the door? (Note: May
not be possible and still maintain easy egress
in fire/emergency situations—doors must
open out.)

12. Are critical process areas surrounded with
locked and secure fencing (in addition to site
perimeter fencing) or located within locked
buildings? (Note: Locked and secured
fencing or buildings may create confined
spaceissues.)

13. If critical process areas are not surrounded by
fencing or within buildings or if infeasible to
do so, are the processes patrolled or
monitored continuously by security
personnel ?

14. Are highly reactive materias (e.g., water-
reactive chemicals) stored in alocation and
manner that minimizes the potential for
intentional contamination (e.g., stored in
locked building away from water hose
connections, situated away from
pi pelines/connections with potential
incompatible chemicals)?

15. Are key valves, pumps, metering stations,
and open-ended lines on critical processes,
especially those in remote or uncontrolled/
unrestricted areas, locked closed, located in
locked secure structures (e.g., pump house),
surrounded by locked secure fencing, and/or
constructed of heavy-duty, tamper-resistant
materials?

16. Areingredients for products potentially
targeted for contamination unloaded, stored,
transferred, and added to the processin a
manner that is monitored and checked?

17. Can exposed/remote equipment on critical
processes feasibly be re-located to more
secure/less vulnerable locations?

18. Can critical process equipment that is highly
recognizable from the ground and/or site
perimeter be made less recognizable? (Note:
This must be balanced against emergency
responders need to readily identify
equipment)

19. Can critical processes or equipment be
recognized readily from the air (consult aerial
photos, if available) and, if so, can they be
made |ess recognizable? (Note: This must be
balanced against safety and code issues, such
as painting of certain storage tanksin light
colors.)

(b) Reducing the Quantity and Hazard of a Release from a Malicious Act

1. Has areview of site utility systems been
conducted to identify and assess vulnerability
of utilitiesthat are essential to safe operation
and shutdown of critical processes? Examples
of possible critical utilitiesare:




62 AMERICAN PETROLEUM INSTITUTE AND NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION

a. Electrical power

b. Cooling water

c. Compressed air

d. Natural gas or other fuels

e. Steam

f. Nitrogen or other inert gases

g. Secondary containment (drainage and
sewer systems)

h. Communications systems

2. Are utility areas that can affect critical
processes appropriately secured and
monitored? (e.g., cooling water systems and
agitation systems on reactive chemical
processes that may be particularly important)

3. Where appropriate, has safe and rapid manual
shutdown capability been provided for critical
processes and utilities?

4. Where loss or reduction of utilities can
potentially lead to uncontrolled reactions on
critical processes, isthe operating status of the
utilities monitored and/or to alert personnel
(e.g., an alarm sounds when cooling water
flow islost or reduced below critical levels)?

5. Where loss or reduction of utilities can
potentially lead to uncontrolled reactions on
critical processes, are feed systems interlocked
to agitation, cooling systems, and other
appropriate utilitiesin the event of loss of
those utilities or systems?

6. Are appropriate back-up power supplies
available for critical processesto allow a safe
shutdown? (Note: UPS can be compromised
by adversaries.)

7. In the event of loss of power or pneumatics, do
valves and other equipment fail to a safe
position in critical processes?

8. Are container storage areas secured or
otherwise monitored, especially those outside
of process buildings or in remote areas? (Note:
A fire or explosion involving multiple
containers can lead to smoke/combustion by-
products that present offsite hazards and can
serve asadiversion or a“ statement.”)

9. Have storage and process inventories of
hazardous chemical s been reduced to the
extent practicable?

10. Where appropriate, are critical processes
containing highly hazardous chemicals
“segmented” (either automatically or via
manual action) to prevent release of the
majority of process contents (i.e., only the
quantity in the compromised “ segment”
would be released)?

11. Are pipelines containing highly hazardous
materials equipped with lowpressure
interlock systems that shut valves or take
other action to minimize the rel ease quantity?
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12. Are open-ended lines or other lines or vessel
drain systems on critical processes equipped
with excess flow valves?

13. Where appropriate, are hazardous materials
being procured in smaller containers instead
of maintaining large inventoriesin asingle
vessel?

14. Has areview been conducted to determine if
hazardous materials can be purchased and
used in aless hazardous form? (Note: This
may be particularly applicable to
solvents/carriers and waste or water treatment
chemicals.)

15. If materials can be purchased and used in less
hazardous forms, is this approach being
addressed in an expedited manner?

16. Has the feasibility and merit of storing large
inventories of highly hazardous materialsin
underground tanks or other systems (e.g.,
aboveground vaults) that would limit the
release rate been evaluated? (Note: This must
be balanced against environmental concerns
and other liabilities.) If found to be of merit,
are plansin place to pursue this approach?

17. Where appropriate and feasible, are tanks,
vessels, and tank trailers/rail cars
disconnected from delivery or transfer piping
when not in use? (Note: The piping may be
more vulnerable than the vessel )

(c) Mitigating a Release from a Malicious Act

1. Are appropriate passive mitigation systemsin-
place for addressing large volume releases
from critical processes?

2. Have passive mitigation systems been assessed
for integrity (i.e., are they being tested and/or
maintained as required periodically) and
vulnerability to be compromised?

3. Has passive leak-limiting technology been
used where possible (e.g., gaskets resistant to
blowout, excess flow valves, etc.)?

4. Are appropriate active mitigation systemsin-
place for addressing large volume rel eases at
critical processes?

5. Have active mitigation systems been assessed
for integrity (i.e., are they being tested and/or
maintained as required periodically) and
vulnerability to be compromised?

6. Are key control valves, punps, and other
equipment associated with active mitigation
systems been locked or secured in
operational/ready positions or located within
secure structures?

7. Has expanding the areas of the site where
potential ignition sources are limited or
eliminated (e.g., expanding the area of site
subject to Class I/Div 1 or 2 electrical
classification) been evaluated?
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(d) Emergency Response, Crisis Management, and Community Coor dination

1. Isthe site’s emergency response plan updated
for current personnel and organizational
functions?

2. Do emergency plans address security worst
case events, or eventsthat are equivalent to
security worst case events?

3. Do emergency plans address malicious acts,
especially responder actionsin the event of a
suspected terrorist/saboteur attack?

4. Do emergency shutdown procedures address
actions to take in the event of catastrophic
releases or other terrorist-type event to safely
shutdown the process and limit the release? I
not, are shutdown procedures being reviewed
and updated accordingly?

5. Does the crisis management plan account for
events such as:

a. Bomb threats?

b. Elevated homeland security warning status?

c. Civil disturbance?

6. Are operating personnel trained in the above-
referenced emergency shutdown procedures,
especially where they have been updated to
address catastrophic or terrorist events?

7. Has emergency equipment stationed near
critical processes (e.g., hose connections) been
assessed for vulnerability to compromise and,
where appropriate, secured, monitored, or
otherwise protected?

8. If responding to amalicious act, are
emergency responders aware that secondary
“sucker-punch” devices (i.e., additional
incendiary/explosive devices) or effects may
be present if flammables are released or
explosions areinvolved?

9. Are proceduresin-place (and responders
trained accordingly) to address preservation of
evidence due to the area being considered a
crime scene?

10. Where other nearby targets may exist
(especially those that may present a greater
risk than processes at our site), are plansin
place to coordinate with local responders to
ensure that those targets are monitored or
otherwise protected in the event of a potential
“diversionary” attack on our site?

11. Have plans been developed with adjacent or
nearby industry and local officialsto
facilitate timely communication of suspicious
activity between potentially concerned
parties?

12. Have evacuation and shelter-in-place plans
been fully developed and coordinated with
local offsite emergency responders?

13. Havelocal residents and business been
instructed on how to shelter-in-place?
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14. Arelocal police, fire departments, health care

providers, and other emergency responders
aware of the hazardous materials at the site?

15. Areplansin place to communicate

information to local offsite emergency
responders and officialsin the event of a
release?

16.

Do periodic emergency drills address
malicious acts or other security-related
emergencies?

17.

Isthere adrill/exercise critique system in
place to assure that experience from drills
and actual emergencies are incorporated into
the emergency response plan?
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OPSEC TABLES
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INTERDEPENDENCIES TABLES

INTERNAL AND EXTERNAL INFRASTRUCTURESTO BE INCLUDED

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

(Note: Not all infrastructures supporting each asset/facility need to be included in this survey. Only those infrastructures
that are important to the asset’ s/facility’ s ability to continue to carry out its critical functions and activities need be
considered in detail. In addition, the time and resources allotted for the survey may limit the infrastructures that can be

examined.)

INFRASTRUCTURE

YES

NO

RATIONALE FOR

EXCLUSION/INCLUSION

Internal

Electric Power Supply and
Distribution System

HVAC System

Telephone System

Microwave/Radio
Communications System

Intranet and E-mail System

Computers and Servers

Fire Suppression/ Fire
Fighting System

SCADA Sysiem

Domestic Water System

Industrial Water System

Physical Security System

Human Resources Support

Financial System

External

Electric Power

Natural Gas

Petroleum Fuds

Tdecommunications

Weater and Wastewater

Road Transportation

Rail Transportation

Air Transportation

Water Transportation
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INFRASTRUCTURE OVERSIGHT AND PROCEDURES

Date [MONTH XX, 2002]

[ Facility: [FACILITY]

COMMENTS

(@) Infrastructure Oversight

Doesthe facility have a central office or
department (such as building management, plant
services, facility management) that is responsible
for overseeing all or most the infrastructures?
Indicate the office/department and list the
infrastructures for which they have responsibility
and the extent of their responsibilities.

What coordination or oversight role does the
physical security office haveinregardsto the
infrastructures that support critical functions or
activities?

(b) Infrastructure Procedures

In general, are operating procedures in place for
the systems that make up theinternal
infrastructures and for the physical connections
and contracts with the external infrastructures that
support them? Describe the ext ent of these
procedures, their format, their availability to
relevant staff, and the extent to which they are
regularly followed. (Note: details about
procedures for specific individual infrastructures
are addressed in the relevant checklists.)

Are contingency proceduresin place for the
systems that make up the internal infrastructures
and for the physical connections and contracts
with the external infrastructures that support
them? Describe the extent of these procedures,
their format, and their availability to relevant staff.
(Note: Contingencies refer to situations brought
about by afailure or disruption within an
infrastructure or theinfrastructures that support it.)

If they exist, have the contingency procedures
been tested and are they exercised regularly either
as apart of normal operations as through specially
designed drills? Describe the drills and their
results.

Are emergency proceduresin placefor the
systems that make up the internal infrastructures
and for the physical connections and contracts
with the external infrastructures that support
them? Describe the extent of these procedures,
their format, and their availability to relevant staff.
(Note: Emergencies refer to situations brought
about external stress on the facility such as high
demands.)

If they exist, have the emergency procedures been
tested and are they exercised regularly through
specially designed drills? Describe the drills and
their results.
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INTERNAL ELECTRIC POWER SUPPLY AND DISTRIBUTION SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Primary Sour ce of Electric Power

If the primary source of electric power isacommercial
source, are there multiple independent feeds? If so,
describe the feeds and their locations.

If the primary source of electric power is a system operated
by the facility or asset, what type of systemisit?

If afacility operated primary electric generation system is
used, what isthe fuel or fuels used?

If petroleum fuel is used, what quantity of fuel is stored on
site for the primary electric generation system and how
long it will last under different operating conditions?

If the fuel is stored on site, are arrangements and contracts
in place for resupply and management of the fuel?

(b) Electric Distribution System

Are the components of the electric system that are |ocated
outside of buildings (such as generators, fuel storage
facilities, transformers, transfer switches) protected from
vandalism or accidental damage by fences or barriers? If
so, describe the type of protection and level of security it
provides.

Arethe various sources of electric power and the
components of the internal electric distribution systems
such that they may be isolated for maintenance or
replacement without affecting the critical functions of the
asset/facility? If not, describe the limitations.

Have any single points of failure been identified for the
electrical power supply and distribution system? If so, list
them and describe.

(c) Backup Electric Power Systems

Arethere additional emergency sources of electric supply
beyond the primary system (such as multiple independent
commercial feeds, backup generators, uninterruptible
power supply [UPSs])? If there are, describe them.

If thereisacentral UPS, does it support all the critical
functions of the asset/facility in terms of capacity and
connectivity? Specify for how long it can operate on
battery power and list any potentially critical functions that
are not supported.

If there is a backup generator system, does it support all the
critical functions of the facility in terms of capacity and
connectivity? Specify the fuel and list any potentially
critical functions that are not supported.

Isthe fuel for the backup generator system a petroleum
fuel? If yes, specify the quantity stored on site and how
long it will last.

If the fuel is stored on site, are arrangements and contracts
in place for resupply and management of the fuel?
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INTERNAL HVAC SYSTEM
(Including Heating Plants and Cooling Towers)

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(@) Primary HVAC System

Can critical functions and activities dependent on
environmental conditions continue without the HVAC
system? If yes, specify which functions and for how long
they can continue under various external weather conditions.

Isthe HVAC system that supplies the areas of the
asset/facility where critical functions dependent on
environmental conditions are carried out separate from or
separable fromthe general asset/facility-wide HVYAC
system?

(b) Supporting Infrastructures

Doesthe HVAC system (or critical portion thereof) depend
on the primary electric power supply and distribution system
to supply electric power? Specify under what conditions and
for how long.

Besides or in addition to electric power, on what fuel or
fuels doesthe HV AC system (or critical portion thereof)
depend?

If the HVAC system (or critical portion thereof) depends on
natural gas, are there provisionsfor alternative fuels during a
natural gas outage? Specify the fuel and how long the
HVAC system can operate on it.

If the HVAC system (or critical portion thereof) depends on
petroleum fuels for adequate operation, specify the type of
fuel and how long the HV AC system can operate on the fuel
available on site.

If the HVAC system (or critical portion thereof) depends on
petroleum fuels, are arrangements and contractsin place for
resupply and management of the fuel?

Doesthe HVAC system (or critical portion thereof) depend
onwater? If it does, specify if the water need is continuous
or for make-up purposes only and the quantities/rates
involved.

If the HVAC system (or critical portion thereof) depends on
water, is abackup supply in place such as well and pump,
storage tank, or tank trucks? Specify how long the HVAC
can operate on the backup water supply system.

(c) Backup HVAC Systems

Isthere a separate backup to the HVAC system? If yes,
describe the system and the energy and water supply
systemsit requires.

Arethere contingency proceduresin place to continue with
the critical functions and activities that take place at the
asset/facility during an HVAC outage? If yes, briefly
describe them.

How long can the critical functions and activities at the
asset/facility continue using the backup HVAC system or
under the contingency procedures?
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INTERNAL TELEPHONE SYSTEMS
(Including Voice, FAX, and Data Transfer)

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Primary Telephone System

What types of telephone systems are used within the
asset/facility? Are there multiple independent
telephone systems? Specify the types of systems,
their uses, and whether they are copper-wire or fiber-
optic based.

If there are there multiple independent telephone
systems within the asset/facility, is each one adequate
to support the critical functions and activities?
Indicate any limitations.

If there are multiple (from independent systems) or
redundant (from built-in backups) switches and
cables, are they physically separated and isolated to
avoid common causes of failure?

Arethe telephone switches located in limited-access
or secured areas away from potential damage due to
weather or water |eaks? Specify types of protection
provided.

(b) Data Transfer

For large volume and high-speed data transfer within
the asset/facility, isthere a separate system of
switches and cables within the asset/facility? Specify
the type of system and whether it is copper-wire or
fiber-optic based.

If there is a separate system for large-volume and
high-speed data transfer, are there redundant switches
and cables? If yes, describethe situation.

If there are redundant switches and cables, are they
physically separated and isolated to avoid common
causes of failure?

Arethe data-transfer switcheslocated in limited-
access or secured areas away from potential damage
due to weather or water |eaks? Specify the types of
protection provided.

(c) Célular/Wireless/Satellite Systems

Are cellular/wireless telephones and pagersin
widespread use within the asset/facility? If yes,
briefly describe their uses.

If cellular/wireless telephones and pagersarein
widespread use, are they adequate to support the
critical functions and activities? Specify any
limitations.

Are satellite telephones or data links in widespread
use within the asset/facility? If yes, briefly describe
their uses.

If satellite telephones or data links are in widespread
use, are they adequate to support the critical functions
and activities? Specify any limitations.
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INTERNAL MICROWAVE/RADIO COMMUNICATIONSSYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) On-site Fixed Components

Are there multiple or redundant radio communications
systemsin place within the asset/facility? If yes, specify
the types of systems and their uses.

If there are multiple radio communications systems, is
more than one system adequate to support all the critical
functions and activities of the asset/facility? Specify any
limitations.

Arethere provisions within the asset’ s/facility’ s primary
electric power supply and distribution system to supply
power for the radio communications systems? If yes,
indicate under what conditions and for how long.

Do the radio communications systems have their own
backup electric power supply? If yes, specify the type and
how long it can operate.

Are the components of the system located outside of
buildings (such as antennae, on-site towers) protected
from vandalism or accidental damage by fences or
barriers? If protected, specify the types of protection and
level of security they provide.

(b) M obile and Remote Components

Are there mobile components to the radio
communications system (such as on vehicles or vessels)?
If yes, describe the mobile components.

Are the mobile components of the radio communications
system protected from vandalism or accidental damage by
locked boxes or lockable vehicle cabs? Specify the types
of protection and level of security they provide.

Are there remote components to the radio
communications system (such asrelay towers)? If yes,
describe them and their uses.

Are there backup sources of electric power for these
remote components? If yes, indicate the type of backup,
the fuels used, and the expected length of operations.

Arethere environmental controls required for the remote
components (such as heating, cooling)? If yes, describe
them.

Arethere backup environmental controlsfor these remote
components? If yes, indicate the type of backup, the fuels
used, and the expected length of operations.

I's physical security provided for the remote components
of the radio communications system? If yes, specify the
types of security and the level of protection provided.

Arethere alarms at the remote components of the radio
communications system for such things asintrusion, loss
of electric power, loss of environmental control, and fuel
reserves? If yes, specify the types of alarms, how they are
monitored, and the response procedure.
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INTERNAL INTRANET AND E-MAIL SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Contained within a Larger System

Isthe asset’ g/facility’ sintranet and e-mail system
dependent on the asset’ s/facility’ s computers and
servers? If yes, describe the dependence.

Isthe asset’ g/facility’ sintranet and e-mail system
dependent on the asset’ s/facility’ stelephone
system? If yes, describe the dependence.

(b) Separate System

If the asset’ s/facility’ sintranet and e-mail systemis
aseparate system, are there provisions within the
asset’ g/facility’ s primary electric power supply and
distribution system to supply power for the intranet
and e-mail system? If yes, specify under what
conditions and for how long.

If the asset’ g/facility’ sintranet and e-mail systemis
aseparate system, doesit have its own backup
electric power supply, such aslocal UPSs? If yes,
specify the type and how long it can operate.

If the asset’ s/facility’ sintranet and e-mail systemis
aseparate system, does the asset’ s/facility’ s central
HVAC system provide environmental control for
important components or doesit haveits own
independent environmental control system? If it has
its own, specify the type.

If the asset’ s/facility’ sintranet and e-mail systemis
a separate system, can it operate with aloss of all
environmental control? If yes, specify for how long
under various conditions.

If the asset’ s/facility’ sintranet and e-mail systemis
aseparate system, are there any backup
environmental controls explicitly for the system? If
yes, indicate the type of backup and the expected
maximum duration of operation.

If the asset’ g/facility’ sintranet and e-mail systemis
aseparate system, isthere special physical security
provided for the important components? If yes,
specify the type of security and the level of
protection provided.

If the asset’ s/facility’ sintranet and e-mail systemis
a separate system, is there special fire suppression
equipment for the important components such as
Halon, Inergen, inert gases, or carbon dioxide? If
yes, specify the type of system.

If the asset’ s/facility’ sintranet and e-mail system is
aseparate system, are there special features or
equipment in the area of the important components
to limit flooding or water intrusion? If yes, indicate
the precautions taken.
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If the asset’ s/facility’ sintranet and e-mail systemis
aseparate system, are there alarms for the area of
the important components for such things as
unauthorized intrusion, loss of electric power, loss
of environmental control, fire, and flooding or water
intrusion? If yes, specify the types of alarms, how
they are monitored, and the response procedure.

(c) Access

Does the asset/facility have a backup or redundant
intranet and e-mail system? If yes, describe the
system and the amount of backup it provides.

Do areas where critical functions and activities take
place have multiple or redundant access to the
intranet and e-mail system?

If there are multiple access routes, is each one
adequate to support the critical functions and
activities? If not, specify any limitations.
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INTERNAL COMPUTERSAND SERVERS
(Including Mainframes, Firewalls, and Router Equipment)

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Electric Power Sour ces

Are there provisions within the asset’ /facility’s
primary electric power supply and distribution
system to supply power for the computers and
servers? If yes, indicate under what conditions and
for how long.

Do the computers and servers have their own
backup electric power supply (such aslocal UPSs
or generators)? If yes, specify the types of backup
and how long they can operate.

(b) Environmental Control

Doesthe asset’ s/facility’ s central HVAC system
provide environment control to the computer and
server areas or do the computer and server areas
have their own independent environmental control
system? If they have their own system, specify the

type.

Can the computers and servers operate with aloss
of all environmental control? If yes, specify for
how long under various conditions.

Arethere any backup environmental controls
explicitly for the computer and server areas? If
yes, indicate the type of backup and the expected
maximum duration of operation.

(c) Protection

Isthere special physical security provided for the
computer and server areas? If yes, specify the type
of security and the level of protection provided.

Isthere special fire suppression equipment in the
computer and server areas such as Halon, Inergen,
inert gases, or carbon dioxide? If yes, specify the

type.

Arethere special features or equipment in the
computer and server areas to limit flooding or
water intrusion? If yes, describe them.

Arethere alarms for the computer and server areas
for such things as unauthorized intrusion, loss of
electric power, loss of environmental control, fire,
and flooding or water intrusion? If yes, specify the
types of alarms, how they are monitored, and the
response procedure.
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INTERNAL FIRE SUPPRESSION AND FIRE FIGHTING SYSTEM
Date: Facility:

This checklist applies to:
Entire Facility
Critical Asset

COMMENTS

(@) Alarms

Doesthe entire asset/facility (or at |east most of it)
have afire and/or smoke detection and alarm
system? If yes, specify the type of system, how itis
monitored, and the response procedure.

(b) Fire Suppression

Does the entire asset/facility (or at |east most of it)
have afire suppression system such as an overhead
sprinkler system? If yes, specify the medium
(usually water) and whether it is of the flooded-pipe
or pre-armed type.

Does the water supply for the fire suppression
system come from city water mains or an on-site
system, such aswells, rivers, or reservoir?

If the water supply for the fire suppression system
comes from city water mains, specify whether there
are separate city fire mainsand if the pipe from the
main to the asset/facility isseparate from the
domestic water supply.

If thewater supply for the fire suppression system
comes from an on-site system, specify the source,
indicate the adequacy of the supply’s capacity, and
indicate if it is gravity feed or requires active pumps
(generally electric).

(c) Fire Fighting

Doesthe asset/facility haveits own fire-fighting
department? If yes, describe it in terms of adequacy
to protect the asset/facility.

Are city or community fire-fighting services
availableto thefacility? If yes, indicate the type of
service and the estimated response time.

Doesthe water supply for the fire-fighting hydrants
come from city water mains? If yes, specify the
number of hydrants and indicate their coverage and
accessibility.

If the water supply for the fire fighting hydrants
comes from an on-site system (such as wells, rivers,
or reservoir), specify the source, indicate the
adequacy of the supply’s capacity, and indicate if it
is gravity feed or reguires active pumps (generally
electric). Also, specify the number of hydrants and
indicate their coverage and accessibility.

(d) Other Systems

Isthere special fire suppression equipment, such as
Halon, Inergen, inert gases, or carbon dioxide in
certain areas such as computer or
telecommunications areas? If yes, indicate the types
and adequacies of these special systems.
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INTERNAL SCADA SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Type of System

Does the asset/facility make use of a substantial
SCADA system (i.e., one that coversalarge areaor a
large number of components and functions)? If yes,
indicate what functions are monitored and/or
controlled, the type of system, and the extent of the
system.

Isthe SCADA system independent of the
asset’ g/facility’ s primary electric power supply and
distribution system?

Isthe SCADA system independent of the
asset’ s/facility’ stelephonesystem?

Isthe SCADA system independent of the
asset’ s/facility’ s microwave or radio communications
system?

Isthe SCADA system independent of the
asset’ g/facility’ s computers and servers?

(b) Control Centers

Where isthe primary control center for the SCADA
system located?

Isthere abackup control center? If yes, whereisit
located? Isit sufficiently remote from the primary
control center to avoid common causes of failure such
asfires, explosions, or other large threats?

Arethere backups to the SCADA computers and
servers at the backup control center or at some other
location? If yes, indicate the location of the backup
computers and servers, whether they are completely
redundant or cover only the most critical functions,
and whether they are active “ hot” standbys or have to
be activated and initialized when needed.

Note: The following sets of questions on electric power sources and communications pathways apply to the control centers aswell as

the other components of the SCADA system.

(c) Electric Power Sour ces

Are there multiple sources of electric supply (such as
multiple independent commercial feeds, backup
generators, UPSs) explicitly for the SCADA system?
If yes, indicate the types.

If thereis aspecial UPS, does it support al the
functions of the SCADA system in terms of capacity?
Specify for how long it can operate on battery power.

If there is a special backup generator system, doesit
support al the functions of the SCADA systemin
terms of capacity?

What isthe fuel or fuels used by the special SCADA
backup generator system? If stored on site, specify
the quantity stored and how long it will last.
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If the SCADA backup generator fuel is stored on site,
are arrangements and contracts in place for resupply
and management of the fuel?

(d) Communications Pathways

Are there dedicated multiple independent telephone

systems or dedicated switches and cables supporting
the SCADA system? If yes, specify whether copper-
wire or fiber-optic based.

If there are dedicated multiple independent telephone
systems or dedicated switches and cables supporting
the SCADA system, is each one individually
adequate to support the entire system? Specify any
limitations.

Are the redundant tel ephone systems or switches and
cables physically separated and isolated to avoid
common causes of failure? If not, indicate any
potential points of common failure.

Arethe dedicated SCADA telephone switches and
data-transfer switches located in alimited access or
secured area away from potential damage due to
weather or water leaks? If so, specify type of
protection.

Are there dedicated multiple or redundant radio
communications systemsin place to support the
SCADA system? If yes, indicate the types.

If there are multiple radio communications systems,
iseach oneindividually adequate to support the entire
SCADA system? If not, specify any limitations.

Arethere provisions within the asset’ s/facility’s
primary electric power supply and distribution system
to supply power for the special SCA DA radio
communications systems? If yes, specify under what
conditions and for how long.

Do the special SCADA radio communications
systems have their own backup electric power
supply? If yes, specify the type and how long it can
operate.

Are the components of the special SCADA radio
communications system located outside of buildings
(such as antennae, on-site towers) protected from
vandalism or accidental damage by fences or
barriers? If protected, specify the types of protection
and level of security provided.

(e) Remote Components

Are there remote components to the special SCADA
radio communications system (such asrelay towers)?
If yes, identify the components and there | ocations.

Are there backup sources of electric power for these
remote components? If yes, indicate the type of
backup, the fuels used, and the expected |ength of
operations.

Arethere environmental controls required for the
remote components of the special SCADA radio
communications system (such as heating, cooling)? If
yes, describe them.
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Arethere backup environmental controlsfor these
remote components? If yes, indicate the type of
backup, the fuels used, and the expected length of
operations.

Is physical security provided for the remote
components of the special SCADA radio
communications system? If yes, specify the types of
security and the level of protection provided.

Arethere alarms at the remote components of the
special SCADA radio communications system for
such things as intrusion, loss of electric power, loss of
environmental control, and fuel reserves? If yes,
specify the types of alarms, how they are monitored,
and to the response procedure.

(f) Dedicated SCADA Computersand Servers

Arethere provisions within the asset’ ¢/ facility’s
primary electric power supply and distribution system
to supply power for the special dedicated SCADA
computers and servers? If yes, specify under what
conditions and for how long.

Do the special dedicated SCADA computers and
servers have their own backup electric power supply,
such aslocal UPSs? If yes, specify the types and how
long they can operate.

Doesthe asset’ s/facility’ s central HVAC system
provide environment control for the separate special
SCADA computer and server areas?

How long can the separate dedicated SCADA
computers and servers operate with aloss of all
environmental control? Indicate the conditions that
could affect the length of time.

Do the separate dedicated SCADA computer and
server areas have their own independent environ-
mental control system? If yes, specify the type.

Are there any backup environmental controls
explicitly for the dedicated SCADA computer and
server areas? If yes, indicate the type of backup and
the expected maximum duration of operation.

Isthere special physical security provided for the
separate SCADA computer and server areas? If yes,
specify the type of security and the level of protection
provided.

Isthere special fire suppression egquipment in the
separate dedicated SCADA computer and server
areas such as Halon, Inergen, inert gases, or carbon
dioxide? If yes, specify the type of system.

Arethere special features or equipment in the
separate SCADA computer and server areasto limit
flooding or water intrusion? If yes, indicate the
precautions taken.

Arethere alarms for the separate SCADA computer
and server areas for such things as unauthorized
intrusion, loss of electric power, 10ss of
environmental control, fire, and flooding or water
intrusion? If yes, specify the types of alarms, how
they are monitored, and the response procedure.
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INTERNAL DOMESTIC WATER SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Primary System

Doesthe asset/facility have a domestic water
system? If yes, specify the uses of the water (such
as restrooms, locker rooms, kitchens, HVAC
makeup water).

Does the water supply for the domestic water
system come from an external source (such as
community, city, or regional water mains) or from
an internal system (such aswells, river, or
reservoir)? If internal, describe the system.

(b) External Water Supply System

What type of external water supply system
provides the domestic water? Indicate whether it is
public or private and its general size (such as
community, city, or regional).

Are on-site pumps and/or storage tanks used to
boost the pressure or provide for periods of peak
usage? If yes, briefly describe them and their
purpose.

Arethe on-site booster water pumps normally
dependent upon the asset’ sfacility’s primary
electric power supply and distribution system?

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the on-site booster
water pumps? If yes, specify them.

If thereis a special UPS, can it support the on-site
booster pumps at required level s? Specify for how
long it can operate on battery power.

If there is a special backup generator system, can it
support the on-site booster pumps at required
levels? Also indicate the type of fuel or fuels used.

If the fuel for the dedicated backup generator
system for the booster pumpsis a petroleum fuel,
indicate the quantity stored on site and how long it
will last.

If the fuel for the dedicated backup generator for
the booster pumpsis stored on site, are
arrangements and contractsin place for resupply
and management of the fuel?

() Internal Water Supply System

Indicate the source of the water (such as wells,
river, or reservoir), the adequacy of the supply’s
capacity, and whether it is gravity feed or requires
active pumps (generally electric).

Arethe on-site domestic water system pumps
independent of the asset’ s/facility’s primary
electric power supply and distribution system?




SECURITY VULNERABILITY ASSESSMENT METHODOLOGY FOR THE PETROLEUM AND PETROCHEMICAL INDUSTRIES

85

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the on-site
domestic water system pumps? If yes, specify
them.

If thereis a special UPS, can it support the on-site
domestic water system pumps at required levels?
Specify for how long it can operate on battery
power.

If there is a special backup generator system, can it
support the on-site domestic water system pumps
at therequired levels? Also indicate the type of
fuel or fuels used.

If the fuel for the dedicated backup generator
system for the on-site domestic water system
pumps is a petroleum fuel, indicate the quantity
stored on site and how long it will last. Are
arrangements and contractsin place for resupply
and management of the fuel?

(d) Backup System

Isthere an independent backup water source to the
primary domestic supply system? If yes, specify
the type of backup system (such aswells, river,
reservoir, tank truck), describe the specific source
of the water, indicate the adequacy of the backup
supply’ s capacity, and indicate if it is gravity feed
or requires active pumps (generally electric).

Arethe independent backup water source system
pumps independent of the asset’ s/facility’s
primary electric power supply and distribution
system?

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the backup water
source system pumps? If yes, specify them.

If there is a special UPS, can it support the backup
domestic water source pumps at the required
levels? Specify for how long it can operate on
battery power.

If there is a special backup generator system, can it
support the backup domestic water source system
pumps at the required levels? Also indicate the
type of fuel or fuels used.

If the fuel for the dedicated backup generator
system for the backup water source system pumps
is a petroleum fuel, indicate the quantity stored on
site and how long it will last. Are arrangements
and contractsin place for resupply and
management of the fuel?
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INTERNAL INDUSTRIAL WATER/WASTEWATER SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Primary Water System

Does the asset/facility have an industrial water
system? If yes, specify the uses of the water (such
aswash water, process water, generation of
process steam, cooling).

Does the water supply for the industrial water
system come from an external source (such as
community, city, or regional water mains) or from
an internal system (such aswells, river, or
reservoir)? If internal, describe the system.

(b) External Water Supply System

What type of external water supply system
provides the industrial water? Indicate whether it
is public or private and its general size (such as
community, city, or regional).

Are on-site pumps and/or storage tanks used to
boost the pressure or provide for periods of peak
usage? If yes, briefly describe them and their
purpose.

Arethe on-site booster water pumps for the
industrial water system independent of the
asset’ s/facility’ s primary electric power supply
and distribution system?

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the on-site booster
water pumps? If yes, specify them.

If there is a special UPS, can it support the on-site
booster pumps at required level s? Specify for how
long it can operate on battery power.

If there is a special backup generator system, can it
support the on-site booster pumps at required
levels? Also indicate the type of fuel or fuels.

If the fuel for the dedicated backup generator
system for the booster pumpsis a petroleum fuel,
indicate the quantity stored on site and how long it
will last. Are arrangements and contractsin place
for resupply and management of the fuel?

(c) Internal Water Supply System

Indicate the source of the water (such as wells,
river, or reservoir), the adequacy of the supply’s
capacity, and whether it is gravity feed or requires
active pumps (generally electric).

Aretheon-site industrial water system pumps
independent of the asset’ s/facility’ s primary
electric power supply and distribution system?
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Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the on-site
industrial water system pumps? If yes, specify
them.

If thereis a special UPS, can it support the on-site
industrial water system pumps at required levels?
Specify for how long it can operate on battery
power.

If there is a special backup generator system, can it
support the on-site industrial water system pumps
at therequired levels? Also indicate the type of
fuel or fuels.

If the fuel for the dedicated backup generator
system for the on-site industrial water system
pumps is a petroleum fuel, indicate the quantity
stored on site and how long it will last. Are
arrangements and contractsin place for resupply
and management of the fuel?

(d) Backup Water System

Isthere an independent backup water source tothe
primary industrial water supply system? If yes,
specify the type of backup system (such aswells,
river, reservoir, tank truck), describe the specific
source of the water, indicate the adeguacy of the
backup supply’s capacity, and indicate if it is
gravity feed or requires active pumps (generally
electric).

Arethe independent backup water source system
pumps independent of the asset’ s/facility’s
primary electric power supply and distribution
system?

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the backup water
source system pumps? If yes, specify them.

If there is a special UPS, can it support the backup
industrial water source pumps at the required
levels? Specify for how long it can operate on
battery power.

If there is a special backup generator system, can it
support the backup industrial water source system
pumps at required levels? Also indicate the type of
fuel or fuels.

If the fuel for the dedicated backup generator
system for the backup water source system pumps
is a petroleum fuel, indicate the quantity stored on
site and how long it will last. Are arrangements
and contractsin place for resupply and
management of the fuel?

(e) Primary Industrial Wastewater System

Does the asset/facility have an on-siteindustrial
wastewater system? If yes, specify the types of
wastewater that are processed and the processes
used.

Aretheon-site industrial wastewater lift pumps
independent of the asset’ s/facility’s primary
electric power supply and distribution system?
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Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSSs) explicitly for the on-site
industrial wastewater lift pumps? If yes, specify
them.

If thereis a special UPS, can it support the on-site
industrial wastewater lift pumps at required levels?
Specify for how long it can operate on battery
power.

If there is a special backup generator system, can it
support the on-siteindustrial wastewater lift
pumps at the required levels? Also indicate the
type of fuel or fuels.

If the fuel for the dedicated backup generator
system for the on-site industrial wastewater lift
pumps is a petroleum fuel, indicate the quantity
stored on site and how long it will last. Are
arrangements and contractsin place for resupply
and management of the fuel?

f) Backup Wastewater System

Isthere an independent backup system that can be
used to handle the industrial wastewater? If yes,
specify the type of backup system (such asa
redundant system, holding ponds, temporary
discharge of unprocessed wastewater), describe
the specific process, indicate the adequacy of the
backup’ s capacity and any limitations on how long
it can operate, and indicate if it is gravity feed or
requires active lift pumps (generally electric).

Are the independent backup lift pumps
independent of the asset’ s/facility’s primary
electric power supply and distribution system?

Are there multiple sources of electric supply (such
as multiple independent commercial feeds, backup
generators, UPSs) explicitly for the backup
wastewater lift pumps? If yes, specify them.

If there is a special UPS, can it support the backup
industrial wastewater system at the required
levels? Specify for how long it can operate on
battery power.

If there is a special backup generator system, can it
support the backup industrial wastewater lift
pumps at required levels? Also indicate the type of
fuel or fuels.

If the fuel for the dedicated backup generator
system for the backup wastewater lift pumpsisa
petroleum fuel, indicate the quantity stored on site
and how long it will last. Are arrangements and
contractsin place for resupply and management of
the fuel?
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INTERNAL PHYSICAL SECURITY SYSTEM

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Electric Power Sources

Are the asset’ s/facility’ s monitoring and alarm
systems normally dependent on the asset’ s/facility’s
primary electric power supply and distribution
system (i.e., isthe asset’ s/facility’ s primary electric
power supply and distribution system the primary
electric power source)?

Arethere multiple sources of electric power for the
monitoring and alarm systems? This could consist
of the asset’ g/facility’ s primary electric power
supply and distribution system and its backup or
redundant systems; or combinations of multiple
independent commercial electric feeds, backup
generators, UPSs, or batteries dedicated to support
the monitoring and alarm systems. Specify what

€l ectric power sources are in place.

If thereis a special UPS, can it support all the
functions of the monitoring and alarm systemsin
terms of capacity? Specify for how long it can
operate on battery power.

If there is a special generator system, can it support
all the functions of monitoring and alarm systemsin
terms of capacity? Also indicate the type of fuel or
fuels used.

If the fuel for the special security generator system
is a petroleum fuel, indicate the quantity stored on
site and how long it will last. Are arrangements and
contractsin place for resupply and management of
the fuel?

(b) Communications Pathways

Arethe asset’ g/facility’ s monitoring and alarm
systems normally dependent upon the
asset’ g/facility’ stelephone system?

Are there multiple independent telephone systems
or dedicated switches and cables supporting the
monitoring and alarm systems? This could consist
of the asset’ g/facility’ s telephone system and its
backup or redundant systems; or combinations of
multiple independent telephone systems or
dedicated communications lines. Specify the types
of systems used and whether they are copper-wire
or fiber optic-cabl e based.

Are the redundant telephone systems or switches
and cables physically separated and isolated to
avoid common causes of failure? If not, indicate any
potential points of common failure.
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Are the dedicated monitoring and alarm systems
telephone switches and data-transfer switches
located in alimited access or secured area away
from potential damage due to weather or water
leaks? If so, specify type of protection.

Arethe asset’ s/facility’ s monitoring and alarm
systems normally dependent upon the

asset’ gffacility’ s microwave or radio
communications system?

Are there multiple independent microwave or radio
communications systems supporting the monitoring
and alarm systems? This could consist of the

asset’ g/facility’ s primary microwave or radio
communications system and its backup or redundant
systems; or combinations of multiple independent
radios, antennae, and relay towers. Specify the type
of radio systems used.

Are there multiple sources of electric power for the
microwave or radio communications systems
dedicated to support the monitoring and alarm
systems? This could consist of the asset’ s/facility’s
electric power supply and distribution system and
its backup or redundant systems; or combinations of
multiple independent commercial electric feeds,
backup generators, UPSs, or batteries dedicated to
support the special microwave or radio
communications systems. If yes, specify the types
and how long they can operate.

Are the components of the special radio
communications system dedicated to the monitoring
and alarm systems that are located outside of
buildings (such as antennae, on-site towers)
protected from vandalism or accidental damage by
fences or barriers? If protected, specify the types of
protection and level of security they provide.

Arethere remote components to the special radio
communications system dedicated to the monitoring
and alarm systems (such asrelay towers)? If yes,
identify the components and their locations.

Are there backup sources of electric power for the
remote components? I f used, indicate the type of
backup, the fuels used, and the expected length of
operations.

Are there environmental controls required for the
remote components of the special monitoring and
alarm radio communications system (such as
heating, cooling)? If yes, describe them.

Arethere backup environmental controlsfor the
remote components? If yes, indicate the type of

backup, the fuel or fuels used, and the expected

length of operations.

(c) Computer Support

Arethe asset’ s/facility’ s monitoring and alarm
systems normally dependent upon the facility’s
main computers and servers?
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Are there multiple independent computers
supporting the monitoring and alarm systems? This
could consist of the asset’ s/facility’s main
computers and servers and their backup or
redundant systems, or combinations of multiple
independent computers. Specify the type of
computers used.

Are there multiple sources of electric power for any
computers dedicated to support the monitoring and
alarm systems? This could consist of the

asset’ s/facility’ s primary electric power supply and
distribution system and its backup or redundant
systems; or combinations of multiple independent
commercial electric feeds, backup generators, or
UPSs dedicated to support the monitoring and alarm
systems. If yes, specify the type and how long they
can operate.

Doesthe asset’ s/facility’ s central HVAC system
provide environment control for the separate
dedicated computers for the monitoring and alarm
systems?

How long can the separate dedicated computers of
the monitoring and alarm systems operate with a
loss of all environmental control? Indicate the
conditions that could affect the length of time.

Do the separate dedicated computers for the
monitoring and alarm systems have their own
independent environmental control system? If yes,
specify the type.

Are there backup environmental controls explicitly
for any dedicated computers of the monitoring and
alarm systems? If yes, indicate the type of backup
and the expected maximum duration of operation.
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INTERNAL HUMAN RESOURCES SUPPORT

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Electric Power Sources

Arethe asset’ s/facility’ s human resources offices
and functions normally dependent on the

asset’ s/facility’ s primary electric power supply
and distribution system (i.e., isthe

asset’ g/facility’ s primary electric power supply
and distribution system the primary electric power
source?)?

Are there multiple sources of electric supply for
the human resources offices and functions? This
could consist of the facility’s electric power
supply and distribution system and its backup or
redundant systems; or combinations of multiple
independent commercial electric feeds, backup
generators, or UPSs, dedicated to support the
human resources offices and functions? Specify
what electric power sources arein place.

If there is a special UPS, can it support al the
human resources offices and functions? Specify
for how long it can operate on battery power.

If there is a special generator system, can it
support all the human resources offices and
functions? Also indicate the type of fuel or fuels
used.

If the fuel for the special generator system to
support human resources is a petroleum fuel
indicate the quantity stored on site and how long it
will last. Are arrangements and contractsin place
for resupply and management of the fuel?

(b) Communications Pathways

Arethe asset’ s/facility’ s human resources offices
and functions normally dependent upon the
asset’ s/facility’ stelephone system?

Are there multiple independent tel ephone systems
or dedicated switches and cables supporting the
human resources offices and functions? This could
consist of the facility’ s telephone system and its
backup or redundant systems; or combinations of
multiple independent telephone systems or
dedicated communications lines. Specify the types
of systems used and whether they are copper-wire
or fiber optic-cable based.

Are the redundant telephone systems or switches
and cables physically separated and isolated to
avoid common causes of failure? If not, indicate
any potential points of common failure.
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Arethe dedicated telephone switches and data-
transfer switches that support the human resources
offices and functions located in alimited access or
secured area away from potential damage due to
weather or water leaks? If so, specify the type of
protection.

(c) Computer Support

Arethe asset’ s/facility’ s human resources offices
and functions normally dependent upon the
facility’ s main computers and servers?

Are there multiple independent computers
supporting the human resources offices and
functions? This could consist of the

asset’ g/facility’ s main computers and servers and
their backup or redundant systems, or
combinations of multiple independent computers.
Specify the type of computers used.

Are there multiple sources of electric power for
any computers dedicated to support the human
resources offices and functions? This could consist
of the asset’ s/facility’s primary electric power
supply and distribution system and its backup or
redundant systems; or combinations of multiple
independent commercial electric feeds, backup
generators, or UPSs dedicated to support human
resources. If yes, specify the type and how long
they can operate.

Does the asset’ s/facility’s central HVAC system
provide environment control for any separate
dedicated computers that support the human
resources offices and functions?

How long can the separate dedicated computers
that support the human resources offices and
functions operate with aloss of any environmental
control ? Indicate the conditions that could affect
the length of time.

Do the separate dedicated computers that support
the human resources offices and functions have
their own independent environmental control
system? If yes, specify the type.

Arethere backup environmental controls explicitly
for any dedicated computers that support the
human resources offices and functions? If yes,
indicate the type of backup and the expected
maximum duration of operation.
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INTERNAL FINANCIAL SYSTEM
(Including Monetary Transactions)

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Electric Power Sources

Arethe asset’ s/facility’ s financial systems and
functions normally dependent on the

asset’ g/facility’ s primary electric power supply and
distribution system (i.e., isthe facility’ s electric
power supply and distribution system the primary
electric power source?)?

Are there multiple sources of electric power for the
financial systems and functions? This could consist
of the facility’ s electric power supply and
distribution system and its backup or redundant
systems; or combinations of multiple independent
commercial electric feeds, backup generators, or
UPSs dedicated to support the financial systems and
functions? Specify what electric power sources are
in place.

If there isa special UPS, can it support al the
financial systems and functions? Specify for how
long it can operate on battery power.

If there is a special generator system, can it support
al the financial systems and functions? Also
indicate the type of fuel or fuels used.

Isthe fuel for the special security generator system
a petroleum fuel ? Specify the quantity stored and
how long it will last. Are arrangements and
contractsin place for resupply and management of
the fuel?

(b) Communications Pathways

Arethe asset’ s/facility’ sfinancial systems and
functions normally dependent upon the
asset’ facility’ stelephone system?

Are there multiple independent telephone systems
or dedicated switches and cables supporting the
financial systems and functions? This could consist
of the facility’ s telephone system and its backup or
redundant systems; or combinations of multiple
independent telephone systems or dedicated
communications lines. Specify the types of systems
used and whether they are copper-wire or fiber-
optic cable based.

Are the redundant telephone systems or switches
and cables physically separated and isolated to
avoid common causes of failure? If not, indicate any
potential points of common failure.
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Arethe dedicated telephone switches and data-
transfer switches that support the financial systems
and functions located in alimited access or secured
areaaway from potential damage due to weather or
water leaks? If so, specify the type of protection.

(c) Computer Support

Arethe asset’ /facility’ s financial systems and
functions normally dependent upon the facility’s
main computers and servers?

Are there multiple independent computers
supporting the financial systems and functions? This
could consist of the facility’ s main computers and
servers and their backup or redundant systems, or
combinations of multiple independent computers.
Specify the type of computers used.

Are there multiple sources of electric supply for any
computers dedicated to support the financial

systems and functions? This could consist of the
asset’ g/facility’ s primary electric power supply and
distribution system and its backup or redundant
systems; or combinations of multiple independent
commercial electric feeds, backup generators, or
UPSs dedicated to support the financial systems and
functions. If yes, specify the type and how long they
can operate.

Does the asset’s/facility’ s central HVAC system
provide environment control for any separate
dedicated computers that support the financial
systems and functions?

How long can the separate dedicated computers that
support the financial systems and functions operate
with aloss of any environmental control? Indicate
the conditions that could affect the length of time.

Do the separate dedicated computers that support
the financial systems and functions have their own
independent environmental control system? If so,
specify the type.

Are there any backup environmental controls
explicitly for the dedicated computers that support
the financial systems and functions? If yes, indicate
the type of backup and the expected maximum
duration of operation.
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EXTERNAL ELECTRIC POWER INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Electric Power Sources

How many substations feed the area of the asset/ facility and the
asset/facility itself? That is, is the area supplied by multiple
substations? If more than one, which ones have sufficient
individual capac-itiesto supply the critical needs of the
asset/facility?

How may distinct independent transmission lines supply the
substations? Indicate if an individual substation is supplied by
more than one transmission line and which substations are supplied
by independent transmission lines.

(b) Electric Power Pathways

Arethe power linesinto the area of the asset/facility and into the
asset/facility itself above ground (on utility poles), buried, or a
combination of both? If both, indicate locations of portions above
ground.

Do the power lines from these substations follow independent
pathways to the area of the asset/facility? If not, specify how often
and where they intersect or follow the same corridor.

Arethe paths of the power lines co-located with the rights-of-way
of other infrastructures? If yes, indicate how often and where they
follow the same rights-of-way and the infrastructures that are co-
located.

Arethe paths of the power lines located in areas susceptible to
natural or accidental damage (such as overhead lines near
highways; power lines across bridges, dams, or landslide areas)? If
yes, indicate the locations and types of potential disruptions.

(c) Electric Power Contracts

What type of contract does the asset/facility have with the electric
power distribution company or transmission companies? Specify
the companiesinvolved and whether thereis a direct physical link
(distribution or transmission power line) to each company.

If thereisan interruptible contract (even in part), what are the
general conditions placed up interruptions such as the minimum
quantity that is not interruptible, the maximum number of
disruptions per time period, and the maximum duration of
disruptions? Has el ectric service been interrupted in the past? If

yes, describe the circumstances and any effect the outages have had
on the critical functions and activities of the asset/facility.

(d) Historical Reliability

Historically, how reliable has the commercial electric power been
in the area? Quantify in terms of annual number of disruptions and
their durations.

Typically, when power outages occur, are they of significant
duration (as opposed to just a few seconds or minutes)? Quantify
the duration of the outages.

Have there ever been electric power outages of sufficient frequency
and duration so as to affect the critical functions and activities of
the asset/facility?
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EXTERNAL NATURAL GASINFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(@) Sources of Natural Gas

How many city gate stations supply the natural gas
distribution system in the area of the asset/facility
and the asset/facility itself? If more than one, which
ones are critical to maintaining the distribution
system?

How may distinct independent transmission
pipelines supply the city gate stations? Indicate if an
individual gate station is supplied by more than one
transmission pipeline and which stations are
supplied by independent transmission pipelines.

(b) Pathways of Natural Gas

Do the distribution pipelines from the individual
city gate stations follow independent pathways to
the area of the asset/facility? If not, specify how
often and where they intersect or follow the same
corridor.

Arethe paths of the pipelines co-located with the
rights-of-way of other infrastructures? If yes,
indicate how often and where they follow the same
rights-of-way and the infrastructures that are co-
located.

Arethe paths of the pipelineslocated in areas
susceptible to natural or accidental damage (such as
across bridges or dams, in earthquake or landslide
areas)? If yes, indicate the locations and types of
potential disruptions.

Isthelocal distribution system well integrated (i.e.,
can gas readily get from any part of the system to
any other part of the system)?

(c) Natural Gas Contracts

Does the asset/facility have afirm delivery contract,
an interruptible contract, or a mixed contract with
the natural gas distribution company or the
transmission companies? Specify the companies
involved and whether there is adirect physical link
(pipeline) to each company.

If thereis an interruptible contract (even in part),
what are the general conditions placed up
interruptions such as the minimum quantity that is
not interruptible, the maximum number of
disruptions per time period, and the maximum
duration of disruptions? Has natural gas service
been interrupted in the past? If yes, describe the
circumstances and any effect the outages have had
on the critical functions and activities of the
asset/facility.
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Does the asset/facility have storage or some other
sort of special contracts with natural gas
transmission or storage companies? If yes, briefly
describe the effect on sustaining a continuous
supply of natural gasto the asset/facility.

In case of a prolonged disruption of natural gas
supply, are contingency proceduresin place to allow
for the use of alternative fuels (such as on-site
propane-air, liquefied petroleum gas, or petroleum
fuels)? If yes, describe these alternatives and
indicate whether they have sufficient capacity to
fully support the critical functions and activities of
the asset/facility

(d) Historical Réliability

Historically, how reliable has the natural gas supply
been in the area? Quantify by describing any
unscheduled or unexpected disruptions. Were there
any effects on the critical functions and activities of
the asset/facility?

If operating under an interruptible service
agreement, has natural gas service ever been
curtailed? If yes, how often, for how long, and were
there any effects on the critical functions and
activities of the asset/facility?
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EXTERNAL PETROLEUM FUELSINFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Uses of Petroleum Fuels

Are petroleum fuels used in normal operations at
the asset/facility? If yes, specify the types and
uses.

Are petroleum fuels used during contingency or
emergency operations such as for backup
equipment or repairs? If yes, specify the types of
fuels and their uses.

(b) Reception Facilities

How are the various petroleum fuels normally
delivered to the asset/facility? Indicate the
delivery mode and normal frequency of shipments
for each fuel type.

Under maximum use-rate conditions, are there
sufficient reception facilities (truck racks, rail
sidings, surge tank capacity, barge moorings) to
keep up with maximum contingency or emergency
demand)? If no, explain where the expected
shortfalls would be and their impacts.

Arethe petroleum fuel delivery pathways co-
located with the rights-of-way of other
infrastructures or located in areas susceptible to
natural or accidental damage (across bridges or
dams, in earthquake or landslide areas)? If yes,
indicate the locations and types of potential
disruptions.

Are contingency proceduresin place to allow for
aternative modes or routes of delivery?If yes,
describe these alternatives and indicate whether
they have sufficient capacity to fully support the
critical functions and activities of the asset/facility.

(c) Supply Contracts

Are contractsin place for the supply of petroleum
fuels? Specify the contractors, the types of
contracts, the modes of transport (pipeline, rail
car, tank truck), and the frequency of normal
shipments.

Are arrangements for emergency deliveries of
petroleum fuelsin place? Indicate the basic terms
of the contracts in terms of the maximum timeto
delivery and the minimum and maximum quantity
per delivery. Also, indicate if these terms are such
that there may be effects on the critical functions
and activities of the asset/facility.
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EXTERNAL TELECOMMUNICATIONSINFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Tdecommunications Carriers

Are there multiple telecommunications carriers
used by the asset/facility (possibly commercial,
contracted, or organization-owned)? List them,
specify the service they provide or the type of
information carried (such as anal og telephone
voice and FAX, digital telephone voice, internet
connections, dedicated data transfer), and the type
of media used (copper cable, fiber-optic cable,
microwave, satellite).

(b) Pathways of Telecommunications Cables

Are the telecommunications cables into the area of
the asset/facility and into the asset/facility itself
above ground (on utility poles), buried, or a
combination of both? If both, indicate locations of
portions above ground.

Do the telecommunications cables follow
independent pathwaysinto the area of the
asset/facility and into the asset/facility itself? I
not, indicate how independent they are (some
common corridors, intersect at one or more
points).

Are the paths of the telecommunications cables co-
located with the rights-of-way of other
infrastructures? If yes, describe the extent of the
co-location and indicate the other infrastructures.

Are the paths of the telecommunications cables
located in areas susceptible to natural or accidental
damage (such as overhead cables near highways;
cables across bridges, dams, or landslide areas)? If
yes, indicate the locations and types of potential
disruptions.

Do the various telecommunications carriers and
cable pathways use separate independent end
offices (EO), access tandems (AT), points of
presence (POP), and network access points (NAP)
to reach the communications transmission
backbones? Briefly describe the extent of this
independence.

(0) Historical Reliability

Historically, has the public switched network
(PSN) telephone system in the area been reliable?
Quantify in terms of number of both complete
outages and dropped connections.

Typically, when telephone outages occur, are they
of significant duration (as opposed to just afew
seconds or minutes)? Quantify in terms of
potential effects on the critical functions and
activates at the asset/facility.
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Historically, have the internet and dedicated data
transfer systemsin the area been reliable?
Quantify in terms of number of both complete
outages and dropped connections.

Typically, when internet or data transfer
connectivity outages or disruptions occur, are they
of significant duration (as opposed to just afew
seconds or minutes)? Quantify in terms of
potential effects on the critical functions and
activates at the asset/facility.

(d) Backup Communications Systems

Are there redundant or backup telephone systems
in placeif the primary system is disrupted?
Specify the extent to which the secondary systems
can support the critical functions and activities at
the asset/facility.

Arethere redundant or backup internet and
dedicated datatransfer systemsin placeif the
primary systems are disrupted? Specify the extent
to which the secondary systems can support the
critical functions and activities at the asset/facility.
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EXTERNAL WATER AND WASTEWATER INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Water Supply Rdiability

Historically, has the city water supply in the area
been reliable and adequate? Quantify the
reliability and specify any shortfall in the supply
pressure or flow rate.

Typically, when disruptionsin the city water
supply occur, are they of significant duration (as
opposed to just afew hours)? Quantify in terms of
potential effects on the critical functions and
activities at the asset/facility.

(b) Wastewater System Rdliability

Historically, has the public wastewater systemin
the area been reliable and adequate? Quantify the
reliability and specify any shortfall in the capacity
of the system.

Typically, when disruptionsin the public
wastewater system occur, are they of significant
duration (as opposed to just afew hours)?
Quantify in terms of potential effectson the
critical functions and activities at the asset/facility.

Arethere any contingency plans or proceduresin
place to handle domestic wastewater from the
asset/facility if the public system istemporarily
unable to accept the waste? If yes, describe them
and mention any limitations on quantity of
wastewater and duration of outage that might
affect the ability of the asset/facility to carry out
critical functions or activities.




SECURITY VULNERABILITY ASSESSMENT METHODOLOGY FOR THE PETROLEUM AND PETROCHEMICAL INDUSTRIES

103

EXTERNAL ROAD TRANSPORTATION INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Road Access

Arethere multiple roadways into the area of the
asset/facility from the magjor highways and
interstates? Describe the route or routes and
indicate any load or throughput limitations with
respect to the needs of the asset/facility.

Arethere any choke points or potential hazard
areas along these roadways such as tunnels,
bridges, dams, low-lying fog areas, landslide
areas, or earthquake faults? Describe the
constrictions or hazards and indicate if,
historically, closures have occurred somewhat

regularly.

(b) Road Access Control

Could intruders or others determined to do damage
to the asset/facility gain access to the asset/facility

or nearby areas by road without being readily
identified and controlled? If yes, describe the
means of access and indicate any limitations on
the number of people, the size and number of
vehicles, and the size or quantity of material that
could approach the asset/facility by road.

Are there uncontrolled parking lots or open areas

for parking near the facility where vehicles could

park without drawing significant attention? If yes,

indicate the number of vehicles and the size or
types of vehicles that would begin to be noticed.
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EXTERNAL RAIL TRANSPORTATION INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Rail Access

Are there multiple rail routes into the area of the
asset/facility from the nearby rail yards or
switchyards? Describe the route or routes and
indicate any load or throughput limitations with
respect to the needs of the asset/facility.

Arethere any choke points or potential hazard
areas along these rail rights-of-way such as
tunnels, bridges, dams, landslide areas, or
earthquake faults? Describe the constrictions or
hazards and indicate if, historically, rail traffic
closures have occurred somewhat regularly.

Isthere sufficient rail siding space at or near the
asset/facility to accommodate rail carsif the
number of incoming cars exceeds normal
expectations or if outgoing cars are not picked up
as normally scheduled? Indicate the magnitude of
this excess capacity in terms of the time period
before the critical functions or activities of the
asset/facility would be affected.

(b) Rail Access Control

Could intruders or others determined to do
damage to the asset/facility gain accessto the
asset/facility or nearby areas by rail without being
readily identified and controlled? If yes, describe
the means of access and indicate any limitations
on the number of people and rail carsthat could
approach the asset/facility by rail.

Arethererailroad tracks or sidings near the
asset/facility whererail cars could be positioned
without drawing significant attention? If yes,
indicate the number and the types of rail cars that
would begin to be noticed.




SECURITY VULNERABILITY ASSESSMENT METHODOLOGY FOR THE PETROLEUM AND PETROCHEMICAL INDUSTRIES 105

EXTERNAL AIR TRANSPORTATION INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(@) Airportsand Air Routes

Arethere multiple airportsin the area of the site of
sufficient size and with sufficient serviceto
support the critical functions and activities at the
asset/facility? Enumerate the airports and indicate
any limitations.

Arethere any regular air routes that pass over or

near the asset/facility that could present a danger
to the asset/facility if there were some sort of an

air disaster? Record any concerns.
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EXTERNAL WATER TRANSPORTATION INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Waterway Access

Are there multiple water routes to the ports,
harbors, or landings used by the asset/facility from
the open ocean or major waterway? Describe the
route or routes and indicate any load, draft, beam,
or throughput limitations with respect the needs of
the organi zation.

Arethere any choke points or potential hazard
areas along these waterways such as bridges, draw
or lift bridges, locks and dams, low-lying fog
areas, or landslide areas? Describe the
constrictions or hazards and indicate if,
historically, closures have occurred somewhat

regularly.

Isthere sufficient mooring, wharf, or dock space
at the ports, harbors, or landings used by the
asset/facility to accommodate ships or bargesif
the number of incoming vessels exceeds normal
expectations or if outgoing barges are not picked
up as normally scheduled? Indicate the magnitude
of this excess capacity in terms of the time period
before the critical functions or activities at the
asset/facility would be affected.

(b) Waterway Access Control

Could intruders or others determined to do damage
to the asset/facility gain access to the asset/facility
or nearby areas by water without being readily
identified and controlled? If yes, describe the
means of access and indicate any limitations on
the number of people, the size and number of
vessels, and the size or quantity of material that
could approach the asset/facility by water.

Are there uncontrolled docks or mooring areas
near the asset/facility or the ports, harbors, or
landings used by the asset/facility where vessels
could moor without drawing significant attention?
If yes, indicate the number of vessels and the size
or types of vessels that would begin to be noticed.
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EXTERNAL PIPELINE TRANSPORTATION INFRASTRUCTURE

Date: Facility:
This checklist applies to:

Entire Facility

Critical Asset

COMMENTS

(a) Pipeline Access

What material s feedstocks or products (such as
crude oil, intermediate petroleum products, refined
petroleum products, or liquefied petroleum gas—
do not include water, wastewater, or natural gas
unlessthere are special circumstancesrelated to
these items) are supplied to or shipped from the
asset/facility by way of pipeline transportation?

Are there multiple pipelines and pipeline routes
into the area of the asset/facility from major
interstate transportation pipelines? If yes, indicate
which pipelines or combinations of pipelines have
sufficient capacity to serve the asset/facility.

List the pipeline owners/operators, indicate the
types of service provided (dedicated or scheduled
shipments), describe the route or routes, and
indicate any capacity limitations with respect the
needs of the asset/facility.

Arethere any bottlenecks or potential hazard areas
along these pipelines or pipeline routes such as
interconnects, terminals, tunnels, bridges, dams,
landslide areas, or earthquake faults? Describe the
constrictions or hazards and indicateif,
historically, outages or delays have occurred
somewhat regularly.

(b) Pipeline Access Control

Could intruders or others determined to bring
down the asset/facility gain access to the pipeline
near the asset/facility or elsewhere along the
pipeline route? Describe the protective measures
that are in place and indicate any pipeline
segments or facilities (such as pump stations,
surge tanks) of concern.
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OPSEC TABLES

HUMAN RESOURCES SECURITY PROCEDURES
Date: Facility:

COMMENTS

(a) Responsibilities

What organization(s) is responsible for dealing
with security-related personnel issues?

(b) Background Checks

Are background checks done on employees? If
yes, for which employees?

I's the background check done for selected
(sensitive) positions? If yes, what are the criteria
for identifying sensitive positions?

How extensive are the background checks? Do
they vary with the sensitivity of the position?

(c) Insider Threats

Arethere current conditionsin the company that
might create athreat from insiders (e.g., low
morale, lay-offs, |abor disputes)?

Are there security procedures for handling
disgruntled or at-risk employees? If yes, describe.

What are the security procedures for handling
terminated employees? How many have been
terminated in the last year? Have there been any
security incidents related to aterminated
employee?

(d) Disciplinary Procedures

What are the policies and procedures for incidents
of security concern?

What are the policies and procedures for other
disciplinary actions?

(e) Security Training

Isthere a company Security Awareness training
program that includesinitial and periodic security
training? Does it include sections on security
contacts, critical assets, threats, sensitive
information that needs to be protected, reporting
suspicious activities, and employee responsibility?

(f) Travel

Are employee travel records (e.g., authorizations,
vouchers, trip reports) protected? If yes, describe
how.
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FACILITY ENGINEERING

Date: Facility:

This section covers security issues related to the engineering information related to the facility. Included are
the facility design, configuration, and layout; utility service systems; building floor plans; etc.

COMMENTS

(a) Responsibilities

What organization(s) is responsible for facility
engineering?

(b) Facility Engineering Information

What facility engineering information (e.g.,
engineering drawings, site maps, utility service
lines, floor plans, entry pathsinto the facility, etc.)
isavailable?

What organization(s) has control of this
information?

What other internal organizations are allowed
access to thisinformation?

What external organizations (e.g., fire department,
environmental agency) have been given access to
thisinformation?

Isany of the facility engineering information
publicly available?

Can sensitiveinformation be gleaned from
commercial overhead imaging (e.g., aerial
photography, commercial satellite images)? If yes,
describe.

How isthisinformation protected?

Isthisinformation on the computer system or
network?

How is the information disposed of when no
longer needed?

(c) Public Accessto Facility

Aretoursallowed of any or all of thefacility? If
yes, describe what portions of the facility are open
and who is allowed to tour.

Isany portion of the facility open to the public or
special interest groups? If yes, describe.

Are periodic meetings held where outsiders are
allowed inside the facility? If yes, describe.

Arethere procedures for security escorting of
visitors? If yes, describe.
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FACILITY OPERATIONS
Date: Facility:

COMMENTS

(a) Responsibilities

What organization(s) is responsible for facility
operations?

(b) Facility Operations Control

Isthe operation of the facility controlled from a
central point (or several central points)? Describe.

Isthere an automated process control system,
energy management system, SCADA system? If
yes, describe. If yes, isit isolated or is there
remote access possibility?

Isfacility operations control and information on
computer systems? If yes, how isit protected?
What other internal organizations have access to
operations control capability and information?

Can sensitive operations information be gathered
through the telecommunications system (e.g.,
microwave, cell phones, RF, pagers, voicemail,
teleconferencing)?

I's access to the control point(s) limited to
operations personnel ? If no, who else has access
(e.g., maintenance, janitors, vendors, etc.) and how
isthat access controlled?

(c) Facility Construction, Repair, and M aintenance

I's construction, repair and maintenance at the
facility done by employees, contractors, or both? If
contractors are used, describe procedures for
screening and monitoring contractor personnel.

I's cleaning and building maintenance (e.g.,
janitorial service) at the facility done by
employees, contractors, or both? If contractors are
used, describe procedures for screening and
monitoring contractor personnel.
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ADMINISTRATIVE SUPPORT ORGANIZATIONS

Date: Facility:

COMMENTS

(a) Procurement

Purchasing and procurement activities including: Generating
Need (e.g., requisition or RFP), Selecting Supplier, Documenting
the Purchase, Providing Delivery of Item or Service, Payment.

What organization(s) is responsible for reviewing
procurement activities from a security
perspective?

What is the process used to review RFPs,
contracts, and other procurement documents for
security-related information?

How isthe procurement information protected
before release? Include documents, files, copiers,
facsimiles, computer files?

I's security-sensitive information uniquely marked,
both on paper and electronically? If yes, describe
how.

How is security-sensitive procurement
information destroyed?

How are company credit cards controlled? Who is
authorized to have one? How is security-rel ated
information from credit card use identified and
protected?

(b) Legal

What organization(s) is responsible for reviewing
legal department activities from a security
perspective?

How are legal documents (e.g., patents,
environmental impact statements, safety reports,
Securities and Exchange Commission filings,
Federal Energy Regulatory Commission filings,
etc.) reviewed for security implications?

How are these documents protected?

(c) Budget and Finance

What organization(s) is responsible for reviewing
budget and finance activities from a security
perspective?

How are budget and finance documents reviewed
for security implications?

How are these documents protected?

(d) Marketing

What organization(s) is responsible for reviewing
marketing activities from a security perspective?

How are marketing materials reviewed for
security implications?

How are these documents protected?

(e) Internal Information

Arethere policies and procedures for handling
“Internal Use Documents” (e.g., memos, notes,
newsletters, etc.)? If yes, describe.

How are these documents protected?

How are these documents destroyed when no
longer needed?
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TELECOMMUNICATIONSAND INFORMATION TECHNOLOGY

Date: Facility:

This checklist covers telecommunications, information technologies, and cyber security. Note that this part of
the operations security survey must coordinated with the portions of the interdependencies survey that address

the telecommunications and computer equipment.

COMMENTS

(a) Telecommunications

What telecommunications equipment isin regular use:
___Telephone
__ Cell phones
___Voicemail
__ Fax
__Audio/video conferencing
___Radio
__Microwave
__ Other

Does particular equipment carry sensitive traffic? If yes,
describe.

Are particular nodes susceptible to intercept? If yes, describe.

I's particular equipment restricted to selected users? If yes,
describe.

Areinternal telephone lines routed to external switches? If yes,
describe.

Can any telecommunications equipment be operated in reverse
as eavesdropping equipment? If yes, describe.

Are there connections to external radio nets, including paging
nets? If yes, describe.

Isvoicemail protected by passwords? Have users changed the
vendor-supplied passwords? | s there a master password?

How are fax machines protected? How is the stored
information protected?

I's encryption used on any telecommunications circuits?

(b) Information Technology

Isthere a corporate security architecture for the computer
network? If yes, describe. Does it include intrusion detection,
firewalls, compartmentalization? If yes, describe.

What computer information is available to outsiders?

How are computer applications developed (internal, external)?
How is software and hardware maintenance performed?

What are the policies and procedures for passwords?

Isthere dial-up access for operations, maintenance, or other
reasons? If yes, describe.

Arethere embedded computer systemsin other systems (e.g.,
HVAC equipment, numerically controlled machines, etc.)? If
yes, how are they protected?

Isthere acomputer incident response team? If yes, describe.

Are exercises (“War Dialing”) conducted to locate
unauthorized modems? If yes, describe.

I's encryption used for internal files and/or information
transmission? If yes, describe.

Have system administrators been trained to recognize “ social
engineering attacks” designed to obtain passwords and other
security information? If yes, describe.

Ise-mail monitored? If yes, describe.
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PUBLICLY RELEASED INFORMATION

Date: Facility:

This checklist covers information that is released to the public via corporate communications, press releases,

the Internet, and other means.

COMMENTS

(a) Responsibilities

What organization(s) isresponsible for reviewing
information (from a security perspective) that isto
be released to the public?

(b) General Procedures

What is the process used to review information
before release?

How isthe information protected before rel ease?
Include docurrents, files, copiers, facsimiles,
computer files.

(c) Report Release

Who is responsible for reviewing reports rel eased
by the company?

Who generates the reports?

What type of information isincluded?

What is the distribution and ultimate disposition of
company-rel eased reports?

(d) Press Contacts

Are specific people designated to interact with the
press?

How are they trained (including training on
security issues)? Who trains them?

(e) Briefing and Presentations

Are briefings and presentations to be given by
company employees reviewed for security issues?
If yes, describe how.

(f) Public Testimony

I's public testimony that isto be given by company
employees reviewed for security issues? If yes,
describe how.

(g) Internet Information

Is there a policy in place to review information
posted on the company Internet site for security
issues? If yes, describe.

Who reviews information before it is posted on the
Website?

Isthe Website reviewed and monitored regularly
for security-related information? If so, describe
how.
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TRASH AND WASTE HANDLING
Date: Facility:

This checklist covers the handling of trash and waste that may have security implications (e.g., documerts
records, discarded equipment, etc.)

COMMENTS

(a) Responsibilities

What organization is responsible for security of
trash and waste?

Arethere established policiesfor trash and waste
handling? If yes, describe.

(b) Trash Handling

Where is trash accumul ated?

I's the trash accessible to outsiders?

Who collects the trash?

Where isthe trash taken?

(c) Paper Waste Handling

Where is paper waste accumulated?

Are shredders available and used? If yes, describe.

I's the paper waste accessible to outsiders?

Who collects the paper waste?

Where is the paper waste taken? Isit sent for
recycling?

Isthere on-site destruction of paper waste? If yes,
describe how it is protected until destroyed.

(d) Salvage M aterial Handling

Does salvage material (e.g., serviceable equipment
no longer needed, surplus equipment) potentially
contain sensitiveinformation?

I's salvage material inspected prior to release? If yes,
by whom? Describe procedures.

(e) Dumpster Control

Are dumpsters (for trash, paper waste, salvage
material) that are accessible to the public monitored
to prevent “ dumpster diving” ? If yes, describe how.

Are publicly accessible dumpsters sampled for
sensitive information?




Appendix C1—Refinery SVA Example

The application of the SVA Methodology to afictitious refinery isillustrated in the following example. Only the first
page of each of the four formsis shown for illustrative purposes. It is assumed that the study is conducted by the refinery
company and considersthe variousinterfaces with customers and suppliers. However, the security of the customer and
supplier facilitiesisthe responsibility of the owners of those facilities.

The study is conducted in atop-down, systematic manner following the logic flowchart for the SVA as shown in Figure
A. Thefive steps of the process are documented in four forms:

Figure A—SVA Methodology Flow Diagram

Sep . Pkl Form 1—Critical Assets/Criticality form
Characterization

Step 2 Threat Form 2—Threat§ Worksheet _
Assessmant Form 3—Attractiveness/Target Ranking Form

Sep 3 Viulnerability

Analysis
Form 4— Scenario Based Vulnerability Worksheet/Risk
Step 4: Risk Ranking/Countermeasures Form
Assessmant

Step 5 Countermeasures
Analysis
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Form 1—Critical Assetg/Criticality form

Determine the major assets of the refinery including processes, control rooms, gates and access control points, marine
terminals, terminus points for export and import pipelines, utilities, and supporting infrastructure. All entry points should
be evaluated as an asset in order to focus the analysis on the need for perimeter security and access control. The team
listsall relevant assets on Form 1 in Column 1. Similar facilities with similar geographic locations, common
vulnerahilities, and common consequences can be grouped for efficiency and to consider the value of an entire functional
set. In Column 2, document the design basis of the asset and the hazards and consequences that would be realized if the
asset was damaged, compromised, or stolen. In the Column 3 rank the estimated overall severity of the loss of the asset.
Usethefive-level Severity Ranking scale for severity or develop an equivalent as required for the particul ar facility.

Form 2—Threats Wor ksheet

Document the threats against the facility on Form 2. Include consideration in Column 1 of general types of adversaries
that will be considered (usually terrorists, disgruntled employee or contractor, or extreme activist as an example, but
more specific or other groups can be considered as required); Column 2 is the source of the attack (EX T—External to the
facility, INT—Internal to the facility); Column 3 documents the threat specific to the facility being evaluated; Column 4
documents the specific or general threat of that type of adversary against this or similar assets worldwide; Column 5
documents the potential actions that the adversary could take; Column 6 documents the assumed capabilities, weapons,
tactics, and sophistication of the adversary; Column 7 documents their level of motivation; Column 8 provides for an
overall ranking assessment per the Threat Ranking scale or equivalent.

Form 3—AttractivenessTarget Ranking Form

Columns 1 — 3 are repeated from Form 1 for reference. Column 4 is a documented rationale for why the particular asset
is attractive (or unattractive) and Column 5 is aranking of that attractiveness on arelative Attractiveness Ranking scale
or equivalent. Thisis repeated for other adversaries. Column 10 is an overall Target Ranking per the sasme scale, and is
normally considered to be the highest attractiveness of any of the individual adversary rankings but also considers that
the sum of the different adversary’ sinterests to acommon assete may make the asset more attractive. The Target
Ranking is used to judge the degree of attractiveness of the target considering all the adversaries.

Form 4—Scenario Based Vulner ability Worksheet/Risk Ranking/Counter measures Form

Column 1 isthe Security Event Type (see Step 3.3—qgenerally one of four security eventsincluding loss of containment,
degradation of the asset, theft, or contamination); Column 2 isthe Threat Category (adversary type such asterrorist,
activist, employee); Column 3 isthe Type of Adversary Attack (Insider/External); Column 4 isthe Undesired Act (the
assumed attack scenario, generally taken from the Threats Worksheet Columns 5, 6, 7); Column 5 is the Consequences;
Column 6 (S) is the Severity Ranking from the Severity Ranking scale; Column 7 is the Existing Countermeasures,
which considers the Deter, Detect, Delay, and Respond philosophy; Column 8 isthe Vulnerability, which also considers
the weaknesses or missing elements of the security strategy specific to the scenario; Column 9 is the Vulnerahility
Ranking per the Vulnerability Ranking scale; Column 10 isthe Likelihood ranking (L) using the Likelihood scale, which
isajudgment of the team considering the factors of Vulnerability, Threat, and A ttractiveness, Column 11 is the Risk
ranking (R) per the referenced Risk Ranking Matrix values; and Column 12 is the New Countermeasures suggestions
(where therisk is considered significant enough to justify the need for change).

Responsibilities

Thisexample includes a sasmpling of assets that may be owned or operated by various parties. The responsibilities for
conducting the SVA and for providing security need to be determined and may not solely be with the refinery
owner/operator. It isrecommended that the SV A include the appropriate parties to fully analyze the security issues, and
that the results are discussed with owner/operators of adjacent facilities and infrastructure providers as required for risk
communication and compl eteness.
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Fictitious Refinery Example
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Form 1: Critical Assets/Criticality Form
Facility Name: Fictitious Refinery

Critical Assets Form

Critical Assets Criticality/Hazards Asset Seyenty
Ranking

1. Administration building Administrative offices including management offices and large number of 3
employees, HR Manager; ordinary office building hazards; personnel exposure
to approximately 100 persons; possible |oss of personnel and/or critical
documents in storage (business sensitive information).

2. Central Control Room Critical security communications and monitoring; Cat, Coker 1, Alkylation, 5
Treating Plant; Crude Units; loss of control function and long time to repair if
damaged.

3. Cogen Unit and Control Room Critical steam production and supplemental electrical power generation. 4

4. Dock 1 Loss of logistics for feedstock and products; environmental release; fire and 5
explosion; possible to shutdown channel; coker feed, #2 fuel oil, benzene,
toluene, molten sulfur in storage; Coker feed is nost critical feedstock.

5. Dock 1 Tank Farm—storage in atmospheric tanks north of Flammable and combustible liquids fire and explosion hazard; possible spill to 4

Dock 1 (crude inT-800; T-802; T-803,T-805; ballast/slop oil ship channel; critical to operation of marine terminal.
tank T-804; lube dilsin T-240 to T-244)

6. Cat Feed Hydrotreater Unit Significant fire and explosion hazard onsite; possible public impacts from 5
explosion; significant business interruption.

7. Electrical supply from Utility to Refinery Utility supplied; Cat Feed HT, H2 plant, and Units 29 — 35; backup supply 3
from other substations.

8. Units 29-35 cooling tower/chlorine containers Important to operation of units 29 — 35; chlorine toxic hazards may have public 4

impact if damaged.
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Form 2: Threats Worksheet
Facility Name: Fictitious Refinery
! - Assumed
Agli_\;er::ry Source Stﬁ.ﬁf:; fic Threat History Potential Actions Adver_sgry ICE g:ﬁ;?% R;I' arr]1rke|?1tg
Capability
1. Terrorist EXT No specific group | - General industry | - Useexplosivesor - Use of Assume highly 4
or threat to the terrorist threats small armsto destroy | improvised motivated to cause
refinery only target explosive device maximum damage to
-HSAS Yellow as | - May beinterested in possibly involving | critical infrastructure
of thetimeof the | theft of products of avehicle is most and casualties
SVA value to terrorist likely scenario
organizations for - Assume trained,
secondary attack with good
information and
significant
resources to plan
and execute attack
2. Disgruntled INT Employees and - Company - Might cause - Specialized Potential for 3
employee or contractors facilities have had | intentional overfill of | insider knowledge | disgruntled
contractor telephone bomb tank or damageto and training employee due to
threats equipment leadingto | _ ynrestricted disciplinary action;
- No actual release; might cause | gocessto entire other workplace
damage but product facility violence reasons,
threats have been | contamination; Not [i possibly in collusion
. . - Not likely to use . . .
made. possible for explosion . with outside terrorist
i weapons if :
- Assume general | - Possiblefor sabotage but may group in extreme
industry workplace violence use small armsiif case
experience with - Potential for theft workplace violence
insider sabotageis
credible
3. Activist EXT Citizensfor Multiple Possibly interested in | - Highly organized; | Highly politically 4
Green demonstrations causing public well funded to charged and
Environment has | have occurred at embarrassment; cause staged attack | motivated
expressed interest | the plant temporary shutdown | of multiple facility
of plant; long range operations
goal of elimination of | simultaneously
toxic substancein use. | (dock, rail, gate)
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Form 3: Attractiveness/Target Ranking Form

Facility Name: Fictitious Refinery

Asset Attractiveness

o Function/Hazards/ ASSE.:t ; ; v
Critical Assets Criticality Severity Forei gn/Domesnc Empl oyee/.Contractor Activist
Ranking Attractiveness Al Attractiveness A2 Attractiveness A3 TR
Rationale Rationale Rationale
1. Administration Administrative offices 3 Management offices 2 Management offices 3 Possibly 2 TR3
building including management and large number of and large number of interested in
officesand large employees and employees; HR seeking out
number of employees, computer systems Manager management
HR Manager; for protest but
approximately 100 not accessible
persons; possible loss of directly and
personnel and/or critical Business
documentsin storage Services
(process and business building is
sensitive information) more accessible
2. Central Control Critical security 4 Provides accessto 4 Maybe recognizable 3 Not easily 2 TR4
Room communications and control multiple units target; insider accessible;
monitoring; Crude 1, at the sametime information on process does not
Alkylation, Treating control and access, provide
Plant high concentration of opportunity for
processes under single media attention
control and large and requires
numbers of operators trespassing
in plant
3. Dock 1 All crude receipts and 5 Immediately 4 | Accessibility; 4 | Could be easily 3 TR4
product transfers occur accessible; importance well accessible by
over Dock 1; hazard of recognizable and understood; critical to watercraft;
flammable liquids spill importance well refinery operation; long provides

and fireand oil spill on
water. Possible for
disruption to entire
refinery and adjacent
facilitiesif waterway is
blocked.

understood; critical to
refinery operation;
long lead time for
repair; complicating
to adjacent facilities

lead time for repair

opportunity for
media
attention;
activist activity
against dock in
past.
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Form 4—Scenario Based Vulnerability Worksheet/Risk Ranking/Countermeasures
Facility Name: Fictitious Refinery
Critical Assets: 20. Dock 1
Scenario Worksheet Form
Security Event Threat Undesired Existing -, Vulnerability New
Type Consequences | S Vulnerabilit .
Type Category yp Act = Countermeasures y Ranking Countermeasures
1.1. Loss of Terrorist I/E | Attackon | Damageto S5 | 1.1. USCG boat | 1.1. Lack of 5 Consider improving
containment vessel or barge and dock patrols of the access lighting, access
dock facility | facilities; loss channel and port | control from control, monitoring
by way of an | of logistics for 1.2 Roving water, by CCTV, and
improvised | feedstock and guardforce 1.2 Low administrative
explosive products; lighting cont_rol S per
device major requirements of
: 1.3No Encl 2 of
environmental ; . nclosure 2 o
release; fire Intrusion NVIC 11-02.
g ane detection
and explosion;
possible to
shutdown

channel







Appendix C2—Fictitious Pipeline Example

The application of the SVA Methodology to afictitious petroleum liquids pipeline system isillustrated in the following
example. Only thefirst page of each of the four formsis shown for illustrative purposes. It is assumed that the study is
conducted by the pipeline company and considers the various interfaces with customers and suppliers. However, the
security of the customer and supplier facilitiesisthe responsibility of the owners of those facilities.

The general approach is to apply risk assessment resources and, ultimately, special security resources primarily where
justified based on the SV A results. The SVA process involves consideration of the pipeline system from both the general
viewpoint and specific asset viewpoint. Consideration at the general level is useful for determination of overall impacts
of loss, infrastructure and interdependencies at the system level. The benefit of evaluating specific assets is that
individual risks can be evaluated and specific countermeasures applied where justified in addition to more general
countermeasures.

For example, all facilities will maintain a minimum level of security with general countermeasures such as the pipeline
shutdown and control strategies and administrative security controls. Certain assets will justify a more specific level of
security based on their value and expected level of interest to adversaries.

The SVA methodology uses this philosophy in several ways. The method is intended to be comprehensive and
systematic in order to be thorough. First, it begins with the SVA team gaining an understanding of the entire pipeline
system, the assets that comprise the pipeline system, the critical functions of the pipeline, and the hazards and impacts if
these assets or critical functions are compromised. This results in an understanding of which assets and functions are
“critical” to the business operation. Criticality may be defined both in terms of the potential impact to the workers,
community, the environment and the company, as well as to the business importance and continuity of the system. For
example, a pumping station or a specific branch along the pipeline system may be a critical part of the operation of the
pipeline system due to inability to operate without it or, if attacked, it has the greatest impact. As such it may be given a
high priority for further analysis and special security countermeasures.

Based on this first level of screening from all assets to critical assets, a critical asset list is produced. Next, the critical
assets are reviewed in light of the threats. Adversaries may have different objectives, so the critical asset list is reviewed
from each adversary’s perspective and an asset attractiveness ranking is given. This factor is a quick measure of whether
the adversary would value damaging, compromising, or stealing the asset, which serves as an indicator of the likelihood
that an adversary would want to attack this asset and why.

If an asset is both critical (based on value and consequences) and attractive, then it is considered a “target” for purposes
of the SVA. A target may optionally receive further specific analysis, including the development of scenariosto
determine and test perceived vulnerabilities. As shown in Figure A, all assets receive at least ageneral security review.
Thisisaccomplished by the basic SVA team’s consideration as an asset to begin with, along with a baseline security
survey. General security considerations may be found in security references such as the countermeasures checklist
provided in Appendix F.

The study is conducted in atop-down, systematic manner following the logic flowchart for the SVA as shown in Figure
A. Thefive steps of the process are documented in four forms:

123



124 AMERICAN PETROLEUM INSTITU TE AND NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION

Figure A— SVA Methodology Flow Diagram

R il Form 1—Critical Assets/Criticality form
Characterization

Step 2 Threat Form 2—Threat§ Worksheet _
Assessment Form 3—Attractiveness/Target Ranking Form

Sep 3 Vulnerability

Analysis
Form 4—Scenario Based Vulnerability Worksheet/Risk
Ranking/Countermeasures Form
Step 4. Risk
Assessment

Step 5. Countermeasures
Analysis

Form 1—Critical Assetg/Criticality form

Determine the major assets of the pipeline system including control rooms, gates and access control points, marine
terminals, communications networks, terminus points for export and import pipelines, utilities, and supporting
infrastructure. All entry pointsto critical facilities should be evaluated as an asset in order to focus the analysis on the
need for perimeter security and access control. The team lists all relevant assets on Form 1 in Column 1. Similar assets
within afacility with similar geographic locations on the property, common vulnerabilities, and common consequences
can be grouped for efficiency and to consider the value of an entire functional set. In Column 2, document the design
basis of the asset and the hazards and consequences that would be realized if the asset was damaged, compromised, or
stolen. In the Column 3 rank the estimated overall severity of the loss of the asset. Use the five-level Severity Ranking
scale for severity or develop an equivalent asrequired for the particular facility.

Form 2—Threats Wor ksheet

Document the threats against the pipeline system or acritical facility on Form 2. Include consideration in Column 1 of
general types of adversariesthat will be considered (usually terrorists, disgruntled employee or contractor, or extreme
activist as an example, but more specific or other groups can be considered as required); Column 2 is the source of the
attack (EX T—External to the pipeline/facility, INT—Internal to the pipeline/facility); Column 3 documents the threat
specific to the pipeline/facility being evaluated; Column 4 documents the specific or general threat of that type of
adversary against this or similar assets worldwide; Column 5 documents the potential actions that the adversary could
take; Column 6 documents the assumed capabilities, weapons, tactics, and sophistication of the adversary; Column 7
documents their level of motivation; Column 8 provides for an overall ranking assessment per the Threat Ranking scale
or equivalent.
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Form 3—Attractiveness/'Target Ranking Form

Columns 1 - 3 are repeated from Form 1 for reference. Column 4 is a documented rationale for why the particular asset
isattractive (or unattractive) and Column 5 is aranking of that attractiveness on arelative Attractiveness Ranking scale
or equivalent. Thisisrepeated for other adversaries. Column 10 is an overall Target Ranking per the same scale, and is
normally considered to be the highest attractiveness of any of the individual adversary rankings but also considers that
the sum the different adversary’ sinterests may make the asset more attractive. The Target Ranking is used to judge the
degree of attractiveness of the target considering all the adversaries.

Form 4—Scenario Based Vulner ability Worksheet/Risk Ranking/Counter measures Form

Column 1 isthe Security Event Type (generally one of four security eventsincluding loss of containment, degradation of
the asset, theft, or contamination); Column 2 isthe Threat Category (adversary type such asterrorist, activist, employee);
Column 3 isthe Type of Adversary Attack (Insider/External); Column 4 isthe Undesired Act (the assumed attack
scenario, generally taken from the Threats Worksheet Columns 5, 6, 7); Column 5 is the Consequences; Column 6 (S) is
the Severity Ranking from the Severity Ranking scale; Column 7 is the Existing Countermeasures, which considers the
Deter, Detect, Delay, and Respond philosophy; Column 8 isthe Vulnerability, which also considers the weaknesses or
missing elements of the security strategy specific to the scenario; Column 9 is the Vulnerability Ranking per the
Vulnerability Ranking scale; Column 10 isthe Likelihood ranking (L) using the Likelihood scale, which is a judgment of
the team considering the factors of Vulnerability, Threat, and Attractiveness; Column 11 isthe Risk ranking (R) per the
referenced Risk Ranking Matrix values; and Column 12 is the New /Countermeasures suggestions (where therisk is
considered significant enough to justify the need for change).

Responsibilities

This example includes a sampling of assets that may be owned or operated by various parties. The responsibilities for
conducting the SVA and for providing security need to be determined and may not solely be with the pipeline
owner/operator. It is recommended that the SVA include the appropriate parties to fully analyze the security issues, and
that the results are discussed with owner/operators of adjacent facilities and infrastructure providers as required for risk
communication and compl eteness.
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Fictitious Pipeline Example
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Form 1: Critical Assets/Criticality Form
Facility Name: 1. Fictitious Pipeline Company
Critical Assets Form
Asset
Critical Assets Criticality/Hazards Severity
Ranking
1. Main Line, 24-inch Liquids Pipeline System—1000 miles, Main line serves large metropolitan areas. Several million retail customers plus 5 major 5
provides 500,000 b/d. Finished products; Gasoline, Jet Fuel international airports, and two large military installations. Includes a major above
and home heating oil. 35 main-line block valves ground river crossing, which provides drinking water to large urban community.
(approximately every 50 miles), 20 booster (pumping) stations,
traverses primarily rural areas.
2. ABC Branch—10 miles, 8 inch branch line serving mixed Serves rural customer base. No national defense impact. Remotely located and no major 1
products to marketing terminal serving arural population. environmental impacts. Alternative delivery sources available.
3. DEF Branch and inter-modal terminal—Branch line providing | Possible onsite fatalities. Possible offsite environmental impact. Limited alternative 4
mixed products to multi-modal marketing terminal, breakout delivery resources to customers.
facility, interconnection to other pipelines and direct connect
to military, commercial airports and power plant.
4. Endpoint storage facility—Major tank farm for large Serves large metropolitan area. Several million retail customers plus major international 2
metropolitan area, airport and other party pipeline connection. | airport. Areaserved by other sources. Located in a sparsely populated industrial area.
5. River Span Block Valve Block valveis upstream from above ground river span (see item 7). Breach could cause 5
release of pipe volume into river and impact public safety and significant contamination
to the water supply of a major metropolitan center. Restoration costs significant due to
river spill clean up and difficult access to valve. Short timeframe to repair.
6. River Span Pipeline (Above Ground) Above ground river span (see 1 above). Breach could release significant product into 5
river and contaminate public water supply to a major metropolitan center. Block valve
used as active mitigation, if not damaged. Significant public safety concern due to
frequent recreational and commercial use on river. Long-term repair timeframe and
significant repair costs and spill clean up costs. No alternate mode to market. Significant
serviceinterruption.
7. Inter-modal Terminal Largeinter-modal products terminal with rail, truck and pipeline service. Serveslarge 4

metropolitan area. Provides gasoline to retail market, jet fuel to 2 major international
airports and USAF. Large-scale damage would take months to repair. Repair costs
would be significant. Significant disruption to local economy and possible national
defense. No significant environmental impact. Limited public safety and employee
impact.
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Form 2: Threats Worksheet

Facility Name: 1. Fictitious Pipeline Company

A(_:lr\;e;;s:ry Source Site Specific Threat Threat History Potential Actions Adversary Capability Q g;/i(\a/r:ﬁ‘r));] RT;E";IQ
International I/E/C | Nosite-specific history | There have been Use of stealth or High level of Assume adversary is 4
terrorists of international numerous international | forceto cause organizational highly motivated,

terrorism. terrorist acts against damage and/or support; good likely extremist,
petroleum pipelinesin release of resources; good prepared to die for
the world to date. Most | hydrocarbons. financial backing; their cause with
notably in South Possible theft or network of members; | intent to cause
Americaand Middle contamination of highly developed maximum damage to
East. U.S. Homeland product possible but | communication company assets
Security Advisory not likely. capabilities; weapons | including loss of life
Systemisrated orange | Degradation of assets | including small arms | and economic
presently. According to | and interruption of and explosives; disruption.
recent FBI repots, Al service biggest possible vehicle
Qaeda continues to concern. Possible bomb based on past
show interest in the environmental release | events.
energy sector and large | into public water
scale operations that supply and public
have significant impacts | safety are concerns.
to public safety, the Damage to
national economy, and | equipment and time
national symbol of torepair are also
American might and issues.
wealth.
Domestic I/E/C | History at themain-line | No confirmed domestic | Possiblefor a Low level of Adversary intent isto 3
Terrorist or system of multiple bomb | acts of terrorism onthe | disruptiveevent from | organizational cause economic harm
Activist threats over the past 2 pipeline infrastructure. | domestic terrorist support; poor through service
years. All concluded such as bombing or resources and interruption. If
were fakes. disruption of financial backing; domestic terrorist,
operations. small network of intent and motivation

members; cell
phone/email
communication
capabilities; weapons
including small arms
and explosives.

could be extreme to
cause maximum
damage, possibly
without personal
sacrifice.
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Form 2: Threats Worksheet
Facility Name: 1. Fictitious Pipeline Company
Adversary ! - . . . . Adversary Threat
Types Source Site Specific Threat Threat History Potential Actions Adversary Capability Motivation Ranking
Disgruntled INT No evidence of sabotage | Minimal acts of Sabotage to Insider access, Nuisance adversary is 4
Employee or has been discovered in sabotage or workplace equipment including | knowledge and intent to cause
Contractor the past. violence. SCADA causing ability to operate inconvenience and
possible rel ease of independently with financial impactsto

hazardous materials,
contamination of
products,
environmental

impact, or major
equipment damage
and business
interruption. Possible
for nuisance threats,
particularly from
contract workers with
intent to disrupt
operations.

authorization and
without question.
May have access to
keys, computer
passwords, gate
access codes,
communication
equipment, records,
vehicles, proximity
cards for access
cards, company
process control
system.

the company or their
employer. If very
disgruntled or
troubled, intent and
motivation could be
extreme to cause
maximum damage,
possibly with
personal sacrifice as
evidenced in various
national workplace
violence cases.
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Form 3: Attractiveness/Target Ranking Form

Facility Name: 1. Fictitious Pipeline Company

serving arural
population.

and two large military
installations. Includes amajor
above ground river crossing,
which provides drinking water
to large urban community.

water contamination.
Easy access.

Asset Attractiveness
Critical Assets Functllor-lefanzards/ Foreign/Do mestic Employee/Contractor Activist
Criticality Attractiveness Al Attractiveness A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale

1. Main Line, 24-inch Serves rural customer base. No Easy access due to 1 | Someinsider insight 2 | Limited 2 TR
Liquids Pipeline national defenseimpact. length of pipeline and helpful but not interest. 2
System—21000 miles, Remotely located and no locationin arural area necessary.
provides 500,000 b/d. major environmental impacts. with several above
Finished products; Alternative delivery sources ground - unmanned
Gasoline, Jet Fuel and available. pumping stations.
home heating oil. 35 Minimal disruptions to
main-line block valves only arural customer
(approximately every 50 base no impact to
miles), 20 booster military and minimal
(pumping) stations, potential environmental
traverses primarily rural impact.
areas.

2. ABC Branch—10 miles, Main line serveslarge Major disruption to 2 | Someinsider insight 2 | Public Image 3 TR
8 inch branch line serving | metropolitan areas. Several residential, air travel helpful but not impact due to 3
mixed products to million retail customers plus5 and military. Public necessary. pressmedia
marketing terminal major international airports, safety and drinking interest.
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Form 3: Attractiveness/Target Ranking Form
Facility Name: 1. Fictitious Pipeline Company

Asset Attractiveness
Critical Assets Functi f)h/H?zards/ Foreign/Do mestic Employee/Contractor Activist
Criticality Attractiveness Al Attractiveness A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale
3. DEF Branch and inter- Possible onsite fatalities. Major disruptionto air 3 | Someinsider insight 2 | Public Image 3 TR
modal terminal—Branch | Possible offsite environmental travel, power supply helpful but not impact due to 3
line providing mixed impact. Limited alternative and military. Easy necessary. presssmedia
products to multi-modal delivery resources to access. interest.
marketing terminal, customers.
breakout facility,
interconnection to other
pipelines and direct
connect to military,
commercial airports and
power plant.

. Endpoint storage Serves large metropolitan area. Hardened facility. 3 | Insider information 2 | Nuisanceissue 2 TR
facility—Major tank farm | Several million retail Access difficult but very helpful both to with 3
for large metropolitan customers plus major impact significant. gain access and trespassing.
area, airport and other international airport. Area operational. Public image
party pipeline served by other sources. impact.
connection. Located in a sparsely Operational

populated industrial area. knowledge
needed.

5. River span block valve Block valve is upstream from Public safety and 2 | Someinsider insight 1 | Limited 2 TR
above ground river span (see drinking water helpful but not interest. 2
item 7). Breach could cause contamination. Perhaps necessary. Difficult
release of pipe volume into included with attack on accesswithin
river and impact public safety asset--River Span minimal success.
and significant contamination (above ground).
to the water supply of amajor
metropolitan center.

Restoration costs significant
dueto river spill clean up and
difficult access to valve. Short
timeframeto repair.
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Form 3: Attractiveness/Target Ranking Form

Facility Name: 1. Fictitious Pipeline Company

Critical Assets

Function/Hazards/
Criticality

Asset Attractiveness

Foreign/Domestic
Attractiveness
Rationale

Al

Employee/Contractor
Attractiveness
Rationale

A2

Activist
Attractiveness
Rationale

A3

TR

6. River Span Pipeline
(Above Ground)

Above ground river span (see
1 above). Breach could release
significant product into river
and contaminate public water
supply to a major metropolitan
center. Block valve used as
active mitigation, if not
damaged. Significant public
safety concern due to frequent
recreational and commercial
use on river. Long-term repair
timeframe and significant
repair costs and spill clean up
costs. No alternate mode to
market. Significant service
interruption.

Public safety and
drinking water
contamination. Easy
access.

No insider
knowledge needed
for breach/access.

Public Image
impact due to
presssmedia
interest.

7. Inter-modal Terminal

Largeinter-modal products
terminal with rail, truck and
pipeline service. Serveslarge
metropolitan area. Provides
gasoline to retail market, jet
fuel to 2 major international
airports and USAF. Large-
scale damage would take
months to repair. Repair costs
would be significant.
Significant disruption to local
economy and possible national
defense. No significant
environmental impact. Limited
public safety and employee
impact.

Hardened facility.
Access difficult but
impact significant.

Insider information
very helpful both to
gain access and
operational .

Nuisanceissue
with
trespassing.
Public image
impact.
Operational
knowledge
needed.
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Form 4—Scenario Based Vulnerability

Facility Name: 1. Fictitious Pipeline Company
Critical Assets. 6. River Span Pipeline (Above Ground)

Scenario Worksheet Form

Existing Safeguards/

Recommendations

SecurTlt)}/pEvent C;hgrge;ty Type Undesired Act Consequences CountermeasLes Vulnerability L
1.1. Destruction of | Terrorist I/E/C Destruction of | Damage of river 1.1. Fencing around | 1. Thereare L3
span, release of river span by span; release of cable platform. some
product and loss of bombing. product into protective
containment. river; - MEasUres;

contamination 1.2. Air patrol and river span

of public ground observation. remote; easy
drinking water access -
supply; loss of 1.3. Manually above grade.
serviceto operated block

downstream valve.

facilitiesfor an

extended period. 1.4. Monitoring

pipeline conditions
and flow ctrl.

1. Consider additional
hardening to prevent
accessto river span.

2. *Evauate additional
intrusion detectors
feasible at this site.

3. *Evaluate if CCTV is
feasible.

4, Consider additional
surveillance of this area.

*Note: Additional countermeasures should be based on threat and criticality of the equipment / system under evaluation. Due to remote locations, electric power may not
be available or feasible to implement electronic security measures.
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Form 4—Scenario Based V ulnerability
Facility Name: 1. Fictitious Pipeline Company
Critical Assets: 7. Inter-modal Terminal

Scenario Worksheet Form

Security Event Threat Undesired

Existing Safeguards/

Type Category Type Act Consequences CoUntermessUres Vulnerability L R Recommendations

1.1. Destruction | Terrorist I/E/C | Destruction | Inability to 1.1. Fencing, 1. Thereare L3 [ Med [ 5. Consider improved
of inter-modal of piping by | receiveor lighting, access multiple access control, 24/7
terminal bombing. pump product control, CCTV, protective security guards at
manifold piping. and possible manned 24/7, measures but higher threat levels.

onsite security procedures | at least one )

fatalities. in place. weakness to 6. Qqnsuder

gain access. additional
countermeasures to

achieve “protection
in Depth” such as
random vehicle
inspections,
background checks.




Appendix C3—Fictitious Truck Transportation SVA Example

The application of the SVA Methodology to afictitiousproducts distribution system by truck isillustrated in the
following example. Only the first page of each of the four formsis shown for illustrative purposes. It is assumed that the
study is conducted by the owner of the trucking company and considers the various interfaces with customers and
suppliers. However, the security of the customer and supplier facilitiesisthe responsibility of the owners of those
facilities.

The exampleis of afictitious hydrocarbon tank truck transportation system, which includes the tank truck, inventory of
flammable liquids and the route specific variables such as the type of road, population centers and environmental
receptors, and any stops. It is assumed that the shipper and receiver siteswill have a separate SVAs. Thisexampleis
intended to provide some insight on how one might conduct a security vulnerability analysis(SVA) using this
methodology on the fictitious truck transportation system. This exampleis not intended to be all inclusive of every
situation or every item that one may consider when conducting an SVA on atank truck system. It is recognized that not
al tank truck systems are the same. Factors such as route length, type of cargo, geographic location and many other
factors play asignificant role to determine the criticality of the transportation system thereby defining the type and level
of analysisthat may be appropriate for a particular situation.

The study is conducted in atop-down, systematic manner following the logic flowchart for the SVA as shown in Figure
A. Thefive steps of the process are documented in four forms:

Figure A—SVA Methodology Flow Diagram

Shep 1. Jeacl Form 1—Critical Assets/Criticality form
Characterization

Step 2: Threat Form 2—Threat§ Worksheet '
Assessment Form 3—Attractiveness/Target Ranking Form

Sep 3 Vulnerability

Analysis
Form 4—Scenario Based V ulnerability Worksheet/Risk
Ranking/Countermeasures Form
Step 4. Risk
Assessment

Slep 3 Countermeasures
Analysis
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Form 1—Critical Assetg/Criticality form

First determine the major assets of the truck transportation system including function, major customers, routes, check
points, terminals, utilities, and supporting infrastructure. Next, critical facilities or functions of the transportation system
areidentified. For all critical facilities, identify critical assets within those functions or within those facilities. All entry
points should be eval uated as an asset in order to focus the analysis on the need for perimeter security and access control.
Theteam lists all relevant assets on Form 1 in Column 1. Similar facilities with similar geographic locations, common
vulnerahilities, and common consequences can be grouped for efficiency and to consider the value of an entire functional
set. In Column 2, document the design basis of the asset and the hazards and consequences that would be realized if the
asset was damaged, compromised, or stolen. In the Column 3 rank the estimated overall severity of the loss of the asset.
Usethefive-level Severity Ranking scale for severity or develop an equivalent as required for the particular facility.

Form 2—T hreats Wor ksheset

Document the threats against the transportation system/facility on Form 2. Include consideration in Column 1 of general
types of adversaries that will be considered (usually terrorists, disgruntled employee or contractor, or extreme activist as
an example, but more specific or other groups can be considered as required); Column 2 is the source of the attack
(EXT—External to the transportation system/facility, INT—Internal to the transportation system/facility); Column 3
documents the threat specific to the transportation system/facility being eval uated; Column 4 documents the specific or
general threat of that type of adversary against this or similar assets worldwide; Column 5 documents the potential
actions that the adversary could take; Column 6 documents the assumed capabilities, weapons, tactics, and sophistication
of the adversary; Column 7 documents their level of motivation; Column 8 providesfor an overall ranking assessment
per the Threat Ranking scale or equivalent.

Form 3—Attractiveness'Target Ranking Form

Columns 1 - 3 are repeated from Form 1 for reference. Column 4 is a documented rationale for why the particular asset
is attractive (or unattractive) and Column 5 is aranking of that attractiveness on arelative Attractiveness Ranking scale
or equivalent. Thisisrepeated for other adversaries. Column 10 is an overall Target Ranking per the same scale, and is
normally considered to be the highest attractiveness of any of the individual adversary rankings but also considers that
the sum the different adversary’ sinterests may make the asset more attractive. The Target Ranking is used to judge the
degree of attractiveness of the target considering all the adversaries.

Form 4—Scenario Based Vulnerability Worksheet/Risk Ranking/Counter measures Form

Column 1 isthe Security Event Type (generally one of four security events including loss of containment, degradation of
the asset, theft, or contamination); Column 2 isthe Threat Category (adversary type such as terrorist, activist, employee);
Column 3 isthe Type of Adversary Attack (Insider/External); Column 4 isthe Undesired Act (the assumed attack
scenario, generally taken from the Threats Worksheet Columns 5, 6, 7); Column 5 is the Consequences; Column 6 (S) is
the Severity Ranking from the Severity Ranking scale; Column 7 is the Existing Countermeasures, which considers the
Deter, Detect, Delay, and Respond philosophy; Column 8 is the Vulnerability, which aso considers the weaknesses or
missing elements of the security strategy specific to the scenario; Column 9 isthe Vulnerability Ranking per the
Vulnerability Ranking scale; Column 10 isthe Likelihood ranking (L) using the Likelihood scale, which is ajudgment of
the team considering the factors of Vulnerability, Threat, and Attractiveness, Column 11 is the Risk ranking (R) per the
referenced Risk Ranking Matrix values; and Column 12 is the New /Countermeasures suggestions (where therisk is
considered significant enough to justify the need for change).

Responsibilities

This example includes a sampling of assets that may be owned or operated by various parties. The responsibilities for
conducting the SVA and for providing security need to be determined and may not solely be with the Shipper. It is
recommended that the SV A include the appropriate partiesto fully analyze the security issues, and that the results are

discussed with owner/operators of adjacent facilities, Receivers, and infrastructure providers as required for risk
communication and completeness.
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SVA Methodology
Fictitious Truck Transportation Example
| | | |
| | | |
| | | |
Section 1: | | | | Section7:
Shipper’s I | | | Receiver’s
Site Site
| | | |
| | | |
| Bridge | Tunnel Truck Stop River Crossing |
| | | |
| | | |
| — | ao | . |
| | | |
| | | |
| | | |
: Section 3: Section 4: . _
Section2: | Highway l Urban l Section 5. ' Section 6:
Rural | Rural I I Highway ' Urban
| | | Urban |
| | | |
| | | |

AcuTech 5-04
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Form 1: Critical Assets/Criticality Form

Facility Name: 1. Fictitious Trucking Company

Critical Assets Form

Asset
Critical Assets Criticality/Hazards Severity
Ranking
1. Tank Truck containing petroleum products and loading rack Shipper loads 50 tank trucks per day of products and dispatches them to both local 4
operations receivers and to within nearby neighboring states. Route evaluated is the longest
distance transported to areceiver's site. Potential for flammable liquids to be attacked
directly to damage the loading rack and operations, to be attacked while en route to
cause collateral damage, or to be hijacked and used as a weapon against other targets.
2. Rural section of road leading from the Shipper's Siteto HWY Single entrance/exit to supplier's site, but incident involving tank truck on this 2
100 - 15 miles, traversing primarily rural areas. section of route would result in limited impacts due to low population density.
3. HWY 100 (50 miles) traversing primarily through rural areas. | Long stretch acrossrural section of route. 3
4. Bridge along HWY 100. Potential to block/damage bridge if tank truck attacked on the bridge. 3
5. Downtown section of route along State Route 5 (15 miles), Highest population density along route, but shortest segment. 3
traversing through high popul ation density area.
6. Tunnel along State Route 5 leading into downtown. Potential to block/damage tunnel preventing entrance/exit to the city and possible for 4
multiple fatalities/injuries from occupants in other vehiclesin tunnel.
7. HWY 200 (100 miles) traversing through primarily urban Longest stretch along the route with a high popul ation density along the segment, 4
areas. potential to not only impact vehicle occupants on road but also surrounding
population impacts.
8. Truck Stop along HWY 200. Potential for theft/access to unmanned vehicle. 4
9. River Span along HWY 200. Potential for environmental impact if product released into river. 3
10. Urban route off HWY 200 to Receiver's site - 10 miles. Single entrance/exit to receiver's site, with potential for fatalities/injuries due to high 3

population density surrounding the site.
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Form 2: Threats Worksheet

Facility Name: 1. Fictitious Trucking Company

Adversary Site Specific . . : Adversary Adversary Overal Threat
Types Source Threat Threat History Potential Actions Capability Motivation Assessment Ranking
I nternational I/E/C 1.1. No site- According to Use of force to cause damage | Assumea Assume adversary | Crediblethreat. 3
terrorists specific information tovehicleswhileintransitor | highlevel of | ishighly Includein analysis.
history of bulletins from at loading/offloading organizationa | motivated, likely An attempt to
intentional acts | DHS there have facilities. Thiscould causea | | support; extremist, cause aviolent
against been suspicious release of hydrocarbonsand | good prepared to diefor | attack on thetruck
ACME. activities resulting fire and explosion resources, their cause with would be
involving bulk with possible fatalities and good intent to cause consistent with
facilities injuries and degradation of financial maximum damage | both the tactics and
including transportation assets and backing; to company assets | goals of domestic
surveillance and environmental release. network of including loss of terrorists.
following trucks. Terrorists may be interested members, life and economic
International in 1) weaponization of atank | highly disruption.
terrorists have truck to usefuelsasa developed
targeted trucksfor | improvised, field-ready communicati
highjackingsand | weapon at another location 2) | on
direct attacks. directly damage the truck and | capabilities;
cause collateral damageand | weapons
disruption to the supply chain | including
3) "Trojan Horse" attack small arms
where the truck is used to and
introduce aweapon into a explosives;
facility. possible
vehicle bomb
based on past

events.




140

AMERICAN PETROLEUM INSTITUTE AND NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION

Form 2: Threats Worksheet

Facility Name: 1. Fictitious Trucking Company

Adversar Site Specific . . : Adversar Adversar Overal Threat
Types g Source Tﬁfeat Threat History Potential Actions Capabilit))/l Motivatio>;1 Assessment Ranking
Domestic I/E/C 2.1. History of | No confirmed Possible for adisruptive Assume Adversary intent is | Crediblethreat. 3
Terrorist or bomb threats domestic acts of event fromdomestic terrorist | medium level | to cause economic | Included in
Activist a ACME terrorism against | such as bombing or of harm through analysis. An
Trucking. All fuels trucking disruption of operations, organizationa | service attempt to cause
concluded operations. similar to international | support; interruption or to damage or
were fakes--no terrorist objectives but most- | poor emphasize a disruption to
bomb or likely of aless severe nature. | resourcesand | political cause. If | operationis likely
activist found. Possible actions would financial domestic terrorist, | inthefuture.
ACME has include highjackings, theft, backing; intent and
had activist vandalism, and arson. small motivation could
protest at the network of be extreme to
main gate members; cell | cause maximum
within the past phone/email damage, but more-
2years. communicati | likely without
on personal sacrifice.
capabilities;
weapons
including
small
improvised
explosive

devices.
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Form 2: Threats Worksheet
Facility Name: 1. Fictitious Trucking Company
Adversar Site Specific . . : Adversar Adversar Overal Threat
Types g Source Tﬁfeat Threat History Potential Actions Capabilit))/l Motivatio>;1 Assessment Ranking
Disgruntled INT 3.1. No There have been Sabotage to vehicles, Insider Disgruntled Credible threat. 2
Employee or evidence of acts of sabotage, including safety systems, access, employee ismost- | Includein analysis.
Contractor sabotage has theft and arsonto | arson, and theft of product. knowledge likely intent to
been the petroleum and ability to | cause
discoveredin | trucking operate inconvenience and
the past. Have | operationsinthe independently | financia impacts
been several past. with to the company or
safety systems authorization | their employer. If
compromised and without very disgruntled or
and incidences guestion. troubled, intent
of theft. May have and motivation
access to could be extreme
vehicles, to cause maximum
facilities, gate | damage, possibly
access codes, | with personal
communicati | sacrifice as
on evidenced in
equipment, various national
records, and | workplace
proximity violence cases.
cardsfor

access cards.
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Form 3: Attractiveness/Target Ranking Form

Facility Name: 1. Fictitious Trucking Company

Asset Attractiveness
Asset
Critical Assets Function/Hazards/ Criticality Severity Foreign/Domestic Employee/Contract Activist
Ranking Attractiveness Al | orAttractiveness | A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale
1. Tank truck Shipper dispatches 50 trucks per 3 Potential for release 3 | Insider information Public image 2 | TR3
containing 10,000 day of gasolineto both local resultingin largefire, necessary to gain impact due to
gallons of receivers and to within nearby potential fatalities and accessto vehicle. press/media
hydrocarbons. neighboring states. Route evaluated closure/damage to interest.
isthe longest distance transported to magjor transportation
areceiver'ssite. route.
2. Rural section of Single entrance/exit to supplier's 1 Short section of route 1 | Noadditional No additional 1 | TR1
road |leading from site, but incident involving tank and limited number of attraction. attraction.
the Shipper's Siteto | truck on this section of route would potential impacts.
HWY 100-15 result in limited impacts due to low
miles, traversing population density.
primarily rural
areas.
3. HWY 100 (50 Long stretch across rural section of 2 Minimal attraction due 2 | Noadditiona No additional 1 | TR2
miles) traversing route. to limited impact attraction. attraction.

primarily through
rural areas.

potential, but length of
route provides access to
vehicle.
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Form 3: Attractiveness/Target Ranking Form
Facility Name: 1. Fictitious Trucking Company
Asset Attractiveness
Critical Assets Function/Hazardg/ Criticality Severity Foreign/Domestic Employee/Contract Activist
Ranking Attractiveness Al or Attractiveness | A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale
4. Bridge along HWY Potential to block/damage bridgeif | 3 Potential to cause major | 3 No additional 1 Potential to 2 TR3
100. tank truck attacked on the bridge. disruptionto US attraction. block bridge.
Highway aswell as
result in potential
fatalitiesand injuries.
5. Downtown section Highest population density along 3 High population density | 3 No additional 1 No additional 1 TR3
of route along State | route, but shortest segment. and potential to harm a attraction. attraction.
Route 5 (15 miles), large number of people.
traversing through
high population
density area.
6. Tunnel along State Potential to block/damage tunnel 3 High population impact | 3 No additional 1 Potential to 2 TR3
Route 5 leading into | preventing entrance/exit to the city potential aswell as attraction. block tunnel.
downtown. and possible for multiple potential to disrupt
fatalities/injuries from occupantsin local economy by
other vehiclesin tunnel. blocking tunnel.
7. HWY 200 (100 Longest stretch along the route with | 3 L ong section of route 3 No additional 1 No additional 1 TR3
miles) traversing ahigh population density along the provides access to truck attraction. attraction.
through primarily segment, potential to not only highly popul ated area.
urban areas. impact vehicle occupants on road
but al so surrounding population.
8. Truck Stop along Potential for theft/access to 3 Potential to gain access | 2 No additional 1 No additional 1 TR2
HWY 200. unmanned vehicle. to truck--theft. attraction. attraction.
9. River Span along Potential for environmental impact | 2 Material not likely to 1 No additional 1 No additional 1 TR1
HWY 200. if product released into river. cause sustained attraction. attraction.
environmental impact.
10. Urban route off Single entrance/exit to receiver's 2 Limited access due to 2 No additional 1 No additional 1 TR2
HWY 200 to site, with potential for shortness of route, but attraction. attraction.
Receiver'ssite— 10 | fatalities/injuries due to high high population density
miles. population density surrounding the makes section
site. attractive.




144 AMERICAN PETROLEUM INSTITUTE AND NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION

Form 4— Scenario Based V ulnerability
Facility Name: 1. Fictitious Trucking Company
Critical Assets: 1. Tank Truck containing 10,000 gallons of hydrocarbons

Scenario Worksheet Form
Security Event Threat Threat Undesired Existing Safeguards/ . :
Type Category Type Act Consequences S Countermeasures Vulnerability L R Recommendations
1.1. Truck is Terrorist I/E/C Release and Potential A 1.1. Experienced/ 1. Longest route L3 1. Consider
attacked ignition of fatalities and Licensed Drivers-- exposes the truck developing
enroute hydrocarbons | injuries from background checks many hours per company system to
resultingin a onamajor resulting fire. before employment. shipment; aert driversto
release of roadway. Possible provides the DHS/FBI derts.
hydrocarbons. closure of a — opportunity for -
major 12 Iqentlflcatl on of surveillance and 2. Cons_ der
transportation drlver_s checked at both unexpected developing a
route. the shipper and attack; route also System to cont act
receiver's sites. passes along local law
several areas of enforcement at
high population DHS"red” levels
density, fo_r informati on
including bridge prior to traveling.
1.3. Driverstrained in and tunnel. 3. Consider
HAZMAT. providing security
. awareness and
1.4. Truck isin constant emergency action
radio contact while training to drivers.
enroute.
1.2. Truck is Terrorist I/E/C Lossof truck | Potentia for SA | 2.1 Truckisinconstant | 1. Long stretches L2 Med | 4. Consider adding
highjacked and product. | injury/fatality radio contact while of rural areas GPStracking
enroute. todriverinan enroute. aong route system to truck so
attack by provide that they can be
force. Loss of opportunity for tracked/located if
truck and surveillance and stolen.
product, but - attack; truck is -
unlikely to be 2.2. Single scheduled left unattended 5. Consider
used in truck stop along route. while at the truck additional radio
checks at elevated
subsequent 2.3. Truck isnormally | StOP- security levels.
attack. or i y
locked when driver is at
the truck stop.
2.4. Truck has electronic
disengagement systems.




Appendix C4—Fictitious Rail Transportation SVA Example

The application of the SVA Methodology to afictitious petroleum liquids pipeline system isillustrated in the following
example. Only the first page of each of the four formsis shown for illustrative purposes. It is assumed that the study is
conducted by the shipper company and considers the various interfaces with customers, suppliers and en-route interfaces.
However, the security of the customer and supplier facilities and the en-route interfacesis the responsibility of the
owners of those facilities, as well as the general route risk assessment issues. An example may include the switchyard
security plan. It isthe responsibility of the switchyard operator to ensure the security of the switchyard.

The general approach is to apply risk assessment resources and, ultimately, special security resources primarily where
justified based on the SVA results. The SVA process involves consideration of the rail transportation system from both
the general viewpoint and specific asset viewpoint. Consideration at the general overall route level is useful for
determination of overall impacts of loss, infrastructure and interdependencies at the route level. The benefit of evaluating
specific assets is that individual interface risks can be evaluated and specific countermeasures applied where justified in
addition to more general countermeasures.

The SVA methodology uses this philosophy in severa ways. The method is intended to ke comprehensive and
systematic in order to be thorough. First, it begins with the SVA team gaining an understanding of the entire rail
transportation route that applies to the route that the shipper’s products take through the value chain from production
facility to various customers and end users. The SVA will analyze the critical assets that comprise the transportation
system, the critical functions of the system, and the hazards and impacts if these assets or critical functions are
compromised. This results in an understanding of which assets and functions are “critical” to the business operation.
Criticality may be defined both in terms of the potential impact to the workers, community, the environment and the
company, as well as to the business importance and continuity of the system. For example, a rail loading station or a
specific branch along the route may be a critical part of the operation of the system due to inability to operate without it
or, if attacked, it has the greatest impact. As such it may be given a high priority for further analysis and special security
countermeasures.

Based on this first level of screening from all assets to critical assets, a critical asset list is produced. Next, the critical
assets are reviewed in light of the threats. Adversaries may have different objectives, so the critical asset list is reviewed
from each adversary’s perspective and an asset attractiveness ranking is given. This factor is a quick measure of whether
the adversary would value damaging, compromising, or stealing the asset, which serves as an indicator of the likelihood
that an adversary would want to attack this asset and why.

If an asset is both critical (based on value and consequences) and attractive, then it is considered a “target” for purposes
of the SVA. A target may optionally receive further specific analysis, including the development of scenariosto
determine and test perceived vulnerabilities. Asshown in Figure A, all assetsreceive at |east ageneral security review.
Thisisaccomplished by the basic SVA team’ s consideration as an asset to begin with, along with a baseline security
survey. General security considerations may be found in security references such as the countermeasures checklist
provided in Appendix F.

The study is conducted in atop-down, systematic manner following the logic flowchart for the SVA as shown in Figure
A. Thefive steps of the process are documented in four forms:
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Figure A—SVA Methodology Flow Diagram

Step 1: Asset

e e pesbion Form 1—Critical Assets/Criticality form

Step 2. Threat Form 2—Threat§ Worksheet '
Assessment Form 3—Attractiveness/Target Ranking Form

Sep 3 Vulnerability

Analysis
Form 4— Scenario Based V ulnerability Worksheet/Risk
Ranking/Countermeasures Form
Step 4. Risk
Assessment

Slep 3 Countermeasures
Analysis

Form 1—Critical Assets/Criticality Form

Determine the mgjor assets of the rail transportation system including loading facilities, switching yards, specific routes,
control rooms, gates and access control points, marine terminals, bridges, tunnels, utilities, supporting infrastructure, and
other considerations. All entry pointsto afacility should be evaluated as an asset in order to focus the analysis on the
need for perimeter security and access control. The team lists all relevant assets on Form 1 in Column 1. Similar facilities
with similar geographic locations, common vulnerabilities, and common consequences can be grouped for efficiency and
to consider the value of an entire functional set. In Column 2, document the design basis of the asset and the hazards and
consequences that would be realized if the asset was damaged, compromised, or stolen. In the Column 3 rank the
estimated overall severity of the loss of the asset. Use the five-level Severity Ranking scale for severity or develop an
equivalent asrequired for the particular facility or transportation system. Conduct the study on the overall general route,
followed by more detailed evaluation of critical facilities.

Form 2—Threats Wor ksheet

Document the threats against the facilities or transportation system on Form 2. Include consideration in Column 1 of
general types of adversaries that will be considered (usually terrorists, disgruntled employee or contractor, or extreme
activist as an example, but more specific or other groups can be considered as required); Column 2 is the source of the
attack (EXT—EXxternal to afacility or rail system, INT—Internal to afacility or rail system); Column 3 documents the
threat specific to the facility or rail system being evaluated; Column 4 documents the specific or general threat of that
type of adversary against this or similar assets and operations worldwide; Column 5 documents the potential actions that
the adversary could take; Column 6 documents the assumed capabilities, weapons, tactics, and sophistication of the
adversary; Column 7 documents their level of motivation; Column 8 provides for an overall ranking assessment per the
Threat Ranking scale or equivalent.
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Form 3—Attractiveness'Target Ranking Form

Columns 1 - 3 are repeated from Form 1 for reference. Column 4 is a documented rationale for why the particular asset
or operation is attractive (or unattractive) and Column 5 isaranking of that attractiveness on arelative Attractiveness
Ranking scale or equivalent. Thisis repeated for other adversaries. Column 10 is an overall Target Ranking per the same
scale, and isnormally considered to be the highest attractiveness of any of the individual adversary rankings but also
considers that the sum the different adversary’ s interests may make the asset more attractive. The Target Ranking is used
to judge the degree of attractiveness of the target considering all the adversaries.

Form 4—Scenario Based Vulnerability Wor ksheet/Risk Ranking/Counter measures Form

Column 1 isthe Security Event Type (generally one of four security eventsincluding loss of containment, degradation of
the asset, theft, or contamination); Column 2 isthe Threat Category (adversary type such as terrorist, activist, employee);
Column 3 isthe Type of Adversary Attack (Insider/External); Column 4 is the Undesired Act (the assumed attack
scenario, generally taken from the Threats Worksheet Columns 5, 6, 7); Column 5 is the Consequences,; Column 6 (S) is
the Severity Ranking from the Severity Ranking scale; Column 7 is the Existing Countermeasures, which considers the
Deter, Detect, Delay, and Respond philosophy; Column 8 isthe Vulnerability, which also considers the weaknesses or
missing elements of the security strategy specific to the scenario; Column 9 isthe Vulnerability Ranking per the
Vulnerability Ranking scale; Column 10 is the Likelihood ranking (L) using the Likelihood scale, which is ajudgment of
the team considering the factors of Vulnerability, Threat, and Attractiveness; Column 11 isthe Risk ranking (R) per the
referenced Risk Ranking Matrix values; and Column 12 is the New /Countermeasures suggestions (where therisk is
considered significant enough to justify the need for change).

Responsibilities

This example includes a sampling of assets that may be owned or operated by various parties. The responsibilities for
conducting the SVA and for providing security need to be determi ned and may not solely be with the Shipper. It is
recommended that the SV A include the appropriate partiesto fully analyze the security issues, and that the results are
discussed with railroad owner/operators, owner/operators of adjacent facilities and infrastructure providers as required
for risk communication and completeness.
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API/NPRA SVA Methodology
Rail Transportation Example
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Form 1: Critical Assets/Criticality Form
Facility Name: 1. Fictitious Rail Company
Critical Assets Form
Asset
Critical Assets Criticality/Hazards Severity
Ranking
1. 25 railcars of petroleum products. Two trains comprised solely of 25 petroleum products railcars are shipped daily from 4
the shipper's terminal. After leaving the terminal the tankcars are divided into three
separate trains at the switchyard and sent to three final receiver's sites. Site #1 - 25
railcars per day. Site #2 - 10 railcars per day. Site #3 - 15 railcars. En route from the
switch yard to Site #1 ison amainline track along a mostly rural area. En route to
Site #2 and #3 crosses ariver and have accessto asiding as needed. Therouteto Site
#2 branches off on an urban mainline, while the route to Site #3 continues through a
tunnel before reaching itsfinal destination. Potential hazard for thisroute isthe
potential to release one or more railcars resulting in a large environmental impact and
or fire and subsequent fatalities and injuriesif ignited.
2. Rural section of track to switch yard - 25 miles from shipper's | Singlerail entrance/exit to supplier's site; incident involving railcar on this section of 3
site. the route would result in limited fatalities/injuries due to low population density, but
large fire could damagerrail line.
3. Mainline section of track in rural area - 200 miles. Including Long stretch across rural section of route. 3
rail spur to Receiver Site #1.
4. Switch Yard Switch point to individual trainsto receiver's sites. Potential to damage site, other 4
railcars and various productsif petroleum products released and ignited.
5. River crossing Potential for environmental impact if product released into river. 3
6. Mainline section of track in urban area - 300 miles. Including L ong stretch across urban section on route to Site #2 and Site #3. 3
rail spursto Site #2 and Site #3.
7. Siding in Urban Area (see 6) Potential for theft/access to unmanned railcars. 4
8. Tunnel in Urban Area (see 6) Potential to block/damage tunnel. 4
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Form 2: Threats Worksheet

Facility Name: 1. ACME Rail Company

Adversary ! . . . . Adversary Adversary Overadl Threat
Types Source Site Specific Threat Threat History Potential Actions Capability Motivation A et Ranking
I nternational I/E/IC 1.1. No site-specific Bombingsin Terroristsmay be | Assumeahigh Assume adversary | Credible 3
terrorists history of intentional Madrid have interestedin 1) level of ishighly threat. Include
actsagainst ACME. recently weaponization of | organizational motivated, likely inanalysis. An
indicated the atrainto usefuels | support; good extremist, attempt to
vulnerability of | asaimprovised, resources; good prepared to diefor | cause aviolent
the rail field-ready financial backing; | their cause with attack on the
transportation weapon at another | network of intent to cause railcar/train
infrastructure. location 2) members; highly | maximum damage | would be
directly damage developed to company assets | consistent with
therailcar(s) and communication including loss of both the
cause collateral capabilities; life and economic | tactics and
damage and weapons disruption. goals of
disruption to the including small domestic
supply chain 3) arms and terrorists.
"Trojan Horse" explosives,
attack where the possible vehicle
railcars are used to | bomb based on
introduce a past events.
weapon into a
facility.
Domestic I/E/C | 2.1. History of bomb No confirmed Possiblefor a Assume medium Adversary intent is | Credible 3
Terrorist or threats at ACME. No domestic actsof | disruptive event level of to cause economic | threat.
Activist actual bombs found or terrorism from domestic organizational harm through Included in
activist groups claiming | against fuels terrorist such as support; poor service analysis. An
responsibility. AGME rail operations. | bombing or resources and interruption or to attempt to
has had activist protest disruption of financial backing; | emphasizea cause damage
at the corporate operations, similar | small network of political cause. If or disruption
headquarters within the tointernational members; cell domestic terrorist, | to operationis
past 5 years. terrorist objectives | phone/email intent and likely inthe
but most-likely of | communication motivation could future.
alesssevere capabilities; be extreme to
nature. Possible weapons cause maximum
actions would including small damage, but more-
include vandalism, | improvised likely without

blockage of track
and arson.

explosive devices.

personal sacrifice.
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Form 2: Threats Worksheet

Facility Name: 1. ACME Rail Company

Adversary ! . . . . Adversary Adversary Overadl Threat
Types Source Site Specific Threat Threat History Potential Actions Capability Motivation A et Ranking
Disgruntled INT 3.1 No evidence of There have Sabotage to Insider access, Disgruntled Credible 4
Employee or sabotage has been been acts of railcarsincluding | knowledge and employee ismost- | threat. Include
Contractor discovered in the past. sabotage, theft | safety systems, ability to operate | likely intent to inanalysis.
and arson to the | and arson. independently cause
petroleum with authorization | inconvenience and
railcar and without financial impacts
operationsin question. May to the company or
the past. have access to their employer. If
railcargtrain, very disgruntled or
facilities, gate troubled, intent
access codes, and motivation
communication could be extreme
equipment, to cause maximum
records, and damage, possibly
proximity cards with personal
for access cards. sacrifice as
evidenced in
various national
workplace

violence cases.
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Form 3: Attractiveness/Target Ranking Form

Facility Name: 1. Fictitious Rail Company

Asset Attractiveness
Critical Assets Function/Hazards/ Foreign/Domestic Employee/Contractor Activist
Criticality Attractiveness Al Attractiveness A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale
1. 25 railcars of petroleum Two trains comprised of 25 Potential for release 3 | Insider information 1 | Publicimage 2 | TR
products. petroleum products railcars resulting in large necessary to gain access impact due to 3
are shipped daily from the fire, potential to vehicle. press/media
shipper'sterminal. After fatalities and interest.
|leaving the terminal the closure/damage to
tankcars are divided into major transportation
three separate trains at the route.
switch yard and sent to three
final receiver's sites. Site #1
- 25railcars per day. Site #2
- 10 railcars per day. Site #3
- 15 railcars. Potential to
release one or more railcars
resulting in alarge
environmental impact and or
fire and subsequent fatalities
and injuriesif ignited.

2. Rural section of track to Single rail entrance/exit to Short section of 1 | No additional 1 | Noadditional 1| TR
switch yard - 25 miles supplier's site; incident route and limited attraction. attraction. 1
from shipper's site. involving railcar on this number of potential

section of the route would impacts.
resultin limited

fatalities/injuries dueto low

population density, but large

fire could damagerrail line.

3. Mainline section of track | Long stretch acrossrural Minimal attraction 2 | Noadditional 1 | Noadditiona 1 [ TR
inrural area- 200 miles. section of route. due to limited impact attraction. attraction. 2

Including rail spur to
Receiver Site #1.

potential, but length
of route provides
accessto vehicle.
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Form 3: Attractiveness/Target Ranking Form

Facility Name: 1. Fictitious Rail Company

Asset Attractiveness
Critical Assets Function/Hazards/ Foreign/Domestic Employee/Contractor Activist
Criticality Attractiveness Al Attractiveness A2 | Attractiveness | A3 | TR
Rationale Rationale Rationale

4. Switch Yard Switch point to individual Potential to cause 3 | Noadditional 1 | Potentia to 2 | TR
trainsto receiver'ssites. major disruption to attraction. block bridge. 3
Potential to damage site, rail transportation
other railcars and various systems.
productsif petroleum
products released and
ignited.

5. River crossing Potential for environmental Potential 3 | Noadditional 1 | Noadditional 1| TR
impact if product released contamination of attraction. attraction. 3
intoriver. drinking water

supply and major
disruption to rail
transportation
system.

6. Mainline section of track | Long stretch across urban High population 4 | Ability to disrupt Sites 4 | Abilitytodisrupt | 2 | TR
in urban area— 300 miles. | section on route to Site #2 density and potential #2/3 Sites#2/3 4
Including rail spursto and Site #3. toharm alarge
Site#2 and Site #3. number of people.

Ability to disrupt
Sites #2/3

7. Siding in Urban Area Potential for theft/accessto Siding provides 3 | Noadditional 1 | Noadditional 1| TR

(see6) unmanned railcars. access to unmanned attraction. attraction. 3
railcars in popul ated
area.

8. Tunnel in Urban Area Potential to block/damage Potential to cause 2 | Noadditional 1 | Noadditional 1| TR
(see 6) tunnel. major disruption to attraction. attraction. 2

rail transportation
system.
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Form 4—Scenario Based Vulnerability
Facility Name: 1. Fictitious Rail Company

Critical Assets: 1. 25 railcars of petroleum products.

Scenario Worksheet Form

Security Event Type nggegtry Type Un(le; red Consequences Eg:;:?asfggg Vulnerability L R Recommendations
1.1. Trainis attacked Terrorist I/E/C | Releaseand | Possible 1.1. Mgjor Class| 1. Railcarsare L3 Med | 1.Meetwithrall
en route with abomb ignition of closure/damage Railroad used to carry exposed many company and develop
resulting in arelease of petroleum to magjor materials along the hours per security plan. Discuss
petroleum products. productson | transport ion rail entire route to all shipment; access control and
amgjor lineand receivers sites. provides the staging of cars at
roadway. potential opportunity for elevated threat levels.
fatalitiesand - surveillance - —
injuries from 1.2. Secumy Plan at and 2. Co_nsder providing
resulting fire. both the shipper and unexpected security awareness and
receiver's site. attack; route emergency action
also passes training to rail
along several personnel.
1.3. Trainisin congtant | &S Of_h'gh 3. Review security
radio contact while en popu_latlon procedures/plan at the
density and : R
route. includes both switch yard; revise plan
bridge and as necessary to address
i~ any security concerns
1.2. Bomb is attached Terrorist I/E/C | Bombis Explosion/fire 2.1. Security Plan at 1. Railcarsare 4. Meet with switchyard
to railcar whilein brought on therail spurs both the shipper and exposed and operator to review
switchyard or while on onto of at the receiver's site. vulnerable to Security issues.
sding. receiver's receiver's site placement of - -
site. resulting in hidden bomb 5. Review security
fatalities/injuries on railcar procedure at receiver's
and potential whileinyard site for acceptmg and
damage to spur and while on screening railcars for
and receivers spur. delivery.
Process 6. Consider adding
equipment. lighting and CCTV
around siding to prevent
access to stopped train,
while en route.
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